
www.ijcrt.org                                             © 2025 IJCRT | Volume 13, Issue 12 December 2025 | ISSN: 2320-2882 

IJCRT2512909 International Journal of Creative Research Thoughts (IJCRT) www.ijcrt.org h962 
 

The Litigation Of Ambiguity In Data Privacy 

Law: Why India Rejected Legitimate Interest And 

What It Means For System Design 
 

Varun N. Rao (ORCiD 0000-0003-0452-1463), 

Narendra Vijayasimha (ORCiD 0009-0003-9205-8882) 

Rezorce Research Foundation, 111/1 II Floor 6th Main Malleswaram Bangalore 560003 India 

ABSTRACT 

 

Th e c on c ept  of  “ l egi t i m at e i n t eres t ”  has  e m erg e d as  o n e o f  the  m os t  c o ntes t e d an d  

op er at io n al ly  f r a gi l e  l e gal  bas es  i n  m o d ern  d at a  pr ote ct i on  l a w.  Acros s  jur i s dict i o ns ,  

i t  was  i n te n de d  to  pr o vid e  f l e xi bi l i ty  for  d at a  c ont r ol l er s  whi l e  s afe g u ardi n g  

indi vi du al  r ig ht s  thr o ug h pro p or t io n al i ty  an d bal a nci n g.  This  pa p er  d e m o ns t rat es ,  

thro u gh a  c o m par at i ve an al ys i s  of  the E ur op e a n Uni o n,  S ing a por e,  Uni te d St at es ,  

an d  Br azi l ,  th at  l e gi t i m at e i n ter es t  h as  i ns te a d be c o m e a p er s i s te nt  s our c e of  l eg a l  

a m big ui t y,  e nfor c e m e nt  v ol at i l i ty,  an d arc hi t ect ur al  c os t .  I n  r ig ht s - c e nt r i c  r e gi m es  

suc h as  t he  E U a n d Br a zi l ,  a m big ui t y  has  b ee n r es olv e d t hro u gh l i t i g at io n a n d  

r eg ul ator y n ar ro wi n g,  g en er at in g hi gh d o cu m e nt at i o n a nd  c o m pl ia n c e b ur de ns .  I n  

Sin g ap or e,  ad m inis t r at iv e g uid a nc e a nd  a c c ou nt abi l i t y  f r a m e wor ks  h a v e c o nt ain e d ,  

but  n ot  e l i m in at ed ,  u nc er t ai nty.  In  Uni t e d St at es ,  th e abs e nc e of  l a wful  b ases  ha s  

di spl a ce d a m bi gui t y  i n to  d ef ini t i on al  d i sp ut es  a n d t ec h nic a l  o pt - o ut  e nf orc e m e nt .  
 

Ag ains t  t h i s  b ac k dro p,  In di a ’ s  Digi t al  P er so n al  Data Prot e c t ion Act ,  2 02 3 re pr ese nt s  

a  d el ib er ate  r e g ul ator y r u ptur e.  B y r eje ct i ng  a  g en er al  l egi t im at e i n t eres t  c l a use  a n d  

int ro d uci n g a  clos e d l i s t  of  “ cer t ai n  l e gi t i m ate uses , ”  th e DP D P Act  t r a d es  c o nte xt ua l  

f l exi bi l i t y  for  l e g al  c er t aint y  an d ad m inis t r at iv e pre di cta bi l i ty.  T h e p a per  arg ues  t ha t  

th i s  shi f t  do es  not  e l i mi n ate  a m bi g ui ty  b ut  r el o cat es  i t  f ro m l e g al  in t erpr et at io n t o  

sys te m  arc hi t ect ur e.  Bui l di ng  o n t hi s  i ns i ght ,  th e p a per  d e ve lops  c o ncr et e  t e ch n olo g y  

an d go v ern a n ce s t r ate gi es  l ik e co ns ent - c ent r i c  des i gn,  p urp ose - b ou n d d at a  pi p el in es ,  

co m pl i a n ce- b y-d es ig n,  an d a u di ta bi l i t y - f i r s t  ar c hi te ctur es ,  n e ces s ary t o  

op er at io n al i ze t he DP DP re gi m e.  T he an al ys i s  co n clu d es  that  s us tai na b l e  pr i va c y  

go v ern a n ce  d e p en ds  l es s  on  d o ct r in al  e l e ga n ce  t ha n o n t h e ca p a ci ty  of  l e g al  s ys te m s  

to  al i g n r e g ulat or y d es i gn w i th  t e c hni c al  i m ple m e nt at i on r e al i t i es .  

 

KEYWORDS 

 

Le gi t i m at e Int er es t ;  Digi t a l  Per s o nal  Dat a Prot e ct io n Ac t  (DP DP Act ) ;  Pr iv a cy b y  

Des i gn;  Dat a Prot e ct io n Arc hi t ect ur e ;  C o m p arat i v e Pr i v ac y  La w  

 

I . INTRODUCTION 

M o der n d at a  pr ote ct i on r egi m es  i ncr e as in gl y  r e co g niz e t h at  e x clus i ve r el i a n c e o n  

co ns ent  i s  in c o m pat i bl e  wi t h  hig h - f r eq u en c y,  l a rg e - scal e  d ata  pr o ces s i n g  

en vi r on m e nts .  Di gi ta l  p lat f or ms ,  d at a -dr i v en s er vi c es ,  an d a ut o m at ed de ci s i o n  

sys te ms  r eq ui r e  l a wf ul  pr o ces s i ng gro u nds  t hat  ca n o p era te  c o nt in u ous l y  wi th o u t  

im p os in g e xc es s iv e i n t era ct i o n cos t s  o n i ndi vi du al s .  I n  t h i s  c ont e xt ,  t h e “le gi t i m at e  

in ter es t ”  (LI )  c ons t r u ct ,  mos t  pro mi n e nt ly  ar t i c ul ate d i n  Ar t i c le  6(1) ( f )  of  t h e GDPR ,  
was  i n t en d e d t o  f un ct i on  as  a n o p erat i o nal  s af ety  val v e,  e n abl i n g pro c es s in g wh er e  
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orga ni z at io n al  in t er es t s  are  b al an c ed a gai ns t  i ndi vi du al  r ight s .  Fro m a s ys te m s  

per s p ect i v e,  LI  r epr es ent s  a n at t e m pt  t o  e n co d e pro p or t ion al i t y  a nd  c o nt ext u al  

r eas o na bl en es s  i n to  t h e l e g al  l a y er  of  d at a -pr oc es s in g ar chi tect ur es .  

 

In  pra ct i c e,  h o wev er,  LI  h as  e m erge d as  on e of  th e m os t  i m ple m e nt at io n - f r a gi l e  

e le m e nts  of  c ont e m p orar y pr i va c y l a w.  T he  r e q ui re m e nt  to  c on d u ct  a  pur p ose ,  

ne c es s i ty,  an d b ala n cin g as ses s m e nt  i n t ro du c es  a  hi g h d e gre e of  su bj ect i v i t y  th a t  

r es i s t s  a uto m at i o n a nd s t a nd ar diz at i on.  Wi thi n  t he  E ur o pe a n Uni o n,  r e g ul ator y  

enf or ce m e nt  h as  pr o gres s i vel y  n ar r o wed t h e vi abl e  s c o pe of  LI ,  p ar t i c ul ar ly  for  dat a -

in te ns i ve  a ct i v i t i es  su c h as  b eh a vio ur al  a dv er t i s in g,  pr of i l ing,  a n d cr os s -c ont e xt  

an al yt i cs .  S u per vi sor y a uth or i t i es  h a ve  r e p eat e dl y  e m ph as i z ed  th at  pr oc es s in g whi c h  

i s  s t ruct ur al ly  in t r us iv e  or  e c o no m ic al l y  c ent r al  t o  a  p l at f or m ’s  bus i n es s  m o del  i s  

unl i k ely  t o  s at i s fy  th e b al a nci n g thres h old.  As  a  r es ul t ,  org a niz at i ons  f ac e s ig ni f i c a nt  
un c er tai nt y  wh e n at t e m pt in g to  en c od e LI  in t o  pr od u ct i on dat a  pi p el in es ,  of t e n  

def a ul t in g t o  c ons e nt  as  a  r i sk - mi t i gat i o n s t r at eg y des pi te  i t s  k no wn s cal a bi l i t y  

l imi t at i ons .  

 

Co m p ar abl e  i m pl e m ent at i on c hal l e ng es  ar i s e  i n  jur i s dict i ons  t h at  d o n ot  for m al l y  

r ec o gni z e LI  b ut  r eg ul ate  a n alo g ous  a ct i v i t i es  t hro u g h fu nct i o nal  e q uiv al e nt s .  I n  

Cal i f orni a ,  th e CC PA an d CP R A r epl a ce  l a wf ul -b as i s  an al y s i s  wi th  o bl i gat i o ns  t i e d  

to  “s el l in g, ”  “sh ar in g, ”  a n d “l e gi t i m at e b us in es s  p ur pos es . ”  Whi l e  t h i s  r e m o ves  t h e  

ne e d for  su bje ct i ve bal a n cin g tes t s ,  i t  s hi f t s  co m pl i an c e c o m ple xi t y  to war d d ata - f l o w  

clas s i f i cat i o n,  r eal - t i m e  o pt -o ut  e nfor c e m ent ,  a n d ve n d or  c ont r a ct  co nt r ol s .  Fr o m a n  

infor m at i o n- sys t e ms  s t an d poi nt ,  t h e a m bi gui t y  d oes  n ot  d i s a pp e ar ;  r a th er,  i t  m igr at es  

f ro m le g al  in ter pr etat i o n to  t e c hni c al  e nfor c e m e nt  logi c  e m b e dd e d in  c o nse n t  

m a n ag e m e nt  pl at f or ms ,  t a g gin g s ys te ms ,  a n d API - le v el  c o n t rol s .  

 

S in g ap or e’ s  P DPA off er s  a  m ore e xpl i ci t l y  r i sk- en gi n eer e d m od el .  T he l e gi t i m at e  

in ter es t s ’  e xc e pt i on i n t ro d uc e d in  20 2 0 i s  v ia bl e  o nl y  wh e n org ani z at io ns  c a n  

de m o ns t r ate  c on cr ete  m i t ig at i o n m eas ures ,  r es t r i c t e d ac ces s  c ont r ol s ,  r e t e nt io n  
l imi t s ,  an d do c u m ent e d in t er nal  as ses s m e nts .  T his  a p pro a ch  al i gns  LI  wi t h  

ac c o unt a bi l i ty - b y-d es ig n pr i nci pl es ,  e ff e ct i vel y  t r e at in g i t  as  a  g o v ern a nc e  

m e c ha nis m t hat  m us t  b e s up p or te d b y ver i f i a ble  s ys te m s a feg u ards .  Br a zi l ’ s  L GP D 

mir r or s  the Eur o pe a n LI  f r a m e work but  f ur th er  a m pl i f i es  im pl e m ent at i o n bur d en s  

thro u gh h ei ght e ne d t r ans p are n cy  o bl i gat i o ns  a n d r e g ul ato ry s cr ut in y of  e m ergin g  

uses  s uc h as  AI  t r aini n g a n d l arg e - s cal e  a nal yt i cs .  

 

Indi a’ s  Di gi tal  Per s on al  Dat a Pr ote ct i o n Act  r e pres e nt s  a  del i b erat e  ar c hi te ct ura l  

de p ar tur e  f r o m t hes e m o dels .  T h e DP DP Act  d o es  n ot  a d opt  an o p en - e nd e d le gi t i m at e  

in ter es t  t es t  f or  pr i vat e  ent i t i es .  Ins t ea d,  i t  in t r o du c es  n ar r o wl y d ef i ne d “le gi t i m at e  

uses ” un d er  S e ct io n 7 ,  l a rg el y  c o nf in e d to  e m pl o y m ent - r elat e d p ur pos es ,  s t a t e  

fun ct i ons ,  a n d s pe ci f i ed  p u bl ic - i nt eres t  a ct iv i t i es .  T h e DP DP R ul es  (2 0 25)  r ei nfor c e  

th i s  d es ig n b y e m p has i zi ng not i c e,  c o nse nt  ma n a ge m e nt ,  p ur pos e l i mi t at io n,  a n d d at a  

mi ni mi z at io n  o bl i gat i o ns  for  m os t  pr iv at e - s e ct or  pro c es s in g .  W hi le  t h i s  su bs t ant i al l y  

r ed u ces  l e gal  a m bi gui t y,  i t  shi f t s  th e co m pl i a n ce bur d en t o war d c o nse n t  

orc h es t r at i o n,  a u di ta bl e  p ur pos e bin di ng,  a nd l i f e cy cl e  c o n t rol s  wi thi n  i nfor m at i on  

sys te ms .  C ons eq u e nt ly,  I ndi a ’ s  ap pr oa c h t r a d es  i n ter pret i v e u n c er tai nt y  fo r  
en gi n eer i n g c o m pl e xi ty,  m a kin g s c ala bl e  co ns ent  ar chi t e ct u res ,  a ut o m at ed r et e nt i o n  

enf or ce m e nt ,  a n d pol i c y -dr i ve n d at a  ac c es s  co nt ro l s  c ent r al  t o  DP D P 

im pl e m ent at i o n.  

 

In  ag gr eg at e ,  cros s - j ur i sdi ct io n al  ex p er ie n c e su g g es t s  that  l e gi t i m at e i n ter es t  

a m big ui t y  i s  n ot  m er ely  a  l e g al  pr obl e m  b ut  a  s ys te m s -d es ig n c ons t r ai nt .  W her e  

l a wf ul  bas es  r ely  o n s u bje ct i ve  bal a nci n g,  c o m pl ia n ce  c os t s  m a ni f es t  as  u n cer t ai nt y  

an d e nfor c e m ent  r i sk;  wh er e su c h bas es  are  r e m o ve d or  c o ns t r ai n ed,  c os t s  r e a pp e ar  

as  ar chi t e ctur al  a n d o p erat i o nal  ov er h ea d.  Eff e ct iv e pr iv a cy g ov er na n ce t h eref or e  

r eq ui r es  t r e at i ng l a wf ul - bas i s  s el ect i o n as  a  d es ig n d e ci s io n e m be d de d wi thi n  d ata -

pro c es s in g sys t e ms ,  r ath er  t ha n as  a  p urel y  l e gal  a bs t r a ct i o n.  

 

II . MATERIALS AND METHOD S 

 

This  s t ud y ad o pts  a  q ual i t a t i ve,  c o m p arat i v e,  d o ct r in al –p ol icy r es ear c h d es i gn w i t h  

a  s t r on g e m p h as i s  o n t e c hn ol og y g ov er na n c e an d i nfor m at i o n - sys t e m s  

im pl e m ent at i o n.  T h e r es e arc h i s  no n - ex p er i m ent al  an d  obs er vat i o nal ,  r e l yin g  

ex cl us iv el y  o n s e c on d ary s our c es  r at her  t ha n pr i m ary d ata  c ol le ct i on or  h u m a n  

subj e ct s .  Th e o bj ect i v e i s  not  to  t es t  s t a t i s t i c al  h yp ot he ses ,  but  t o  a nal ys e ho w  
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a m big ui t y  in  l a wf ul  b ases ,  par t i c ular l y  “ le gi t i m at e in teres t ” ,  t r a ns l ates  i n t o  

im pl e m ent at i o n r i sk ,  co m pl i a n ce cos t ,  an d sys t e m - le vel  co m pl e xi ty  a cros s  

jur i sdi ct io ns .  

 

2.1 Materials 

 

Res e arc h m at er ial s  wer e s el ect e d us in g pur p os iv e s a m pl in g,  fo cus i ng  o n s our c es  th a t  

d i r e ct l y  ad dr es s  th e op er at io n al i zat i o n of  pr i v ac y l a w  wi t hin  di gi t a l  sys t e ms .  T h e  

dat as et  in cl ud es :  

  pe er- r e vie we d le g al  a n d e c on o mi c s c h olar s hip  e xa mi ni ng t he GDP R ,  

CCPA/C PR A,  L GP D,  a n d Sin g ap or e P DPA;  

  off i cial  r e g ul ator y e nfor c e m e nt  d eci s i o ns  an d g ui da n c e i s sue d b y su per vi sor y  

aut h or i t i es ;  

  judi ci al  ru l i n gs  in t erpr et i ng l a wf ul  b ases  f or  p er so n al  d at a  pro c es s in g;  an d  

  pol i c y br ief s  a n d t e ch ni c al  s tu di es  a ddr es s in g pr i va c y -b y-d es i gn,  c o m pl i an c e  

aut o m at i on ,  a n d d at a  g o v ern a nc e arc hi t e ctur es .  

 

So ur ces  wer e e v alu at ed  for  r el ev a n ce  to  i m pl e m e nt a t ion  c os t ,  l a wf ul -b as i s  
un c er tai nt y,  a c c ou nt abi l i t y  m e c ha nis ms ,  a nd  cr os s -b ord er  d ata  g o ver n an c e,  e nsur i n g  

al ig n m e nt  wi t h  a n a p pl ie d i nfor m at i on - s ys te m s  p er sp e ct i ve ( Voigt  a nd vo n  de m  

Buss ch e 20 1 7;  S ol ov e a nd S ch war t z  2 02 3) .  

 

2.2 Analytical  Procedure 

 
Th e a nal ys i s  pro c e ed e d i n  f our  s t a ges .  F i r s t ,  r e cur r i ng  i m ple m e nt at i on  c h al le n ge s  

as so ci ate d w i th  l a wful - b as i s  a m bi g ui ty  wer e i de nt i f i ed  a cr o s s  jur i sdi ct io ns .  S ec o n d,  

jur i sdi ct io n - s pe ci f i c  l eg al  a n d r e gul at ory evi d en c e was  sy nth es i ze d to  as ses s  h o w 

thes e c hal l e ng es  m a ni f es t  in  e nf orc e m e nt  pra ct i ce.  Thi r d ,  t he  f in di ngs  wer e m a p p e d  

ont o  t he s t atut or y s t ru ctur e of  I ndi a ’ s  Di gi tal  Per s o nal  Dat a Pr ote ct i o n ( DP DP)  Ac t  

an d t h e DP DP R ules  ( 2 02 5) ,  wi t h  p ar t i c ul ar  a t t e nt io n t o  co ns ent  m a n a ge m e nt  a n d  

“le gi t i m at e us es . ”  F in al ly,  t h e s tud y d er i ve d arc hi t e ctur al  a n d g o ver n an c e  

im pl i cat i o ns  for  pr iv a cy - c o m pl i ant  s ys te m  d es i gn.  

Th e s t ud y e m pl o ys  c o m p arat i v e l eg al  a n alys i s ,  t h e m at ic  synt h es i s ,  an d p ol ic y -

or ie nt ed  q u al i t a t iv e r e aso ni ng.  E m pi r i cal  f in di ngs  f ro m  ci t e d e co n o mi c a n d  

r eg ul ator y s t u dies  ar e  i n cor por at ed  des cr ipt i v ely  to  su p por t  i mpl e m e nt at io n - fo c use d  

co n cl us io ns  r at h er  th a n s tat i s t i cal  i nf ere n ce ( B io ni  20 2 0;  E uro p ea n Dat a Prot e ct io n  

Bo ard  2 0 22) .  

 

III. CONCEPTUAL FOUNDATIO NS: LEGITIMATE INTEREST AS  A LEGAL CONST RUCT 

Le gi t i m at e i n ter es t  oc c upi es  a  di s t in ct i ve  p os i t io n w i t hin  c o nte m p or ary d at a  

prot e ct io n t h e ory  as  a  l a wful  b as i s  t h at  ex pl i ci t ly  ins t i tu t io n al iz es  n or m at iv e  

bal a n cin g.  Unl i k e c ons ent  or  l e g al  o bl ig at i on,  l e gi t i m at e i n ter es t  p er mi t s  per s o na l  

dat a  pro c es s in g bas e d o n a  c o nt rol l er ’ s  as s er te d ne c es s i ty,  s ubj e ct  to  pr op or t i on al i t y  

an d s afe g uar ds .  E ar l y  d o ct r in al  wor k un d er  Di r ect i v e 9 5/4 6/ EC co n c ept u al iz e d  

l egi t i m at e i n t eres t  n ot  as  a n a uto m at i c  a uth or i zat i o n,  but  as  l e gi t i m a c y co nt i ng e nt  

on  th e a p pro pr iat e n es s  of  pr ot ect i o n affor d ed  to  th e  d at a  su bje ct  ( Bal b oni  e t  a l .  
20 1 3) .  T his  c on c e ptu al  s e p arat i o n ,  b et wee n th e jus t i f i c at io n for  pr oc es s i ng an d th e  

l ev el  of  pr ot ect i o n r e q ui re d ,  r e m ains  c ent r al  un d er  Ar t i c l e  6(1) ( f )  of  th e GDP R.  

 

Th e n o w-s t a nd ar d thre e - par t  t es t  (pur p ose l egi t i m a c y,  n ec e s s i ty,  an d b al an ci ng )  ha s  

be e n r e pe at e dly  aff i r m ed in  E U sc hol ar s hip  a n d c ase l a w ( Ka m ara an d De Her t  2 0 1 8) .  

A cr i t i c al  e l e m ent  wi t hin  th i s  f r a m e wor k i s  t he  d at a  s ubj e ct ’ s  “r e aso n abl e  

ex p e ctat i o ns , ”  whi c h o per at e  as  a  pr ox y for  co nt e x tu al  f a i r n es s .  Pro p or t io n al i ty  t h us  

be c o m es  th e g o ver ni ng pr in ci ple .  Ev e n la wf ul  co m m e rci al  in ter es t s  ma y fai l  wh er e  

pro c es s in g ex c ee ds  wh at  i s  c o nte xt u al ly  a nt ic i p ate d or  mi ni m al l y  r e q ui re d.  

 

Co m p ar abl e  t h eor et i cal  c o ns t ru ct s  ap p ear  o ut s id e t h e E U,  al bei t  u n der  di ff er en t  

do ct r i nal  l a b el s .  I n  S in g ap or e,  t h e Per s on al  Da ta  Pr ot e ct io n  Act ’ s  “ le gi t i m at e  

in ter es t s ”  e xc e pt io n s i mi l ar ly  r eq ui r es  a  s t ru ctur e d as s es s m ent  of  n e ces s i ty,  a dv er s e  

im p act ,  a nd mi t i g at io n,  e m b e d din g pr o por t i on al i t y  a n d e xp e ctat i o n m an a ge m e nt  in t o  

s ta tut ory d es ig n.  I n  Br azi l ,  Ar t i c l e  1 0 of  th e L GP D mir r or s  the GDP R ’s  b al a nci n g  

logi c ,  ex pl i ci t ly  t y in g le gi t i m at e in t er es t  to  t r a nsp ar en c y a n d d at a  su bje ct  a war e n es s .  

Th es e co n v erge n ces  su g ges t  th at  l e gi t i m at e i n ter es t  r ef l ect s  a  br o ad er  gl o bal  a t t e m p t  
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to  r e c on ci l e  d at a -dr i ve n i nn o vat i o n wi t h  r ig ht s -b ase d go ver n an c e,  r a t h er  th a n a  

uni q uel y  Eur o pe a n co ns t ru ct .  

 

3.1 Structural Sources of  Ambiguity  

 

Des pi te  i t s  th eor et i cal  co h ere n ce ,  l egi t i m at e in t er es t  i s  mar k ed by s t ru ct ura l  

a m big ui t y  a cros s  j ur i sd i ct i ons .  T h e m os t  p er s i s te nt  s our c e of  un c er tai nt y  l i es  i n  t h e  

subj e ct iv i t y  of  th e b ala n cin g e xer ci s e .  Data pr ote ct i o n f r a m e works  r ar ely  s p eci f y  

ho w co m p et i ng i n t eres t s  s ho ul d b e wei g hte d or  wh at  d e gre e of  h ar m i s  a cc e pta bl e .  

Fer r et t i  ( 2 01 4)  c har a ct er iz es  t h i s  i n det er mi n ac y as  a n i n t e n t ion al  f e at ure  of  m od er n  

dat a  pr ote ct i on  l a w,  r ef l e ct in g i t s  e vol ut i on f r o m s t r i c t  pr i va c y prot e ct io n t o war d a  

bro a der  g ov er na n c e r e gi m e co n c ern e d wi t h  d at a  po wer  as y m m et r i es .  

 

 

A s e c o nd  so urc e  of  a m bi g ui ty  ar i s es  f r o m t h e t e m por al  m ism at ch  b et we e n ex - a nt e  

as ses s m e nts  a n d e x - pos t  e nfor c e m ent .  C ont r ol l er s  ar e  r eq ui r ed t o  do c u m e nt  

l egi t i m at e i n t eres t  as ses s m e nts  pr osp e ct iv ely,  y et  r eg ul at or s  a n d c o ur t s  e v alu at e  

thes e d eci s i o ns  r et r os pe ct i vel y,  of te n u n der  c h an g ed  s oci al ,  t e c hn ol o gi c al ,  or  

pol i t i c al  ex p ect at i ons .  T his  dy n a mi c i s  e vi d ent  n ot  o nl y  in  t he E U,  b ut  a l so  i n  Br a zi l ,  
wh ere t h e L GP D ’s  l e gi t i m at e in t er es t  c l a use h as  b e en n ar ro we d thr ou g h re g ul ator y  

gui d an c e e m p has i zi ng u nfor es ee n s ec o nd ar y uses ,  s uc h as  ad v a nc e d an al yt ics  or  AI  

t r aini n g (B i oni  2 02 0) .  

 

 

In  th e Uni te d Stat es ,  wh ere no f or m al  l e gi t i m at e in t er es t  d oct r i n e e xi s t s ,  a n alo g ou s  

a m big ui t y  e m erges  thr ou g h t he  in t er pret at i on  of  “ l e gi t i m ate bus i n es s  p urp os e ”  a n d  

dat a- s har i n g c o ns t ru ct s  un d er  th e CC PA a nd C PR A.  Al t h ou g h f r a m e d di ff ere nt l y,  

thes e co n c epts  s i mi l ar ly  r e qui r e  co nt ext u al  ju d g m ent  an d i nvi t e  r eg ul ator y  

r eint er pret at i on,  r e i nfor cin g t he vi e w t h at  a m bi g ui ty  i s  inh ere nt  wh er ev e r  

pro p or t io n al i ty - b ase d pr iv a cy g ov er na n c e i s  a t t e m pt ed.  

 

3.2 Legitimate Interest  versus Consent and Contractual Necessity  

 

Acr os s  jur i sdi ct i ons ,  l egi t i m at e i n ter es t  h as  in cr e as in gly  f un ct i on e d as  a  su bs t i tu t e  

for  c ons ent  a nd co nt r act u al  n ec es s i ty,  par t i c ular l y  in  en vi ro n m ents  wh ere co ns ent  i s  

op er at io n al ly  c os t ly  or  co nt r act s  d o not  s t r i c t l y  r e q ui re  c o ntes t ed pro c es s in g .  

Sc h olar s  co ns i s te nt l y  c aut i o n,  h o wev er,  th at  th i s  su bs t i tu t i on was  n e ver  i n te n de d t o  

be c o m pr eh e ns iv e.  Le gi t i m at e in t er es t  was  d es i gn e d to  a d dres s  r es id u al  pr o ces s i n g  

co nt e xt s ,  su c h as  f r a u d pre v ent i o n,  s ec ur i ty,  or  l i m i te d m ar ket i n g , r at h er  t ha n t o  

l egi t i m iz e c ore  r e v en u e m o dels  or  h i ghl y  i n t rus i v e pr a ct i c es  ( Mi hăi l ă  a nd M ih ăi l ă  

20 2 0;  Ni e der m ei er  an d M p a m e 2 0 19) .  

 
Re g ulat or y p ush b ac k a g ains t  ov er rel i a n ce on l egi t i m at e  in ter es t  has  t her ef or e  

e m erg ed  gl o bal l y,  a l bei t  thr o ug h di ff er ent  m ec h a nis ms .  I n  th e E U a n d Bra zi l ,  t h i s  

pus h ba c k m ani f es t s  thro u gh r es t r i c t i v e in t erpr et at io ns  of  b a lan ci ng a nd ne c es s i ty.  I n  

S in g ap or e,  i t  a p p ear s  t hro u gh s t r i ng e nt  mi t i gat i o n a n d ac c ou nt abi l i t y  r eq ui r e m ents .  

In  th e Uni te d St at es ,  i t  sur fa ces  via  o pt -o ut  m an d ates  a nd e nfor ce m e nt  ag ai ns t  

ex p a ns iv e i n ter pr etat i o ns  of  bus i nes s  n e ces s i ty.  C ol l ect i vel y,  t h ese e x per i e nc e s  

sug g es t  th at  l egi t i m at e i n ter es t  op er ates  l es s  as  a  d ere g ulat ory es ca p e f ro m  c o nse n t  

an d m ore as  a  c ons t r ain e d g o ver n an c e to ol  wh os e a m big ui t y  r ef le ct s  th e u nr esol ve d  

tens i o n b et we e n s c al abl e  dat a  pro c es s in g an d i ndi vi du al  r i g ht s .  

 

IV.  GDPR AND THE LITIGAT ION OF AMBIGUITY 

Th e GDP R a do pts  a  pr i n cipl es - bas e d le gi s l at iv e d es ig n t ha t  d el ib er atel y  l ea v es  ke y  

co n c epts  o p en- e nd e d.  Ar t i c l e  6(1) ( f ) ,  whi c h p er mi t s  pr oc es s i ng  b as ed  o n t h e  

“le gi t i m at e i n t eres t s ”  of  t he  co nt r ol l er,  e xe m pl i f i es  t h i s  a p pro a ch.  R at her  th a n  

en u m er at in g p er mis s i ble  pur p oses ,  th e pro vis io n e m b e ds  a  s t ruct ure d b al a nci n g  

f r a m e work t h at  r e q ui res  c o nt rol l er s  to  j us t i fy  pr o ces s i n g thr o ug h n ec es s i ty  a n d  

pro p or t io n al i ty.  Ear l y  s ch ol ar shi p  e m p has i z ed t h at  l egi t i m at e i n ter es t  was  n ev e r  

in te n de d as  a n a uto m at i c  a uth or i z at i o n,  but  as  a  c o ndi t i o na l  l e gal  b as i s  gro u nd e d i n  

the ad e q ua c y of  pr ot ect i o n aff ord e d to  d at a  su bje ct s  (B a lbo ni  e t  a l .  2 01 3) .  T his  

des i g n c h oic e s hi f t e d i n ter pr et iv e aut h or i ty  f r o m l e gi s lat or s  to  r e g ulat or s  an d co ur t s ,  

m a kin g l i t i gat i o n a  c e nt ral  m e c h ani s m f or  op er at io n al izi n g GDP R nor ms .  
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4.1 Regulatory Narrowing Through Enforcement  

 

Re g ulat or y pr a ct i c e h as  pr o gres s i vel y  n ar ro we d t he  s c o p e of  l e gi t i m at e i n ter es t ,  

par t i c ular l y  i n  th e co nt e xt  of  be h a vio ur al  a d ver t i s i ng a nd l arg e - sc al e  pr of i l in g .  

Onl i ne  b e h avi o ural  a d ver t i s i ng  ( OB A)  r el i es  o n p erv as i ve  t r a cki n g,  i nfer r e d dat a ,  

an d  cr os s -c o nte xt  a g gre g at io n,  p l a cin g i t  i n  t ens i o n w i th  c o re GDP R  pr i nci pl es  s uc h  

as  d at a  mi ni mi zat i o n a n d p ur pos e l i mi t at i on ( For war d 20 2 4 ;  Gal l i  an d Sar t or  20 2 4) .  
Su p ervi s ory  aut h o r i t i es  h a ve  c o ns i s te nt ly  qu es t io n e d wh et he r  su ch  pr a ct i c es  c a n ev e r  

s at i s fy  th e n e ces s i t y  a nd bal a n cin g r e q ui re m e nts  of  Ar t i c l e  6(1) ( f ) ,  esp e cial l y  whe n  

les s  in t r us iv e al t er n at iv es ,  su c h as  c o nte xt ual  a dv er t i s i ng ,  are  a v ai la bl e .  

 

E m pi r ic al  r es ear c h s up p or t s  t h i s  r e g ul ator y s t a nc e,  s h o wi ng  th at  GDP R  e nf orc e m e n t  

has  di s pro p or t io n atel y  cur t ai l ed  pr i v ac y - i nv as i ve t r a ck ing  te c hn ol ogi es  whi l e  

l ea vi ng  les s  i n t rus i v e dat a  pra ct i c es  l a rg el y  un aff e cte d ( L uki ć,  Mi l l er,  an d Ski er a  

20 2 4) .  L eg al  an al yses  f ur th er  h i g hl ig h t  t hat  a l gor i t h mi c  t arget i n g m ec h anis ms ,  

par t i c ular l y  t h ose  in v ol vin g m in ors  or  s ens i t i v e i nfer r e d a t t r ibut es ,  u nd er mi n e t he  

as su m pt i on  th at  us er s  r e as on a bly  e x p ect  su ch  pr o c es s in g as  p ar t  of  or di nar y s ervi c e  

pro vis io n (B as aru di n a n d R aj i  2 0 22;  Ka nt  20 2 1) .  As  a  r es ul t ,  sup ervi s or y a ut hor i t i es  

ha v e t r e ate d  l e gi t i m at e i n t eres t  c l ai ms  i n  a d ver t i s i n g c ont e xt s  wi t h  in cr eas i n g  

s ce pt i ci s m,  eff e ct i v ely  p ushi n g c o nt rol l er s  to war d ex pl i ci t  co ns ent .  

 

4.2 Judicial  Clarif ication: Commercial  Interest  and Its  Limits  

 

J udi ci al  in t er pret at i on b y th e Co ur t  of  Jus t i c e of  t h e E ur op e a n Unio n (CJ E U)  h as  

r einf orc e d t hi s  r e gul at ory  nar r o wi ng  whi l e  pr eser vin g  l egi t i m at e  in t er es t  as  a  

co n c ept  i n  pr in ci ple .  T h e C our t  h as  r e p eat e dly  aff i r m e d t hat  c o m m er ci al  in t er es t s  

m a y q ual i f y  as  l e g i t i m at e,  but  onl y  whe n  th e y s urvi v e s t r i c t  n e ces s i t y  a nd  bal a nci n g  

s crut i ny  (P et r aše vić  a n d Ć os i ć  20 2 3) .  In  pr act i c e,  t h i s  h as  m e a nt  th at  e co n o mi c al l y  

ce nt r al  pro c es s in g act i v i t i es ,  su c h as  m ass  prof i l i n g  or  cros s - s er vi ce d at a  

co ns ol id at i on ,  ar e  unl i k ely  t o  p as s  th e bal a n cin g t es t  wh en the y m at er i al ly  i n t er f er e  
wi t h  f un d a m e ntal  r i ght s .  

 

Re c ent  cas e l a w f ur th er  i l lus t r at es  h o w th e l i t ig at i on of  a m bi gui t y  e xt en ds  b e yo n d  

Ar t i c l e  6  to  adj a ce nt  pr i n cipl es  su c h as  f ai rn es s  a n d a cc o u nta bi l i ty.  T he C o ur t  h as  

incr e as in gl y  e m ph as i ze d p o wer  asy m m e t r ies ,  r e aso n a ble  e x p ect at i ons ,  a n d  

subs t ant i v e us er  ch oi ce ,  s ig n al l i ng  a  shi f t  f ro m  pro c ed ural  c o m pl i a nc e  to war d  

val u es -b as ed ev al uat i o n.  T his  jur i spr u de n c e c onf i r ms  th at  l egi t i m at e in t er es t  c an n ot  

be as s es se d in  i s ol at io n,  b ut  m us t  b e r e a d in  c onj u n ct io n wi t h  t he GDP R ’s  bro a d er  

nor m at i v e ar c hi te ct ur e.  

 

4.3 Compliance Consequences:  Documentation, Auditabil ity,  and Accountability  

 

On e of  th e m os t  s i g ni f i c a nt  co nse q u en c es  of  th i s  l i t i g at io n - dr iv e n clar i f i c at io n i s  t h e  

ex p a ns io n of  do c u m e ntat i o n a n d a udi t a bi l i ty  o bl ig at i ons .  Rel i an c e o n l egi t i m at e  

in ter es t  n o w r eq ui r es  a  for m al  L e gi t i m ate I nter es t  Ass es s m e nt  (LI A) ,  d o c u m ent i n g  

pur p ose l egi t i m a cy,  ne c es s i ty,  r i sk  e v alu at i on ,  a nd mi t i g at ion m e asur es  ( Ka m ar a a n d  

De Her t  2 0 18;  B a m ash m o os  2 02 5) .  Th es e r eq ui r e m e nts  o p erat i o n al iz e t h e  

ac c o unt a bi l i ty  pr i n cipl e ,  t r a ns for m in g l e g al  a m big ui t y  i n t o  a  sus t ain e d c o m pl i an c e  

bur d en.  

 

Fro m  a g o ver n an c e per s pe ct i v e,  a c c ou nt abi l i t y  has  e vol ve d i nt o  a  d e m a nd f o r  

ver i f i a ble ,  s ys te m - le v el  e vi de n c e of  co m pl i a nc e r ath er  tha n m er e d e clar at or y  

s tate m e nts  ( Al ha d eff ,  Va n Als en o y,  a nd Du m or t i er  2 0 12) .  Tec h ni cal  t ool s  su c h a s  
s t ruct ure d d ata  i n v ent or ies  a n d a c co u nt abi l i t y  sys t e ms  h av e  e m erg ed t o  s up p or t  th i s  

obl i g at io n,  r ef l ect i n g t h e GDP R ’s  s hi f t  to war d  a u di ta b l e  c o m pl i an c e i nf ras t r u ctur es  

(Be c ker  et  a l .  2 01 9) .  C o nse qu e nt ly,  t h e E U e xp er i en c e  de m o ns t rat es  th at  t h e  

a m big ui t y  of  l e gi t i m at e in t er es t  d o es  not  r e du c e r eg ul a tory b urd e n;  i ns te a d,  i t  

r edi s t r i but es  co m pl i a n ce c os t s  to war d co nt i nu o us  d o c u m e ntat i o n,  m o ni to r i ng,  a n d  

jus t i f i c at io n w i thi n  org a ni zat i o nal  d at a  sys t e ms .  
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V.  MANAGED FLEXIBILITY UNDER THE PDPA 

Sin g ap or e’ s  20 2 0 a m e nd m e nts  t o  th e  P er so n al  Dat a  Pr ote ct i on Act  (P DPA)  m ark e d a  

de ci s i ve s hi f t  a way f r o m a pre d o mi na nt l y  c o nse nt - ce nt r i c  r e gul at ory m o d el  to war d  a  

m or e f l e xibl e ,  a c c ou nt abi l i t y - or ie nt ed f r a m e wor k.  Pr i or  to  thes e a m e n d m e nts ,  

orga ni z at io ns  were g en er al ly  r eq ui r ed t o  obt ai n  c o nse nt  unl es s  n ar ro w d e e m e d -

co ns ent  e x c ept i o ns  a p pl ie d,  a  s t r u ctur e i ncr e as in gl y  v ie we d as  e c on o mi c al l y  
ine ff ic i e nt  a nd  o p erat i o n al ly  r ig i d  i n  d at a - int e ns iv e e nvi r o n m ents  (L i m  20 2 4) .  T h e  

in t ro d uct i o n of  th e “l e gi t i m ate  in t er es t s ”  e xc e pt io n i n  t h e Fi r s t  Sc h ed ul e r epr es ent e d  

a  s t ru ctur al  r e c al ibr at i on,  a l lo wi ng orga ni zat i o ns  to  col l e ct ,  use,  or  d i s clos e p er so n a l  

dat a  w i th o ut  co ns ent  wh er e t hei r  l e gi t i m at e in t er es t s  o ut wei gh  a n y ad v er se eff e ct  o n  

the i n divi d u al  (C hik 2 02 2) .  

 

This  r efor m  was  e xpl i ci t l y  m ot iv at e d by c o nc er ns  th at  e x ce s s ive r el i an c e on  c o nse n t  

r i ske d t r a ns for mi n g co m pl i a nc e  in t o  a  b ure a u crat i c  e xer ci s e  det a c he d f r o m  

subs t ant i v e r i sk  m a n a ge m e nt .  By i nt r od u cin g l e gi t i m ate  in t er es t s  a l on gs i d e  

ex p a nd e d d ee m e d- co ns ent  m e c ha nis ms ,  S i ng a p ore r e pos i t i o ne d c o m pl i an c e  

r esp o ns ibi l i t y  o nto  org ani z at io ns ,  r e q ui r in g th e m t o  jus t i fy  pr oc es s in g de ci s i on s  

thro u gh  d o cu m e nt ed  as s es s m ent s  r at her  t h a n t r a ns act i o nal  c ons e nt  col l e ct io n ( Li m  

20 2 4) .  I n  t h i s  s e ns e,  t he  P DPA a m en d m e nts  r ef le ct  a  r e gul at ory  p hi l oso p hy  th at  t r e at s  

l a wf ul  pr o ces s i ng  as  a  f un ct i on of  go v ern a n ce q ual i t y  r ath er  t ha n f or m al i s t i c  

aut h or iz at i on.  

 

5.1 Statutory Balancing Test and PDPC Guidance 

 

Th e l e gi t i m ate  in t er es t s  e x ce pt i on  u n d er  th e P DPA i s  s t ru c ture d ar ou n d a  s ta t ut or y  

bal a n cin g t es t  th at  c l osel y  par al l e l s ,  b ut  d oes  n ot  r e pl i cat e ,  t h e GDP R m o del .  

Org a niz at i o ns  m us t  d e m o ns t rat e  th at  th ei r  l e gi t i m at e in t er es t s  (or  th ose of  a  th i r d  

par t y)  c l ear l y  out wei g h an y l i k ely  a d ver s e eff ect s  o n  in divi d ual s ,  a nd  m us t  

im pl e m ent  m e as ures  t o  mi t i gat e  f ores e ea bl e  h ar m ( Chi k 2 02 2) .  Unl i ke t h e GDP R,  
the P DPA e m b eds  t h i s  b al a nci n g lo gi c  wi t hin  a  bro a der  r eas o na bl e nes s  s ta n d ard ,  

e m ph as i zi n g c ont e xtu al  j ud g m e nt  ov er  abs t r act  r i g ht s  h i er a rchi es .  

 

Gui da n c e i s su e d b y t h e Per s on al  Dat a Prot e ct i on C o m miss i o n (P DP C)  r einf orc es  t h i s  

ap pr oa c h by r e qui r i n g org a ni zat i o ns  to  c o nd u ct  in t er nal  r i sk  an d i m p a ct  as s es s m ent s  

bef or e r el yi ng o n l egi t i m at e i n t er es t s .  Th es e as s es s m ents  m us t  e v alu at e  t he b en ef i t s  

of  pr o ces s i n g,  th e pr ob a bi l i ty  a nd  s e v er i ty  of  har m ,  a nd  th e eff ect i v e nes s  of  

mi t i g at io n m e asur es ,  s uc h as  ac c es s  c o nt rol s ,  d ata  m ini m iz a t ion,  a n d r et e nt io n l i mi t s  

(On g 20 1 9) .  T h e P DPC ’s  f r a m e work  th us  o per at i on al i zes  l egi t i m at e i n t eres t s  as  a  

co m pl i a n ce pr oc es s  r at h er  th a n a  m ere l e gal  l a b el .  

 

Not abl y,  th e P DPA p er mi t s  r el i an c e o n le gi t i m at e in t eres t s  wi t ho ut  n ot i f i cat i o n i n  

l imi t e d ci r c u ms t an c es ,  but  t h i s  e xe m pt i o n i s  n ar r o wl y  c ons t r ue d.  I n  pra ct i c e,  

t r ans p are n cy r e m ai ns  c e nt ral ,  a nd org ani z at io ns  are  e xp ect e d t o  d o cu m e nt  wh y  

not i f i c at io n wo ul d b e i m pr a ct ic al  or  c o unt er pro d uct i v e (Tan  an d L ee  20 2 1) .  Thi s  

des i g n c hoi c e u nd er s cor es  S i ng a por e ’ s  e m p has i s  o n d e m ons t r a ble  a c c ou nt abi l i t y  

r ath er  t ha n pro c ed ur al  for m al i s m.  
 

5.2 Enforcement-Led Clarif ication: Mitigation and Safeguards  

 

Enf orc e m e nt  pr act i c e un d er  t he  P DPA has  pl a ye d a  cr i t i c al  r o le  in  cl ar i fyi n g t h e  

pra ct i cal  c o nto ur s  of  l e gi t i m at e i n ter es t s .  R at her  t h a n fo cus i n g pr i m ar i l y  on  th e  

abs t r a ct  l egi t i m a c y  of  o rg a niz at i o nal  o bj ect i v es ,  r e g ul ator y  s crut i n y has  c e nt re d  o n  
wh eth er  a d eq u ate  s af eg u ards  were  i m ple m e nt ed  to  r ed u c e r es i d ual  r i sk  t o  

indi vi du al s .  T his  enf or ce m e nt  or ie nt at i on r ef l ect s  a  g ov er na nc e l o gic  in  wh ic h l a wf u l  

pro c es s in g i s  c o nt in g ent  on  th e  q u al i ty  of  i n ter n al  co nt rol s ,  r a th er  t h an  on  th e  

in t r ins i c  n at ure of  t he pr o ces s i ng p urp os e.  

 

Sc h olar l y  an al ys i s  h ig hl i ght s  t hat  t h e l e gi t i m at e in t eres t ’ s  ex c e pt io n i s  n ot  in t e nd e d  

to  e na bl e  br oa d d at a  mini n g or  u nres t r i c te d a n alyt i cs .  I t s  ap pl ic at i on i n  c ont e xt s  suc h  

as  co m p ut at i on al  d ata  an al ys i s  r e m a ins  n ar ro w,  par t i c ular l y  wher e pr oc es s in g  c o ul d  

be  ac hi ev e d t hro u gh  l es s  in t r us iv e m e a ns  or  wh ere  in di vid u al s  wo uld  n ot  r e aso n abl y  

ex p e ct  su ch use (Ta n a n d L ee 20 2 1) .  T his  a p pro a c h al i gns  wi t h  P DP C e x p ect at i o n s  

that  l egi t i m at e in t er es t s  b e in vo k ed c ons erv at i vel y  an d su pp or t ed by t e ch ni cal  an d  

orga ni z at io n al  s af eg u ards .  
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5.3 Comparative Insight:  Accountability -by-Design in the Asia -Pacif ic  Context 

 

S in g ap or e’ s  ap pr oa c h c ont r as t s  s har pl y  wi t h  th e l i t i g at ion - dr iv e n e v olut i on  of  

l egi t i m at e i n t eres t s  i n  t he E uro p ea n Uni o n.  W hi le  E U j ur i spr u de n ce  h a s  

pro gr es s iv ely  nar r o we d le gi t i m ate in t er es t  thro u gh ad v e r sar ial  e nf orc e m e nt  a n d  

judi ci al  i n t erpr etat i o n,  S i ng a por e h as  e m b ed d ed  f l exi bi l i t y  di r e ct l y  i n t o  s t atut or y  

des i g n  a n d a d mi nis t r at iv e gui d an c e.  T his  mo d el  pr ior i t i zes  ac c o unt a bi l i ty - b y-d es ig n  
ov er  r i g ht s  abs olut i s m ,  pla ci ng  th e  b urd e n of  j us t i f i c at i on  o n orga ni z at io ns  whi l e  

pres ervi n g r e g ul ator y di s cr et io n.  

 

Fro m a r e gio n al  p er sp e ct iv e,  S i n ga p ore ’ s  P DPA a m e nd m e nt s i l l us t r at e  th e di ffus i o n  

of  GDPR - i nspi r e d pr in ci pl es  a cros s  th e As i a -P a ci f i c ,  whi l e  a l s o  a da pt i ng t h e m t o  

loc al  g ov er na n c e pr i or i t i es .  C o m par at i ve  s tu dies  of  AS E AN d ata  pr ote ct i on  r e gi m e s  

sho w th at  S in g a por e has  s el ect i v ely  i n cor p orat e d E ur o pe a n co n c epts ,  s uc h as  

pro p or t io n al i ty  a nd  b al an ci n g ,  wi t ho ut  a do pt i ng t h e E U’s  h e av y r el i an c e on l i t i g at io n  

as  a  c l ar i fyi n g m e ch a nis m ( Go m es  20 2 4) .  T his  h as  pos i t ion e d Si n g ap or e as  a  

r efer e nc e m o d el  f or  pra g m at i c  d ata  pr ot ect i o n go v er na n c e wi t hi n  AS E AN,  

inf lu e nci n g e m e rgi n g r e gi m es  th at  s e e k to  bal a n ce e co n o mi c d e vel o p m e nt  wi t h  

indi vi du al  prot e ct io n.  

 

Ov eral l ,  S in g ap or e ’ s  ex p er ie n c e d e m ons t r ates  th at  l e gi t i m at e in t eres t s  n e ed no t  

ge n erat e  t he s a m e d e gre e of  l eg al  u n c er tai nt y  o bser v ed i n  th e E U,  pro vi d ed t ha t  

f l exi bi l i t y  i s  co u ple d wi t h  e nfor c ea bl e  a c co u nta bi l i t y  m ec h a nis ms .  T he P DPA ’s  

des i g n su g ges t s  t hat  a m bi gui t y  c an b e m a na g ed t hr ou g h  s t ruct ure d as ses s m e nts ,  

r eg ul ator y g ui d an c e,  a n d e nfor c e m e nt  fo cus e d o n mi t ig at i o n,  off er i ng a n al t ern at i v e  
pat h wa y f or  jur i sdi ct i o ns  s e eki n g s c al abl e  y et  r es po ns i ble  dat a  g ov er na n ce.  

 

VI.  CCPA - FUNCTIONAL EQUIVALENTS WITHOUT LEGITIMATE INTEREST 

Unl i ke  th e GDP R,  C al i for nia ’ s  pr i va c y f r a m e wor k d oes  not  r el y  on  e n u m erat e d  
l a wf ul  b ases  f or  pro c es s in g p er so n al  dat a .  T h e Cal i f orni a  Co ns u m er  Pr iv a cy  Ac t  

(CCPA)  was  e n act e d r a pidl y  thr o ug h a  b al l o t -dr i v en l egi s l a t ive pro c es s ,  r esul t i ng i n  

a  s t a t ute  or i ent e d to war d c o nsu m er  r i ght s  r ath er  th a n pro c es s in g jus t i f i cat i o ns  

(Al e xa n d er  20 1 9) .  I t s  c ore  pr i n cipl es  l i k e t r a nsp ar en cy,  c o nsu m er  c o nt rol ,  a n d  

ac c o unt a bi l i ty ,  ar e  o p er at io n al iz e d thr ou g h a cc es s ,  d elet ion,  an d o pt - out  r ig ht s  

r ath er  t ha n t hro u gh e x -a nt e  l eg al i t y  t es t s .  T he  su bse q ue nt  Cal i f orni a  Pr iv a cy Ri ght s  

Act  ( CP R A)  e xp a n de d a nd  r ef i ne d t hi s  r i ght s - bas e d m o del ,  b ut  d i d  n ot  i n t ro d uc e a  

co n c ept  e q uiv al en t  to  “ l e gi t i m at e in t er es t ”  or  o t h er  l a wful  b ases  f a mi l i ar  t o  Eur o pe a n  

dat a  prot e ct i on l a w ( Bu k aty  2 0 21) .  

 

This  s t ru ct ural  c h oic e r ef le ct s  p ol i t i cal  a n d e c on o mi c c on s t r aint s  wi t hi n  th e U. S .  

r eg ul ator y en vi r on m e nt .  S c h olar s  not e  t hat  whi l e  th e CC PA dr e w i nsp i r at io n f ro m  

the GDP R,  i t  d el ib er atel y  av oi de d t he E uro p ea n arc hi t ect ur e of  l a wf ul  b as es ,  o pt i n g  

ins te a d f or  a  m ar ket - r e gul at ory  a p pro a c h t hat  g o v erns  d at a  f lo ws  i n di re ct l y  t hro u g h  

co ns u m er  ch oi ce  m ec h anis ms  (B ures h 20 2 2) .  As  a  r esul t ,  c o m pl ia n ce  a n alys i s  i n  

Cal i f orni a  fo c uses  l es s  o n wh et her  pro c es s in g i s  jus t i f i e d  a n d mor e o n wh eth e r  

co ns u m er  r ig ht s  ar e  pro p er ly  e na bl e d a n d h o n our e d.  
 

6.1 Ambiguity in “Sale,” “Sharing,” and “Legitimate Business Purpose” 

 

Th e a bs en c e of  l a wf ul  b ases  do es  n ot  e l i mi nat e  a m bi g ui t y;  r a t her,  i t  r e l oc at es  i t .  

Un d er  th e CC PA a nd C PR A,  in t er pret i v e u n c er tai nty  c e nt r es  o n t h e d ef i ni t io ns  of  

“sal e , ”  “s h ar in g, ”  a nd “b us i nes s  p ur pos e. ”  T he CP R A’s  i n t ro d uct i o n of  “s h ar in g ”  
was  i n te n de d t o  c or re ct  t he CC PA ’s  nar r o w f oc us  o n m o net ar y  c o ns id er at io n b y  

ex pl i ci t ly  c a ptur i n g cros s - co nt ext  b e ha vi our al  a dv er t i s in g ( Det er m an n a nd  Ta m  

20 2 0) .  Ne ver t h eles s ,  e m pi r ic al  r ese ar c h d e m o ns t rat es  t hat  bus i n es ses  c ont i n ue t o  

in ter pr et  th ese t er m s  in co ns i s te nt ly,  l ea di n g to  f r a g m ent e d di s cl osur es  a n d c ons u m e r  

co nf us io n (C h en et  a l .  20 2 1;  Xi an et  a l .  20 2 5) .  

 

This  a m bi g ui ty  i s  c o m po u n de d b y th e s tat ute ’ s  r el i a nc e o n  fu n ct io n al  d i s t in ct i ons ,  

suc h as  s er vic e pro vi der s  ver s us  th i r d  par t i es ,  th at  r eq ui r e  co m pl e x co nt r act u al  a n d  

tec h ni cal  co nt r ol s .  S tu di es  of  U. S .  f i n an ci al  ins t i t u t io ns  sho w t hat  ov er l ap pi n g  

r eg ul ator y r egi m es  a n d i nc o ns i s te nt  pr iv a cy  n ot i ces  un d er mi ne  th e CC PA ’ s  

t r ans p are n cy  o bj e ct iv es ,  p ar t i c ul ar ly  in  r el at i on  to  th i r d -par t y  d ata  sh ar i ng  fo r  

m ar ket i n g an d a nal yt i cs  ( Xi a n et  a l .  2 0 2 5) .  In  pr a ct i c e,  d et er mi nin g wh et her  a  d at a  
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t r ans f er  c o ns t i tu t es  a  “sal e ” or  “sh ar in g ” e v e nt  of t en r eq u i res  gr an ul ar  a n alys i s  o f  

dat a  f l o ws  r ath er  t ha n l eg al  i n ter pr etat i o n al o n e.  

 

6.2 Enforcement as De Facto Interpretation  

 

I n  t he  a bs en c e of  d o ct r in al  l a wf ul  b ases ,  e nfor c e m e nt  act i o ns  pl a y a  c ent r al  r o le  i n  

def i ni ng t he pra ct i cal  m e a nin g of  th e C CPA a nd CP R A.  Re g ulat or y s crut i n y h as  

foc us ed h ea vi l y  o n t arg et e d a d ver t i s i ng a nd t hi r d -p ar ty  dat a  f l o ws ,  ar e as  wher e  

co ns u m er  e x p ect at i ons  a nd c o m m er ci al  in c ent i v es  di v erg e  m os t  s h ar ply.  E co n o mi c  

s tudi es  sh o w th at  pr i va c y r e g ul at io n i n  C al i f orni a  h as  m at er ial l y  r e du c ed  d at a  

av ai l a bi l i ty  f or  a dv er t i s er s ,  wea k e ne d t arg et in g eff e ct iv en es s ,  a nd  al t er ed  f i r m  

be h a vio ur  thr o ug h o ut  th e ad v er t i s in g ec os ys te m  (C hoi  a n d J er at h  2 0 22;  Hoss ei ni  

20 2 5) .  

 

Enf orc e m e nt  h as  al so  ha d  s t ru ctur al  m ar k et  eff e ct s .  E m pi r ical  evi d en c e i n dic at es  

that  C CPA i m pl e m e ntat i o n coi n cid e d w i th  in cr e ase d c ons ol id at i on  in  t he  a d - t ec h  

s ect or,  as  f i r ms  so ug ht  t o  in t ern al i ze d ata  a nd a nal yt i c s  ca p abi l i t i es  to  r ed u c e  

r eg ul ato r y ex p osur e as so ciat e d wi t h  th i r d - par t y  sh ar i ng (Gh an a vi ,  Hossei ni ,  an d  

Tu ck er  2 0 25) .  T h ese out c o m es  un d er sc or e h o w e nfor c e m ent - dr i ve n int erpr et at io n  
ca n r es h ap e m ark et  s t ru ctur e e v en i n  the abs e nc e of  ex pl i ci t  pro ces s i ng pro hibi t i o ns .  

 

6.3 Systemic Impact :  Opt-Out Engineering over Legal Balancing  

 

A d ef i nin g f e atur e of  C al i for nia ’ s  m o d el  i s  i t s  r e l i an c e o n tec h ni cal  m ec h anis ms  t o  

op er at io n al i ze c ons u m er  ch oi c e.  R at her  t h an r e qui r i n g o rg ani z at io ns  t o  p er f or m  
bal a n cin g t es t s  a kin  t o  l egi t i m at e  in t er es t  as ses s m e nts ,  t he  CCPA a n d C P R A m an d at e  

the  i m pl e m ent at i on  of  opt - o ut  s ys te ms ,  i ncl u din g  br o ws er - bas e d s i gn al s  s u ch  as  t h e  

Gl o bal  Pr iv a cy  C ont r ol  ( GP C)  (Cr e p ax  2 0 25) .  T his  h as  s hi f t e d c o m pl i an c e eff or t  

to ward  i n ter f a ce  d es i gn,  s ig n al  d ete ct i o n,  an d  b a c ke n d e n for c e m e nt  l o gic  in  wh at  

m a y b e d escr i b ed as  o pt - out  e n gin e er in g.  

 

Ho we v er,  r es e arc h c ons i s t ent l y  d e m o ns t rat es  t hat  f i r ms  h av e use d  d es ig n  c o m pl exi t y  

an d f r i c t i o n to  di s c our a ge opt - o ut s ,  pro m pt i n g r e gul at ory  in ter ve nt i on.  E m pi r ic a l  

s tudi es  d o c u m ent  w id es pre a d us e of  d ark p at ter ns  a n d  inc o nspi c uo us  opt - ou t  

m e c ha nis ms ,  l e a din g th e C P R A to  ex pl i ci t ly  pro hi bi t  su ch p ract i c es  ( O ’C on n or  et  a l .  

20 2 1;  Tra n  et  a l .  20 2 5) .  Th es e d ev el op m e nts  r e v eal  th at ,  e ve n  wi t ho ut  l a wf ul - bas i s  

a m big ui t y,  co m pl i a n ce  b ur de ns  p er s i s t  an d m igr at e  i n to  sys t e m d es ig n c h oic es .  

Cal i f orni a ’ s  ex p er ie n ce  th us  i l lus t r at es  th at  t he a bse n c e of  l egi t i m at e i n t eres t  d oe s  

not  s i m pl i fy  pr i v ac y g ov er n an c e;  i t  r e co nf i gur es  i t  ar o un d tec h ni cal  e nf orc e m e nt  o f  

co ns u m er  r ig ht s  r at h er  th a n le g al  j us t i f i c at io n of  pr o ces s i n g.  

 

6.4 LGPD and the Replication of GDPR Ambiguity  

 

Bra zi l ’ s  L ei  Ge ral  d e Pr ote ç ão  de  Dad os  ( L GP D)  i s  wi del y  c h ara ct er iz e d as  a  l eg a l  

t r ans pl ant  of  t h e E ur op e an  Unio n ’ s  Ge ner al  Dat a Pr ote ct i on Re g ulat i o n.  C o m p arat i v e  

s ch ol ar shi p  co ns i s te nt l y  obs er ves  t h at  t he  L GP D re pr o du c es  t he  GDPR ’s  c or e  

arc hi t ect ur e,  i n clu di ng  la wful  b as es  f or  pr o c es s in g,  pro p or t ion al i t y  pr in ci ples ,  a n d  
ac c o unt a bi l i ty  r eq ui re m e nts ,  wi t h  o nly  l i mi t e d lo cal  a da pt at io n (P er ro n e a n d  

St ras s bu rg er  2 0 1 8;  S o m bra 2 02 0) .  Ar t i c l e  7( I X)  of  th e L GP D i nt ro d u ces  “l egi t i m at e  

in ter es t ”  as  a  l a wf ul  bas i s  for  pr oc es s in g,  whi le  Ar t i c l e  10  c o n di t io ns  i t s  us e o n  

co m p at i bi l i ty  wi t h  dat a  s ubj e ct  ex p e ctat i o ns  a n d en h an c e d t r ans p are n cy  o bl i gat i o ns .  

This  d es ig n clos el y  mi r r or s  Ar t i c le  6( 1) ( f )  GDPR,  t h er eb y i m p or t i ng b oth  i t s  

f l exi bi l i t y  a n d i t s  in d eter mi n a cy.  

 

As  in  t he  E ur op e an  co nt ext ,  l egi t i m at e  in t er es t  un d er  t h e L GP D i s  f r a m e d  as  a  

co n di t io n al  a ut hor i z at io n r at h er  tha n a  c ate g or ic al  p er mi s s ion.  C o nt rol l er s  m us t  

de m o ns t r ate  t hat  pro c es s in g i s  ne c e s sar y to  pur s u e a  l e gi t i m ate p urp ose a nd t hat  su c h  

pro c es s in g do es  not  o v er r id e fu n d a m ent al  r i ght s .  Bra zi l i a n  s c h olar s  n ote  th at  t h i s  

ap pr oa c h as s ig ns  s ig ni f i c a nt  in t er pret i v e di s cret i o n to  r eg ul ator s  an d c our t s ,  

r epl i c at in g t h e s a m e a m bi gui t y  t h at  h as  dr i v en  ext e ns iv e l i t i gat i o n i n  t h e E U ( So m br a  

20 2 0) .  
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6.5 Transparency as a Statutory Burden 

 

A di s t i n ct iv e f e atur e of  t he  L GP D ’s  l e gi t i m at e i n ter es t  f r a m e work  i s  t he  e x pl ici t  

s t a tut ory e m ph as i s  o n t r a nsp are n cy.  Ar t i c l e  1 0 r e qui r es  c ont rol l er s  to  a d o pt  m e asur e s  

that  e nsur e cl ar i ty  r eg ar din g pro c es s in g a ct iv i t i es  gr o un d e d in  l egi t i m at e in t er es t .  

This  pro vis i on i m p os es  a  hi gh er  j us t i f i c at ory b urd e n th a n that  f o un d i n  t he GDP R ,  

eff ect i v ely  t r ans f or mi ng l egi t i m at e in t er es t  in to  a  di s cl os ure - i nt ens i v e c o m pl ia n c e  
pat h wa y r ath er  t ha n a  p er mis s i ve al t ern at i v e to  c ons e nt .  

 

E m pi r ic al  s tu di es  of  I T o rg a niz at i ons  s ubj e ct  to  b oth  t h e GDP R a n d L GP D s h o w t ha t  

th i s  t r a nsp ar en c y obl i g at io n c o m pl ic at es  r e q ui re m e nts  s pe ci f i cat i o n an d s ys te m  

des i g n.  Le g al  a m big ui t y  m us t  b e r esol v e d  c ol l a bor at iv el y  a c ros s  d e vel o p m e nt  t ea m s ,  

l eg al  de p ar t m ents ,  a nd do m a in e xp er t s ,  p ar t i cul ar ly  wh e n t r ans l at i ng abs t r a ct  l e g al  

s t an d ards  i n to  t e ch ni cal  r e qui r e m e nts  ( Net t o  et  a l .  20 2 4) .  As  a  r es ul t ,  l e gi t i m at e  

in ter es t  u n d er  th e L GP D g e n erat es  i m ple m e nt at io n c os t s  s imi l ar  to  t h ose o bser v e d  

in  E uro p e,  des pi t e  Br azi l ’ s  d i ff ere nt  i ns t i tu t i on al  c ont e xt .  

 

6.6 Regulatory Signals  from the ANPD: High -Risk Processing 

 

Re g ulat or y g uid a n ce a nd e nfor c e m ent  s i gn al s  f ro m t h e Aut or id a de Na ci o nal  d e  

Prot e çã o d e Da d os  ( ANP D)  ha v e f ur th er  n ar ro we d t h e pr ac t i cal  s c o pe  of  l egi t i m at e  

in ter es t ,  p ar t i c ul ar ly  for  h i g h - r i sk  pr oc es s in g.  Br azi l i a n  s c hol ar s hip  hi g hl ig ht s  t h at  

l egi t i m at e i n t eres t  i s  i n cre as i ngl y  s crut i n i z ed wh er e pro c es s ing i n vol v es  aut o m at e d  

de ci s i on- m a ki ng,  l a rg e - s cal e  a nal yt i cs ,  or  ar t i f i c i al  i n tel l ig e nc e  sys t e ms  t h at  

ge n erat e  s i gni f i c ant  i nf ere n ces  a bo ut  i ndi vi d ual s  ( M a gra ni  an d Mir a nd a 20 2 5) .  

 

W hi le  th e L GP D d o es  n ot  m a n dat e  Dat a Pr ote ct i on  I m pa ct  Ass es s m ents  ( RIP Ds)  fo r  

a l l  h ig h- r i sk  pro c es s in g,  i t  gr a nt s  th e ANP D  dis cr et io n t o  r eq ui r e  s uc h  as s es s me nt s  

wh e n le gi t i m ate i n t eres t  i s  in vo k e d or  whe n pro c es s in g a ffe ct s  l arg e p op ul at i on s  

(Gar aci s  2 02 5) .  This  d i s cret i o nar y m o del  in t r od u c es  r eg ul at ory u nc er t aint y,  
esp e cial l y  for  AI -dr i ve n pro c es s in g,  wher e th e def i ni t i on  o f  “ hig h r i sk ” r e m ai n s  

un d er- sp e ci f i e d  ( Nwo do  2 0 25) .  C o nse q ue nt ly,  co nt r ol l er s  f a c e a  c o m pl i an c e  

en vi r on m e nt  i n  whic h le gi t i m at e in t er es t  i s  l eg al l y  a v a i labl e  but  op er at io n al l y  

f r agi l e ,  par t i c ular l y  for  i n no v at iv e or  dat a - i nte ns iv e uses .  

Th e e m e rgi n g d oct r i n e of  “r e aso n abl e inf er en c es ” f ur th er  c ons t r ains  l egi t i m at e  

in ter es t  by l i n kin g i t  t o  dat a  s ubj e ct  ex p ect at i ons  a n d e x pl ain a bi l i ty.  T his  a p pro a c h  

sug g es t s  th at  e ve n t e ch ni c al ly  a c cur at e  pro c es s in g m a y f ai l  th e l egi t i m a c y t es t  i f  i t  

pro d uc es  u ne x p ect e d or  o p a qu e  o ut co m es  for  i n divi d ual s ,  r e inf or cin g t h e nor m at i v e  

l imi t s  of  l e gi t i m at e in t er es t  in  al gor i t h mi c co nt e xt s  (M a gra ni  a n d Mir an d a 2 0 2 5) .  

 

6.7 Litigation and Collective Rights Risk  

 

Be y on d a d mi nis t r at i v e e nfor c e m e nt ,  Bra zi l ’ s  d i s t i nct i ve co nt r i but i o n to  th e  

l i t igat i o n of  a m big ui t y  l i es  i n  i t s  ro bus t  c ol le ct i ve e nfor c e m e nt  me c h anis ms .  T h e  

L GP D op er ates  w i thi n  a  bro a der  l e g al  e c osys t e m s h ap e d by co ns u m er  pr ot ect i o n l a w  

an d p u bl ic  in t er es t  l i t ig at i on.  P u bl ic  c ivi l  a ct i ons ,  of t en  in i t i a te d b y t h e Mi nis tér i o  

Pú bl i co,  e n a ble  c ol l ect i v e r edr es s  for  d at a  prot e ct io n vi olat i o ns  aff e ct i n g l arg e  

gro u ps  of  d ata  s ubj e ct s  (S o uz a 2 02 1;  Dr esc h a nd F alei r os  J úni or  20 2 4) .  

 

This  col l e ct iv e e nfor ce m e nt  m o d el  fu nct i o ns  as  an enf or ce m e nt  m ul t i p l i er ,  

a m pl i fyi n g th e co ns eq u en c es  o f  a m bi gu o us  c o m pl i an c e  de ci s i ons .  Ev e n in  t h e  

abs e nc e of  r e g ul ator y s a nct i o ns ,  orga ni z at io ns  r el yin g o n  legi t i m at e in t eres t  m a y  

fac e s ig ni f i ca nt  l i t i gat i o n r i sk  i f  pr oc es s i ng pra ct i c es  ar e  p erc ei v ed t o  h ar m di ff us e  
or  c ol le ct i ve  in t er es t s .  Br a zi l i a n  c o ur t s  ha v e i n cre as i ngl y  r e co g ni ze d d at a  prot e ct io n  

as  a  m at ter  of  pu bl i c  p ol ic y,  r e i nfor ci ng t he j udi ci ary ’ s  wi l l i n gn es s  to  a dj udi c at e  

sys te mi c d ata  g ov er na n c e f ai l ures  ( Do n ed a a nd M e n des  2 01 3) .  

 

In  a g gre g at e ,  Br a zi l ’ s  e x per i e nc e d e m ons t r ates  t h at  r epl i c at in g t h e GDP R ’s  

l egi t i m at e in t er es t  f r a m e work wi t h o ut  subs t a nt ial l y  n ar ro w ing i t s  s c op e r e pr od u c es  

bot h  i t s  b e nef i t s  a nd  i t s  cos t s .  Whi l e  l e gi t i m at e in t er es t  off e r s  the or et i c al  f l e xibi l i t y,  

i t s  pr act i c al  us e u nd er  th e L GP D i s  c o ns t r ai n ed by t r ans p are nc y m a nd at es ,  r eg ul at or y  

di s cr et i on,  an d c ol l ect i v e l i t ig at io n r i sk .  Th e Br a zi l i a n  c as e thus  r ei nf orc es  a  br o a de r  

co m p ar at iv e l es s o n:  wh er e l a wf ul  b ases  r el y  o n b al an cin g a n d e xp e ct at io ns ,  

a m big ui t y  b e co m es  a  s t ru ct ural  f eat ur e of  c o m pl i an c e r at her  tha n a  t r a ns i t io n al  f l a w.  
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VII .  COMPARATIVE SYNTHESI S: PATTERNS OF LEGIT IMATE INTEREST FAILURE 

Acr os s  jur i s dict i o ns ,  th e pr act i c al  f a i lur e  of  “ l e gi t i m at e i n ter es t ”  or  i t s  fu nct i o n al  

eq ui v ale nt s  f ol lo ws  a  s et  of  r e cur r i ng  p at t erns  th at  t r a nsc e nd  for m al  d o ct r in a l  

d i ff ere n ces .  T he f i r s t  an d m os t  co ns i s te nt  f a i lur e  m o de i s  o ver us e for  c or e  

co m m e rci al  a ct i v i t i es .  In  th e E uro p ea n  Unio n a n d Br a zi l ,  l e gi t i m at e i n ter es t  h as  

r ep e at edl y  b ee n i n vo k ed  to  jus t i f y  bus i n es s -cr i t i cal  pr o ces s ing ,  su c h as  b e h avi o ura l  
ad v er t i s in g,  l a rg e - sc al e  pr of i l in g,  or  an al yt i cs ,  r a th er  th an r es id u al  or  a n ci l l ar y  

pur p oses .  Re g ul ator y an d j u dici al  r esp o nses  h av e m a d e cl e ar  th at  wh er e pro c es s in g  

i s  e c on o mi c al ly  c ent r al  a n d hi ghl y  in t r us iv e,  i t  i s  unl i k ely  t o  s at i s fy  pro p or t io n al i t y  

an d  b al an ci n g r eq ui r e m ents ,  r e g ardl es s  of  t h e l e gi t i m ac y  of  th e  u n der l yi n g  

co m m e rci al  o bje ct i ve ( Bal b o ni  e t  a l .  20 1 3;  S o m br a 2 0 20) .  

 

A s ec o nd cros s - cut t i n g f ai lur e  c o n cer ns  in ad e qu at e  m an ag e m e nt  of  d at a  su bje c t  

ex p e ctat i o ns .  Th e oret i c al  m o d els  of  l e gi t i m at e i n ter es t  r e l y  he a vi l y  on  th e c on c e pt  

of  “r e aso n a ble e x pe ct at io ns , ”  y et  e m pi r i cal  e x per i e nc e s ho ws  th at  org ani z at i on s  

sys te m at i c al ly  un d eres t i m at e th e ga p bet we e n int er nal  as su m pt i ons  an d us e r  

per c ept i o ns .  In  th e E U an d Br azi l ,  co ur t s  a nd r eg ul ator s  in cr eas i n gly  t r ea t  

un e x pe ct ed  s e c on d ary  us es  ( s uc h as  cros s - plat f or m  t r a c kin g or  AI - dr iv e n i nfer e nc e )  

as  di sp os i t i ve a gai ns t  l e gi t i m at e in t eres t  c lai ms  ( Ka m ar a a n d De Her t  20 1 8;  Ma gr an i  

an d Mira n d a 20 2 5) .  S i mi l ar  e xp e ct at io n g a ps  ap p e ar  in  Cal i forni a ,  wher e c o nsu m er s  

f r eq u ent l y  f ai l  to  u n der s t an d or  ant i c i pat e  t h e s c o pe of  “sel l i n g”  or  “sh ar i ng ”  

pra ct i ces  di s cl ose d u n der  th e C CPA,  un d er mi nin g th e e ff e ct ive n es s  of  o pt -o ut  r ig ht s  

(Ch en  et  a l .  20 2 1) .  

 
Th e t h i rd  r e cur r i ng f ai l ure  m o d e i s  th e abs e nc e or  in suff ic i e n cy of  t e c h nic a l  

s afe g uar ds .  L egi t i m at e in t er es t  f r a m e wor ks  as su m e t hat  o rg ani z at io n al  mi t i gat i o n  

m e asur es  su c h as  d at a  mi ni mi zat i o n,  a c ces s  co nt r ol s ,  r e te nt io n l i mi t s ,  an d  

au di t abi l i t y  wi l l  r e d u ce r es id ual  h ar m.  Ho wev er,  s tudi es  a cr os s  jur i sdi ct io ns  in di cat e  

that  s u ch s afe g u ards  are  o f t en i m pl e m e nte d u ne v enl y or  r et r of i t t e d  af ter  e nfor ce m e n t  

pres s ure,  r a th er  th a n e m b e dd e d b y d es i gn ( Al h ad eff ,  Va n Als e no y,  a n d Du m or t i e r  

20 1 2;  Net t o  et  a l .  20 2 4) .  W h ere s af eg u ards  r e m ain  wea k,  l eg i t im at e in t er es t  c ol l aps e s  

in to  a  f or m al  jus t i f i cat i o n u ns u p p or te d by o p erat i o nal  r e al i ty.  

 

7.1 Divergent Regulatory Philosophies  

 

W hi le  th es e f ai lur e  m o d es  are  br oa dl y s har e d,  r eg ul a tory  r es po ns es  di v erg e  

s igni f i c ant l y  bas e d on  u n der l yi ng g ov er n an c e phi l oso p hi es .  In  t he  E uro p e an Uni o n  

an d Bra zi l ,  l e gi t i m at e i n ter es t  i s  co ns t r ain e d by  a  r ig ht s - f i r s t  pro p or t io n al i ty  m od el .  

Bot h r e gi m es  e m b ed b ala n cin g tes t s  wi t hin  a  c ons t i t u t i on a l  or  qu as i - c o ns t i tu t i o na l  

f r a m e work of  f un d a m ent al  r ig ht s ,  e na bl i ng r eg ul ator s  an d c o ur t s  to  o ver r i d e  

orga ni z at io n al  in t er es t s  wher e p o wer  as y m m et r i es  or  sys t e mi c r i sks  ar e  i de nt i f i e d  

(Fer r et t i  2 0 14;  P er ro n e a n d St r as sb urg er  2 01 8) .  L i t ig at i o n pl a ys  a  c ent r al  ro l e  i n  

clar i f yi ng a m bi g ui ty,  b ut  t h i s  e x - pos t  c l ar i f i c at i on  c o m es  at  th e c os t  of  l e g a l  

un c er tai nt y  an d hig h co m pl i a n ce o ver h ea d,  p ar t i c ul ar ly  f or  dat a - i nte ns i ve s e ctor s .  

 

S in g ap or e,  b y c ont r as t ,  a d opts  a  r i sk - m a n a ge d ac c o unt a bi l i ty  m od el .  Rat h er  th a n  
t r eat i n g l e gi t i m at e in t er es t  pr i m ar i l y  as  a  s i t e  of  r i g ht s  c o nf l i c t ,  th e P DPA s i t uat es  i t  

wi t hi n  a  bro a der  r e as on a bl en es s  a n d g ov er na n c e f r a m e work .  Th e r e g ulat or y fo cus  i s  

l es s  on abs t r act  pro p or t io n al i ty  a n d mor e o n wh et h er  orga niz at i ons  ha v e c on d uct e d  

cre di ble  r i sk  as ses s m e nts  an d i m ple m e nt e d eff e ct iv e mi t igat i o n me as ures  (C hi k  

20 2 2;  L i m 2 02 4) .  This  ap pr oa c h r e d u ces  ad v er sar i al  l i t ig at io n an d off er s  gr eat e r  

pre di cta bi l i ty,  b ut  p l ac es  su bs t ant i al  r es p ons i bi l i ty  o n org ani z at i ons  to  i n t ern al i z e  

co m pl i a n ce di s cipl i n e thr o ug h do c u m e ntat i o n a n d sys t e m d es ig n.  

 

In  C al i for ni a ,  t he a bse n c e of  l a wf ul  b ases  pro d u ces  a  di s t in ct  r eg ul ator y l ogi c  

ce nt r ed  on m ar ket  r eg ul at io n thr o ug h o pt - out  m e ch a ni c s . Ins t ea d of  bal a nci n g  

inter es t s ’  e x  ant e ,  t he CC PA a nd CP R A r e gul at e  d at a  pro c es s in g in di r ect l y  b y  

e m po wer i n g co nsu m ers  t o  r efus e p ar t i c ip at i on i n  c er tai n  dat a  f l o ws .  Am bi g ui t y  

per s i s t s ,  b ut  i t  i s  r e l o cat e d t o  d ef ini t i o ns  of  “sal e , ”  “ shar i n g, ”  a n d “ bus i n es s  

pur p ose, ”  an d r esol v ed t hr ou g h e nf orc e m e nt  act i o ns  a n d te ch ni c al  m an d ates  s u ch a s  

the Gl o bal  Pr iv a cy C o nt rol  ( Det er ma n n a n d Ta m 20 2 0;  Cr ep a x 2 02 5) .  C o m pl ia n c e  

eff or t  thus  shi f t s  f ro m l eg al  r e as oni n g to  in t er f a c e d es i g n,  s ig nal  det e ct io n,  a n d  

ba c k en d enf or ce m e nt .  
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7.2 Comparative Implications 

 

Ta ke n to g eth er,  th ese e xp er i en c es  d e m o ns t rat e  th at  l e gi t i m ate i n t eres t  a m bi g ui t y  i s  

not  a n i s olat e d do ct r i nal  f l a w,  b ut  a  s t r uct ur al  f eat ur e of  mo d ern d at a  prot e ct io n  

go v ern a n ce.  Wh er e sys t e ms  rel y  o n b al a nci n g a n d e x pe ct at i ons ,  a m big ui t y  m ani f es t s  

as  l i t ig at i on r i s k  an d do c u m e ntat i o n b ur de n.  Wh er e su c h b a lan ci ng  i s  a v oid e d,  as  i n  

Cal i f orni a ,  a m bi g ui t y  r e -e m e rg es  as  t ec h ni cal  an d be h a vio ur al  c o m ple xi ty.  
S in g ap or e’ s  e xp er i en c e su g ges t s  t hat  a m big ui t y  c a n b e pa r t i a l ly  m a n ag e d ,  b ut  n o t  

e l i mi nat e d ,  t hro ug h a cc o unt a bi l i ty - b y-d es i gn.  

 

Th e co m p ar at iv e l es so n i s  th er efor e not  t h at  on e m o del  i s  c ate g or ic al l y  su p er ior,  bu t  

that  a m big ui t y  mi gr ates  a cr os s  l e g al ,  org ani z at io n al ,  a nd  te c h ni c al  l ay er s  d ep e ndi n g  

on r eg ul ator y d es i gn.  E ffe ct i ve pr iv a cy go v ern a n ce r eq ui r e s r e c og ni zin g le gi t i m at e  

in ter es t  n ot  as  a  s t a ble  l e gal  c at eg ory,  b ut  as  a  dy n a mi c co or din at i on m e c h anis m  

wh ose f ai lur e  m od es  m us t  be a ddr es se d thr o ug h int e grat ed l e gal ,  t ec h nic al ,  an d  

ins t i tu t i on al  s t r ate gi es .  

 

VIII .  IMPLICATIONS FOR INDIA’S DPDP ACT 

Indi a’ s  D igi t al  P er so nal  Dat a Prot e ct io n  Act ,  2 02 3 ( D P DP Act )  r e pres e nt s  a  

del i b erat e  an d c o nse q u ent i al  d e p ar tur e  f ro m t he Eur o pe a n  m od el  of  l a wf ul  b as es .  

Unl i ke  t he  GDP R a nd  Br a zi l ’ s  L GP D,  t h e DP DP Act  do es  not  r e c o gni z e a  g e ner al ,  

op e n-e n d ed “le gi t i m at e in t eres t ”  gr ou n d for  pr i vat e  e nt i t i es .  T his  o mis s io n i s  no t  

ac ci d ent al .  Co m p ar at iv e s c hol ar shi p  c h ara ct er iz es  t he  DP DP Act  as  an e x pl ici t  

r esp o nse to  t he “l i t ig at i on of  a m big ui t y ” obs er ve d in  GDP R enf or ce m e nt ,  wh er e  

bro a d b al an ci ng s t an d ards  h av e g e n erat e d pr olo n ge d r eg ul at ory un c er t aint y  a n d hi g h  

co m pl i a n ce  c os t s  (P ut h en v eet i  2 0 24) .  B y e xcl u din g a  f l e xibl e  l egi t i m at e i n t eres t  t es t ,  

the  In di an  f r a m e wor k pr ior i t i z es  l e g al  c er tai nt y  an d a d mi ni s t r at iv e t r act a bi l i ty  o v er  

co nt e xtu al  d i s cr et io n.  

 
This  des i g n c h oic e al ig ns  wi t h  a  br o ad er  t r e n d in  l e g al - t e c h  go v ern a n ce t o war d rul e -

bas e d co m pl i a nc e ar chi t e ctur es .  As  s t u dies  i n  r eg ul ator y th e ory  o bs erv e,  l eg a l  

cer t ai nty  r e du c es  ar bi t r ar i n es s  a nd e nfor c e m ent  r i s k ,  b ut  do es  so  by c ons t r aini n g th e  

in ter pr et iv e sp a ce av ai l a ble  t o  d eci s i o n - m ak ers  ( Kraj e ws k i  20 14) .  Th e DP DP Ac t  

r ef le ct s  t h i s  t r a de - off  b y mi ni mi zin g j u dici al  an d r eg ul ator y di s cr et i on i n  

det er mi ni ng wh e n per s on al  d ata  m a y b e pr o ces s ed w i th o ut  co ns ent .  

 

8.1 Design Rationale for “Legitimate Uses”  

 

Se ct i on  7  of  th e DP DP Act  ( of te n r ef er re d t o  as  C l a use  7  d u r ing  dr af t in g)  i n t r od u ce s  

a  c l ose d l i s t  of  “c er t ain  l egi t i m at e us es ” for  whi c h c ons e nt  an d n ot ic e r e q ui re m e nt s  

do n ot  a p ply.  T h ese us es  ar e  l arg ely  c onf i n ed t o  s ta t e  f un ct i ons ,  p ubl i c  in t er es t  

act i v i t i es ,  e m pl o y m ent - r el ate d s afe g uar ds ,  m edi c al  e m erge n ci es ,  a nd v olu nt ar y  

pro vis io n of  d ata  b y i ndi vi du al s .  Do ct r in al  a n alys i s  e m p h as iz es  t hat  th i s  s t r uct ur e  

r epl a c es  th e GDP R ’s  su bj e ct iv e b ala n c in g t es t  wi t h  a  bi nar y  rule - b ase d m e c ha nis m  -  

e i th er  th e pr o c es s in g f al l s  wi thi n  S e ct i on 7 ,  or  c o nse nt  i s  r e qui r e d ( Dh ar od an d Ta ur o  

20 2 3) .  

 

Th e r at i on al e  f or  th i s  a p pro a ch  i s  c los el y  t i ed  to  In d ia ’ s  d i gi t a l  go v ern a n c e  

pr ior i t i es .  S c hol ar s  n ot e  th at  S e ct io n 7  s up p or t s  th e s tate ’ s  “ Di gi tal  Pu bl i c  

Inf ras t ru ct ur e”  vi s i on  b y e nsur i n g t hat  wel far e  d el iv er y,  s ubs i di es ,  ju di ci al  ord er s ,  

an d e m erge n c y s er vic es  ar e  not  obs t r u cte d b y co ns ent  f r i c t io n or  p os t -h oc l e ga l  

ch al l e ng es  ( Put h e nv e et i  20 2 4;  S in g h a nd  T h ak ur,  20 2 5) .  In  t h i s  s e ns e,  l egi t i m at e  
uses  f u nct i o n as  a n i nf ras t r uct ur al  e n a bler  r at her  t h an  a  co m m e rci al  f l exi bi l i t y  

m e c ha nis m.  Unl i ke t h e GDP R,  S e ct io n 7  c a nn ot  b e i nv o k ed t o  j us t i fy  ge n eral i z e d  

co m m e rci al  a nal yt i cs ,  a d ver t i s i ng,  or  prof i l i n g.  

 

8.2 Reduction of Legal Ambiguity at  the Cost of  Flexibility  

 
Fro m a c o m p arat i v e p er sp e ct i ve,  Se ct i on 7  e x e m pl i f i es  a  c las s i c  r e g ulat ory t r ad e -

off :  r ed u ct io n of  a m bi gui t y  at  t h e cos t  of  f l exi bi l i ty.  L e gal  a nd  e c on o mi c l i t er atur e  

ca ut i ons  t hat  whi l e  r ig id  rul es  i mpr o ve pr e di cta bi l i ty,  t he y m ay un d er mi ne t h e  

nu a n ce d,  c ont e xt - s e ns i t iv e j u dg m e nts  t h at  pr in ci ple - b ase d s ys te ms  e n abl e ( Bur k  

20 1 9;  Kr aj e ws ki  2 0 14) .  I n  t h e pr i v ac y d o m ain,  t h i s  co n c ern i s  p ar t i cul ar l y  s al i e nt .  
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Att e m pts  to  s ta n dar di ze co m pl i a n ce t hro ug h a ut o m at ed t oo l s  or  t e m plat es  of t e n  

r esh a pe t he un d er lyi n g le g al  s t an d ard i t s el f ,  t r a ns for mi n g o pe n - en d e d pr i nci pl es  

suc h as  f ai r n es s  or  pr op or t io n al i ty  in t o  n ar ro w,  m a c hin e - r e ad a bl e c o ns t r ai nt s  ( Dal y  

20 2 4) .  

 

E m pi r ic al  e co n o mi c r es ear c h on  t he  GDP R s ug g es t s  t h at  h ar m oni z ed  an d l es s  

a m big u o us  rul es  be n ef i t  l a rg e,  r eso ur c e - r ic h f i r ms  ca p a ble  of  a bsor bi ng f i x e d  

co m pl i a n ce  c os t s ,  whi l e  s i m ul t an e o us ly  r e du ci n g t he  a d ap t ive  c a p aci t y  of  s m al l e r  

f i rms  a nd  s tar t ups  (L i  e t  a l .  2 02 2) .  T h e DP DP Act ’ s  arc hi t ect ur e r i sks  pr o du ci ng  a  

s imi l ar  o ut co m e,  b ut  thr ou g h a  di ff ere nt  p at h wa y:  b y el i mi n at in g f l e xi bl e  l a wf u l  

bas es ,  i t  ch a nn el s  i nn o v at io n i n to  c ons e nt  en gi ne er i ng r a ther  t h an  p urp os e -b as e d  

go v ern a n ce  

 
Te ch ni cal  s tu di es  fur t h er  in di c ate  th at  r e gul at ory  cl ar i t y  ca n g e ner at e  a  “c hi l l i n g  

eff ect , ”  wher e org a niz at i ons  a d opt  t he  m os t  r es t r i c t i v e i n t erpr et at io n of  th e l a w  t o  

av oi d e nfor c e m ent  r i sk ,  e ve n  whe n br oa d er  i n ter pr etat ions  mi ght  b e s o cial l y  

be n ef ici al  (E PR S 2 01 9) .  In  th e In di an co nt ext ,  t he abs e nc e of  a  g e n eral  l e gi t i m at e  

in ter es t  c l a us e m ay l e a d f i r ms  to  d efa ul t  t o  co ns ent  f or  m argin al  or  lo w - r i s k  

pro c es s in g,  r e g ardl es s  of  pr op or t i on al i t y  c o ns id er at io ns .  

 

8.3 Strategic Consequences for Indian Firms  

 

For  pr i v ate - s e ctor  act or s ,  th e m os t  i m m e diat e  c o nse q ue nc e of  S e ct i on 7  i s  th e  

ne c es s i ty  of  co nse nt - c ent r i c  ar chi t e ctur es .  Unl i k e f i r ms  o p erat i n g u nd er  t h e GDP R  

or  P DPA,  I ndi a n org a niz at i ons  ca n n ot  r el y  o n a  b ala n cin g tes t  to  jus t i f y  d at a  r e us e  

for  a nal yt i cs ,  s er vic e opt i mi z at i on,  or  s e co n d ary i nn o vat i on.  Co ns ul t in g a n al yse s  

e m ph as i ze  th at  e ve n e m plo y m e nt - r el at e d pr o ces s i ng  u n der  Se ct i on  7( i )  i s  nar r o wl y  

s co p ed t o  r i s k  mi t i gat i o n ,  su c h as  pr ev e nt in g l os s  or  l i a bi l i ty ,  a n d do es  not  e xte n d  

to  g e n eral i z ed wor kf orc e an al yt ics  ( P wC In di a  2 0 25) .  

 

This  s t ru ct ural  n ar ro wi n g s ig ni f i c a nt ly  l i m i t s  o pp or tu n i t i es  for  pr i v ate - s e cto r  

bal a n cin g.  W h ere as  Eur o pe a n or  S i n ga p ore a n f i r ms  m a y  in ves t  i n  s op his t i c at e d  

Le gi t i m at e Int er es t  Ass es s me nts  an d m i t ig at i on f r a m e works ,  I n dia n f i r ms  m us t  

ins te a d in v es t  in  s c al abl e  co ns ent  m a n ag e m e nt  sys t e ms ,  a u di t  t r a i l s ,  a n d wi t hdr a wa l  

m e c ha nis ms .  C o m p arat i v e g uid es  n ot e  th at  S e ct io n 7  uses  are  e xe m pt  f ro m n ot i ce ,  

but  r e m ai n su bje ct  t o  n e c es s i ty  an d l a wful  p urp os e c o ns t r ai n t s ,  r e inf orci n g th e DP DP 
Act ’ s  pref ere n c e for  ex  a nt e  cl ar i t y  o v er  e x pos t  a dju di c at i on ( I CL G 2 0 25) .  

 

In  a g gre g ate ,  I n dia ’ s  ap pr oa c h r ef l e ct s  a  c ons ci ous  pol i cy d e ci s io n to  l o cal i z e  

a m big ui t y  wi t hi n  l e gi s l at iv e dr af t in g r ath er  t ha n j u dici al  i n ter pr etat i o n.  W hi l e  th i s  

r ed u ces  l i t i g at io n r i sk  an d en h a nc es  pre di cta bi l i ty,  i t  a l so  r edi s t r i but es  co m pl i a nc e  

cos t s  t o ward t ec h ni cal  s ys te ms  f or  c ons e nt  or ch es t r at io n.  T he DP DP Act  th u s  

i l lus t r at es  ho w l es so ns  f ro m  glo b al  ex p er ie n c es  wi t h  l egi t im at e i n ter es t  a m bi gui t y  

ha v e b e en s el ect i v ely  i n ter n al iz e d ,  r es ul t in g i n  a  pr iv a cy r egi m e t h at  i s  c le ar er,  bu t  

a l so  m or e r ig i d ,  t h an i t s  i n ter n at io n al  co u nter p ar t s .  

IX . SYSTEM-LEVEL RESPONSES: ARC HITECTING FOR CERTAINTY  

Co m p ar at iv e ex p er ie n ce a cros s  t he GDP R,  L GP D,  P DPA,  an d C CPA d e m o ns t rat e s  

that  a m bi g ui ty  i n  l a wf ul  b as es  d o es  n ot  d i s a p pe ar  t hro u gh  legi s l at i on al on e;  r ath er,  

i t  i s  d i spla c e d int o  sys t e m des i g n,  o p erat i o nal  g ov er na n ce,  an d co m pl i a nc e t ool i n g .  

Indi a’ s  DP DP Act  r esol v es  on e  di m e ns io n  of  th i s  pr obl e m  b y  r ej e ct in g a  g e ner a l  

l egi t i m at e i n ter es t  c l a use i n  f a vo ur  of  a  c l ose d l i s t  of  “ le gi t i m at e us es ” a nd a  

co ns ent - f i r s t  m od el .  T his  l e gi s l at iv e cl ar i ty,  h o wev er,  shi f t s  the bur d en of  

co m pl i a n ce  f ro m  le g al  i n ter pret at i on  to  t e c hni c al  i m pl e m e ntat i o n.  As  r e g ulat or y  

the or y pr e dict s ,  r e du ct i ons  i n  i n ter pret i v e f l e xi bi l i ty  m us t  b e off s et  b y m or e  

det er mi ni s t i c  a n d a u di ta bl e  sys t e m a r chi t e ctur es  ( Kr aj e wsk i  20 1 4) .  

 

Co nse q u ent l y,  DP DP c o m pl i an c e i s  b es t  u nd er s to o d as  a n e ngi n e er in g pr obl e m,  n o t  

m er ely  a  l e g al  on e.  Org ani z at io ns  m us t  e nc o d e s tat ut ory  c o n s t r aint s ,  s uc h as  p urp os e  
l imi t at i on,  c o nse nt  wi t hdr a wal ,  a n d use - s pe ci f i c  pro c es s ing ,  d i r e ct ly  in t o  d at a  

pip el i nes  a n d ap pl i cat i o n l ogi c .  This  m i r ror s  bro a d er  t r e nds  i n  l e gal - t e ch,  wher e  

op e n- te xt ure d l e g al  pr i nci pl es  are  i ncr e as in gl y  t r a ns lat ed i n to  m a chi n e -e nf orc e a bl e  

co ns t r aint s ,  ev e n at  th e c os t  of  co nt ext u al  nu a nc e ( Bur k 2 0 19;  Dal y 2 02 4) .  
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9.1 Consent-Centric  System Architecture 

 

Th e m os t  i m m e di at e  arc hi t e ctur al  i m pl i cat i o n of  t he  DP DP Act  i s  th e n ec es s i ty  o f  

co ns ent - c ent r i c  des i g n.  In  t he a bse n ce of  a  b al an ci ng t es t  a kin  t o  l egi t i m at e i n ter es t ,  

co ns ent  be c o m es  th e pr i m ar y l a wf ul  b as i s  for  m os t  pr i v ate - s ect or  pr oc es s in g.  Thi s  

r eq ui r es  o rg a niz at i ons  to  m o v e be y o nd s t at i c  pr iv a cy n ot i ces  to war d d y n a mi c co ns en t  

m a n ag e m e nt  sys t e ms  c a pa bl e of  ca pt ur in g,  s tor i n g,  u p dat ing,  a nd e nfor cin g use r  
pref er en c es  in  r e al  t i m e.  

 

Su c h s ys te ms  m us t  s up p o r t  gra n ul ar  co ns ent  t i e d  t o  spe ci f i c  pur p oses ,  d at a  

cat e g or ies ,  an d pr o ces s i ng c ont e xt s ,  r a t her  t ha n bla n ket  aut h or iz at i on.  E m pi r ic a l  

r ese ar ch o n GDP R co m pl i a nc e i n dic at es  th at  o ver l y  broa d or  ge n er ic  c o nse n t  

m e c ha nis ms  in cr eas e enf orc e m e nt  r i sk  an d r e d u ce  user  t r us t  (L i  e t  a l .  20 2 2) .  Und e r  

the  DP DP Act ,  t h i s  r i sk  i s  h eig ht en e d,  as  in v al id  c o nse nt  ca n n ot  b e c ure d t hro u g h  

fal lb a ck r el i a n c e o n le gi t i m ate i n ter es t .  Ar c hi te ct ural l y,  t h i s  n ec es s i t a t es  p ur pos e -

bo u nd  d at a  t a ggi n g,  co ns ent - a war e APIs ,  a nd  a ut o m at ed  c h e cks  t h at  pre v e nt  

do wns t r e a m pro c es s in g wh en c ons e nt  i s  a bs ent  or  wi t h dra w n.  

 

9.2 Purpose Limitation and Data Flow Segmentation  

 

A s e co n d cr i t i c al  s t r at eg y in v olv es  pur p ose l i mi t at i on e n forc e m e nt  at  t he s ys te m  

lev el .  S e ct io n  7  of  th e  DP DP Act  in t r o du c es  nar r o wl y d ef in ed  l egi t i m at e us es ,  whi l e  

a l l  o th er  pro c es s in g r e qui r es  ex pl i ci t  co ns ent  for  a  sp eci f i e d pur pos e.  To  

op er at io n al i ze  th i s  d i s t i nct i o n,  orga ni z at io ns  m us t  s e g m ent  d at a  f lo ws  a cc or din g t o  

l eg al  b as i s ,  e nsur i ng t hat  dat a  c ol l ect e d u nd er  c o nse nt  i s  not  i na d ver t e nt ly  r e us e d  

for  in c o m pat i bl e  p ur pos es .  

 

Co m p ar at iv e s tu di es  of  I T org ani z at io ns  su bj e ct  to  GDP R a n d L GP D sh o w t h at  

a m big ui t y  i n  l e g al  r e q ui re m e nts  of te n ar i s es  at  t he r e qui r e m ents - s pe ci f i cat i o n s ta g e ,  

wh ere l e gal  p urp oses  are  l o osel y  m ap p e d  to  t ec h nic al  f un ct ions  ( Net t o  et  a l .  2 0 24) .  
Th e DP DP Act ’ s  r i g i di ty  r e d uc es  l e g al  a m bi gui t y  b ut  i n creas es  t h e i m p or t an c e o f  

ac c ur ate  p urp os e m o del l i n g .  B es t  pr act i c e arc hi t ect ur es  t her ef ore e m pl o y pol i c y -

dr iv e n dat a  r o ut in g,  wh er e pro c es s in g r ules  ar e  e nfor ce d t hr ou g h m et a dat a  a nd  a c c es s  

co nt r ol s  r at h er  th a n m an u al  o v er s ig ht .  

 

9.3 Automation of Compliance and Auditabil ity  

 

Th e DP DP Act ’ s  e m p has i s  on a cc o unt a bi l i ty  a nd d e m on s t rabi l i t y  al i g ns  wi th  a  

bro a der  s hi f t  to war d a ut o m ate d co m pl i a n ce v al id at i on.  As  s ee n i n  E uro p ea n  

ac c o unt a bi l i ty  f r a m e wor ks ,  do c u m e ntat i o n an d a u di ta bi l i t y  ar e  no  lo n g er  p er i ph er al  

obl i g at io ns  but  c ore s ys te m r e qui r e m e nts  ( Al ha d eff ,  Va n Als e no y,  a n d Du m or t ie r  

20 1 2) .  In dia n org a ni zat i o ns  mus t  s i mi l ar ly  pre p are f or  r e g ulat or - f a cin g a u di t s  th at  

de m a n d t r a c e abl e  e vid e nc e of  l a wful  pr oc es s in g.  

 

Te ch ni cal  r es po ns es  i ncl u de  a ut o m ate d l o ggi n g of  co ns ent  e ve nts ,  i m m u ta bl e  au di t  

t r a i l s  for  d ata  a c c es s ,  a n d r e al - t i m e m o ni t or in g of  p ol i cy  vi ol at io ns .  Pat e nt e d  

sys te ms  for  d y n a mi c co m pl i a n ce  val i d at io n i l l us t r ate  h o w le g al  r ules  ca n b e  

t r ans l at ed i n to  t es ta bl e  o per at i on al  b o u nd ar i es ,  eff ect i v ely  c on v er t in g f l e xibl e  

s tan d ards  i n to  p as s / f ai l  ch e c ks  (C i t ib a n k NA 2 02 4) .  Whi l e  s uc h a uto m at i o n i m pro v es  

pre di cta bi l i t y  a n d r e d uc es  hu m a n er ror,  i t  a l s o  r ei nfo r c es  th e DP DP Act ’ s  pr efer e nc e  

for  c er t aint y  ov er  di s cr et io n.  

 

9.4 Managing Trade-Off between Standardization and Innovation  

 

A re c ur r in g co n c ern i n  t he  l i t er at ure  i s  t h at  s t a n dar di ze d co m pl i a n ce ar chi t e ct ure s  

m a y in a d ver t e nt ly  s up pr es s  in no v at io n.  S tu di es  of  GDP R ’s  ec o n o mi c i m pa ct  s ug g es t  

that  r ig i d  c o m pl i an c e r e gi m es  di spr op or t i on at ely  ad v ant a ge  l arge  f i r ms  w i th  th e  

r eso urc es  t o  bui l d  so p his t i c at e d g o ver n an c e sys t e ms ,  wh i le  c o ns t r ai ni ng s m al l e r  

act or s  an d s t ar tu ps  (L i  e t  a l .  2 0 22) .  T he DP DP Act  r i sks  r epl i c at in g t h i s  e ff e ct  b y  
ch a n nel l i n g  i nn o vat i o n eff or t  in t o  c o m pl i an c e e ngi n eer i n g  r at her  th a n dat a - dr iv e n  

ex p er i m ent at i o n.  

 

To m i t ig at e  t h i s ,  s ys te m  arc hi t ect s  sh oul d  a d opt  m o dul ar  co m pl i a n ce  d es i gns  th a t  

de c o upl e c ons e nt  a nd  p ur pos e e nfor c e m ent  f ro m  cor e  b us in es s  l ogi c .  S u c h  
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m o dul ar i t y  al l o ws  f i r ms  t o  a d apt  t o  f utur e r e g ul ator y c h an g e wi t h out  r eb ui l din g  

ent i r e  sys t e ms .  I t  a l so  pres erv es  l i mi t ed f l e xi bi l i ty  f or  lo w - r i s k  in no v at io n wi t hi n  

the  bo u nds  of  e x pl ici t  c o nse nt ,  a v oidi n g t h e “c hi l l i ng  eff e ct ”  o bser ve d  in  hi g hly  r i sk -

av er s e r e g ulat or y e n vi ro n m e nts  (E PR S 2 0 1 9) .  

 

9.5 High-Risk Processing and Impact Assessment by Design  

 

Al t h ou g h t he  DP DP Act  d oes  n ot  m a n dat e  d at a  pr ot e ct ion  i m pa ct  as s es s me nt s  

(DPI As )  i n  t he  s a m e m a n n er  as  t h e GDP R,  co m p ar at iv e e x per i e nc e f r o m Bra zi l  a n d  

the E U d e m o ns t rat es  th at  r eg ul ator s  i n cre as in gl y  s cr ut i n i ze  hi g h - r i sk  pro c es s in g,  

par t i c ular l y  i n vol vi ng AI  an d l arg e - sc al e  a nal yt i cs .  S ys t e m - l e vel  r es p ons es  s ho ul d  

ther ef ore ant i c i pat e  fut ure r ule m a ki ng by e m be d di ng r i sk  as ses s me nt  workf l o ws  int o  

de v el op m e nt  l i f ec y cles .  

 

This  i n cl ud es  a uto m at e d cl as s i f i c at io n of  pr oc es s in g a ct i v i t i es  by  r i sk  l e v el ,  i n ter n al  

r evi e w  g at es  for  n e w d ata  us es ,  a n d do c u m ent at i o n of  mi t i gat i o n m e asur es .  

Sc h olar s hi p  o n al g or i th m ic g ov er na n c e e m p h as iz es  th at  t ec h ni c al  s ys te ms  ar e  i l l -

sui t e d t o  c a ptur e op e n -e n d ed n ot io ns  of  f ai rn es s ,  yet  pr oc e dur al  s afe g uar ds ,  su c h a s  

hu m a n ov er s i ght  a nd e xpl ai na bi l i t y  c h ec k p oint s ,  r e m ain  es se nt ial  t o  l egi t i m at e  
pro c es s in g ( Daly 20 2 4) .  Des i g nin g th es e s af eg u ards  pr o a ct ivel y  r e d u ces  r e g ul ator y  

sho c k a n d al ig ns  wi t h  e m ergin g glo b al  n or ms .  

 

9.6 Strategic Implications for Indian Firms  

 

Ta ke n t o get h er,  th ese  ar c hi te ct ur al  s t r at e gies  r ef l ect  a  f un d a m ent al  s hi f t  i n  
co m pl i a n ce  p os tur e.  Un d er  t he  DP DP Act ,  f i r ms  c a n not  r el y  on  p os t -h o c j us t i f i c at i o n  

thro u gh  b al an ci ng  tes t s .  I ns te a d,  l e gal i t y  m us t  b e pre - en gi n eer e d i n to  sys t e ms .  T his  

r eor i e ntat i o n f a v ours  org a ni zat i o ns  c a pa bl e of  i n te gr at in g  l eg al  r e q ui re m e nts  i n t o  

sof t ware d ev el op m e nt ,  d ata  e ngi n e er in g,  an d go v ern a n ce w orkf l o ws .  

 

At  a  s t r at e gic  l e v el ,  I ndi a n f i r ms  m us t  t r e at  pr iv a cy  c o m pl ia n c e as  a  cor e  

inf ras t r uct ur e in v es t m ent  r at her  t h an a  l e gal  af t er th o ug ht .  W hi le  t h i s  in cr e ase s  

upf r o nt  c os t s ,  i t  a l s o  off er s  lo ng - t er m b en ef i t s  in  pr e dic tabi l i t y,  s c al a bi l i ty,  an d  

cros s - bor d er  in t ero p er abi l i t y.  As  c o m p arat i v e e vi de n c e sh o ws ,  a m big ui t y  d o es  n o t  

va ni s h wh en  re m o v ed  f ro m  la w;  i t  r e ap p e ar s  in  t e c hn olo gy.  T h e DP DP Act ’ s  

co nt r i but i o n l i es  i n  m a kin g t hi s  t r a d e -o ff  e x pl ici t ,  c o m pel l i n g o rg a ni zat i o ns  t o  

co nf r ont  t h e ar c hi te ct ural  c o nse q ue n ces  of  l eg al  ce r t ai nty  h ea d- on  

 

X. POLICY AND REGULATORY IMPLICATIONS 

Th e c o m p arat i v e an al ys i s  un d er ta k e n i n  e ar l i er  s e ct io ns  d e m ons t r at es  t hat  pr i v ac y  

r eg ul at io n i n cre as in gl y  f un ct i ons  as  an  ins t r u m ent  of  s ys te m s  go v ern a n ce r at her  t h a n  

as  a  p urel y  r i ght s - al lo c at in g l e gal  f r a m e work .  T h e In di a n DP DP Act  cr ys t al l i z es  th i s  

shi f t  by  r e pl aci n g o pe n - en d ed  bal a n cin g w i th  rul e - bas e d c er tai nty.  W hi le  th i s  

ap pr oa c h r e d u ces  i n t erpr et iv e a m bi gui t y  an d l i t i gat i on r i s k ,  i t  r e as s ig n s  

r esp o ns ibi l i t y  to  org ani z at i ons  t o  o p er at io n al iz e co m pl i a n ce  thr ou g h det er mi ni s t i c  

arc hi t ect ur es .  F or  p ol ic y m a kers ,  t h i s  un d er sc or es  a  cr i t i c al  l es so n f r o m t h e GDP R,  
L GP D,  P DPA,  a n d CC PA e xp er i en c es :  r e g ulat ory cl ar i ty  d o es  n ot  e l i mi n at e  

co m pl i a n ce  c os t ;  i t  r e al lo c at es  i t  a cros s  i ns t i tu t i o nal  a n d t ec hni c al  l a y er s  ( Kr aj e ws k i  

20 1 4;  L i  e t  a l .  2 0 22) .  

 

As  a  r es ul t ,  t he  e ff e ct i ve n es s  of  t h e DP DP r egi m e  wi l l  d ep e nd  les s  o n s tat ut ory  t e x t  

an d  m ore  o n wh et h er  r eg ul ator s ,  f i r ms ,  an d  te c hn ol og y v en d ors  co n ve rg e o n  

in ter o per a ble  c o m pl ia n ce pra ct i c es .  Wi t ho ut  su c h c on v erg en c e,  e v en a  rul e -b as e d  

f r a m e work r i sks  pro d uci n g f r a g m e ntat i o n,  e x ces s i ve c o nser v at i s m,  a n d u n ev e n  

enf or ce m e nt  o utc o m es .  

 

10.1 Implications for Indian Regulators  

 

For  r eg ul ator s ,  t he DP DP Act  pr ese nt s  an op p or tu ni t y  to  av oi d th e “l i t i g at io n o f  

a m big ui t y” o bser ve d i n  th e E U by s hi f t in g e m p h as i s  to wa rd e x -a nt e  g ui da n ce a n d  

sup er vi sor y pre di cta bi l i ty.  Ho we ver,  i n t ern at i on al  e x per i e n ce  su g ges t s  th at  c er tai nt y  

m us t  b e co m pl e m e nt ed b y pr oc e d ural  pro p or t io n al i ty.  E x ces s ivel y  r ig i d  enf orc e m e n t  

m a y g e ner at e  c hi l l in g eff e ct s  s i mi l ar  to  th os e d oc u m e nte d in  GDP R res e arc h  
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co nt e xt s ,  wh ere  a ct or s  d efa ul t  t o  t h e m os t  r es t r i c t iv e i n t erp retat i o n t o  m ini m iz e r i s k  

(EP RS 2 01 9) .  

 

Ac c ordi ngl y,  I ndi a n r e g ulat or s  sh o uld pr i or i t i z e:  

  Im pl e m ent at i on g uid a n ce cl ar i fyi n g c o nse nt  val i d i ty,  w i th d ra wal  m e ch a nics ,  a n d  

pur p ose c o m pat i bi l i t y ;  

  Risk- t i ere d su per vi s io n,  fo c us in g e nfor c e m ent  on l arge - scal e ,  s e ns i t iv e,  o r  

sys te mi c pro c es s in g r ath er  t ha n l o w - r i sk  a ct iv i t i es ;  

  Re g ulat or y s a n db o x es  for  d at a - int ens i v e i nn o vat i o n,  e na bl i ng  su p ervi s e d  

ex p er i m ent at i o n wi t ho ut  ero di ng s t at utor y s af e gu ar ds .  

 

Th es e me as ures  mi r ror  t he a cc o unt a bi l i ty - or i ent e d a ppr o a ch es  s e e n in  Si n ga p ore ,  

wh ere r e gul at ory di s cret i on i s  e xer ci s e d t hro u gh g u ida n c e a n d mi t ig at i o n  
ex p e ctat i o ns  r at h er  th a n a d ver s ar ial  l i t i g at io n (C hi k  20 2 2;  L i m 20 2 4) .  

 

10.2 Implications for Boards and Corporate Governance  

 

At  th e orga ni z at io n al  l e v el ,  t he  DP DP Act  el e vat es  pr iv a c y co m pl i a nc e t o  a  bo ar d -
lev el  f id u ciar y  c o nc er n.  C o m par at i ve evi d en c e f ro m t he E U a n d C al i for ni a  

de m o ns t r ates  t h at  pr i va c y f a i lur es  in cr eas i n gly  t r a ns lat e  i n to  m ar k et ,  r e p utat i o n al ,  

an d s t ru ct ural  c o nse q ue n ces ,  i n clu di ng c ons t r ai ne d d ata  a c ces s  an d f orc e d  

arc hi t ect ur al  r e d es ig ns  ( Gha n a vi ,  Hossei ni ,  a n d Tu ck er  2 0 25) .  I ndi a n bo ar ds  mus t  

ther ef ore t r eat  c o m pl ia n ce ar chi t e ctur e as  a  for m of  e nt e rpr i s e  r i sk  m a na g e m e nt ,  

co m p ar a ble  t o  cy b er se c ur i ty  or  f in a n cial  c ont r ol s .   

 

Pol i c y g ui da n c e for  b oar ds  sh o uld e m p has i z e:  

 

  Cle ar  al lo c at i on of  a cc o unt a bi l i ty  b et we e n l eg al ,  t e ch nol o gy,  a n d b us i nes s  

l ea d er shi p;  

  Per i o dic  as s ura n ce  r e p or t in g o n c o ns ent  i n t egr i t y,  dat a  f l o ws ,  an d br ea c h  

r ea di nes s ;  

  Inv es t m e nt  d e ci s io ns  th at  pr i or i t i z e  s cal a bl e  c o m pl i an c e i nf ras t r uct ur e o v er  a d  

ho c r e m e diat i o n.  

 

Su c h go v ern a nc e m e c ha nis ms  al i gn w i th  th e bro a d er  ac c o unt a bi l i ty  pr i nci pl e  
ar t i c ul ate d  in  gl o b al  dat a  pr ot ect i o n s c hol ar shi p ,  whic h  l inks  l e g al  c o m pl ia n c e t o  

de m o ns t r abl e  o rg a ni zat i o nal  c ont r ol s  r at her  t ha n de cl arat or y p ol i cies  ( Al h ad eff ,  Va n  

Als e no y,  an d Du m or t i er  2 0 12) .  

 

10.3 Implications for CTOs and System Architects  

 
For  C TOs ,  th e DP DP Act  m a nd at es  a  s hi f t  f ro m  co m pl i a nc e - as -d o cu m e nt at io n t o  

co m pl i a n ce- as -c o d e.  T h e abs e nc e of  a  g e n eral  l e gi t i m ate  in t eres t  c l aus e r e m ov e s  

di s cr et i on ar y f al l b ac k o pt io ns ,  m a kin g t e ch ni cal  e nf orc e m ent  of  c ons e nt ,  p ur pos e  

l imi t at i on,  a nd dat a  mi ni mi z at io n no n - ne g ot ia bl e .  As  pr i or  s e ct io ns  d e m o ns t rat e ,  

a t t e m pts  t o  aut o m at e f l exi bl e  l e g al  s t a n d ards  t en d t o  r esh a pe t h ose s t a nd ar ds  

the m sel v es ,  f a v our i ng d et er mini s m  o v er  c o nte xt ual  n ua n c e (Bur k 2 0 19;  Dal y 20 2 4) .  

 

Ar c hi te ct ural  pr i or i t i es  s ho ul d th er efor e i ncl u de:  

  Co nse nt  orc h es t r a t i o n l a y er s  d e co u ple d f r o m bus i n es s  lo gic ;  

  Pur p ose- bo u n d d at a  pi p el in es  wi t h  enf or ce a bl e  a c c es s  c ont r ol s ;  

  Au di ta bi l i t y  a n d obs erv a bi l i ty  e m b e dd e d at  th e i nf ras t ru ct u re l e v el ;  

  Risk cl as s i f i c at io n m o dul es  ant i c i pat i n g fut ur e s cr ut i ny o f  AI  a n d hi g h - i m pa c t  

pro c es s in g.  

 

Fai l ur e  t o  ad o pt  t hes e p at ter ns  r i s ks  r e cr e at in g,  i n  t e ch ni c al  for m ,  t he  s a m e  

a m big ui t y  an d enf or ce m e nt  vol at i l i t y  th e DP DP Act  s ee ks  t o  a v oid .  

 

10.4 Systemic Architecture as Public  Policy Infrastructure  

 

At  a  m a cr o l ev el ,  t h e DP DP Act  s ho ul d be  u n der s t oo d as  p ar t  of  I n dia ’ s  bro a d er  

digi t a l  p u bl ic  i nf ras t r uct ur e s t r ate g y.  Jus t  as  p a y m ent  an d id ent i t y  sys t e m s  

s tan d ardi z ed i n ter o per a bi l i ty  to  r ed u c e t r ans a ct io n f r i c t i on,  pr iv a cy co m pl i a n c e  

inf ras t r uct ur e c an  s ta n dar di ze  l a wful  dat a  us e w i t ho ut  c o nt in u ous  l e g al  
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r en e got i at i on.  Ho we v er,  th i s  r eq ui r es  al i gn m e nt  b et we e n reg ul ator s ,  in d us t ry,  a n d  

tec h n olo g y pr o vid er s  o n r efer e nc e arc hi t e ctur es  a n d co m pl i an c e be n ch m ar ks .  

 

In ter n at io n al  e x per i e n ce s ug g es t s  th at  wh en s u ch al i gn m e nt  i s  a bse nt ,  f i r ms  ei th e r  

ov er- e ngi n eer  c o m pl i an c e or  un d er - i nv es t  u nt i l  e nf orc e m e n t  forc es  r e act i v e c ha n ge ,  

bot h  e c on o mi c al l y  in eff ic i e nt  o ut co m es  (Li  e t  a l .  2 02 2) .  T h e p ol ic y i m per at i ve ,  

ther ef ore,  i s  t o  t r eat  pr i va c y arc hi t e ctur e as  sh ar ed i nf r as t ruct ur e r at h er  th a n f i r m -

spe ci f i c  o v erh e ad.  

 

XI. CONCLUSION 

This  p a per  h as  e x a mi ne d  th e c o nc e pt  of  “ l egi t i m at e  in t er es t ”  as  a  s i t e  of  p er s i s te n t  

l eg al ,  r e g ulat ory,  an d ar c hi te ct ural  a m big ui t y  a cros s  m ajor  dat a  pr ot ect i o n r e gi m es .  

Co m p ar at iv e a n alys i s  of  th e E uro p e an Unio n,  S i n ga p ore,  C al i for ni a  (Uni t ed Stat es ) ,  

an d Br a zi l  d e m ons t r at es  th at  l e gi t i m ate i n ter es t ,  whet h e r  ex pl ici t l y  c o di f i e d or  

fun ct i on al l y  ap pr oxi m at e d ,  has  c o ns i s te nt ly  f ai l e d as  a  s t a b le  co m pl i a nc e a n ch or  f or  

dat a- i nte ns i ve ec o no m ies .  R at her  t ha n e n abl i n g f l e xibl e ,  c o nte xt - s ens i t i v e  

go v ern a n ce,  i t  h as  ge n erat e d l i t i gat i o n,  e nfor c e m ent  v olat i l i t y,  a nd  es c alat i n g  

sys te m- l e vel  c os t s .  
 

In  th e E ur op e an Uni o n a n d Br a zi l ,  l e gi t i m at e in t er es t  h as  be c o m e a fo c al  p oint  f o r  

judi ci al  an d r eg ul at ory c ont es t at io n,  wi t h  c our t s  pr og res s iv ely  n ar r o win g i t s  

ap pl i c abi l i t y  thr ou g h pro p or t io n al i ty,  r e as on a ble ex p e ctat i o ns ,  a nd f ai r n es s  

do ct r i nes .  I n  S in g a por e,  a m big ui t y  has  b e en p ar t i a l l y  c ont ai ne d t hr ou g h a n  

ac c o unt a bi l i ty - f i r s t  a d mi nis t r at i v e m od el ,  t ho u gh at  th e co s t  of  s igni f i c ant  i n t ern a l  

go v ern a n ce obl i g at io ns .  In  Cal i f orni a ,  t he abs e nc e of  l a wf ul  bas es  h as  n ot  e l i mi n at e d  

un c er tai nt y  b ut  d i spl a ce d  i t  i n to  def i ni t i on al  d i s put es  a n d t e ch ni cal  opt - ou t  

enf or ce m e nt .  Acr os s  al l  r e gi m es ,  a m bi g ui ty  h as  mi grat e d f ro m l a w  int o  sys t e m  

arc hi t ect ur e,  d o c u m ent a t i on b urd e ns ,  a n d org a ni zat i o nal  r i s k  m an a g e m ent .  

 

Indi a’ s  Digi t al  P er so n al  Dat a Pr ote ct i o n Act  ( DP DP Act )  r e pres e nt s  a  d el ib er ate  an d  

co ns eq u e nt ial  r esp o nse  to  t h ese gl o bal  f ai l ure  p at t erns .  By r ej e ct in g a  ge n era l  

l egi t i m at e i n t eres t  c l aus e a nd r e pla ci n g i t  wi t h  a  c los e d l i s t  of  “ c er t ain  l e gi t i m ate  

uses , ”  t he DP DP Ac t  pr i or i t i z es  l eg al  c er tai nty,  a d mi nis t r at iv e pre di ct abi l i t y,  a n d  

inf ras t r uct ur al  s c al a bi l i ty.  T his  des i g n ch oi ce  r e d uc es  l i t i g a t ion  r i sk  a nd  int er pret i v e  

di s cr et i on but  i m p oses  a  c l e ar  t r a de - off :  d i mi ni sh ed f l e xi bi l i ty  f or  pr i vat e - s e ct or  
dat a  r eus e an d i nn o v at io n.  T he I n dia n ap pr oa c h th us  r ef r a m es  pr i v ac y co m pl i a n ce a s  

a  d eter m ini s t i c  e ngi n eer i n g c hal l e ng e  r at h er  t ha n  a  b al a nci n g e xer ci s e  i n  l e ga l  

jud g m e nt .  

 

Th e c e nt ral  co nt r i but i o n of  th i s  p a p er  l i es  in  d e m ons t r at in g th at  l e gi t i m ate i n ter es t  

a m big ui t y  i s  n ot  a  d o ct r in al  a c cid e nt  b ut  a  s t r uct ur al  f e atur e  of  m od er n pr iv a cy  

go v ern a n ce.  W h ere l a ws  r ely  o n o pe n - en d e d b al an ci ng,  a m big ui t y  m ani f es t s  a s  

l i t igat i o n a n d enf or ce m e nt  r i s k;  wher e l a ws  el i mi n ate  b al an c ing,  a m bi g ui ty  r e ap p e ar s  

as  t e ch ni c al  r ig idi t y  a n d c o m pl i an c e e ngi n e er in g c os t .  T h e DP DP Act  d o es  n ot  es ca p e  

th i s  d y na m ic  -  i t  r e lo c at es  i t .  Un d er s ta n din g t hi s  r el oc at i on i s  es se nt i al  fo r  

pol i c y m a kers ,  r eg ul ator s ,  a nd f i r ms  s e eki n g sus t ain a ble  c o m pl i an c e s t r at e gies .  

10.1 Policy Recommendations 

Regulators  to Priorit ize Predictable Supervision over Formalism  

 
Re g ulat or s  i m pl e m ent i n g t he DP DP Ac t  sh o uld r es i s t  t he t e m pt at io n t o  r epl i c at e  th e  

E U’s  e nf orc e m e nt -h e av y m o d el  thr ou g h p os t  ho c i n ter pret at i on.  I n t ern at i on a l  

ex p er ie n c e d e m ons t r at es  that  ex c es s iv e r el i a nc e o n a dju di cat i o n e x ac er bat e s  

un c er tai nt y  r at h er  th a n r es ol vin g i t .  Ins t e ad,  r e gul at or s  sho ul d i s su e gr a nul a r  

im pl e m ent at i o n g ui da n c e o n co ns ent  v al id i t y,  wi t h dra wal  m e c ha ni cs ,  a n d p ur pos e  

l imi t at i on,  e n abl i n g f i r ms  t o  d es i gn  c o m pl i ant  sys t e ms  ex  a nte  r at h er  th a n l i t ig at e  

co m pl i a n ce e x p os t  ( Kr aj e ws ki  2 0 14) .  

 

A r i s k- t i er e d su per vi sor y ap pr oa c h i s  r e co m m e n d ed,  f o cus i ng e nfor c e m ent  r eso ur ce s  
on hi gh- i m p a ct  pro c es s in g  ( l a rg e- sc al e  an al yt ics ,  s e ns i t ive d at a ,  a n d AI - dr iv e n  

de ci s i on s ys te ms ) ,  whi l e  a l l o wi n g pr op or t io n al  f l e xi bi l i ty  for  lo w - r i s k  us es .  

Re g ulat or y s an d b ox es  a n d sup er vi s e d e x per i m e nt at io n f r a m e works  wo uld f ur th er  

mi t i g ate  chi l l i n g eff ect s  a n d al i gn  pr iv a cy  pr ot ect i o n w i t h  I ndi a ’ s  i n no v at i o n  a n d  

Di gi t al  P u bl ic  I nf r as t ru ctur e obj e ct iv es  (E P RS 2 01 9) .  
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Legislators to Treat Compliance Architecture as Public  Infrastructure  

 
Th e DP DP Act ’ s  eff e ct i v en es s  wi l l  de p e nd o n th e a vai l abi l i t y  of  in t er op er abl e  

co m pl i a n ce t o ol in g a cr os s  s e ctor s .  L e gis lat or s  sh oul d r ec o g niz e pr iv a cy c o m pl ia n c e  

sys te ms  ( c ons e nt  m a na g e m ent ,  a u di t  lo g gin g,  a nd  p urp os e  e nfor ce m e nt )  as  sh ar e d  

go v ern a n ce  inf r as t ru ct ure,  a n alo g ous  to  p a y m e nts  or  id e nt i ty  s ys te ms .  E n co ur agi n g  

op e n s ta nd ar ds  a n d r efer e n ce arc hi t e ctur es  c a n r e du c e d u p l icat i v e c o m pl i an c e c os t s  

an d pr e v ent  m ar ket  co n c ent r at io n a m on g la rg e in c u m be nts  wi t h  pr opr i et ar y  

co m pl i a n ce pl at for ms  ( Li  e t  a l .  2 02 2) .  

 

Fut ur e a m en d m e nts  or  rul es  s ho ul d al so  pr eser v e l i m i ted  a d apt i v e c ap a ci ty,  

par t i c ular l y  for  e m ergi ng t e ch n olo gi es ,  to  av oi d r e g ulat or y os s i f i c at i o n.  Whi l e  t h e  

r eje ct i on of  l egi t i m at e i n ter es t  r e d u ces  a m big ui t y,  c o m pl ete  r ig idi t y  r i sks  l on g - t er m  
ine ff ic i e nc y.  

 

Boards to reframe Privacy as Enterprise Risk Governance  

 

Bo ards  of  I ndi a n f i r ms  m us t  in t er nal i z e pr i v ac y c o m pl ia n c e as  a  f i du ci ar y  

go v ern a n ce  i s su e,  n ot  m er el y  a  l e g al  ch e c kb o x.  Co m p ar at i ve  evi d en c e f r o m  th e  E U  
an d C al i for ni a  sh o ws  th at  pr i va c y f ai l ures  i n cre as i n gly  pr o du c e s t r uct ur al  

co ns eq u e nc es ,  for ce d arc hi t ect ur al  r e des i g ns ,  d ata  a cc es s  c o ns t r ai nt s ,  a nd  

r ep ut at i o n al  h ar m ( Gh a na vi ,  Hossei ni ,  an d Tu c ker  20 2 5) .  Bo ards  s ho ul d m an d at e  

per i o dic  as s ura n ce r e por t i n g o n co ns ent  i n t egr i t y,  d ata  f l o ws ,  a nd br ea c h  

pre p are d nes s ,  i n t egr at i ng pr iv a c y r i sk  i n to  e nt erpr i s e  r i sk  m a n ag e m e nt  f r a m e wor ks .  

 

CTOs to Embed Law into System Design 

 

For  t e c h nol o gy  le a d er s ,  t he  DP DP Act  n e c es s i t a t es  a  s hi f t  t o  c o m pl ia n ce - b y-d es i gn .  

Co nse nt  or c hes t r at io n,  p urp os e -b o un d d at a  pip el i nes ,  a nd  au di t abi l i t y  m us t  b e  

e m b ed d ed di r ect l y  i n t o  sys t e m ar chi t e ctur e.  At t e m pts  to  r et rof i t  c o m pl ia n c e af t e r  

de pl oy m e nt  r epl i c ate  t h e s a m e a m big ui t y  a n d e nfor c e m e nt  vol at i l i t y  o bser v ed u nd e r  

l egi t i m at e  in t er es t  r e gi m es  ( Bur k  2 0 19;  Daly  20 2 4) .  Mo d ular,  p ol ic y - dr iv e n  

arc hi t ect ur es  o ffer  t h e b es t  b al a nc e b et wee n d eter mi ni s m a nd f ut ure a da pt a bi l i ty.  

Closing Observation 

 

I ndi a’ s  DP DP Act  r e pres e nt s  o ne of  th e mos t  e x pl ici t  g lo b a l  a t t e m pts  to  r es ol ve t h e  

l egi t i m at e i n ter es t  pr o ble m  thr o ug h l egi s l at iv e d es ig n r at h e r  tha n ju di ci al  e v olut i o n.  

I t s  suc ces s  wi l l  d ep e n d n ot  on t h e el i m in at i on of  a m big ui ty,  b ut  o n w h et he r  

a m big ui t y  i s  m an a ge d c ons cio us ly,  t r a nsp ar ent l y,  a n d sy s te mi cal l y.  T h e br o ad e r  

l es so n f or  g lo b al  pr iv a c y go v ern a nc e  i s  c l e ar :  t h e fut ur e of  d at a  prot e ct io n l i es  n ot  

in  c ho os in g  b et we e n f l exi bi l i t y  a nd  c er t aint y,  b ut  i n  e n gine er i ng  i ns t i tu t i ons  a n d  

sys te ms  c ap a bl e of  g ov er nin g t he t r a de - off  b et wee n t h e m.  
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