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Abstract

In wireless sensor networks that use the Distributed Coordinated Function (DCF) of the MAC
protocol, a collision may occur when two or more devices transmit simultaneously. When a collision
results in failed reception of a packet, the stations involved increase their backoff window which
decreases the probability of transmission. A jammer trying to disrupt the communications can take
advantage of this behavior to reduce the throughput of the system significantly with little energy expense.
In this behavior of the stations is analyzed by deriving the expressions for throughput and jammer’s
power expenditure as a function of probability of jamming. These results are experimentally verified with
the help of a jammer built in the lab. Under the standard DCF, the jammer’s power expenditure decreases
with an increase in jamming probability beyond a threshold. A simple modification to the standard DCF
can make jamming more power expensive for the jammer. A Markovin model detection scheme is

proposed to detect the presence of a jammer and its performance characteristics are determined.
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1. Introduction

Wireless communications are highly susceptible to interference and hence are vulnerable
to jamming attacks. Unlicensed bands are used for a large number of applications including the
extremely popular IEEE 802.11-based wireless local area networks. To facilitate an efficient
medium access, a number of Medium Access Control protocols are put forward of which Carrier
Sense Multiple Access/Collision Avoidance is widely implemented and is included in IEEE
802.11 standards. A trivial method of jamming is to continuously transmit a signal in the
operational frequency band. This can be easily demonstrated in the lab by using an inexpensive
analog cordless phone that operates in the 2.4GHz band. When the phone is switched ON, it
continuously transmits, which forces other devices to wait, as they see a busy channel, and hence
the data transfer rate is zero. However, this requires the jammer to spend a lot of energy. By
understanding the MAC protocol being used to control channel access, more energy-efficient

ways of jamming can be developed.
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Figure 1: Standard DCF

Classical jamming consists of injecting an interfering signal that corrupts the desired

signal at the receiver. Resistance to jamming is traditionally achieved by tuning various

parameters such as transmission power, directional antennas and receiver communication

bandwidth. By increasing the transmission power level, the signal-to-interference ratio can be

increased, but is not a very efficient technique. The most commonly used anti-jamming

technique is spread spectrum, in which a signal is spread across a very large frequency band with

the help of a spreading sequence, typically a pseudo-random noise.

2. Literature Survey

Author

Method

Advantages

T.X.
J.E.

Brown,

James,

and A. Sethi,

Proposed this jamming and
sensing technique makes the
misuse of AODV and TCP
protocols at transport /network
layer very efficiently. With the
help of this protocols attacker
sense the victim packets, but as
the whole packet is encrypted
attacker can sense only packet

size, timing and sequence

As network is encrypted so only packet size
and start time can be measured. By doing
the selfish use of AODV and TCP protocols
attacker achieves advantages like it requires
less energy, targeted jamming can be done
and reduced probability of detected.
Jamming to specific part of network, nodes

can be done by attacker.

Xu,

Proposed failed packet

Authentication can be used to address such

IJCRT1033011 | International Journal of Creative Research Thoughts (IJCRT) www.ijcrt.org |

80




www.ijcrt.org

© 2018 IJCRT | Volume 6, Issue 2 April 2018 | ISSN: 2320-2882

Trappe and Y.

reception times are used to

powerful threats. Directly interfering with

Zhang build the timing channel. | communications by  jamming  the
Failed packet events can be | communication channel is an alternative
detected against the jamming. | strategy to mess up wireless
A low-rate overlay link-layer | communications. To reconstructs network
can be (is) constructed using | connectivity in the presence of interference,
single sender and multi-sender | certain defense (or resistive) strategies have
timing channel. There are | been proposed.
many strategies that may be
applied to halt wireless
connectivity. Some network-
oriented attacks such as
dissociation attacks have been
applied against the wireless
systems (e.g. 802.11).

P. Tague, M. | Availability of service in | Efficient communication in  mobile

Li, and R. |wireless networks depends on | networks requires the use of multiple access

Poovendran the ability for network users to | protocols allowing mobile users to share the
establish and maintain | wireless medium by separating user data in
Communication channels. | any combination of time, frequency, signal
Jamming the communication | space, and physical space in the network.
channels used to exchange | Allocation of access and resources to
control  messages.  Spread | mobile users must be periodically updated
spectrum techniques used to | in order to maintain the efficiency of the
detect an external adversary | multiple access protocol.
from such control channel
jamming attacks.

The Proposed RC6 algorithm is an | RC6 Block Cipher designed to use four 32-

RC6TMBIlock | extension to RC5.RC6 uses an | bit registers rather than two 64-bit registers.

Cipher Ronald | extra multiplication operation | This has one advantage that we are doing

L. Rivest, | which is not present in RC5 in | two rotations per round rather than the one

M.J.B. order to make the rotation | round in a half-round of RC5.

Robshaw, R. | dependent on every bit in a
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Sidney, and | word, and not just the least

Y.L.Yin significant few bits.

3. Proposed Methodology

The standard Distributed Coordination Function can be modeled as a Markov chain. As
shown in Figure 2, when a packet arrives at a station for transmission, it first needs to sense that
the channel is idle for at least a time equal to Distributed Inter-Frame Space, which is typically
50ps. After this, a countdown timer is choosen as a uniform random variable on (0, WO — 1) and
is counted down to zero. WO is the contention window size of the first backoff state. The backoff
counter stops when the station senses a busy channel and resumes after sensing an idle channel
for at least a duration of DIFS. The station spends a time equal to aSlotTime, typically 20us, in
each state, bi,k, k 6= 0 until it reaches bi,0. When the backoff counter reaches zero (k = 0), it
sends a packet. If the destination receives the packet correctly, it waits for a time equal to Short
Inter-Frame Space (SIFS), which is typically 10us.
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Figure 2: Access Mechanism

A packet is considered a failure when the source station does not receive an
acknowledgement (ACK). Should the packet fail, the station increases its contention window
size to W1 and chooses a number uniformly between (0, W1 — 1) and repeats the above process
by increasing its window size with subsequent failures. When exponential backoff is used, Wi =
2iW0. When a station reaches the last backoff state, it stays in that state until the packet is
successful or the maximum allowed number of transmissions is reached, in which case the

packet is dropped. When the packet is successful, DCF returns to the zero backoff state.
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4. Experimental Results
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Figure 3: Throughput

Throughput (bits/sec) of a network or device is the total amount of data traffic that was
successfully received and forwarded to the higher layer by the WLAN Media Access Control
(MAQC). It is the rate of successful message delivery of the network communication channel. For
example, assume two nodes are transmitting data in a network. If the average data delivery in
this network is 100 bits/sec, the throughput of the network is 100 bits/sec.

Load

Load (in bits/sec) of a network or a device is the average rate submitted to the wireless
LAN MAC by its higher layers in this node. It is a measure of the amount of data networks or

devices are transmitting in the system.
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Figure 4: Load

Delay (sec) represents the end-to-end delay of all the data packets that are successfully

received by the WLAN MAC and forwarded to the higher layer. This delay includes the delays

at the source, reception of all the individual fragments, and the delay of the frame via access

point (AP). In the case of the source and destination, MACs are not AP MACs of the same

infrastructure BSS.
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Figure 5: Delay
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Data Traffic Sent

Data Traffic Sent
60
40
35
30 —&— Existing
5
20 = —li— DCF Markovian Model
pAv)
5
10
0
1 2 3 4 5

Figure 6: Data Traffic Sent

Data traffic sent (bits/sec) presents WLAN data traffic transmitted by the MAC. Data
traffic of a network is the rate of traffic transmitted by all the nodes. The data traffic sent from a

node is the rate of data traffic transmitted by this single node.
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Figure 7: Data Traffic Received
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Data traffic received (bits/sec) in WLAN refers to the data traffic successfully received

by the MAC from the physical layer. This statistic includes all data traffic received regardless of
the destination of the received frames.

Data Dropped
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Figure 7: Data Dropped

Data dropped (bits/sec) is the data traffic in higher layer dropped by the WLAN MAC
due to consistently failing retransmissions. This statistic reports the number of the higher layer
packets that are dropped because the MAC cannot receive any ACKs of those packets or their

fragments for the (re)transmissions.

Conclusion

A simple jamming device with limited processing capability, is sufficient to bring the
throughput of a network to zero at very little energy expense. The jammer achieves this by
pushing the stations to use the largest contention window, which increases the delay between
transmissions and reduces the number of packets for the jammer to interfere as explained.
proposed a simple modification to DCF that makes the stations transmit more often with an
increase in jamming probability. This exhausts a jammer’s energy at a faster rate and will be
effective with jammers that are energy constrained. This is particularly true with small jamming
devices with little batteries that are easy to deploy across network. By burning the batteries of

these devices quickly, the network gets restored to its normal operation.
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