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Abstract — In today’s era of growing technology the data collected by organizations has the requirement to preserve the privacy of the
individuals. It needs to maintain privacy of the individuals because users sensitive data is stored online over the centralized repository.
The techniques like anonymization, randomization are used to achieve the privacy. But anonymization leads to certain level of
information loss while preserving privacy. To overcome this drawback, hybrid approach is used. The proposed system involves
combination of two techniques i.e anatomization and perturbation techniques. The quasi-identifiers like zip code, age, gender of a
person does not seem to be very important to protect but these fields when linked with some other attributes can expose the identity or
sensitive information of an individual. The hybrid method focuses on the goal of preserving privacy by anatomizing and perturbing the
quasi identifiers in the sensitive data of customers stored on centralized data repository without causing any loss to the information.
Keywords — Anatomization, quasi-identifiers, perturbation.

| .INTRODUCTION

Users sensitive data being collected from private as well as public organizations for various analysis or decision making
purposes by data mining. It is necessary to maintain privacy of individual’s data. Privacy here means identity of the person not
being revealed while unveiling any sort of data or using the data for any research or business purposes. Thus Privacy Preserving
Data Mining is a real challenge these days. The attributes can be divided into following categories:

1. ldentifying attributes: These attributes are name, email-id which can explicitly reveals identity of person.

2. Quasi-identifiers attributes: The attributes like age, gender, zip code when linked with some other attributes can easily
exposed a person’s identity.

3. Sensitive attributes: This includes the data which should not be exposed or published against a person’s identity. For e.g.

while analyzing the sale of particular product in online shopping, the customer’s identity should not be revealed against
any product.

4. Non-Sensitive attributes: These are the fields which if disclosed publically do not lead to any problem.

Data hiding tries to remove confidential or private information from the data before its disclosure. In this case, many
different methods have been addressed. The randomization method has been traditionally used which has less accuracy and high
time complexity so new hybrid approach is used to overcome such problems. Such approach focuses on the preservation of the
privacy of data with numerous SA with lesser information loss and better data utility. Anatomization approach is employed to
minimize the information loss and perturbation techniques used to preserve privacy. In this case, the data miner does not know the
raw data and also can get the similar result which is the key point for data miner is how to reconstruct the raw data distribution.
The significant work are exists for preserving the privacy in database. But the work carried out on other document types is
limited.

In order to achieve the main aim of privacy preserving data mining, hybrid approach is used to improve privacy. The
proposed hybrid approach combining perturbation and anatomization with slicing for Privacy Preserving data mining. Online
sensitive information of users is collected, then proposed approach is applied to anatomizes information by dissociating the quasi-
identifier from SA and provides two tables, one for the QI attributes and the other for the SA. After dissociation perturbation
techniques are applied to sensitive data to protect users sensitive data and also such methods applied to different documents types
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such as ASCII documents. The main objective of project is to enhance the privacy of the data without changing the original data
set and reduce the information loss and to increase performances and minimize time complexity.

The rest of the paper is organized as follows: Section Il provides an related work. Section Il presents the proposed
solution while section IV finally concludes the paper.

Il. LITERATURE SURVEY
Literature survey plays vital role in the software development process. Different time factor, economic factor are taken
into consideration. The content of the paper focuses on the research and contributions of various sources. These include:

P.Usha and R. Shriram[3], proposed a method based non-homogeneous anonymization technique. This method categorized
attributes into different groups. Then table is split into two tables with quasi-identifiers and sensitive attributes are in one table
andthe remaining values in the other table. The goal of this method was to reduce the information loss caused because of
homogenous anonymization. Result shows this method achieves high degree of data utility and data integrity.

R.Mahesh and T. Meyyappan[4], proposed the method to achieve privacy preservation through generalization of quasi
identifiers. Method focuses on setting up the attributes in the range and deleting the duplicate record. The values in the quasi-
identifiers are generalized by suppressing the values by some character and using intervals for age field. This approach of
duplicate record elimination helps in reducing information loss and gives better performance in terms of privacy gain when
compared to k anonymity or | diversity. Result shows that method gives protection from the two types of attacks
record linkage and attribute-linkage.

M. Prakash, and G. Singaravel [5], proposed the method based on personal to preserve privacy while publishing the data.
They used the method of Top down Greedy Algorithm for anonymization process. The process partitioned dataset by taking
median as the split value. The values less than split value are taken as left hand side and greater are considered as right hand side.
Both LHS and RHS are anonymized separately and combined. The values of ‘t’ in LHS and RHS describe the level of privacy.
Result shows this approach performs better performance.

Xiaolin Zhang and Hongjing Bi [6], proposed the method of random perturbation for Privacy Preservation Data Mining. The
author proposed a way as data by replacing the attribute values with the code values(1,2,3,n) and arranging these values in a
square matrix which were then randomly perturbed. The data is extracted from these matrices using if then rules after pruning it
with post pruning algorithms. The method helps in improving accuracy and achieving better data mining results. Results of the
method shows that the accuracy increases with the increase of data.

Xuyun Zhang, L. Yang and J. Chen [7], presented two phase top down specialization approach for-anonymizing the data. The
author used specialization approach instead of generalization to solve the privacy concerns and achieve the scalability
requirement for the large datasets. The health dataset is used here for data analysis and other experimental purposes. The results
and simulation proved that the scalability could be achieved with the two phase top. down method.

Dilpreet Kaur, Divya Bansal and Sanjeev Sofat [8], proposed the comparative study of the anonymization techniques. After
implementing the techniques on different data sets the author came with different inferences like as the number of attributes
increases the information loss gets increased showing that the information loss is directly proportional to the number of attributes
to be anonymized. Result shows that T-Closeness has less information loss than L-Diversity and K Anonymity
but these techniques still leads to extensive information loss.

Mebae Ushida and Kouichi Itoh [9], Proposed Privacy- Preserving using Data Aggregation for fulfilling the major
requirements of cloud which are guarantee against leakage of stored information and providing aggregation results as per
authority. So the data is masked by the user before storing on cloud and then the masked aggregation results are obtained. The
user get the aggregation results by unmasking the masked results by their own secret private keys assigned as per the authority of
the user.

Neha Gupta and I. Rajput [10], proposed a method to preserve privacy while data mining using the rotation and translation
based perturbation. Translation based perturbation includes adding a particular noise to the data and in rotation based the data is
rotated by the angle theta. For Rotation based find a value k as median of the number of records in the dataset. Taking k records at
a time find a threshold value to rotate the data. For the translation based select a value for the noise and for each record if the
attribute value is greater than the noise value the noise is added to the record otherwise it is subtracted to perturb the data. The
method again is a victim of information loss because one the data is changed using a certain angle or noise it cannot be recovered.

Unil Yun and J. Kim [11], proposed the method of fast perturbation for large size databases and focused on minimizing the
utility of the data to hide the original values of the data set by using a tree structure for perturbation. The author represented the
data set in the form tree structure such that each node in the tree consist of six fields name, parent node, set of child nodes, count,
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node link, utility information list. Results shows that method helps in decreasing the computational, access and search time for the
records as each node has a separate path in tree structure.

Jianming Zhu [12], proposed the cryptographic method for privacy preserving data mining using Holomorphic encryption,
ElGamal encryption and K-nearest neighbour. Holomorphic encryption is the best suited method for privacy preservation as the
results for analysis and data mining as the Holomorphic encryption is the only cryptographic method which supports the
application of operations on the encrypted data. Results shows that although the technique is successful in privacy preservation
and reverse process but it has high time complexity and implementation complexity.

M. Suriyapriya and A. Joicy [13], proposed the privacy preserving method using the symmetric key encryption method. The
data is being encrypted using the symmetric key i.e. same key for encryption and decryption generated by the . Nobody can guess
the data once it is encrypted. The data is safe in this method only until the key is not known to the intruder. Once the key is found
it can decrypt the encrypted data to its exact original values. Thus the data is safe only until the key is safe. Results shows that
although there is not much information loss by using this method for preserving privacy but the method is not successful due to its
complex working and performance inefficiency with increase in the size of data.
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Figure 1. Structure of Literature Survey

I11. PROPOSED SYSTEM

An enormous quantity of personal sensitive information is available in recent decades and tampering of any part of this
information imposes a great risk, so hybrid approach is applied to sensitive data. The quasi identifiers are the crucial ones in the
task of preserving privacy. The proposed method is an initiative to preserve privacy on the online centralized data repository with
minimum information loss. Such method is the hybrid approach for Privacy Preserving Data Mining based on anatomization and
perturbation implemented over the centralized server. The anatomization approach dissociates the correlation observed between
the quasi-identifiers attributes and sensitive attributes (SA) and yields two separate tables with non-overlapping attributes. In the
enhanced slicing algorithm, vertical partitioning does the grouping of the correlated SA in Sensitive Table together. Then
perturbation based techniques applies which add noise to original sensitive attributes of the dataset which privatize sensitive
attributes. Also such methods are applied to different document types such as ASCII documents.
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Architecture
The goal of hybrid approach is to preserving privacy on the quasi-identifiers in the sensitive data of customers stored on
centralized data repository without causing any loss to the information in the process. The architecture of the proposed system is
shown in Figure 2.
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Figure 2. Architecture of the Propose System

Data publisher request to data owner of users data for analysis purpose. Data cannot be provide in original form but in
perturbed form. At first, method identifies the quasi-identifiers and sensitive attributes from dataset which can reveal an
individual’s information. Then hybrid approach can be applied to original data to make them perturbed. Anatomization with
slicing applied to sensitive attributes so that related data are grouped together based on their correlation. Then perturbation
techniques applied which focuses on the data by the addition of noise. Query handler is accepting the query data from the client
and process the query with the data base and fetching the datasets from the data base. At last, result is evaluated which is a
process to find the error rate of different states in the data perturbation of original data and the perturbed data.

IV. CONCLUSION

Hybrid approach will used to preserving privacy without information loss. Existing techniques are used to achieve the
goal. But unfortunately some leads to certain level of information loss while preserving privacy. But in the proposed system,
hybrid approach will used to overcome such problem and try to a great extend in hiding the identity of customers and preserving
their privacy without information loss. Less execution time for maintaining privacy will achieved by new hybrid approach. The
proposed method will resolved the critical conflict between the privacy preservation and information loss.
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