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Abstract: In this paper, a watermarking system is proposed by using SVD (Singular Value Decomposition) and DWT (Discrete Wavelet
Transform). Along with additional methods in literature, SVD is used for various applications. In addition to usual hiding arrangements a
random moniker is utilized to increase its heftiness in contradiction to unnecessary burglars. The unitary matrices are utilized to produce a
moniker which is going to be embedded into the fourth level decomposition of shield image. After extraction, an image is checked with the
Moniker embedded. If these Monikers are harmonized the unitary matrices will be used to excerpt watermark from the watermarked image.
Diverse attacks are well-thought-out and the simulation outcomes show that the extraction of watermark after attacks had minor effect only.
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l. INTRODUCTION

The security of data transmitted from one place to other using regular wired or wireless network is a major concern in the current era. A
large amount of secret information is being sent using a regular network it may be wired or wireless. Most of the networks will not employ
additional security measures on how the data is being transferred from one place to other. Hence the users of these kinds of networks are
themselves responsible to take care of their data. An attempt to transmit images safely was made in this paper. The components of a digital
watermarking system are embedded and extracted. Depending on domain of shield image used to embed the watermark, literature identifies
many watermarking systems proposed in spatial and transform or frequency domain.

The main pro of transform domain tactics is their extreme sturdiness to common image falsifications. DCT (Discrete cosine transform)
technique which was used widely for image processing and image compression. Later, the revolution of wavelet is extended to other
applications. Compared to the effective representation of the image, DWT provides a means to enable different mechanisms by which different
image processing tasks can ease their implementations and improves the performance of their task. The interesting feature of the wavelet
transform is that it separates the image in terms of the frequency with multiple levels. Some of the levels are playing a vital role in reconstruction
and other a minor role.

Least Significant Bit (LSB)based technique in spatial domain has similarity with above technique[1], but LSB concentrates on hiding the
message bits in the LSB locations of the cover image. The original LSB bits will be lost and as any change in bits leads to only one bit variation,
the effect felt on the display will be very less. In addition to the said watermarking scheme, numerous watermarking techniques robust to
symmetrical attacks have been proposed in the literature [2][3]. The wavelet-based watermarking schemes are found to be robust against
multiple attacks like compression, blurring, salt and pepper noise and many other [4].

To sustain and mitigate many attacks, watermarking techniques provide secured transmission:to the destination. Cover image, which is
usually large enough for the watermarking scheme to embed the watermarking. Embedding means a process of hiding the watermark in the
cover image. An attack is an act of modifying the effective appearance or the effective pixel value plane to a different set. The extraction is the
process of separating the watermark from the watermarked image [5].

In the literature, a number modifications and improvements have been made to the watermarking schemes. In [6], Mohammad Ali et. al
presented a blind digital watermarking scheme based on quantization of Eigenvalues in Wavelet domain. In the literature, fuzzy and artificial
neural networks based techniques [7]-[9], SVD based techniques [10][11], hybrid techniques [12][13], Biometric template based techniques
[14], Evolutionary algorithm based techniques [15], Quadtrees based techniques [16], GEP based techniques [17] and video watermarking
schemes [18][19] are proposed. A large number of surveys are also being conducted [20][21].

In this paper, a watermarking scheme is proposed which is a modified version or improved version of traditional SVD-DWT based
watermarking scheme. The rest of the paper is organized as follows. In section-Il, the basic or standard DWT-SVD based watermarking scheme
was presented. In section-I11 the authentication issue of the standard DWT-SVD based technique is described. Section-1V is concerned the
solution of the authentication problem. Section-V presents the simulation results and the last section concludes the paper.

Il.  THE STANDARD DWT-SVD WATERMARKING ALGORITHM

The standard DWT-SVD watermarking scheme considers the cascade of DWT and SVD as the main building block for the watermarking
scheme. The DWT will be applied to the cover image or the carrier image. The DWT usually decomposes the cover image into four frequency
bands: Low-Low, Low-High, High-Low, and High-High. The Low-Low band characterizes low frequency, High-Low, and Low-High bands
describe the middle frequency and High-High band characterizes high-frequency bands, respectively. The Low-Low band signifies
approximate details, High-Low band horizontal details, Low-High vertical details and High-High band diagonal details of the image.

These different bands contain different grades of information in it. The cover image in Low-Low band contains all the small variations
which crucial in determining the boundary of different objects present in the image. Similarly, the Low-High and High-Low has some useful
information in reconstruction than that of a High-High band of frequency. Hence the High-High frequency band was selected as the candidate
to store the information related to the secret data. To provide additional security the SVD is applied to the High-High band of cover image as
well as to the watermark. The concept of this scheme is to replace the singular values obtained after applying the SVD of cover image with the
singular values of the watermark. For standard images, it is noticed that, singular values varies from 85 to 175.
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a. Embedding of Watermark:
i. Decompose the watermark using SVD decomposition

W =U,*S,*V,'
ii. Apply DWT(‘Haar' wavelet was used in this work) and decompose carrier image into four subbands: Low-Low, High-Low, Low-
High, and High-High.
iii. Applying SVD to a High-High band.
H=U,*S,*V,’
iv. Substitute the Singular values of the High-High band with that of the watermark.
v. Apply inverse SVD to obtain the modified High-High band.
H'=U,*S,*V,'
vi. Apply IDWT to produce the watermarked image.

b. Extraction of watermark:
i. Using the DWT, decompose the watermarked image which is the outcome of an attack (if any) into four sub-bands: Low-Low,
High-Low, Low-High, and High-High.
ii. Apply SVD to a High-High band.

H=U,*S,*V,
iii. Extract the SVs from a High-High band.
iv. Reconstruct the watermark using SVs and orthogonal matrices (OMs)Uy, and Vy acquired using SVD of original watermark.

W, =U,*S,, *V,'

I11. AUTHENTICATION ISSUE IN THE DWT-SVD BASED TECHNIQUE

In the literature, different DWT-SVD based techniques are proposed. The fundamental and which assumed to perform well on different
attacks are Zhou and Chen [22], and Ganicet. al [23]. Zhang et.al identified an authentication difficulty of the basic Singular value
decomposition based methods [24].Figure 1, shows that the watermark's singular values are embedded into the cover image. In the figure, the
orthogonal matrices are indicated as U; and V; are also generated when SVD is applied to the cover image. In figure 1 two such systems are
shown by considering same cover image but with a different watermarking. In the second case, the orthogonal matrices are assumed to be U
and V..

Zhang et.al shown that, the orthogonal matrix contains the most of the data as they characterize the Eigenvectors of the respective singular
values [15]. In figure 2, it is shown that the decoder extracted singular values from the second watermarked image and combine them with
orthogonal matrices of the first cover image (U1 and V1) for watermark extraction. As a consequence, the first watermark is extracted. Thus
if any singular matrix is utilized along with Eigenvectors it will produce the correlated output as an alternative to the actual output. The
similarity is high if the unmatched SVs will be roughly equal to the original SVs. So it gives rise to the large number of false-positives during
watermark detection and also presents a security hazard.

SVD

Cover Image -1

SVD

Cover Image - I Watermarked Image - I
Figure 1, Embedding of a watermark.

IJCRTNTSETO003 International Journal of Creative Research Thoughts (IJCRT) www.ijcrt.org 7


http://www.ijcrt.org/

www.ijcrt.org © 2017 IJCRT | National Conference Proceeding NTSET Feb 2018 | ISSN: 2320-2882
National Conference On Trends In Science, Engineering & Technology by Matrusri Engineering College & 1JCRT

[RY

Extracted
SV's

Cover Image - I

Figure 2, Extraction of a watermark.

IV. PROPOSED WATERMARKING SCHEME

In the standard SVD based watermarking schemes, if the attacker generates a sample orthogonal matrix that somehow approximates the
orthogonal matrices of the cover image, then by using the Eigenvectors the watermark it can be extracted. In order to overcome the above
threat in this paper a new mechanism was introduced, in which a moniker will be generated to improve the security levels to further levels. In
the generation of the above-said moniker hashing function was utilized. The moniker is a unique string of 1's and 0's and random. Here the
inputs for the generation of the moniker are the orthogonal matrices.

a. Moniker Generation

a.  First, add the column wise number and get a 1D array.

b. By using a threshold value assign the 1D array to binary values 0’s or 1°s.

c.  Now on performing the Exclusive-OR, the manifestation of moniker finishes.
b. Proposed authentication scheme

The moniker devised must be preserved even after the usual manipulation tasks on the image. Hence a safeguard measures must be taken

so that the moniker does not lose in the manipulations. Also, the moniker is duplicated and placed at two locations. The first in the Low-Low
of second level decomposition of cover image by wavelet transform designated as Low-Low4. The second in the High-High of second level
decomposition of cover image by wavelet transform designated as High-High4. The procedure of embedding the moniker is given below.

Moniker Embedding:

First, decompose the cover image wavelet transform.

Now Decompose the Low-Low band further into Low-Low4, Low-High4, High-Low4, and High-High4.

As the plan is to embed the moniker in two locations, select randomly, N coefficients from High-High4 and Low-Low4.
Here, the selection may be done by a simple key or a polynomial.

If higher order polynomial is used the robustness increases further but the embedding becomes complex.

Now place the moniker bits in some or all of the bits of selected coefficients.

Then, apply inverse wavelet transform.

Moniker Extraction:
The extraction of the moniker from the watermarked image is crucial, because the moniker identifies the orthogonal matrices to be used as
well as not to be used. The procedure of moniker extraction is as follows.
e  First, decompose the received watermarked image using wavelet transform.
e Then, apply the wavelet transform on a Low-Low band as the moniker was embedded in the Low-Low4 and High-High4 of Low-
Low.
Use the key or polynomial to identify the coefficients in which the moniker bits are embedded.
Then, extract the corresponding bits of the coefficients where the moniker bits are embedded, and form the moniker.

v. SIMULATION RESULTS
This section is concerned with the simulation results of the proposed schemes. Figure 3 shows the carrier image and the water mark.

Figure 3, Carrier image and Watermark

The proposed technique is used to hide the watermark in the carrier image. On the watermarked image different attacks are applied and the
watermark was extracted. The attacks considered in this work are noise effects of Gaussian, Poisson, Speckle and Salt & Pepper, compression
and blurring. In figure 4, the extracted images with different attacks are shown along with the PSNR and MSE values.
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V.

No Attack Gaussian Noise Poisson Noise

PSNR = 52.25dB PSNR = 36.97dB PSNR = 41.87dB

Speckle Noise Salt & Pepper Noise Blurring

PSNR = 46.82dB PSNR = 43.08dB PSNR =42. 42dB

Compression

PSNR = 38.59dB
Figure 4, Output images after extraction with different attacks

CONCLUSIONS

The conventional SVD based watermarking schemes are popular and are used in many modern applications. The SVD based watermarking
schemes calculate the singular values and unitary matrices associated with the shield image. The unitary matrices associated with the shield
image will be modified in accordance with the watermark image. But when a dummy image is used to extract the watermark it associates with
a fair amount of correlation with the watermark. Hence the intruders may grab the secret data. To combat the issue in the SVD based
watermarking schemes, a novel scheme was proposed in this paper. In the proposed technique, a moniker will be formed using the shield
image. At the time extraction, the watermarked image will be authenticated by checking the moniker. Hence unauthorized or false watermarked
images are not allowed for further process in extraction. On the other hand, different attacks are considered. The simulation results with
corresponding attacks are presented.
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