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Abstract: The rapid advancement of Smart Industrial Internet of Things (110T) technologies demands highly
secure, scalable, and efficient architectures for data processing and management. Traditional cloud-centric
IloT models face challenges such as high latency, centralized security vulnerabilities, and inefficient resource
utilization. To address these limitations, this paper proposes an integrated framework that combines
Blockchain, Software-Defined Networking (SDN), and Edge/Fog Computing. Blockchain provides
decentralized authentication, immutable data storage, and enhanced trust among 10T devices. SDN enables
dynamic network management, traffic optimization, and real-time policy enforcement, while Edge/Fog
Computing reduces dependency on centralized cloud servers by enabling local data processing.

Index Terms - Blockchain, Software-Defined Networking (SDN), Edge Computing, Fog Computing, Cloud
Computing, Industrial Internet of Things (IloT), Security, Scalability, Low Latency, Decentralized
Architecture.

. INTRODUCTION

The Industrial Internet of Things (110T) has revolutionized industrial automation by enabling real-time
monitoring, data-driven decision-making, and intelligent control across manufacturing, energy, healthcare, and
logistics sectors. 10T integrates smart devices, sensors, actuators, and cloud computing to optimize operations,
enhance productivity, and improve safety standards. However, traditional cloud-centric architectures introduce
several challenges such as high latency, centralized security vulnerabilities, inefficient resource management,
and scalability issues, which limit the effectiveness of 10T applications in dynamic industrial environments.
Edge and fog computing bring computational capabilities closer to the source of data generation, thereby
reducing reliance on remote cloud servers, minimizing latency, and enabling real-time decision-making.

1.1 Key points:

1. Blockchain technology ensures decentralized authentication, tamper-proof data storage, and secure
transactions.

2. SDN enables dynamic network configuration, real-time traffic optimization, and efficient resource
utilization.

3. Edge and fog computing reduce latency by processing data closer to loT devices, minimizing cloud
dependency.
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4. Ganache simulates a private blockchain network for transaction validation and smart contract
deployment.

Il. LITERATURE SURVEY

The literature on secure and scalable architectures for Industrial 10T (110T) highlights the growing need for
efficient, decentralized, and secure solutions to manage the complexity and scale of industrial networks.
Traditional cloud-centric architectures face significant challenges such as high latency, security vulnerabilities,
and scalability issues. Recent research focuses on the integration of Blockchain, SDN, and Edge/Fog
Computing to address these challenges, aiming for a robust architecture that enhances data security, reduces
latency, and optimizes resource utilization.
2.1 Key Findings:

1. Blockchain in 10T Security: Blockchain provides decentralized, tamper-proof data storage and
secure device authentication, addressing centralized security risks in 11oT. It ensures data integrity and
transparent transactions but faces challenges in scalability for large deployments.

2. SDN for Network Optimization: SDN offers flexible, real-time control of IloT networks, enabling
dynamic traffic routing and resource management. It improves network efficiency and scalability but
introduces concerns about control plane security and large-scale implementation.

3. Edge/Fog Computing for Low Latency: Edge and fog computing reduce data transmission latency
by processing data closer to the source. This is crucial for real-time Il1oT applications but integrating
these layers seamlessly with cloud infrastructure presents ongoing challenges.

4. 1PFS for Decentralized Storage: IPFS provides scalable, decentralized storage, ensuring higher data
availability and security in IloT environments. It complements Blockchain for secure data
management but requires improvements in data retrieval and efficiency at scale.

5. Microservices with Eureka Server: Microservices enhance 10T scalability and modularity, while
Eureka Server facilitates dynamic service discovery and registration. This architecture simplifies
distributed system management but poses challenges in maintaining performance and fault tolerance
at scale.

2.2 Gaps in Existing Research

1.Scalability of Blockchain in 110T: Current research on Blockchain for 10T is limited to small-scale
applications, with insufficient exploration of how it can scale to handle large, real-time industrial
networks.

2.Integration of SDN and Blockchain: While both SDN and Blockchain have been studied separately,
there is limited research on their combined use for improving network security and management in
10T environments.

3.Edge/Fog Computing and Blockchain Integration: Integrating Blockchain with edge/fog computing
for real-time, secure data processing and ensuring consistency across all layers remains underexplored
in 1loT contexts.

2.3 Contribution of Our Study

This study proposes a novel architecture that integrates Blockchain, SDN, and Edge/Fog Computing to
address key challenges in Industrial 10T (I10T). By using Ganache and IPFS, we enhance data security and
decentralize storage, ensuring tamper-proof data management. We integrate SDN to enable dynamic and
efficient network resource management, optimizing traffic flow and scalability. Additionally, the
incorporation of Edge/Fog Computing reduces latency by processing data closer to the source, enabling real-
time decision-making. Finally, the use of Eureka Server for microservices facilitates flexible service discovery
and seamless communication in a distributed I1oT system. Overall, our study contributes a scalable, secure,
and efficient framework for 10T applications, addressing both latency and security concerns in industrial
environments.

1. RESEARCH METHODOLOGY

This section outlines the methodology used for designing, implementing, and evaluating the Blockchain,

SDN, and Edge/Fog Computing-Based Secure Architecture for Cloud Computing in Smart IloT.

3.1 Scope and Environment

a. Application Scope: The system is designed for Industrial 10T (110T) environments, focusing on enhancing
security, latency, and network optimization in industrial applications like smart factories and real-time
monitoring.
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b. Data Type Focus: Focuses on sensor data, device status logs, and real-time industrial data, which need
secure processing and efficient transmission.

c. Deployment Target: Designed for deployment in both high-resource (servers, industrial computers) and
resource-constrained (IoT devices, edge devices) environments.

3.2 Data and Sources of Data
1.Data Types Used:
e |oT sensor data from smart devices and machinery.
e Device authentication and transaction logs for Blockchain.
e Network traffic data for SDN and Edge/Fog network management.
e Metadata including timestamps, device identifiers, network usage statistics, and resource
consumption.
2.Data Sources:
e Simulated Il0T datasets from open-source 110T repositories.
e Real-world data from industrial 10T networks for testing.
e Custom-generated datasets for performance and scalability testing.

3.3 Theoretical framework
1.Core Components:
e Blockchain (via Ganache) for secure data storage and device authentication.
e |PFS for decentralized storage.
e SDN for network management.
e Edge/Fog Computing for low-latency processing.
e Eureka Server for microservices discovery.
2.System Logic:
e Blockchain ensures tamper-proof data management, while SDN optimizes network traffic, and
Edge/Fog computing reduces latency by processing data closer to the source.
e Deployed using Eureka Server, providing dynamic scaling and service discovery for the 10T system.

3.4 Evaluation Metrics and Analysis Model

e Security and Privacy: Evaluated by the system’s ability to prevent unauthorized access and ensure
secure communications.

e Network Optimization: Assessed through the SDN’s ability to dynamically manage network traffic
and optimize bandwidth.

e Latency and Performance: Measured by the time taken for data processing and decision-making at the
edge.

e Scalability: Tested under varying load conditions to ensure the system can scale effectively.

3.5 Tools and Technologies Used

e Programming Languages: Java, Python, JavaScript
e Frameworks and Libraries:
» Spring Tool for backend development and microservices
» Blockchain libraries for smart contract development (e.g. IPFS, Ganache)
> IPFS for decentralized storage
» SDN Controllers for dynamic network management
e Database and Storage:
» MySQL for metadata storage
» Cloud for encrypted file storage
e Testing and Analysis Tools:
» IPFS for network traffic analysis
» Ganache for real-time monitoring
» Visual Paradigm for system design and flowcharting
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IV.BREIF DESCRIPTION OF THE SYSTEM

The proposed system presents a Blockchain, SDN, and Edge/Fog Computing-Based Secure Architecture
designed for Smart Industrial 10T (I1oT) environments. It addresses major challenges like high latency,
centralized vulnerabilities, and inefficient resource management in traditional cloud setups.

The Blockchain layer ensures secure, decentralized authentication and immutable storage of IloT
transactions, using Ganache for local blockchain simulation and IPFS for decentralized file storage.
The SDN layer dynamically manages network traffic, optimizes routing paths, and efficiently allocates
bandwidth, thus improving overall network flexibility and resilience. Edge/Fog computing brings data
processing closer to 10T devices, significantly reducing latency and enabling real-time decision-making at the
industrial edge.

Additionally, a microservices architecture is employed using Spring Boot and Eureka Server to enhance
modularity, scalability, and fault tolerance. MySQL handles structured metadata storage, while encrypted files
are managed through cloud storage solutions. Processing data closer to the source reduces latency and
bandwidth usage. Edge devices handle immediate data processing, while fog nodes manage intermediate
tasks, ensuring timely responses and reducing the load on central cloud servers.

By integrating these technologies, the system ensures a secure, scalable, low-latency, and high-
performance cloud framework suited for future industrial automation needs.

V. RESULTS AND DISCUSSION
5.1 Results of Descriptive Statics of Study Variables

Table 5.1. Descriptive Statistics of System Security, Latency, and Network Performance

Service Blockchain
Scenario Avg. Data Discovery | Transaction
Transaction | Packet Loss | Integrity | Authentication | Success Success (%0)
Delay (ms) | (%) (%) Time (ms) (%)
Device
Authentication 150 0.5% 100% 180 100% 100%
Data Upload to
IPFS
220 0.8% 99.8% 210 99% 98%
Edge Node
Processing 90 0.3% 100% 95 100% 100%
SDN  Traffic
Management 110 0.2% 100% 100 100% 99%
Smart Contract
Execution 130 0.4% 99.9% 140 99% 98%

Table 5.1 summarizes the performance of the proposed Blockchain, SDN, and Edge/Fog Computing-based
system across five key operational scenarios. The system consistently achieved low average transaction delays
(ranging from 90 ms to 220 ms) and minimal packet loss (less than 1%), ensuring efficient data transmission.

Data integrity remained exceptionally high at 99.8-100%, confirming secure and tamper-proof data handling.

Authentication times were fast, between 95 ms and 210 ms, demonstrating the effectiveness of the blockchain-

based security model. Service discovery success rates through Eureka Server maintained 99-100%, indicating
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reliable microservices management. Additionally, blockchain transaction success rates were consistently
strong at 98-100%, verifying the robustness of decentralized operations.

These results collectively demonstrate that the proposed architecture offers high security, low latency,
efficient network performance, and reliable blockchain transactions for Smart 1loT environments.
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Table 6.1. Sample Input File types and size details

Stored Blockchain
File Name Format Size on Hash
IPFS? Recorded?
Sensor_datal.txt Text 20KB Yes Yes
device_config.pdf PDF 110KB Yes Yes
maintenance_log.docx Word 95KB No No
Document
surveillance_image.png Image 250KB Yes Yes
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Table 6.2. Security and Performance Insights from user interaction

Metric Observed Interpretation
Value
Unauthorized  Device Very low unauthorized device
Connection  Attempts 2 attempts, indicating strong SDN-
(per 1000 ops) based access control.
Average Blockchain Fast validation ensures efficient
Transaction Validation 220 secure logging of 10T data.
Time (ms)
Average Data Upload High-speed decentralized storage
Speed to IPFS (KB/s) 500 achieved through optimized edge
computing.
Detected  Anomalous System successfully flagged and
Traffic Events (flagged 3 isolated  suspicious  network
cases) behavior using SDN policies.
Smart Contract High reliability of automated smart
Execution Success Rate 97 contracts for secure operations.
(%)
Edge Node Processing High success rate of real-time local
Success Rate (%) 96 processing in edge/fog nodes.
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