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Abstract: Phishing attacks are a growing threat in cybersecurity, often exploiting deceptive URLs to trick users 

into revealing sensitive information. This project presents a hybrid machine learning-based phishing detection 

system that analyzes URLs to accurately identify malicious websites. The system combines supervised learning 

algorithms, such as Random Forest and Support Vector Machines, with unsupervised techniques like Isolation 

Forest for anomaly detection. This hybrid approach enhances the model’s ability to detect both known and 

previously unseen phishing threats.  

The system extracts a comprehensive set of lexical and heuristic features from URLs, including length, 

presence of special characters, use of IP addresses, and suspicious keywords. These features are then used to 

train and evaluate machine learning models on a labeled dataset of phishing and legitimate URLs. The hybrid 

model architecture improves detection accuracy while reducing false positives.  

Experimental results demonstrate that the proposed system achieves high precision and recall, making it an 

effective solution for realtime phishing detection. This approach can be integrated into browser extensions, 

email filters, or cybersecurity platforms to proactively defend against phishing threats.  

  

I. INTRODUCTION  

The rapid growth of the internet and web-based services has brought about significant convenience, but it has 

also led to a surge in cyber threats. One of the most prevalent and damaging of these threats is phishing, a 

social engineering attack that deceives users into disclosing sensitive information such as usernames, 

passwords, and financial details. Phishing attacks typically involve fraudulent websites that closely mimic 

legitimate ones, with URLs that are subtly altered to mislead unsuspecting users.Traditional phishing 

detection techniques rely heavily on blacklists, heuristics, and rule-based systems. However, these 

approaches are often ineffective against zero-day phishing attacks, as they depend on previously identified 

malicious URLs. To overcome these limitations, machine learning (ML) has emerged as a powerful solution. 

ML-based models can learn from a large dataset of phishing and legitimate URLs to detect patterns and 

classify threats more accurately and in real time.This project proposes a hybrid machine learning-based 

phishing detection system that leverages both lexical and domain-based features extracted directly from 

URLs. The hybrid model combines the strengths of multiple classifiers—such as Random Forest, Support 
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Vector Machine (SVM), and Naive Bayes—into a stacked ensemble, improving the overall performance and 

generalization of the detection system.By focusing solely on URL-based features, the system avoids the need 

to load web pages or analyze content, making it lightweight and fast—ideal for integration into real-time 

applications like browser extensions or security gateways. The system is evaluated using benchmark datasets, 

and its performance is measured through metrics such as accuracy, precision, recall, and F1-score.Through 

this work, we aim to contribute to the development of efficient and robust phishing detection mechanisms 

that can adapt to evolving attack strategies while minimizing false positives and detection latency.  

.  

II. BACKGROUND  

Phishing is one of the oldest and most persistent forms of cybercrime, exploiting human trust to gain 

unauthorized access to personal and financial information. Despite increased awareness and advancements 

in cybersecurity, phishing attacks continue to rise in volume and sophistication. Attackers frequently register 

deceptive domains and craft URLs that appear legitimate to trick users into clicking malicious 

links.Traditional phishing detection techniques typically fall into two categories: blacklistbased methods and 

heuristic-based methods. Blacklists maintain databases of known phishing URLs and domains, but they 

struggle with zero-day attacks and require constant updates. Heuristic-based methods apply manually defined 

rules to identify suspicious URLs, such as checking for the presence of IP addresses or unusual patterns in 

the URL structure. However, these rules may not capture the complexity of modern phishing tactics and can 

lead to high false-positive rates.In recent years, machine learning (ML) has emerged as a promising approach 

for phishing detection. ML models can automatically learn patterns from labeled datasets and generalize to 

detect previously unseen phishing URLs. These models often use features extracted from the URL string 

itself, such as length, number of subdomains, use of special characters, and presence of suspicious keywords. 

This makes them fast, scalable, and suitable for real-time applications.However, relying on a single ML 

algorithm may not be sufficient for robust detection due to limitations in feature representation or model bias. 

To address this, hybrid machine learning models have gained popularity. These systems combine multiple 

classifiers or integrate different learning paradigms (e.g., supervised and unsupervised learning) to enhance 

performance. Hybrid models can reduce overfitting, improve generalization, and offer more reliable 

predictions across diverse phishing scenarios.This project builds on this foundation by designing a hybrid 

phishing detection system that analyzes URL-based features through a stacked ensemble of machine learning 

classifiers. The aim is to achieve high accuracy, adaptability to new threats, and minimal computational 

overhead—providing a practical and effective defense against phishing attacks.  
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III. ARCHITECTURE   

  

 

• This module analyzes the input URL and extracts meaningful features, which are critical for 

identifying phishing patterns.  

• Types of extracted features include: o  Lexical Features: URL length, number of dots, 

use of “@”, presence of “-”, etc.  

o Domain-based Features: Domain age, WHOIS data, DNS records.  

o Heuristic Features: Use of HTTPS, presence of IP address in the domain.  

3. Preprocessing Module  

• Performs data cleaning, normalization, and encoding.  

• Converts categorical and textual features into numerical format suitable for machine learning models.  

4. Hybrid Machine Learning Engine  

• Implements a stacked ensemble architecture for classification.  

• Base Learners:  

o Random Forest (RF) o  Support Vector Machine (SVM) o 

 Naive Bayes (NB)   Meta Learner:  

o XGBoost (or a shallow Neural Network) that takes the predictions of 

base models and performs final classification.  

• This hybrid approach improves prediction robustness and accuracy by combining the strengths of 

individual models.  

5. Prediction Output  

• The final result is labeled as either "Phishing" or "Legitimate".  

• The system may optionally provide a confidence score and explanation for the prediction (e.g., via 

SHAP or LIME for explainability).  

6. Logging and Monitoring (Optional)  

• Each prediction and its features can be logged for further training and model improvement.  

 Suspicious URLs may be forwarded to a central database for threat intelligence sharing.  
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IV. RESEARCH METHODOLOGY  

  

The research methodology outlines the systematic approach adopted to develop and evaluate a phishing 

detection system based on a hybrid machine learning model using URL features. The methodology is divided 

into several key phases  

 

1. Problem Definition  

The problem of phishing detection is defined as a binary classification task: distinguishing between legitimate 

and phishing URLs. The goal is to create a model that can generalize well to both known and unknown (zero-

day) phishing attacks using only URLbased features.  

 

  

  
5. Model Building: Hybrid Machine Learning Approach  

We implement a stacked ensemble model, combining multiple base classifiers with a meta-classifier:  

• Base Learners: o Random Forest (robust to overfitting, good with feature importance) 

o Support Vector Machine (effective in high-dimensional spaces) o Naive Bayes (fast, 

simple baseline)  

• Meta Learner: o  XGBoost (gradient boosting framework known for high 

accuracy)  

 o Alternatively, a shallow neural network (e.g., MLP)  

This hybrid architecture leverages the individual strengths of each model while minimizing their 

weaknesses.  

.  

  
6. Implementation & Deployment  

The system is implemented using Python libraries:  

• scikit-learn, XGBoost, pandas, numpy, matplotlib  

• Optional deployment via Flask/FastAPI as a RESTful API  
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V. RESULTS AND DISCUSSION  

  

The effectiveness of the proposed hybrid machine learning model for phishing detection, multiple experiments 

were conducted using a labeled dataset of phishing and legitimate URLs. The performance was compared across 

individual classifiers (Random Forest, SVM, Naive Bayes) and the hybrid stacked ensemble model.In this 

project, a hybrid machine learning-based phishing detection system was developed and evaluated using URL-

based features. The system employs a stacked ensemble architecture that combines the predictive power of 

multiple classifiers—Random Forest, SVM, and Naive Bayes—with a meta-learner (XGBoost) to improve 

overall performance.The results demonstrate that the hybrid model significantly outperforms individual 

classifiers in terms of accuracy, precision, recall, F1-score, and ROC-AUC. By focusing on lexical, domain-

based, and heuristic features extracted directly from URLs, the system effectively detects phishing attacks 

without relying on external content or blacklists.  
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