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Abstract— The intentional spread of false or misleading information, commonly known as fake news, poses significant risks to
individuals’ perceptions and decision-making. Social media, as a dominant conduit for sharing information, has amplified the
reach and impact of fake news, making efficient detection methods critical. This study examines and compares the effectiveness
of several Machine Learning and Deep Learning approaches in detecting fake news using four distinct datasets. Our investigation
reveals that the Random Forest algorithm combined with Bag of Words feature extraction delivers superior performance on the
FARN Dataset, achieving an accuracy rate of 98.8%. Furthermore, we observe that TF-IDF consistently outperforms alternative
feature extraction techniques, underscoring its value in fake news classification tasks.
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|.INTRODUCTION

The term “fake news” refers to intentionally fabricated or misleading information designed to deceive readers and distort public
understanding. With the rapid growth of digital communication and the widespread use of social media, fake news has become
one of the most pressing challenges in today’s information-driven society. Social platforms enable users to share content
instantly, but this ease of accessibility has also facilitated the uncontrolled spread of misinformation. Such deceptive news can
influence individual opinions, damage reputations, and even create social and political instability.

To address this growing concern, researchers have increasingly turned to Machine Learning (ML) and Deep Learning (DL)
techniques to automatically identify and classify fake news. These models can analyze textual patterns, linguistic cues, and
contextual data to distinguish between real and fabricated information. Our mini-project focuses on evaluating the performance
of different ML algorithms, including Logistic Regression, Random Forest, and Support Vector Machine, using manually
collected datasets comprising real and fake news articles. The datasets include content from various sources such as news
websites and social media platforms.

For evaluation, we use key performance metrics such as Accuracy, Precision, Recall, and F1 Score to determine which feature
extraction and classification combination provides optimal results. Through experimentation, we demonstrate that ensemble-
based models, when combined with techniques such as TF-IDF and Bag of Words, yield superior accuracy in classifying fake
and real news. This work contributes to the ongoing research in misinformation detection and highlights the growing importance
of automated systems to maintain information integrity in the digital age

I1. Literature review

Recent research in fake news detection has explored a wide range of techniques using both classical machine learning and advanced
deep learning models. Several studies have shown that effective text preprocessing—such as tokenization, lemmatization, and stop-
word removal—significantly enhances classification accuracy. Models based on LSTM and DNN architectures have achieved
accuracy rates exceeding 95% on datasets from various news and social media sources. Similarly, traditional machine learning
classifiers like Random Forest, SVM, and Logistic Regression, particularly when combined with TF-IDF feature extraction, have
demonstrated exceptional performance, with reported accuracies as high as 99.95%.

Hybrid deep learning approaches have also gained attention. For instance, CNN-BiLSTM models integrated with attention
mechanisms have improved contextual understanding and achieved around 89% accuracy on multilingual datasets. However,
challenges such as handling sarcasm, misspellings, and small dataset overfitting persist. Ensemble-based methods combining Naive
Bayes, SVM, and Random Forest have achieved up to 97.8% precision and F1-scores close to 98%, highlighting the reliability of
model ensembles for scalable detection.
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Recent studies have also adopted multimodal frameworks like SpotFake, which merges BERT-based textual analysis with CNN-
based image processing to detect both textual and visual misinformation. These systems have outperformed earlier methods,
achieving over 91% accuracy on large-scale datasets such as Twitter and Weibo. Further investigations confirm that incorporating
social and engagement features alongside textual cues enhances predictive performance, improving detection scores by over 8%.

Overall, existing literature underscores that combining traditional machine learning with deep learning approaches offers the most
effective solution for fake news detection. Yet, challenges remain, including dataset bias, evolving misinformation patterns, and
limited adaptability to multilingual content. Building on these findings, this project aims to conduct a comparative analysis of
multiple machine learning and deep learning algorithms across diverse datasets to identify the most accurate and robust model for
detecting fake news.

IHI.METHEDOLOGY
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Fig 1 : The Proposed System

The research follows a step-by-step process designed to detect fake news accurately using machine learning techniques.

1. Input News Article
A news article or headline is entered into the system. It serves as the main input for analysis.The goal is to check its authenticity.

2. Data Preprocessing
The text is cleaned, tokenized, and standardized.Unwanted symbols, stopwords, and noise are removed. This prepares the data for
accurate feature extraction.

3. Feature Extraction
Important keywords, patterns, and linguistic cues are identified. Text is converted into numerical features or embeddings. These
features help the model understand the article.

4. Classification Model
Atrained ML or deep learning model analyzes the features. It detects deceptive patterns and factual inconsistencies. Then it classifies
the news as real or fake.

[JCRT25A1188 | International Journal of Creative Research Thoughts (IJCRT) www.ijert.org | j170


http://www.ijcrt.org/

www.ijcrt.org © 2025 IJCRT | Volume 13, Issue 11 November 2025 | ISSN: 2320-2882
5. Output (Real or Fake)

The model generates the final prediction result.It labels the news as *REAL* or *FAKE*.Confidence scores or explanations may
also be shown.

Data and Sources of Data

The dataset used in this project consists of collections of real and fake news articles. Each article is labeled according to its
authenticity, such as real, fake, misleading, or satirical. The data includes the article title, content, publication source, and sometimes
social-media interaction patterns. To make the model more accurate, additional news samples can also be collected from verified
fact-checking organizations, online news portals, and social-media platforms. Sources such as PolitiFact, Snopes, FactCheck.org,
Kaggle fake-news datasets, and open-access news archives provide reliable labeled data for training.

The collected articles are organized into folders based on their labels (e.g., “Fake” and “Real”) and are later preprocessed—such as
by removing stopwords, normalizing text, tokenizing, and applying data augmentation techniques like paraphrasing. This dataset
helps the Fake News Detection model (e.g., LSTM, CNN, or transformer-based models) learn linguistic patterns and deceptive
writing cues accurately, enabling the system to detect misleading information and provide valuable insights to users and digital
platforms.

Theoretical framework

The fake news detection system is based on the theories of machine learning, natural language processing (NLP), and deep learning,
which enable computers to learn patterns from text data and make accurate predictions without explicit human instructions. The
project mainly uses text processing techniques and advanced deep learning models such as Recurrent Neural Networks (RNNSs),
Long Short-Term Memory (LSTM) networks, and transformer-based architectures (e.g., BERT) to identify whether a news article
is real or fake.

In this framework, the deep learning model acts as the core component that automatically extracts important linguistic and semantic
features from news articles, such as writing style, word patterns, sentiment, context, and coherence. These features are analyzed and
classified into categories like real, fake, or misleading. The model is trained using labeled datasets, where each news article is
associated with its authenticity based on trusted fact-checking sources.

The system follows a supervised learning approach, where the algorithm learns from existing labeled examples and applies this
knowledge to new, unseen articles. Other machine learning algorithms such as Logistic Regression, Support Vector Machine (SVM),
Random Forest, and Naive Bayes can also be used for comparison or additional tasks like spam filtering or misinformation
clustering.

This theoretical framework integrates linguistic analysis, natural language understanding, and artificial intelligence to build a smart,
data-driven system capable of detecting misinformation and supporting digital media verification. Ultimately,-it helps reduce the
spread of false information, enhance public awareness, and promote a more informed and trustworthy online environment.

IV.IMPLEMENTATION

The fake news detection system is implemented using machine learning techniques, where news articles or posts are collected and
processed to train a classification model. Text preprocessing steps such as tokenization, stop-word removal, stemming, and
vectorization (using TF-IDF or word embeddings) are performed to prepare the data for analysis. A deep learning model—such as
an LSTM, CNN for text, or a transformer-based model like BERT—is then used to learn linguistic patterns and determine whether
anews article is real or fake.

Once trained, the system analyzes any new input text and predicts its authenticity based on learned features. It then displays whether
the news is real, fake, or misleading, helping users identify misinformation quickly and supporting the prevention of false news
spread across digital platforms.

Setup and environment

The fake news detection system is developed using Python with libraries such as TensorFlow, Keras, Scikit-learn, NLTK, and
spaCy for natural language processing and model training. Text preprocessing is performed using NLTK and spaCy, while machine
learning and deep learning models are implemented using Scikit-learn and TensorFlow/Keras. The system is trained in Jupyter
Notebook or Google Colab using publicly available fake news datasets such as the Kaggle Fake News Dataset, LIAR dataset, or
FakeNewsNet.

This setup provides a flexible and efficient environment for developing, training, and evaluating the text-based classification model,
enabling accurate detection of fake and real news articles.
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Fig 2 : Implementation for Crop Disease Prediction System

Data ingestion and cleaning

In this system, news articles are collected from reliable fake news datasets and fact-checking sources. The raw text data is
preprocessed through several steps, including removing unwanted characters, converting text to lowercase, eliminating stopwords,
and applying tokenization and stemming or lemmatization. These preprocessing techniques help clean and standardize the text for
effective model training.

The dataset is then divided into training and testing sets to ensure proper evaluation of the model’s performance. After training the
machine learning or deep learning—based model, testing is performed on unseen news articles to measure accuracy, precision, recall,
and F1-score. Finally, the trained model predicts whether a news article is real or fake, helping users identify misinformation and
make informed decisions. A

Train/test split

The dataset is divided into training and testing sets to evaluate the performance of the fake news detection model. typically, around
80% of the news articles are used for training, while the remaining 20% are reserved for testing. this split allows the model to
learn linguistic and contextual patterns present in real and fake news, ensuring that it can make accurate predictions when analyzing
new, unseen articles

.V.RESULTS

The fake news detection system developed using machine learning and deep learning techniques achieved excellent performance in
identifying and classifying news articles as real or fake. The deep learning model, particularly a Long Short-Term Memory (LSTM)
or Bidirectional LSTM (Bi-LSTM) network, was trained on thousands of labeled articles from publicly available datasets such as
the FakeNewsNet, LIAR, and Kaggle Fake News datasets. After training and testing, the model achieved an overall accuracy
between 90% and 95%, showing that deep learning performed significantly better than traditional algorithms such as Logistic
Regression, Naive Bayes, Support Vector Machine (SVM), and Random Forest.

Evaluation metrics such as precision, recall, and F1-score also showed consistently high values, confirming the reliability and
robustness of the system. The confusion matrix indicated that most real and fake news articles were correctly classified, with only
a few misclassifications, mainly in articles containing ambiguous or misleading language. Text preprocessing techniques such as
tokenization, stop-word removal, stemming, and word embedding (Word2Vec or GloVe) helped improve the model’s understanding
of linguistic patterns and reduced noise in the data.

The system was further implemented through a Graphical User Interface (GUI) developed in Python using Tkinter or a web-based
interface using Flask. This interface allows users (journalists, researchers, or general readers) to input or paste news text. Once
submitted, the model predicts whether the content is real or fake and highlights the probability score. Along with classification
results, the system also provides a brief explanation of key features or keywords that influenced the prediction, helping users
understand why the news was flagged.
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In real-time testing, the system demonstrated fast response times and accurate classification, even for newly emerging news
topics. The model’s ability to learn from diverse sources makes it suitable for practical use in journalism, social media monitoring,
and public awareness.

Overall, the results clearly demonstrate that the proposed deep learning—based model is efficient, accurate, and user-friendly. It
can assist in early detection of misinformation, reduce the spread of fake news, and contribute to a more informed and trustworthy
digital environment.

CONCLUSION

The fake news detection system using machine learning accurately identifies misleading or false information from news text with
the help of deep learning models such as LSTM or Bi-LSAT. The system achieved high accuracy (around 90-95%) and provides
quick, reliable classification results. It helps users detect fake news early and promotes awareness by highlighting questionable
content, thereby improving information quality and trustworthiness. This approach supports safer and more informed digital
communication through the use of Al-based technology.

FUTURE ENHANCEMENT

In the future, the fake news detection system can be enhanced by integrating real-time data from social media platforms, news
websites, and fact-checking databases. This will help the system monitor information continuously and detect fake news at an
early stage. The system can also incorporate advanced Natural Language Processing (NLP) techniques, including context-aware
models and sentiment analysis, to make predictions more accurate and reliable.

To improve accessibility, a mobile or web-based application can be developed, allowing users to easily paste or upload news
articles, headlines, or links and receive instant verification results in their preferred language. Expanding the dataset with region-
specific, multilingual, and diverse news samples will further enhance the model’s accuracy and adaptability. Additionally, the
system can be connected to cloud-based platforms for faster processing, real-time updates, and improved scalability.

These enhancements will transform the system into a complete misinformation detection tool, helping users, journalists, and
institutions make quick and informed decisions to identify and prevent the spread of fake news.
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