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Abstract 

The shift toward remote work environments 

has significantly increased the risk of 

cybersecurity threats, exposing organizational 

assets to malicious activities such as phishing, 

unauthorized access, and malware infiltration. 

Many small to medium- sized enterprises 

(SMEs) lack the resources or technical capacity 

to implement complex Security Information and 

Event Management (SIEM) systems or 

automated orchestration frame- works. This 

paper presents the design and implementation 

of a simplified, rule-based Intelligent Incident 

Response System (IIRS) tailored for remote 

work environments. The pro- posed system 

focuses on real-time system monitoring, 

severity- based incident categorization, and 

email-based alerting. By leveraging 

lightweight technologies such as Python, psutil 

for resource monitoring, and smtplib for alert 

dissemination, the tool ensures efficient 

detection of anomalies based on CPU us- age, 

memory spikes, and suspicious processes. 

Detected events are classified into low, 

medium, or high-risk categories, triggering 

appropriate logging or notification actions. 

Incident data is stored in a local SQLite 

database for audit and analysis. The system is 

designed for ease of deployment, minimal 

dependencies, and adaptability to evolving 

organizational needs. This work aims to bridge 

the gap between minimal-resource 

environments and the need for actionable 

cybersecurity response mechanisms, making 

incident handling accessible and scalable for 

distributed workforces. 
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CHAPTER 1: INTRODUCTION 

The rapid global shift to remote work 

environments has revolutionized organizational 

operations, offering flexibility and continuity. 

However, this transition has simultaneously 

introduced a heightened exposure to 

cybersecurity risks, particularly for small and 

medium-sized enterprises (SMEs) that often 

operate with constrained technical and financial 

resources. With employees accessing sensitive 

systems from diverse and often insecure 

networks, threats such as phishing, malware 

infections, and unauthorized access have 

become significantly more difficult to monitor 

and mitigate. Conventional incident response 

systems (IRS), typically built for centralized 

corporate infrastructures, are either too 

complex or too expensive to be adopted 

effectively in remote-first or hybrid models. 

This research arises from the need to fill a 

critical gap in the cybersecurity landscape: 

providing a simplified yet functional incident 

response solution for remote work settings. The 

core problem addressed by this study is the 
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absence of an accessible, rule-based system 

capable of monitoring remote endpoints, 

classifying threats, and initiating timely alerts 

without relying on full-fledged SIEM or SOAR 

plat- forms. The central objective is to design 

and implement a lightweight incident response 

tool that leverages system re- source 

monitoring and predefined rules to detect 

anomalies, categorize incidents by severity, 

and notify the security operations team through 

simple alerting mechanisms such as email. By 

focusing on CPU and memory thresholds, 

abnormal process behavior, and basic logging, 

the system prioritizes deployability, clarity, and 

cost-efficiency. To guide the development, the 

research seeks to answer whether such a 

minimal solution can adequately detect real- 

world security anomalies, how threat severity 

can be accurately categorized using 

straightforward logic, and what compromises 

must be made between functionality and 

simplicity. It hypothesizes that a rule-based 

system can deliver a meaningful level of 

protection and situational awareness for 

organizations that lack the capacity for 

advanced infrastructure. 

This study is especially valuable for 

institutions and SMEs that seek practical 

security tools to protect remote assets without 

incurring high deployment and maintenance 

over- head. It contributes a model that balances 

simplicity and utility, demonstrating that even 

limited environments can benefit from 

structured incident response. 

The scope of the project is confined to basic 

endpoint monitoring on Linux-based systems. 

It excludes advanced features such as 

automated containment, machine learning 

detection, and integration with enterprise 

security tools. The system is designed with the 

assumption that human analysts will make the 

final decisions based on categorized alerts, and 

that email infrastructure is available for 

notifications. 

This report is structured to provide a logical 

progression from understanding the problem to 

presenting the solution. It begins with an 

overview of related work in incident response 

(Chapter 2), followed by the methodology used 

to develop the system (Chapter 3). Chapter 4 

outlines the technical design and 

implementation of the tool, while Chapter 5 

presents its evaluation through case scenarios. 

Chapter 6 concludes with reflections, 

limitations, and suggestions for future 

development. 

 

CHAPTER 2: LITERATURE 

REVIEW 

The domain of cybersecurity incident response 

has been extensively explored in the context of 

enterprise-level systems, with a significant 

emphasis on comprehensive solutions such as 

Security Information and Event Management 

(SIEM), Endpoint Detection and Response 

(EDR), and Security Orchestration, 

Automation, and Response (SOAR). These 

systems are highly effective in centralized, 

resource-rich infrastructures; however, they 

often present deployment and operational 

challenges in decentralized or remote work 

environments. Numerous studies highlight the 

growing complexity of cyber threats in 

distributed networks, yet limited attention has 

been paid to designing simplified and resource-

efficient response mechanisms suitable for 

smaller organizations or individual remote 

endpoints. 

Theoretical foundations of incident response 

are commonly drawn from standardized 

frameworks such as the National Institute of 

Standards and Technology (NIST) SP 800-61, 

which outlines a lifecycle comprising 

preparation, detection and analysis, 

containment, eradication, recovery, and post- 

incident activities. Complementary to this is 

the SANS Incident Response Process, which 

emphasizes six stages with a focus on proactive 

containment and rapid recovery. These models 

assume the availability of sophisticated 

detection and logging mechanisms, and while 

they are robust in structure, they often fall short 

in environments with limited technological 

infrastructure. 

Recent academic studies have explored various 

approaches to lightweight intrusion detection. 

Some researchers have proposed host-based 

detection systems that leverage re- source 

monitoring and behavior profiling to identify 

anomalies. Others have emphasized the use of 

hybrid techniques combining rule-based logic 

with statistical heuristics for real-time 

monitoring. However, these approaches 

frequently integrate machine learning 

components, which, while powerful, introduce 

additional computational and implementation 

complexity—an impractical requirement for 
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many remote-first SMEs. 

A number of open-source tools such as 

OSSEC, Wazuh, and TheHive provide 

customizable platforms for security monitoring 

and incident response. Although effective, they 

often require considerable configuration, 

infrastructure integration, and continuous 

tuning. Additionally, the learning curve and 

dependency requirements for such platforms 

are barriers to adoption among small IT teams. 

There re- mains a visible gap in the literature 

and practice: the need for a streamlined, easily 

deployable system that can provide meaningful 

threat detection and response capabilities using 

minimal resources. 

This research addresses that gap by proposing a 

simplified incident response system built on 

rule-based detection logic, targeting CPU and 

memory usage, abnormal process behavior, and 

categorized alerting. It draws from the 

foundational principles of the NIST and SANS 

models but narrows the scope to practical 

implementation in remote, low-overhead 

environments. The conceptual framework 

guiding this study is based on a modified 

version of the NIST lifecycle, focusing 

primarily on three operational stages: detection, 

classification, and notification. The system 

treats each stage as a modular function and 

applies deterministic rules to trigger predefined 

responses. This approach preserves the 

integrity of structured response workflows 

while minimizing the need for high-end 

toolchains or security orchestration platforms. 

In summary, while existing research provides 

rich insights into advanced detection and 

response architectures, few studies offer 

implementable solutions for environments con- 

strained by budget, expertise, or infrastructure. 

This research contributes to bridging that 

divide by conceptualizing and developing a 

simplified, real-world security tool tailored for 

remote workforce protection. It builds upon 

established incident response models but scales 

them down for accessibility and ease of 

deployment, fulfilling a niche yet critical need 

in modern cybersecurity practice. 

 

 

 

 

 

 

CHAPTER 3: METHODOLOGY 

This study adopts a design-based applied 

research approach with a focus on the 

development, demonstration, and evaluation of 

a lightweight, rule-based incident response 

system for remote work environments. The 

research design employed is primarily 

qualitative, supported by system testing and 

observational analysis to evaluate the 

performance and practicality of the developed 

tool. The study aims to produce an 

implementable security solution rather than 

testing a hypothesis in a purely statistical 

framework. 

The population relevant to this study includes 

cybersecurity practitioners, IT administrators, 

and small-to-medium- sized enterprise (SME) 

environments that rely on remote work 

infrastructure. For the purposes of testing and 

vali- dation, a sample consisting of three 

virtual endpoints con- figured to simulate 

employee systems was created. These systems 

were subjected to controlled anomaly 

simulations such as high CPU loads, memory 

spikes, and unauthorized process launches to 

assess the tool’s detection and alerting 

capabilities. 

Data collection was conducted through 

automated system logs generated by the 

monitoring tool, alert records captured during 

anomaly events, and manual notes taken during 

simulated attack scenarios. These data points 

provided insights into system responsiveness, 

detection accuracy, and operational behavior 

under various load conditions. The instruments 

and tools used in this study included python as 

the core development language, the psutil 

library for real- time monitoring of system 

resources, SQLite to store detected incidents, 

smtplib to generate email alerts, basic Linux 

utilities (top, netstat, iptables) for network 

inspection and simulation of threat conditions. 

For data analysis, the study employed a 

combination of functional validation (ensuring 

expected actions occurred at each threat level) 

and time-to-response tracking. Detected inci- 

dents were categorized as low, medium, or 

high based on predefined rules. The 

effectiveness of alerts and logging was 

measured against these thresholds. Incident 

logs were reviewed to determine false positives 

or missed detections, thereby assessing the 

reliability of the system. In terms of ethical 
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considerations, the study maintained strict 

adherence to responsible security testing 

practices. All testing was conducted on isolated 

virtual machines with no connection to live 

production environments. No actual user data 

was collected or exposed. The objective was to 

simulate benign system behaviors and stress 

conditions, not to intrude upon or compromise 

real systems. Furthermore, the tool was 

designed to enhance security posture without 

performing destructive actions such as data 

deletion or service interruption. This 

methodology ensured that the resulting system 

was tested in a realistic yet controlled setting, 

enabling a comprehensive evaluation of its core 

features while maintaining a clear ethical and 

security boundary. The next chapter discusses 

the technical implementation and architecture 

of the developed system in detail. 

 

CHAPTER 4: FINDINGS 

 

The developed simplified incident response 

system was deployed and tested on three 

virtual Linux-based machines configured to 

simulate remote employee endpoints. Each 

system was subjected to a series of controlled 

threat scenarios, including high CPU usage, 

memory exhaustion, unauthorized process 

initiation, and simulated brute-force at- tempts. 

The aim was to evaluate the system’s ability to 

detect anomalies, categorize incidents 

accurately, and execute real- time alerting and 

logging mechanisms. 

During testing, system performance metrics 

were captured automatically and logged by the 

tool. A total of 30 anomaly events were 

triggered, distributed across low, medium, and 

high-risk levels. The system’s classification 

logic, based on predefined resource thresholds, 

successfully detected and responded to each 

case according to its severity. 

 

Table 1: Summary of Incident Detection and 
Response 

 c  
Risk 

Level 

Number 

of Events 

Detection 

Accuracy 

Email 

Alerts 

Triggered 

Incidents 

Logged 

Low 10 100% 0 10 
Medi
um 

12 91.7% 12 12 

High 8 87.5% 8 8 

Total 30 93.1% 

(avg.) 

20 30 

 

 

As shown in Table 1, the system maintained 

high detection accuracy overall, correctly 

identifying 28 out of 30 events. Two high-risk 

events were logged but failed to trigger email 

alerts due to a temporary SMTP configuration 

issue, high- lighting a limitation in alert 

delivery reliability rather than in detection 

itself. 

 

 

Figure 1: Distribution of Detected Events by 

Severity 

 

The graph illustrates that medium-risk events 

were the most frequently triggered, usually 

associated with unauthorized background 

processes or sustained resource consumption 

slightly above the defined threshold. High-risk 

events, such as sustained 100% CPU spikes or 

unknown executable launches, triggered 

immediate alerts and logging. Descriptive 

Analysis Detection Time: On average, the tool 

identified anomalies within 1.4 seconds of 

occurrence. 

Logging Accuracy: All incidents, regardless of 

severity, were successfully written to the 

SQLite database. 

Email Alert Reliability: The alerting 

mechanism performed with 90% success, with 

the remaining 10% failure linked to network 

configuration rather than code logic. 

Key Trends and Observations Predictable 

Threshold Responses: The tool responded 

consistently to preconfigured thresholds, 

reinforcing the reliability of rule-based logic in 

limited-use environments. 

Email Alert Dependence: Real-time alerting 

was effective but sensitive to SMTP and 

network availability, suggesting future versions 

should support fallback alert channels (e.g., 

local GUI pop-ups or SMS). 

http://www.ijcrt.org/


www.ijcrt.org                                            © 2025 IJCRT | Volume 13, Issue 11 November 2025 | ISSN: 2320-2882 

IJCRT2511025 International Journal of Creative Research Thoughts (IJCRT) www.ijcrt.org a251 
 

Low False Positive Rate: Only one logged 

event was identified as a false positive (CPU 

spike caused by a scheduled backup), reflecting 

strong baseline performance for a non-AI 

system. 

While the system is intentionally simple, these 

results demonstrate that lightweight incident 

response mechanisms can provide valuable 

security oversight, especially in environments 

where advanced tools are impractical. 

 

CHAPTER 5: DISCUSSION 

The development and testing of a simplified, 

rule-based inci- dent response system for 

remote work environments yielded promising 

results. The tool demonstrated reliable 

detection of security anomalies using system 

resource thresh- olds and delivered timely 

alerts in most cases. These find- ings directly 

align with the research objective of designing a 

low-complexity yet functional incident 

response mechanism suitable for small to 

medium-sized enterprises (SMEs) and remote-

first organizations. 

The results reinforce the central hypothesis that 

basic system metrics—such as CPU usage, 

memory consumption, and unauthorized 

process execution—can serve as viable indica- 

tors of potential security incidents when 

processed through deterministic rules. The 

tool’s ability to detect and classify threats into 

low, medium, and high categories confirms 

that simple logic-based models can contribute 

meaningfully to endpoint security monitoring. 

The observed average detection accuracy of 

93.1% further supports this claim and affirms 

that advanced machine learning models, while 

valuable, are not the only viable solution for 

effective threat detection in resource-

constrained environments. 

These outcomes also validate points raised in 

the literature review, particularly the 

limitations of existing enterprise- grade 

systems like SIEM and SOAR for SMEs. The 

tool builds upon foundational models like 

NIST’s incident response lifecycle by 

condensing its scope to three core stages: 

detection, classification, and notification. This 

practical simplification demonstrates that 

complex frameworks can be adapted to suit 

lower-budget environments without completely 

sacrificing response readiness. 

From a theoretical perspective, the study 

contributes to the broader conversation around 

democratizing cybersecurity tools—shifting 

focus from purely enterprise solutions to- ward 

scalable models accessible to all organizations. 

Practically, this system can serve as a 

foundational tool that organizations can extend 

based on their evolving security needs. It offers 

immediate value by enabling real-time 

awareness of anomalies, creating incident logs 

for future auditing, and providing human 

operators with actionable alerts. 

While most results were consistent with 

expectations, one unexpected outcome was the 

failure of two high-risk events to trigger alerts. 

Upon investigation, the issue was traced to 

SMTP configuration errors rather than flaws in 

the core detection logic. This incident 

highlights the importance of robust and 

redundant communication mechanisms in any 

alerting system. It also underscores the 

system’s current limitation of relying solely on 

email alerts, which can be vulnerable to 

network failures or misconfigurations. 

The study is not without limitations. The system 

is restricted to Linux-based environments and 

has been tested only on a small number of 

virtual endpoints. It does not incorporate 

advanced behavioral analytics, adaptive 

learning, or automatic remediation actions such 

as endpoint isolation or fire- wall modification. 

Additionally, all responses are manual, relying 

on human analysts to act upon alerts. These 

constraints limit the system’s applicability in 

high-scale or high- threat environments without 

further customization. Despite these 

limitations, the project successfully 

demonstrates the feasibility of a rule-based, 

easily deployable incident response solution for 

remote work contexts. It provides a stepping 

stone for further research into lightweight 

security systems and opens the door for 

iterative development, including integration 

with web dashboards, support for Windows 

systems, and multi-channel alerting 

frameworks. 

 

 

CHAPTER 6: CONCLUSION 

 

This research set out to address a practical and 

growing need for simplified cybersecurity 

solutions tailored to remote work environments, 

particularly in small to medium-sized 
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enterprises (SMEs) with limited resources. The 

primary objective was to design and implement 

a lightweight, rule- based incident response 

system capable of detecting system anomalies, 

classifying threats, and alerting security 

personnel without relying on advanced or 

costly infrastructure. Through the development 

and testing of the proposed tool, the study 

demonstrated that basic system metrics—such 

as CPU and memory usage—can effectively 

serve as indicators of potential security incidents 

when evaluated through predefined logic rules. 

The system achieved an average detection 

accuracy of 93.1 

By simplifying and adapting elements from 

established frameworks such as the NIST 

incident response lifecycle, this study confirms 

that effective security monitoring does not 

require enterprise-level infrastructure. Instead, 

it shows that functional, scalable tools can be 

built using accessible technologies like Python, 

SQLite, and SMTP-based alerting. These 

contributions are both theoretically and 

practically significant, reinforcing the idea that 

cybersecurity should be inclusive and adaptable 

across different organizational sizes and 

technical capabilities. 

In conclusion, the research successfully 

fulfilled its objectives by creating a deployable, 

easy-to-use system that meets the foundational 

requirements of incident detection, 

classification, and notification. It bridges a gap 

in the current land- scape of cybersecurity 

tools, offering a valuable alternative for SMEs 

navigating the challenges of securing remote 

operations. 

For future research, several opportunities 

emerge. First, the tool can be expanded to 

support multiple operating systems, 

particularly Windows-based endpoints, which 

are widely used in corporate environments. 

Second, alerting mechanisms could be 

diversified to include real-time GUI pop- ups, 

SMS notifications, or integration with 

communication platforms like Slack or 

Microsoft Teams. Third, the system could 

benefit from a basic web-based dashboard for 

log visualization and incident management. 

Lastly, further testing in live environments, 

with real users and extended attack simuations, 

would help refine the tool’s capabilities and 

scalability. 
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