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ABSTRACT

Increasingly, there is increased concern about
cyber bullying on social media sites and its threat
to the mental well-being and online safety of users.
This research work introduces a Cyber Harasser
Detection System from Machine Learning (ML)
and Natural Language Processing (NLP)
techniques using which the harassing behavior of
the user can be automatically identified in social
media.

The system works by studying all social media
posts, comments, and messages and classifies
them as harassing and non-harassing. It is based on
supervised machine learning algorithm such as
Random Forests and has been run using labeled
datasets along with NLP techniques such as lower
casing ,white space and punctuation removal, and
text feature extraction.

This system provides a real-time analysis of
linguistic form and toxicity to minimize the
responsibility on the shoulders of human
moderators in making users safer by identifying
harmful posts. This automated process captures all
habits or patterns in terms of language and
understanding context to ensure accurate detection
and make open platforms safer..
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INTRODUCTION

The internet continues to revolutionize the
approaches to engagement, information and
education among people. With many people
complementing their offline interactions with
social media, online communities, and online
education platforms, children alongside adults
have gotten new ways of communicating and
expressing themselves with billions of users on
Facebook, = Instagram, TikTok, Twitter, and
Youtube among other platforms. Despite these
benefits that the internet contributes towards, it
also enabled online harassment and exploitation in
worrying amounts. Online predators are more
prevalent with the power of the internet as they are
shielded by anonymity and have widespread reach.
Sweet talk tactics are used by harassers who
usually present themselves as peers or mentors and
manipulate people to engage in them. As research
has indicated, up to 40% of children across all
continents have at some point in their lives
experienced cyberbullying[13]. These threats will
become commonplace for children who are
constantly on social media such as grooming,
bullying, and sex trafficking. In unison with all
these alarming statistics, it’s simple to understand
why platforms that encourage the expression of
oneself have become so appealing to such
predators. With these emerging trends, there’s a
strong need to come up with policies that will curb
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and track such harassment while ensuring the
child’s safety when they are engaging online.

The scale of online harassment across social media
platforms is alarming. With billions of active users
worldwide, it is nearly impossible to track and
manage every interaction by platform moderators
or authorities[14]. Harassers have the ability to
conceal their intentions and often disguise harmful
actions as friendly or harmless ones. Reportedly,
close to 30 percent of the children aged between
12 and 17 report being harassed on the internet. A
total of 15 percent reported to have been exposed
to this harassment repeatedly[15]. The internet
provides anonymity that enables the abusers to
manipulate these young users. These youngsters
are not adequately aware of the warning signs of
harassment on the internet. They are also
inexperienced enough to discern between innocent
and manipulative behavior[17]. There are many
ways harassment can happen such as grooming,
cyberbullying, and explicit sharing, though it is
hard to spot those behaviors in a digital setting
because the interactions are rapid and numerous.
The current systems, generally being only on
isolated areas and just focused on online games or
voice chats, do not well represent the range of
harassment behavior within the scope of other
social media platforms that most children engage
with daily. Thus, a more enhanced comprehensive
system is needed in protecting young users across
a myriad of digital spaces to which they go.

To deal with this developing risk, this project
targets to build a complicated machine that can
perceive potential on line fraudsters on social
media websites via user behavior and interactively
analyzing in order that the device uses modern-day
device mastering and natural language processing
(NLP) applications . Different sorts of paintings.
Key signs of abuse which includes grooming,
stalking, hate speech and specific remarks may be
flagged for overview. Unlike current packages,
which consciousness on area of interest regions
such as on-line gaming or voice chat, this method
will discover extra regions wherein children are
extra lively, which include Facebook, Instagram,
TikTok and YouTube via strategies and practices
that imply undesirable customs or practices, red
flags and poles, It can provide and alert personnel
and law enforcement The system may even consist
of an easy-to-use interface, so that it will permit
directors to speedy distinguish between abuse,
non-abuse, or suspicion. This not unusual

experience will assist ensure that capability threats
are spoke back to in a timely manner and decrease
the danger of subtle however risky movements
being disregarded. Early identity and intervention
is important to make certain the protection of
youngsters in the digital realm and prevent in
addition damage.

Central to the achievement of this gadget is its
capacity to pick out grooming behaviors—an
alarming form of manipulation in on-line
harassment. Grooming entails a sluggish manner
where the abuser builds consider with the sufferer,
often over weeks or months, the usage of
immoderate attention and emotional manipulation
to normalize irrelevant behavior[16]. This system
may be tough for minors to identify, as it
frequently looks like a worrying, shielding dating.
Recent statistics shows that nearly 25% of kids
who have skilled on-line harassment have been
groomed by way of perpetrators who used
manipulative methods. The system will be
specifically designed to identify those sluggish
shifts in communique and interaction, flagging
suspicious activities as early as possible. Machine
getting to know algorithms will track patterns of
conduct and verbal exchange, permitting the
machine to come across the diffused cues that
advise grooming is happening. These should
include repeated messages that end up more and
more inappropriate, or a pattern of manipulative
comments that gradually push

barriers. With the capacity to perceive grooming
earlier than it escalates, the machine can assist
government intrude early, preventing harm to
susceptible kids. By presenting a clear, pleasant
interface to flag and overview those behaviors, the
machine will play a essential function in protective
younger users and minimizing the danger of
exploitation.

LITERATURE REVIEW

Cyber bullying has been a concern of late,
especially in social media, where traditional
content moderation mechanisms have fallen short
of keeping up with the pace and intricacies of
online engagement. Consider the case of the likes
of Facebook, Instagram, and Twitter, among
others, with potential millions of users
supplementing online outlets with manual
moderation, time consumption, and inefficiency.
Although keyword methods assist in the
phenomenon, most do not capture the context of
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conversations. An instance is when the word "kill"
gets flagged when it is merely used in harmless
expression. It results in false positives where non-
harassing content is tagged falsely, and false
negatives for subtle or indirect harassment going
unnoticed [2]. Such indirection, concealment
coupled with sarcasm, makes it more difficult for
these methodologies to classify.

None of above leaves manual moderation in the
domain of scalability. The thousands of posts
being generated every day would mean that
content cannot be processed in real-time by human
moderators for most of it. Delays mean escalation
of such hazardous interactions [6]. Lastly, because
traditional systems often let users proceed without
the context, these systems tend to overlook more
subtle forms of abuse, such as grooming or
psychological manipulation, which presents a
major danger, especially to those who are
vulnerable.

To measure these concerns, researchers have
resorted to machine learning (ML) and natural
language processing (NLP) techniques. The
machine learning algorithms like Naive Bayes and
random forests were trained upon some labeled
datasets for detecting language patterns, with the
connotation of harassment. Nowadays, they have
compromised thousands of words that actually
write down all this content impeccably without
wasting effort on human moderation. Yet, by
applying NLP techniques like sentiment analysis,
machines are now able to investigate the emotional
distance of a message by which much better
identification of possible harassment can be
achieved. Tokenization and text feature extraction
allow the system to decipher the nuances of
content structure, meaning, and the identification
of subtle markers of harmful behavior [1].

Such an example was the keyword based
identification, while the other two are ML or NLP
which are context-detective. In subtle cases of
harassment such as manipulation or grooming,
these techniques can make a decision. Simply
measuring the relationships between the words and
their emotional tone would therefore facilitate
better detection, in terms of reducing both types of
error. These systems could adapt to new forms of
harassment that are possible, for example, slang or
new ways of abusive behavior that a keyword
system might miss [5]. With such capabilities, the
Al can be used for real-time detection, as it allows

platforms to take fast actions to protect users from
escalating harassment.

In summary, traditional methods of content
moderation such as manual reviews and keyword-
based ones are great but not one among them
unholds for the scale and complexity of today's
modern social networking interactions. Machine
learning and NLP offer a more scalable, accurate,
and context-sensitive solution for degrading words
for online harassment, so it enables platforms to
better protect users against the growing threats of
cyberbullying and abuse.

METHODOLOGY

The CYBER-Harassment Detection System
Automatic Detection of Cyber Harassment in
Social Media by Natural Language Processing
(NLP) and Machine Learning (ML). The system
makes use of supervised learning using the
Random Forest classifier and has features of
feature extraction using some vectorizers, model
evaluation, data balancing techniques, and Flask
interface for real-time detection and review of
flagged contents.

1. Collection of Data and Preparation of
Dataset

We start with a particular labeled dataset of tweets
that include both harassing and non-harassing ones
in it. These tweets can be obtained from openly
accessible datasets like Hate Speech Dataset or
Toxic Comment Classification Dataset, which then
go into training and test sets for the model training
and evaluation points. Each tweet is labeled
harassing or non-harassing; it will serve as the
ground truth for the train-test machine learning
model.

2.Processing of text

Preprocessing refers to the steps taken to clean the
raw text data and configure it for feature
extraction. Some of the following NLP techniques
have been applied:

e Lowercasing: The entire text is
lowercased so that one word has different
meanings when spelt with a capital letter
and a small letter, like "Abuse" and
"abuse".

e Punctuation Removal: Removal of marks
of punctuation (months, commas, periods,
exclamation marks, etc.) focuses the
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attention on the body and meaning of the
text.

e Tokenization: This is the process of
breaking up a tweet into smaller units
called tokens, which can either be made up
of single words or phrases.

e Stopword Removal: Words with little
meaning, e.g., the stop words or most
common: "the", "and" or "is", are also
removed so as to reduce noisiness in the
dataset.

3.Feature Extraction and Vectorization

After the preprocessing, the text converted into
numerical features using feature extraction. The
measures applied include the following:

e Count Vectorizer: It measures a tweet in
terms of presence of each word, thereby
making it a vector. Thus, creating a "bag of
words" model to capture the occurrence of
each word in a tweet.

e TF-IDF Vectorizer: Text data has been
converted into numerical data on the basis
of the importance of the words according
to the frequency of occurrence of that
particular word within a tweet relative to
the other datasets. Such words are given
higher weight if they appear often in a
tweet but seldom elsewhere.

4.Model Training via Random Forest
Algorithm

At the heart of the system lies the Random Forest
classifier, which is an ensemble learning technique
of high power. Like all the other ensemble
learners, Random Forest builds a number of
decision trees trained on random subsets of the
data. The prediction is eventually made by
combining the votes from all the trees as to its
opinion on the given observation.

Model Training: Preprocessed and vectorized
data are used for Random Forest model training.
The features extracted from the text take into
account the model debate whether the tweet is
"harassing" or "nonharassing."

5. Assessment of Models

Upon training, the model undergoes various
statistical measures for performance achieved in
quantitative estimation of accuracy as well as
inference into generalized capability on instances
yet not seen by the model.

e (lassification Report: It gives precision,
recall, fl-score, and accuracy for both
harassing and non-harassing classes. In
fact, it could very well demonstrate the
success of the model in distinguishing
between harmful and non-harmful content.

e Confusion Matrix: The confusion matrix
describes the true positives, true negatives,
false positives, and false negatives for each
class. Thus, it helps us get to know the
errors in the data as produced by the model
and whether proper identification has been
done in case of the harmful content by the
model.

e Accuracy: Model accuracy is calculated
by the ratio of correct predictions to all
predictions.

6. Real-Time Detection and Prediction

The trained model will get to the state of real-time
prediction on new inputs coming from social
media. The person who codes data accesses this
system at that moment during preprocessing, then
vectorization, and finally classified by the trained
Random Forest model.

In the case that the model deems it harassing, then
the moderators are signaled to check it out under
the tagged harassing post.

7. Interface for Review and Moderation

To entice the user, the developer created the
interface that allows posts flagged for review to be
viewed by an administrator or moderator. This
interface is meant to allow moderators to:

e View harassing flagged posts.

e Inform decisions through sentiment
analysis and content insights.

e Arrange suitable action, including post
deletion, warnings, and investigation. This
interface constructs a simple although
powerful visualization.

RESULT AND ANALYSIS

A random forest model was dubbed and proved to
be the best-performing model with more grounds
for success in social media harassment detection
than keyword systems, logistic regression, and
support vector machines (SVMs).The major
advantage of Random Forest is its use of ensemble
learning. This helps the model reduce overfitting

IJCRT2503226 | International Journal of Creative Research Thoughts (IJCRT) www.ijcrt.org | b939


http://www.ijcrt.org/

www.ijcrt.org

© 2025 IJCRT | Volume 13, Issue 3 March 2025 | ISSN: 2320-2882

by taking results from several trees created from
random subsets of features and helps it generalize
better, yielding improved results on unseen data.

Contextual understanding-This narrows it down as
more precise predictions in contrast to keyword
systems. It detects indirect or subtle harassment
instead of keyword-based input-output systems. It
is about tag or harmful words only but considers
user behavior and their interaction with other users
in deducing different forms of harassment like
sarcasm and insults, dependent on the context.

The model, both in terms of precision and recall, is
very important characteristics for content
moderation. It minimizes false positives cases so
as not to use its valuable research resources on the
toxic unlabeled content plus more of the data
detecting very mild forms of harassment. All this

LOWER
CASING,PUNCTUATION
REMOVAL

leads to reduced false positives and false
negatives, making the model very effective in
real-time moderation.

So this Random Forest model is a solution made
very much all-encompassing, dependable,
scalable, flexible against any form of harassment-
monitoring solution with accuracy, perfection, and
efficiency in moderation content
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PRECISION RECALL

0 1.00 0.96

1 1.00 1.00

2 1.00 1.00
ACCURACY

MACRO AVG 1.00 0.99
WEIGHTED 1.00 1.00

AVG

FI SCORE SUPPORT
0.98 290

1.00 3832

1.00 835

1.00 4975

0.99 4975

1.00 4975

Table 1. .Accuracy table of the model
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CONCLUSION

This project attributes the validity of the random forest model for detection of harassment in
digital platforms such as Facebook or Twitter. In real-time harassment detection, a random
forest model becomes excellent,scalable, and reliable, providing a safe environment online.
Future corrections include the usages of a high accurate model and a well defined dataset. This
project promotes the security in the communication on social media through this enhanced
working of the model by appropriate usage of the machine learning techniques. So it paves a

way for better society
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