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Abstract: The widespread use of face masks has challenged traditional facial recognition systems, which
depend on unobstructed facial features. This paper proposes a Masked Facial Recognition system using a
Deep Neural Network-based FaceNet model integrated with 10T technologies for accurate identification and
real- time location tracking. By training on diverse masked and unmasked datasets and employing transfer
learning, the model achieves efficiency and robustness. 10T devices like cameras and GPS modules enable
real-time data collection and seamless tracking in dynamic settings. The system adapts to different occlusion
patterns by focusing on visible facial regions while ensuring privacy compliance. Experimental results show
superior accuracy and responsiveness, making it suitable for applications like smart cities, healthcare, and
secure access control.

Index Terms - Masked Facial Recognition, Deep Neural Network (DNN), Face Net, Internet of Things
Integration, Transfer Learning, Real-time Tracking.

1.INTRODUCTION

Facial recognition technology is vital for modern security and access systems, offering fast and effective
identification solutions. However, the widespread use of face masks, especially during the COVID-19
pandemic, has introduced challenges by concealing critical features like the nose and mouth, which are
essential for accurate recognition. To address this issue, this project proposes a Masked Face Recognition
(MFR) system powered by deep learning. Unlike traditional methods, the MFR system focuses on unobstructed
features such as the eyes and forehead, ensuring reliable performance even when masks are worn. By training
on a diverse dataset of both masked and unmasked faces, the system adapts effectively to varied scenarios.
Additionally, transfer learning is employed to enhance efficiency and precision by leveraging pre-trained
models, reducing training time while maintaining robustness and accuracy. Integration with loT technologies
further enhances functionality, enabling real-time data processing and seamless device connectivity, making
the system highly suitable for dynamic environments like offices, public spaces, and healthcare facilities. This
innovative approach ensures quick and reliable access control, overcoming the limitations of traditional
recognition systems. By focusing on visible facial features, the MFR system provides a dependable solution
for modern security needs, offering superior accuracy and adaptability in a world where masks have become a
common necessity.
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2.OBJECTIVES

Al-Based Masked Face Recognition System:

Develop an Al-driven system to identify masked individuals using facial recognition integrated with 1oT-
enabled cameras and GPS tracking for real-time monitoring.

Enhanced Recognition with Contextual Data:

Leverage GPS and environmental data to improve accuracy, ensuring reliable identification even in
challenging conditions.

Security and Monitoring Integration

Enable real-time detection and verification of masked individuals. The system alerts authorities about
unidentified or flagged persons, enhancing security.

User-Friendly Interface for Tracking:

Create an intuitive web platform displaying recognized individuals and their real-time GPS locations for
seamless identity verification and tracking.

3. LITERATURE SURVEY
"Masked Face Recognition: A Comprehensive Review" by Alzu’bi A., et al. (2021)

This paper comprehensively reviews advancements in masked face recognition (MFR) technologies since the
COVID-19 pandemic. It discusses the impact of occlusion on traditional face recognition systems and
evaluates deep learning techniques such as CNNs and transformers. The study highlights the importance of
robust datasets and innovative training approaches to address performance drops caused by masks. [1]

"Deep Learning for Masked Face Recognition: Challenges and Solutions™ by Zhang Z., Zeng D. (2022)

The study explores deep learning methodologies for MFR, focusing on handling partial occlusions. Various
architectures, including ResNet and EfficientNet, are assessed for their effectiveness in distinguishing masked
facial features. The paper also proposes a new benchmark for evaluating MFR systems under different
occlusion levels. [2]

"Data Augmentation for Robust Masked Face Recognition” by Wang B., et al. (2023)
This paper investigates the role of data augmentation in improving the robustness of MFR systems. Synthetic
mask applications and occlusion simulations are used to train models, significantly enhancing their ability to
generalize across real-world scenarios. The results demonstrate improved accuracy in challenging
environments. [3]

"Occlusion Handling in Face Recognition: A Masked Perspective" by Lahasan B., et al. (2021)
The authors review occlusion challenges in face recognition, emphasizing the impact of masks on system

accuracy. They propose novel feature extraction techniques that isolate unaffected facial regions, improving
recognition performance without requiring full face visibility. [4]

"Post-Pandemic Face Recognition: Beyond Masks" by Singh A., Sharma P. (2022)

This review examines how the COVID-19 pandemic reshaped face recognition technologies. It discusses
innovative algorithms designed to handle occlusions, focusing on hybrid methods that combine classical
techniques with modern deep learning. [5]

"Benchmarking Masked Face Recognition Datasets" by Chen Y., Zhao L. (2023)
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The authors explore the variety and quality of datasets available for MFR. They highlight the limitations of
existing datasets and propose new guidelines for creating comprehensive datasets that better represent real-
world conditions. [6]

4.PROBLEM IDENTIFICATION

The COVID-19 pandemic has made face masks a common necessity, creating new challenges for public safety
and surveillance as traditional facial recognition systems struggle to identify masked individuals.

The inability to recognize masked faces poses security risks in public spaces, where obscured identities make
it difficult to ensure safety and accountability.

As cities become more complex, there is an increasing demand for real-time systems that can accurately
identify and track masked individuals. However, current technologies fall short, highlighting the urgent need
for a more effective solution.

5.Existing System

Traditional facial recognition systems rely on algorithms such as geometric feature extraction and
eigenfaces, which effectively identify individuals with fully visible faces. However, they face significant
challenges when dealing with masked individuals, as key facial features like the nose and mouth are obscured.
This limitation became more apparent during the COVID-19 pandemic when widespread mask usage reduced
the accuracy and reliability of these systems. Additionally, these technologies are not optimized for real-time
identification in dynamic environments, making them less effective in crowded public spaces, security
checkpoints, and surveillance applications where quick and precise recognition is crucial. Most existing
systems also lack integration with advanced technologies like 10T and GPS, which could enhance their
adaptability, efficiency, and overall functionality. Without these advancements, facial recognition struggles
to meet the growing demand for accurate and seamless identification in modern, fast-paced environments.
Furthermore, privacy concerns, bias in recognition accuracy across different demographics, and susceptibility
to spoofing attacks remain additional challenges that need to be addressed. As facial recognition technology
continues to evolve, improvements in deep learning, Al-driven processing, and multimodal biometric
integration could help overcome these limitations, making the systems more reliable, secure, and efficient for
real-world applications.

6.PROPOSED SYSTEM

In the proposed system, masked face recognition is achieved through the implementation of the FaceNet
model, a deep learning approach designed to generate unique facial embeddings for precise identification. Upon
receiving an image, the system applies preprocessing techniques such as resizing and normalization to enhance
recognition performance while reducing computational load. By focusing on visible facial features, the system
ensures accurate identification even when individuals are wearing masks.

Beyond recognition, the system integrates loT-enabled GPS for real-time location tracking, allowing
incident reporting and facilitating prompt responses in public spaces. The platform incorporates I0T devices
for real-time data collection and processing, ensuring quick and accurate identification in dynamic
environments.

Additionally, the system is designed for scalability, allowing seamless deployment in smart city
infrastructure, Al-powered edge devices, and cloud platforms. Privacy is prioritized through encrypted data
handling, ensuring compliance with data protection laws. Its user-friendly interface ensures smooth integration
into security, attendance management, and public safety applications, making it a robust and adaptable solution
for modern identity verification needs.

7.ARCHITECTURE OF PROPOSED SYSTEM

The architecture of the proposed system for masked face recognition and real-time tracking consists of
several interconnected modules designed to streamline the process from data acquisition to identity validation
and location monitoring. The workflow integrates advanced deep learning models with loT-based tracking
technologies to ensure accurate and efficient recognition in dynamic environments. The key stages of the
system architecture are as follows:
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loT-enabled cameras capture masked facial images, while GPS sensors track real-time location.
Environmental data like lighting conditions are also collected for better accuracy.

Data Preprocessing

Noise reduction enhances image clarity, GPS data is parsed for accuracy, and standardization ensures
uniform input for recognition.

Training Process

The FaceNet model extracts 128-dimensional embeddings, learning to recognize faces despite masks by
integrating facial, GPS, and contextual data.

Real-Time Recognition

The system detects key facial features above the mask, extracts relevant data, and matches it with stored
embeddings. GPS tracking ensures continuous monitoring.

Data Integration

Facial features, GPS, and environmental data are combined using decision-level fusion, improving
recognition confidence even with masks.

Output Generation

Identified individuals and their real-time GPS locations are displayed on a web interface. Alerts trigger for
unidentified or flagged persons.

Continuous Improvement

The model is retrained with new masked data and tested in various conditions, ensuring improved accuracy
and adaptability.

8.CONCLUSION AND FUTURE WORKS

This project integrates facial recognition, 10T data, and GPS technologies to create a comprehensive

healthcare solution. By combining advanced facial recognition algorithms with real-time 10T device data and
location context, the system enhances patient identification and monitoring. Continuous feedback ensures
ongoing improvement and reliability. This approach has the potential to streamline clinical workflows and
personalize patient care.
Future work will focus on optimizing the system’s efficiency and scalability. Key areas for enhancement
include improving 0T data integration, refining facial recognition accuracy under various conditions, and
exploring advanced techniques to fuse facial recognition with GPS and sensor data more effectively.
Additionally, further real-world testing will assess the system’s adaptability and practical utility in diverse
healthcare environments. Expanding the dataset and incorporating additional data sources will also be
essential for improving performance.
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