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Abstract— Voting is a vital event for any country
and most importantly for a democratic country.
Unfortunately the end results of such existing voting
systems are being tampered by events such as
election manipulation, voter fraud or vote rigging
etc. It is the need of the hour to address such issues
and voting system which is both secure and
immutable, to achieve these properties, the concept
of blockchain is incorporated into the existing voting
system in-order to make it secure, free from
tampering and also reduce the cost involved in
voting. This is made possible by developing a web
application which acts as an user interface so that the
voter can cast their vote, ganache tool has been
subsumed into the project to mimic a local block
chain network and metamask wallet is made use of
for authentication and validation purposes, this
process enables hassle free election process along
with an error free result.
Keywords— Immutable, blockchain,
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I. INTRODUCTION

Generally, in the current day scenario voting is
con- ducted by a central regulatory body who is
responsible for the smooth and hassle free
conduction of the election process. Unlike the
traditional system, blockchain offers the feature to
exploit the principles of decentralization as it has
only a series of blocks involved with each block
containing the hash value of the previous block. It is
because of this the blockchain technology is
immutable [1] in nature since all the blocks are
connected to the previous blocks. This peculiar
feature of immutability of this particular technology
has resulted in various use cases since a technology
that is immutable is highly secure and many use
cases have branched out of this one of which is the

electoral system. In the current day scenario
Electronic voting machines are used across the
country to conduct elections which is a very
outdated and an orthodox method of conducting
elections which is one of the most crucial event.
There is an urge for new technologies to take over
these electronic voting machines (E.V.M.). [2]lt
offers lower security and integrity to the voting
system and there are always scenes of tampering
these machines as they are physical entities and like
all physical machines these can be tampered which
might affect the fair and transparent conduction of
elections. To overcome such drawbacks there is a
huge vacuum for new technology to take over,
blockchain is one such it has a ledger based
technology which incorporates security by using the
concepts of cryptographic hashing and also the most
vital aspect being its is immutable i.e. it is not
possible to alter or update any entries that are made
into the blockchain. The main reasons accounting for
the growing need for a dependable voting system are
as follows:

1. There are lots of security breaches leading to
tampering of votes and data leaks.

2. Time consuming process because lot of paper
work involved.

3. Physically challenging for aged and disabled
individuals.

4. The cost incurred in conducting elections is high.

It is not transparent.

6. It takes lot of time to count the votes physically
and there a scope for human error eventually
resulting in delayed results and in certain cases
faulty results.

All the above stated reasons account for a novel
voting system which is tamper proof, makes the
process of voting easy and comfortable and
address the draw- backs of the current voting
systems.

o
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Figure 1. [10]representation of blocks in
blockchain

Il. LITERATURE SURVEY

In this literature [4] Blockchain employed as a
service is being evaluated to implement electronic
ballot system. A system that utilizes
"permissioned blockchain™ for an e-voting system
based on blockchain to alter liquid democracy is
being proposed along with research on suitable
blockchain frameworks to con- struct this
blockchain based e-voting system. [5]The
research paper proposes a decentralized trust less
e-voting system based on the blockchain
algorithm. The voter does not need to rely on the
election administrator as the trust is separated to
all voters and the computation is dependent on the
decentralized blockchain. Due to this the tally
result will not be altered even if the election
administrator is malicious as it uses a private
public key pair encryption without third party.
Instead of using the bit coin network which
requires proof of work this works on the
Ethereum network to record the voting result
from every place of election. [6]In this literature
Authentication is being incorporated in this model
which is an android application with enhanced

security features along with authorization features.

A unique identification key and fingerprint is
used for authentication and authorization
respectively. A one-time password is also sent for
voter verification. This project implements
security by a 128-bit AES encryption algorithm
and SHA-256 with blockchain technology.
Atomicity and integrity are maintained as a
blockchain, in which votes are casted in the form
of a transaction, keeps track of the tallies of votes.
[7]This literature uses the blockchain to address
problems of voter access and voter fraud. The
method deploys an encrypted key (RSA private
key) and personal verification such as fingerprint
biometric verification to authenticate voters. The
voter then casts the vote which will be encrypted
and added to the blockchain in the server. A few
algorithms used in this project are Merkle root,
SHAZ3, RSA and blockchain voting. SHA3 is used
for hashing. [8]This literature puts forth the idea
where they suggested a voting application to
conduct election process in the United Arab
Emirates (UAE).It pro- vides an overview of all

the advantages of using the blockchain
technology like minimizing the costs incurred at
the same time also ensuring integrity. It also
prevents fake votes by  implementing
authentication features to the voting system; this
also makes the process paperless. [9]his research
work suggests how the process of elections can be
made transparent using the blockchain technology
it clearly provides an overview of how the attack
51 can clearly be avoided by preventing any such
miner with such high hash rates from mining or

employing miners solely for the purpose of
mining during the election process .

111. PROPOSED FRAMEWORK
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Figure 2. General flowchart of the proposed
system

Objectives
The following considerations are taken care of to
attain the objectives:

1.
2.

3.

4.

Each voter should cast their votes only once.

Each voter should b associated with an address
and a private key.

The votes need to in a verifiable format and a
token of the vote casted need to be generated, not
only this they also need to be tamper proof.

The casted votes should be recorded to prevent
fraud and generate immediate results.

The following are the objectives of the designed sys-
tem:

Privacy - Keeping an individual’s vote secret. The
system makes use of cryptographic concepts which
tend to keep the identity of the voter a secret by
storing the hash values thereby ensuring the privacy
of the voter.

Verifiability-Each and every vote that is casted is
stored as a transaction and serves as a proof that can
be verified in case of any discrepancies regarding the
casted vote in the future.
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Transparent-The system designed is in such a way
that all the details are available for use by the public
and conducting authorities in order to prevent any
kind of unjustful activities.

Faster -The system should be fast in way that the
count of votes of each candidate is updated at regular
intervals and a record is kept in order to prevent the
tedious process of counting the votes which might
result in human errors.

Ganache

Ganache is employed to kindle a private Ethereum
blockchain that you’ll use to run tests, execute
commands, and examine state whereas dominant
however the chain operates. For implementing this
projected work associate degree Ethereum
blockchain  network is employed. It is a
decentralized application which is used to mimic the
actual working of the ether test network so that
develop new applications on such test networks
without having to spend actual ethers as it will turn
out to be a very costly affair. It since, it is based on
ethereum is makes use of ether (ETH) which are
fake. It is based on the accord algorithm rule and
uses the concept of proof of work. It has a series of
blocks which has information that is being encrypted
by using cryptographic hashing techniques and each
block is linked to its previous and next blocks in
order to ensure that the system is immutable any
change made in one of the block reflect in all the
others as they are enchained in a series as depicted in
Fig. 3.
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Figure 3. ganache framework

Truffle Framework

Truffle is employed to take care of managing your
con- tract artifacts thus you do not have to be
compelled to do so. Includes support for custom
deployments, library linking and sophisticated
Ethereum applica- tions. Here the tendency is to use
truffle framework to deploy the smart contracts as
shown in Fig. 4 written for the method of option.

(base) shashanknagavaram@shashanks-MacBook-Air blockvote % truffle migrate --reset

Compiling your contract

, there is nothing to compile.

Starting migrations...

> Network name: '‘development’
> Network id: 5777
> Block gas limit: 6721975 (@x6691b7)

> transaction hash: 0x2b2df11b700ccb2b13756f5609f54abead95c43714499d2e9d1ebackle3540fd
> Blocks: @ Seconds: @

> contract address: 0xd62f96D2d56B7CeFd69D146c9AT feBISEBF736D9

> block number: 7

> block timestamp: 1668159297

> account:
> balance:

@xc5D805096416d73231c446Cb5238920e56dBA7al
99.97509994

> gas used: 188103 (@x2dec7)

> gas price: 20 gwei

> value sent: 0 ETH

> total cost: 0.00376206 ETH

> Saving migration to chain.
> Saving artifacts

> Total cost: 0.00376206 ETH

Figure 4. truffle contract deployment

Metamask

It is a wallet which is used to store our crypto
currency. Here the web browser extension version of
the metamask is used, first one need to connect this
metamask wallet to the web application in order to
cast our vote. Once, vote is casted for a candidate a
token is generated on the metamask wallet which
consists of the information regarding the gas fees
and etc. for casting our vote. On confirming the vote
is casted to the candidate chosen. This token serves
as a proof that a voter has casted their vote

MetaMask Notification

i~

Welcome back!

The decentralized web awaits

Password

Forget password?

Need help? Contact MetaMask support

Figure 5. Metamask login page
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Web Application

Finally web application is developed as a part using
the scripting languages javascript, html and also css
is used to add interactivity to the web application.
This is the section which acts as the user interface
for the voters and they can select the candidate from
the dropdown menu and vote for their desired
candidate. Once voted, the casted vote is recorded
and written into the blockchain and the candidate
cannot vote any further.

IV.RESULT

The end product is a web-application developed on
the basis of the [5]blockchain. After the vote is
casted voter is redirected to the metamask wallet
from where they authorise their vote by clicking on
the confirm button as shown in Fig.6, 7. Once, the
voter confirms the transaction then the transaction is
written into the local blockchain thereby,
maintaining a record for future reference in case of
any discrepancies. on confirming the voter is
redirected to the web application where a pop up
message shows that they have already voted as
depicted in Fig. 8 and they can’t vote any further.

v

hx “hoM»xO0@ :
{5 Other Bookmark:
# Candidate Name Party Votes
1 modi Bharatiya Janata Party 0
2 Rahul Indian National Congress 0
3 Kohli Communist Party Of India (Marxist) 0
4  Chahal All India Trinamool Congress 0
5 Krishna Bahujan Samaj Party 0
6 NOTA None of the above 0

Select Candidate

modi (Bharatiya Janata Party)

Your Voter's Address: 0xab32d79853bec24ffe1f773a067365a130228e1f

(Refresh the page if you've migrated to new account)

Figure 6. user-interface to cast vote

Figure 7. Transaction on metamask
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Figure 8. Completion of voting

V. CONCLUSION

Through this paper we put forth the idea of
conduct- ing elections on a voting system that is
developed on the grounds of blockchain
technology in order to ensure a safe and secure
set-up for smooth and efficient conduction of
elections, apart from these one of the key motto
of this research work is to guarantee a sense of
privacy to the voter. Although this topic might
serve as a point of disagreement and controversy
among several political and scientific circles, it
provides a ray of light to include futuristic
technolo- gies not only in everyday activities but
also in such crucial events. It also provides for the
cost cutting aspect in conducting elections which
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might save some economy in the event when
country is going through a rough patch financially
or facing a financial crisis.The existing traditional
e-voting systems developed on the grounds of
technologies such as php, sgl, doms in such
systems one can insert, update and delete the
casted votes. On the contrary, since the concept of
blockchain is incorporated it acts as an immutable
ledger i.e one cannot update or delete records but
only insert the records.

VL. FUTURESCOPE

As discussed in like every coin has a second side
there are also certain setbacks of the system that is
developed by exploiting the principles of blockchain.
Although it has several benefits such as security,
privacy of voters, transparency and so on but the
major setback is that verification is present on an
account level and it would not be possible to verify
on a private level and in-person verification would
require a whole new system. [11]Although
Blockchain Technology has a wide spectrum of
applications, in the current day scenario it is jus in
the beginning phase and it needs a lot of efforts and
analysis to reach its full potential.
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