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Abstract - Vehicular Adhoc networks (VANETS) is the most promising research area. Implementation of
VANETS needs to address issues on security, privacy and speed. Security in VANETS is very important.
Understanding that the attack is happening is very important to address these issues. Our previous paper
includes a comprehensive survey on security attacks in VANETSs and the impact of attacks on the network.
This paper discusses how efficiently the Machine Learning algorithms help identify the attack. Machine
Learning algorithms are utmost widely used to make such predictions because of their well-accepted accuracy.
This paper discusses DDoS, PortScan and DoS Hulk attack classification using different trained models to
see which algorithm is more effective and why. Models are developed using MATLAB. With the help of
results, an attempt has been made to explain the reason for misclassification and why certain Machine
Learning algorithms have greater classification accuracy.

Index Terms - VANET, Decision Tree, K nearest neighbor, SVM, Neural Networks

. INTRODUCTION

VANET is acommunication network where communication takes place between vehicles or between vehicles
and Road Side unit[1]. It is a most promising technology in the automotive field that helps in a significant
reduction in the number of accidents, and road traffic and provides infotainment service. Implementation of
VANETS helps the public to address traffic issues. To deploy the service, one needs to develop confidence in
vehicle owners regarding the safety of their data and privacy. An attacker can perform any attack, Active or
Passive. Networks need to defend against such attacks to protect vehicle owners. In our next paper, we discuss
comprehensively about the VANET attacks and their classification along with the layer at which an attack
occurs. To identify such attacks, the network must be aware of its behaviour during anattack.

To make this happen, proper training of the model by capturing the data during an attack and understanding
the pattern of these data is necessary. Then only it can predict if an attack has occurred or not. Machine
Learning (ML) algorithms are the best choice while making such predictions.ML algorithms also provide
solution for Privacy and trust issues. In this paper, we are going to-discuss the results of the training model
developed by considering the DDoS attack, DoS attack and PortScan attack. The dataset used is from the
CICIDS attack dataset for training the model [2]. MATLAB is used to develop a training model for
classification and validation.

Section Il covers a literature review on Supervised and Unsupervised training of Machine Learning that helps
to understand the significance of developing a training model. In Section Il various classification learning
algorithms, such as Decision Tree, Naive Bayes and Support Vector Machine were discussed. Section 1V
discusses the various classification models used in our experiment, Section V discuss about Simulation Result
and the paper ends with Section VI discussing the Conclusion.

Il. LITERATURE SURVEY

Machine learning concept, an Application of Artificial Intelligence will help us to train the computer to learn
so that a model can be developed, which is capable of providing proper prediction to the query with acceptable
accuracy after analyzing a given problem. Machine learning generally works in the following manners. First,
it learns the given concept, develop a model by using the training data and validate the developed model using
validation dataset. Also, it provides the accuracy of the model based on Data validation. Generally, a dataset
will be classified into training dataset and validation data set consisting of 70% and 30% of the total data
respectively.

[JCRT1135769 | International Journal of Creative Research Thoughts (IJCRT) www.ijcrt.org \ 377


http://www.ijcrt.org/

www.ijcrt.org © 2019 IJCRT | Volume 7, Issue 2 April 2019 | ISSN: 2320-2882
For any Machine Learning Algorithms, use of Training data generally involves the following steps [3].
I. Data Collection

ii. Data Preprocessing
iii. Feature selection and feature extraction

Data collection involves collecting the data or accessing the standard training data developed by someone
else.

Data preprocessing has to be done to remove any observation with missing value. Also, data will have numeric
features as predictors but all those predictors are not necessarily helpful in performing the classification.
Instead, they will increase the computation complexity involved with the algorithm [4]. Therefore, such
redundant features can be eliminated using some feature selection method. Feature selection also helps in
avoiding the data overfitting, reduces the training time, makes it easy to interpret the data and reduces the data
error. Resultant data is then used for training the model using a suitable learning algorithm.Common methods
used for feature selection are:

i. Filter Methods

ii. Wrapper Methods
iii. Embedded Methods

In case of Filter Methods, most relevant features are selected based on statistical measures. The statistical
parameters include Information gain, chi-square test, Fisher score, correlation coefficient and variance
threshold. This method does not depend upon the type of algorithm and requires very less computational
time.
Wrapper method depends on classifier for its operation and hence best set of features will be selected based
on classifier output. Therefore, the wrapper methods are considered to be computationally expensive but they
are more accurate than filter methods. Some wrapper methods include Recursive feature selection algorithm,
sequential feature selection algorithm and Genetic algorithms.
Embedded methods will make use of the combination of learning and hybrid learning methods and hence they
offer more accuracy than other two methods. Most commonly used method Embedded method is Random
Forest [5].
Training and developing a Model can now be implemented by choosing a proper Machine learning method.
However, choosing a method for modelling depends upon the kind of data for which the model has to be
developed.
Depending upon the type of data used, Machine Learning algorithms can be classified under 3 groups [6].

I. Supervised Learning

ii. Unsupervised Learning
iii. Reinforcement Learning

Supervised learning involves developing an algorithm using the labelled data. Features provided in the data
consists of Predictors and a Response Variable. Training model, developed to classify a problem using the
predictors and Predicted Response forms the output of trained Model.

Supervised learning is commonly used for two kinds of problems: Classification and Regression. If the
labelled output for any input is discrete valued, then it forms a classification problem and if the output takes
continuous values, it leads to regression of the input.

Classification involves multi-layer perceptron approach, Instance Based learning approach and Support
Vector Machine [5]. Few examples include: Decision tree, Nearest Neighbor, Naive Bayes and Neural
Network algorithms. Regression problem involves Decision Tree, Linear regression and neural networks.

In [6], author discussed about performance of few Machine learning based classifiers and compared the
various performance parameters. Paper includes the discussion on our experimental results obtained through
simulation using MATLAB.

In Unsupervised learning, dataset will not include labels and they require minimum human supervision.
Approaches used in unsupervised learning methods include clustering, Anomaly detection, Neural networks
and latent variable models [7]. Few algorithms used in unsupervised learning are: Deep learning, K-Means
clustering, Fuzzy C means, Neural network and Gaussian mixture [8].

Reinforcement learning is the process of learning through interaction. During this learning phase, there will
be both success and failures. Every success will receive a reward and agent tries to collect maximum rewards,
thereby optimizing the learning process. Generally, Markov Decision Process and Bellman optimality
equations form the core in the formulation of reinforcement learning problems [9].
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Reinforcement learning finds it’s applications in Natural Language Processing, Robotics, Healthcare electric
power systems, Finance, Transportation Systems, Marketing and games.

Few Reinforcement learning algorithm include:

Tabular Method that represents the exact value function and exact method in table.

Approximation solution method where the action value function is represented as a parameterized function
approximator

Monte Carlo method and Policy based RL which is effective in continuous and high dimensional spaces but
has a drawback of converging to local minima instead of global minima.

VANET Attacks

In this paper, majorly 3 types of attack were discussed: Port Scan attack [10], DDoS attack [11] and Dos Hulk
attack. Along with these 3 attacks, Benign data is also considered and tried developing the model for
multiclassification.

I1l. CLASSIFICATION MODELS

In our Research paper, we are using the labelled data and hence made use of Supervised learning algorithm.
In this section, a brief discussion on Decision Tree, Neural Networks, K-Nearest Neighbor and Support Vector
Machines is done.

Decision Tree

Decision tree is a flowchart like tree structured supervised learning algorithm. It starts with a Root node and
branches further to generate leaf nodes. A root node and leaf nodes represent an individual features or attributes
from given set of predictors. Later, decision tree can be easily converted into set of classification rules. Decision
tree gives similar or better performance compared to other classification algorithms [12]. Iterative
Dichotomiser 3 (ID3) is a simple algorithm based on Decision Tree. ID3 is a top-down, greedy search approach
to test each attribute at every node. Generally, Decision tree uses Entropy and Information Gain of each feature
to decide about root node and leaf nodes at each level of the tree. Decision trees are helpful in generating the
visualization of probabilistic business model and they are widely used in intrusion detection system to
automatically generate the rules for intrusion detection. Decision Tree also finds its application in image
processing, E-commerce and Medical research [13].

Different kinds of Decision trees are used based on the nature of applications. Namely,

1) Classification tree

(2 Regression tree

3) Decision tree forest

4) Classification and regression tree
(5) K-Means clustering

Advantages of Decision tree include: No data preprocessing is required, no assumption on distribution of
data is required and it can handle collinearity more efficiently. Also, DT provides better understandable
explanation over the prediction.

The major disadvantages include data overfitting, which can be avoided using tree pruning.

Neural Networks

Artificial Neural Networks abbreviated as ANN, as the name says are the man- made neural networks. The
motivation for ANN is the capability of human brain that plays a major role in taking decision for the complex
problems. ANN is robust to noise and it can be used when the target output is real, discrete and is a vector of
real or discrete values. Even though the training time for ANN is lengthy, its evaluation time is very less and
better accuracy from the ANN models made this very popular.

An ANN model consists of 3 layers: Input layer, Hidden layer and an output layer [14]. There are single
layers at input and output stage but the hidden layers can be in more than one stage. Also, the number of nodes
in each layer depends upon the type of problem for which the model has to be developed. ANNSs are based on
units called Perceptron. Each perceptron will have multiple weighted inputs and a single output branch. This
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output will in turn be connected as input to multiple nodes of the successive layer. From the obtained output,
error will be measured and feedback is then used to modify the weight values for the input. This entire process
is generally based on Backpropagation algorithm.

In our work, Medium neural network and Bilayer Neural network were used. Medium Neural network has
1 fully connected network with first layer size being 25. Bilayer Neural network has 2 fully connected networks
with each first and second layer size equal to 10.

K-Nearest Neighbor

K-Nearest Neighbor (KNN) is an Instance Based learning method which can be used to approximate a real
valued or discrete valued function. This method is also called as lazy learning method because, this method
simply stores the given training data and when a new query is encountered [15], set of similar examples are
retrieved from the memory and new query is classified based on the retrieved data. Therefore, the cost of
classifying the new instance is very high. Another associated disadvantage is that, KNN uses all attributes to
perform classification and these irrelevant attributes might reduce the classification accuracy.

KNN algorithm considers all instances as points in the n-dimensional space. Nearest neighbor for any point
is calculated using the Euclidean distance

d (i, xj) = /¥7-q(ar(xi) — ar (x)))> (1)
In KNN training algorithm, one just need to add training example to the database. In KNN classification

algorithm, find the nearest neighbors to the query given and return the most common value among the
neighbors. The number of neighbors depends upon the value of N. In our work the k value of 1 and 10 are used.

Support Vector Machines

Support vector machines are the supervised learning models that will analyze data for both classification
and regression, but mostly in classification problems [16]. It creates a hyperplane for a linearly separable data
in a n dimensional space where n represents the number of features. When the data cannot be separated by a
linear plane, SVM classifier uses a technique called Kernel and convert the data to a linearly separable data.
Linear SVM kernel is generally used when a huge number of features (>1000) are used because it is more
likely that the data is linearly separable in high dimensional space [17].
Some of the advantages associated with SVM are, it has clear margin of separation and it uses a subset or part
of training points called support vectors and hence it is memaory efficient
The associated disadvantages are that SVM performance degrades when the dataset is large and noisy.
IV. COMPARISON OF CLASSIFICATION MODELS

Table 1 shows the comparison of various classification models that we used in our experiment

Tablel. Comparison of Decision Tree, ANN, KNN and SVM

Classification algorithms
Decision Tree | ANN KNN SVM
Model used Discriminative | Discriminative | Discriminative | Discriminative
Type of Classification | Classification Classification Classification
problems : . and :
and Regression | and Regression . and Regression
solved Regression
Typg of . Both linear and Both linear | Both linear and
soutions Nonlinear . . .
nonlinear and nonlinear Nonlinear
supported
Relatively
Complexity | Comparatively Training time is | - slow when it Computationall
. longer but comes to
and Speed of | simpler  and S - y complex and
i evaluation time | prediction but
the algorithm | Faster . X Slower
is very less quick to setup
the model
Better for | It can handle Less Better when
Peformance . .
categorical data very large compared to the data is
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Classification algorithms
Decision Tree | ANN KNN SVM
and handles the dataset and SVM and small and total
colinearilty provide good ANN number of
better than accuracy features is
SVM more
Easy for linear
Interpretabilit Easy Hard Hard and hard for
y other kernel
types
Numeric,
Type of Categorical, Numeric, Mostly Numeric,
. some ; . .
Predictors . Categorical Categorical Categorical
categorical and
some numeric

V. PERFORMANCE METRICS
Performance metrics such as True Positive, False Positive, True Negative, False negative, Confusion matrix,
Accuracy, Sensitivity, Specificity and Misclassification can be considered for the measurement of system
performance [18][19][20].
(1) True Positive: When the actual classification of an instance is positive and the developed model
classifies that instance as positive, it is called True Positive.

(2) True Negative: When the actual classification of an instance is negative and the developed model
classifies that instance as negative, it is called True Negative.

(3) False Positive: When the actual classification of an instance is negative and the developed model
classifies that instance as positive, it is called False Positive. It is even called as Type | error

(4) False negative: When the actual classification of an instance is positive and the developed model
classifies that instance as negative, it is called False Negative. It is even called as Type Il error

(5) Confusion matrix: It is a matrix listing the number of True Positive, False Positive, True Negative and
False negative for the categorical values.

(6) Accuracy: It is the percentage of predictions our model has got right out of all predictions. It is given
by

(TP+TN)
(TP+TN+FP+FN) 2
(7) Sensitivity or recall: It is used to calculate the model’s ability to correctly predict the positive values

Accuracy =

Recall = True posit:“h'ﬂe _ TP (3)
actual positive (TP+FN)
(8) Specificity: It is used to calculate the model’s ability to predict the negative values.

True Negative TN (4)
(TN+FP)

Specificity =

actual Negative -

(9) Misclassification: It is used to find the percentage of instances that are wrongly classified.

(FP+FN) 5)

Misclassification = —————
(TP+TN+FP+FN)

(10) Precision: It is used to calculate the  model’s ability to classify positive values correctly.

Precision = True Positive _ TP (6)
" Predicted positive - (TP+FP)
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V1. Discussion on Dataset

Dataset

For the data analysis, data used is part of CICIDS dataset 2017 downloaded from
https://www.unb.ca.cic/datasets/ids-2017.html. This dataset has 2,830,743 number of rows found by
considering 14 various types of attack and a normal traffic named as Benign. This data represents very closely
to the real-world network traffic data. In the dataset, as discussed earlier, DoS Hulk, Dos attack and Port Scan
attack along with data for Benign case were considered. The impact of data size on model’s performance using
various classification algorithms were studied. Dataset has totally 85 features in it out of which 75
features/attributes have been extracted after data preprocessing. Various models have been developed with
proper training and validation using MATLAB. Details of various model performance is mentioned in further
sections.

The dataset has been extracted for 2 different sets. One is the Biased dataset and other is the Unbiased
Dataset. Training phase always makes use of Biased data but in most of the cases it is not possible to obtain
equal amount of data for all the cases. Hence, the impact of unbiased data is studied while developing the
model.

Biased Dataset

For the biased data set, 10 different cases were considered as follows:
Table 2 Biased Dataset details

DATASIZE
DDoS PortScan DoS Hulk Benign

Datal 10000 10000 10000 5000
Data2 10000 10000 10000 3000
Data3 5000 10000 10000 10000
Data4 3000 10000 10000 10000
Data5 3000 10000 10000 3000
Data6 3000 3000 10000 3000
Data7 10000 10000 10000 NIL

Data8 NIL 10000 10000 10000
Data9 10000 10000 NIL 10000
Datal0 10000 NIL 10000 10000

Unbiased Dataset
It has data of all 3 types of attacks and Benign data in equal size. In order to study the model efficiency with
varying data size: data size of 2K each, 5K each ,7K each and 10K each were considered.

1. RESULT AND DISCUSSIONS

Result for Unbiased Data
The result analysis presented here for both Unbiased and the biased data. Unbiased data has a very good
model efficiency as shown below.
Table 3 Validation Accuracy in Unbiased data (in percentage)

Type Of Attack
Type of
ML

Algorithm | Benign DDoS DoS Hulk | PortScan
Bi-layered
NN 98.4 99.6 99.6 99.6
Decision
Tree 87.3 99.3 94.8 96.3
KNN(N=1) 98.3 99.7 99.8 99.7
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KNN(N=10) 95.9 99.1 99.2 99
Medium NN 98.6 99.7 99.8 99.7
SVM 96.8 99.7 99.9 99

Table 3 shows the validation accuracy of different ML algorithms for Unbiased data. From the result, it is
clear that Decision Tree is the worst performer whereas Support Vector Machine and Neural networks are the
best performers. When the models were developed by giving test data of different size, it was observed that
Decision Tree algorithm performs worst where as SVM and Neural networks are the best performers. Graph
in Figure 1 shows the classification accuracy of the test data (along Y axis) plotted against different data size
(along X axis) for various types of attacks (one graph for each attack) by considering various ML models. From
the graph, it can even be observed that the classification accuracy in DoS hulk attack is less compared to any
other attacks. Same observation is done even for Biased data which shall be discussed in the later part of this
section.

Table 4 Precision in multiclassification ML models (in percentage)

Type Of Attack
Type Of
ML
Algorithm Benign DDoS DoS Hulk | PortScan
Bi-layered NN 99 99 99 98
Decision Tree 96 99 98 92
KNN(N=1) 99 99 99 99
KNN(N=10) 97 98 99 98
Medium NN 99 99 99 98
SVM 98 98 99 99
DoSHulk Attack PortSCan Attack
101
100 100 —Hﬂ:__% 499 5 .
o , —ggg=— 99
o1 98.2
97
50 /\ e 1k 2k 5k 7k 10k
& e Bilayered NN Decision Tree
o B layered NN Decision Tree KNN(N=1) KNN(N=1) KNN(N=10)
0 .
1k 2K ok 7k 10k e e dium NN - s S\
Benign Data DDoS attack
120 120
100 — lgg ———————
80 o 60
60 1k 2k 5k 7k 10k
1k 2k Sk 7k 10k DDoS Attack
= Bilayered NN DecisionTree o Bilayered NN Decision Tree
KNN(N=1) KNN(N=10) KNN(N=1) KNN({N=10)
e e i UM NN s S /M e [\ e li UM NN e S/

Fig. 1 Classification accuracy in different Machine Learning Models
Table 4 shows the Precision of each ML model. As discussed earlier, Precision tells the model’s ability to

correctly saying the attack as attack. In the vehicle security, Precision plays a major role and model must
process a Precision close to 1. Otherwise, attack will not be detected and the purpose of developing the IDS
will fail. However, it was observed that KNN, Neural Networks and SVM are giving the higher Precision value
and Decision Tree has the lowest value of Precision. Therefore, SVM and NN models were preferred for IDS.
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Result for Biased Data

In our experiment, 10 data sets were considered for biased data and each of these test data were tested for 6
different ML models. So, the results of Unbiased data are available for 60 different cases. 10 cases are plotted
in one graph by considering data 1 to data 10 along the X axis (can be referred in table 2) and the corresponding
misclassification is plotted along Y axis.
Firstly, we can observe here is that, the models which were giving such a high accuracy when trained with the
balanced or unbiased data are performing very poor when the biased data is used to train the model. The attacks
were misclassified for a greater number of cases. From all those graphs, it is very clear that Dos Hulk has got
the worst classification accuracy and also it was observed that Dos Hulk has been misclassified as Benign by
almost all ML models except medium K Nearest Neighbor. The reason for Dos Hulk to be misclassified as
Benign. It is because Benign and DoS Hulk have somewhat similar pattern and the biased data with lesser data
for Benign case is leading the model to miss out the patterns of data in Benign case and hence it is treating the
Dos Hulk as Benign.
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VII. CONCLUSION

VIII. In conclusion, our analysis of the CICIDS dataset 2017 has provided valuable insights into the
performance of various machine learning models in intrusion detection systems (IDS). By utilizing both
biased and unbiased datasets, aimed to understand the impact of data distribution on model efficiency. Our
findings indicate that while biased datasets may simplify training procedures, they often lead to decreased
accuracy and misclassification, particularly evident in the misclassification of DoS Hulk attacks as benign
traffic. This underscores the importance of balanced datasets in capturing the nuances of different attack types.
Furthermore, our results highlight the superior performance of support vector machines (SVM) and neural
networks (NN) in terms of precision, essential for effective threat detection. Moving forward, these
observations emphasize the critical role of dataset selection and model choice in developing robust IDS
capable of accurately identifying diverse cyber threats in real-world network environments. Future work could
explore techniques to mitigate data bias and improve model generalizability across different network Results
and Discussion
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