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Abstract— Counterfeit products are a major problem in modern
supply chains and cause financial loss, brand damage, and safety
risks to consumers. Traditional centralized systems are not secure
and can be easily modified or attacked. To overcome these issues,
this paper proposes a custom blockchain-based decentralized
system for anti-counterfeit product authentication in loT-
integrated supply chains. Each product is registered by the
supplier and assigned a unique QR code. Product information is
secured using SHA-256 hash generation and stored in a custom
blockchain network. The company module verifies product
movement, while end users can scan QR codes to check product
authenticity in real time. If any mismatch is found, the system
alerts users about possible counterfeit products. The proposed
system improves transparency, data security, and trust among
supply chain participants and provides an effective solution for
counterfeit detection.
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I. INTRODUCTION

The growing globalization of supply chains has resulted in increased
complexity in product sourcing, distribution, and retailing. Although
this has resulted in faster product delivery and lower operational
costs, it has inadvertently led to the increased spread of counterfeit
products. Counterfeit products, including electronics, luxury items,
pharmaceuticals, and consumer packaged goods, pose a significant
threat to consumer safety, brand reputation, and corporate bottom
lines [1][2]. Research has shown that counterfeit products can result
in dire financial consequences, legal repercussions, and health
hazards, especially in the pharmaceutical and food sectors [4][9].

The need for product authentication through traditional centralized
systems, including proprietary databases, barcodes, and QR code-
based authentication, has become increasingly obsolete in the face
of these challenges. Centralized systems are prone to single points
of failure, data manipulation, and delayed updates, making real-time
product authentication increasingly unfeasible [3][4]. These systems
are also highly dependent on trust in intermediary entities, which can
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be breached by insider threats or cyberattacks, further clouding
supply chain transparency.

However, blockchain technology has been identified as a promising
answer to these problems. With its decentralized, immutable, and
transparent ledger, blockchain technology ensures that all
transactions, such as product registration, transfer, and verification,
are recorded and traced securely [5][6]. Every participating node in
a blockchain network has a synchronized copy of the ledger, making
it independent of a central authority and virtually tamper-proof. The
immutability of blockchain technology naturally ensures that once a
transaction is recorded on-the blockchain, it cannot be altered or
modified in any way in the past, thus ensuring the authenticity of
product information.

When combined with Internet of Things (loT) technology,
blockchain technology provides end-to-end visibility and real-time
tracking of products through the supply chain [7][8]. 10T devices can
capture key information such as product location, environmental
factors, manufacturing information, and batch numbers, which are
then cryptographically recorded on the blockchain. This technology
not only provides enhanced traceability but also enables automated
notifications in the event of any irregularities or possible
counterfeiting attempts, thus empowering both producers and
consumers to check the authenticity of products seamlessly.

Recent studies have proven the efficiency of blockchain-based anti-
counterfeit systems in different sectors. For instance, blockchain-
based decentralized systems have been implemented in e-commerce
platforms [1][2], pharmaceutical supply chains [4][9], and common
consumer goods [10][11][12], which confirm the benefits of
blockchain in removing the middleman, speeding up the verification
process, and ensuring traceability. and provide tamper-resistant
records accessible to all stakeholders. Nevertheless, most of the
current solutions use conventional consensus algorithms and
centralized registration processes, which hinder their scalability,
real-time processing capabilities, and resilience to sophisticated
attacks.
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In this regard, this paper presents a novel blockchain solution for
authenticating anti-counterfeit products in loT-integrated supply
chains. The proposed system uses SHA-256 hashing to generate
distinctive cryptographic signatures for each product entry and a
mining validation process to ensure that only authenticated
transactions are stored in the blockchain ledger. Moreover, a peer
verification algorithm is designed to ensure consensus among
decentralized nodes, thereby preventing any unauthorized or
malicious alterations. The proposed system is divided into three
modules: Supplier, Company, and User, which work in unison to
enable product registration, supply chain tracking, and end-user
authentication. This system not only enhances the security and
integrity of the supply chain but also allows for real-time detection
of anti-counterfeit products, making it an ideal solution for today’s
high-speed supply chains.

The proposed system, which integrates the immutability of
blockchain technology with the real-time data processing
capabilities of 10T sensors, overcomes the shortcomings of existing
solutions while ensuring the secure, scalable, and transparent
operation of anti-counterfeit activities, thereby protecting
consumers, brands, and entire supply chain ecosystems.

Il. LITERATURE SURVEY

Danesh et al. [1] proposed a blockchain-based framework for
detecting counterfeit products in e-commerce platforms. Their
system focused on decentralized ledger technology to improve
transparency and verification accuracy, but it primarily addressed
digital marketplaces without 0T integration.

Beulah and Rajender [2] developed a system for identifying fake
products using blockchain. Their approach emphasized automated
supplier validation and immutable record-keeping, reducing fraud in
supply chains, yet it lacked a lightweight consensus mechanism
suitable for real-time verification.

Shaikh et al. [3] presented FSSDroid, a feature subset selection
framework for Android malware detection. The study highlighted
the importance of cryptographic hashing and secure feature
extraction, concepts that can be adapted for secure product metadata
management.

Zagare et al. [4] proposed a blockchain-enabled solution for
counterfeit medicine detection. By ensuring traceability and tamper-
proof recording of pharmaceutical products, their system enhanced
supply chain security, but it did not integrate consumer-facing
verification mechanisms.

Al-Janabi et al. [5] introduced a novel feature vector-based machine
learning model for Android malware category detection. Their work
demonstrated that advanced feature analysis can improve detection
accuracy, which inspires similar approaches for verifying loT-
enabled supply chain data.

Wang et al. [6] focused on Android malware detection via efficient
API call sequence extraction. Their method emphasized lightweight
and fast verification, providing insights for developing scalable
blockchain validation processes in supply chains.

Kumar et al. [7] proposed system call-based Android malware
detection using homogeneous and heterogeneous ensemble models.
Their research highlighted multi-level verification approaches,
relevant for implementing layered authentication in decentralized
product verification systems.

Muzaffar et al. [8] developed DroidDissector, a hybrid static and
dynamic analysis tool for malware detection. The study stressed
real-time monitoring and anomaly detection, principles that can
enhance end-user authentication in loT-integrated supply chains.

Anjum and Dutta [9] presented a blockchain-based approach for
identifying counterfeit products in supply chains. Their framework
improved transparency and trust but relied on standard consensus
protocols, lacking optimized mining or peer verification
mechanisms for faster validation.

Shastri et al. [10] proposed a QR-based blockchain system for fake
product detection. While effective in reducing tampering and fraud,
the system was limited to QR verification without real-time 10T
integration or custom mining for consensus.

Jambhulkar et al. [11] introduced a blockchain-based fake product
identification system. Their work emphasized decentralized ledgers
for supply chain integrity, but scalability and rapid authentication
for high-throughput supply chains remained unaddressed.

Wasnik et al. [12] investigated counterfeit product detection using
blockchain technology. The study demonstrated that immutable and
decentralized ledgers can enhance supply chain security, yet real-
time user verification and loT sensor integration were not
incorporated.

I1l. METHODOLOGY

The proposed system integrates blockchain technology with 10T-
enabled supply chains to provide secure and real-time product
authentication. The methodology is structured around three
primary modules—Supplier, Company, and User—while
leveraging cryptographic hash generation, a custom mining
algorithm, and a peer verification protocol to ensure integrity and
trustworthiness of product data.

The architecture of the proposed system is designed to support a
decentralized, tamper-proof supply chain network. Each module
has distinct responsibilities, collectively ensuring end-to-end
product verification.
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Fig:- System Architecture

Supplier Module: Registers new products, generates unique QR
codes, and uploads metadata to the blockchain network.

Company Module: Validates supplier entries and monitors product
movements across distribution channels.

User Module: Enables end users to scan QR codes and verify
product authenticity in real time. In case of discrepancies, the system
triggers alerts to warn of counterfeit products.

The end-to-end workflow of the system involves a series of
coordinated steps between the modules and blockchain network:

1. Product Registration

2. QR Code and Hash Generation:
3. Transaction Broadcasting:

4. End-User Verification:

This workflow ensures secure, real-time, and tamper-resistant
authentication across all stakeholders in the supply chain. It
also provides a transparent and immutable record of every
product transaction, making counterfeiting extremely difficult.
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IV. EXPERIMENTAL RESULTS AND DISCUSSION

The proposed blockchain-enabled anti-counterfeit system was
implemented using Java with a custom blockchain framework. The
experimental setup involved synthetic product datasets representing
various supply chain scenarios, including product registration,
distribution, and end-user verification. Key metrics such as
authentication accuracy, transaction validation time, throughput,
and tamper resistance were evaluated to assess system performance.

Table 1: Existing vs Proposed System

Existing
Metric Systems IS) l‘gg:;ed
[1]]2]10] Y
Authentication 89_02; 97%
Accuracy
System
Throughput 50-70 txn/sec 120 txn/sec
Tamper )
Resistance Moderate High

Experimental results demonstrate that the proposed system
outperforms existing solutions in terms of authentication
accuracy (97%), transaction validation time (320 ms),
throughput (120 transactions/sec), and tamper resistance. The
integration of IoT devices further enhances the system’s
capability for real-time monitoring and alert generation, making
it highly suitable for high-throughput, modern supply chains.
The study highlights that customized blockchain protocols,
combined with decentralized verification and loT-enabled
tracking, can effectively mitigate counterfeit risks while
ensuring transparency, scalability, and efficiency across the
supply chain.

V. CONCLUSIONS

This paper presented a blockchain-enabled decentralized
architecture for anti-counterfeit product authentication in 10T-
integrated supply chains. The proposed system combines SHA-
256 hash generation, a custom mining algorithm, and peer
verification protocols to ensure the integrity, authenticity, and
traceability of products from suppliers to end-users. By dividing
the architecture into three modules—Supplier, Company, and
User—the framework provides a comprehensive solution for
real-time product registration, supply chain monitoring, and
consumer verification. In future system can be extended to large-
scale global supply chains with advanced IoT sensors for real-
time monitoring, energy-efficient consensus protocols, and Al-
based predictive fraud detection. Integration with smart
contracts and mobile platforms can further automate
authentication and enhance stakeholder trust.

ACKNOWLEDGMENT

It gives me great pleasure in presenting the preliminary
seminar report on ‘Smart Decentralized Counterfeit
Prevention System Based on Blockchain and 1oT".

I would like to thank my project guide Dr. A. A. Khatri,
Dr. Gunjal. S. D. and PG Co-ordinator Computer Engineering
Department Prof. S. B. Bhosale, for their valuable guidance
and continual encouragement throughout the work. I am
heartily thankful for their time-to-time suggestion and
guidance which helped me lot during this work. | would like
to thank Dr. A. B. Ubale, principal of Jaihind College of
Engineering, for their co-operation and suggestions
throughout the work.

I am giving gratitude to my all staff of Computer
Department for their help and guidance. | would like to thank
my all classmates to motivate me throughout this work.

REFERENCES

[1] K. Danesh et al., “Fake Product Detection in E-Commerce Platforms
Using Blockchain Technology,” Int. J. Innovative Sci. Res. Tech., 2025.

[2]  P.Beulah and S. Rajender, “System for Identifying Fake Products Using
Blockchain Technology,” J. Cloud Artificial Intelligence, 2025.

[8] M. Shaikh et al., “FSSDroid: Feature Subset Selection for Android
Malware Detection,” World Wide Web Journal, 2024.

[4] S. Zagare et al., “Counterfeit Medicine Detection Using Blockchain,” Int.
J. Soft Computing and Engineering, 2024.

[5]  A.Al-Janabi et al., “Android Malware Category Detection Using a Novel
Feature Vector-Based Machine Learning Model,” Cybersecurity,
SpringerOpen, 2023.

[6] T. Wang et al., “Android Malware Detection via Efficient API Call
Sequence Extraction and Machine Learning Classifiers,” IET Software,
2023.

[71  S. Kumar et al., “System Call-Based Android Malware Detection with
Homogeneous and Heterogeneous Ensemble Models,” Computers &
Security, 2023.

[8]  A.Muzaffar et al., “DroidDissector: A Static and Dynamic Analysis Tool
for Android Malware Detection,” 2023.

[91 N. Anjum and P. Dutta, “Identifying Counterfeit Products Using
Blockchain Technology in Supply Chain System,” IEEE, 2022.

[10] S. Shastri et al., “Fake Product Detection Using Blockchain Technology,”
Int. J. Adv. Res. Comput. Commun. Eng., vol. 11, no. 5, 2022.

[11] S. Jambhulkar et al., “Blockchain-Based Fake Product Identification
System,” IRIMETS, vol. 4, no. 5, 2022.

[12] K. Wasnik et al., “Detection of Counterfeit Products Using Blockchain,”

ITM Web Conf., 2022.

IJCRTBWO02002 ] International Journal of Creative Research Thoughts (IJCRT) www.ijcrt.org \ 8


http://www.ijcrt.org/

