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Abstract: This project delves into the critical realm of combating deep fakes in online networking platforms 

by employing advanced deep learning techniques. Leveraging Generative Adversarial Networks (GANs) to 

simulate deep fake generation and utilizing the feature extraction capabilities of Inception ResNetV2, there 

search aims to develop a robust deep fake detection model. The proposed model undergoes comprehensive 

training, evaluation, and fine-tuning, with a focus on countering adversarial techniques employed in 

sophisticated deep fake generation. The study contributes are liable and effective means of discerning 

between genuine and synthetic content, offering heightened security for online networking platforms. 

Furthermore, insights gained into adversarial strategies and practical deployment recommendations provide a 

comprehensive approach to addressing the rising threat of deep fakes in the digital landscape. The proposed 

model undergoes comprehensive training, evaluation and fine-tuning, with focus on countering adversarial 

techniques employed in sophisticated deep fake generation. 

I. INTRODUCTION 

Theexpandingcomplexityofcellphonecamerasandtheaccessibilityofgood web association all around the 

world has expanded the always developing reach of online media also, media sharing entries have made the 

creation and transmission of computerized recordings more simple than any time in recent memory. The 

developing computational force has made deep learning so incredible that would have been thought 

unthinkable just a modest bunch of years prior. Like any extraordinary innovation, this has made new 

difficulties. Purported "DeepFake" created by deep generative adversarial models that can control video and 

brief snippets. Spreading of the DF over the online media stages have got ten extremely normal prompting 

spamming and peculating in correct data over the stage. These sorts of the DF will be awful, and lead to 

threatening, deluding of average citizens. To conquer this sort of situation, DF detection is very essential. So, 

we describe a brand new deep learning based approach that could successfully distinguish AI-generated fake 

videos (DFVideos) from actual videos. It’s incredibly essential to broaden technology that could spot fakes, 

so that the DF may be recognized and averted from spreading over the internet. 

II. EXISTINGSYSTEM 

The detection of digital face manipulation in video has attracted extensive attention due to the 

increased risk to public trust. To counteract the malicious usage of such techniques, deep learning-based deep 

fake detection methods have been developed and have shown impressive results. However, the performance 

of these detectors is often evaluated using benchmarks that hardly reflect real-world situations. For example, 

the impact of various video processing operations on detection accuracy has not been systematically 
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assessed. To address this gap, this project first analyses numerous real-world 

influencingfactorsandtypicalvideoprocessingoperations.Then,amoresystematicassessment methodology is 

proposed, which allows for a quantitative evaluation of a detector’s robustness under the influence of 

different processing operations. For this entire process they used the SVM model. 

III. PROPOSED SYSTEM 

Increasing computing power has made deep learning algorithms so powerful that creating a fake 

video generated by artificial intelligence, popularly called as deep fakes, is very simple. Scenarios where this 

realistic face has been replaced by deep fakes are used to create political unrest, fake terrorist acts, revenge 

porn, blackmailing nations can easily be imagined. In this work, a new method is based on deep learning that 

can effectively distinguish fake videos generated by artificial intelligence from real videos. This method is 

able toautomaticallydetectreplacementandreenactmentofdeepforgery.Using artificial intelligence (AI) to fight 

against artificial intelligence(AI). This system uses ResNext Convolution Neural Network to extract frame-

level features and these features and further uses GAN and ResNet V2 to classify whether the video is subject 

to some kind of manipulation i.e..Whether the video is deep fake or real video. System can also achieve 

competitive results using a very simple and robust approach. 

  

IV. SYSTEMARCHITECTURE 

 

 

 
 

     Fig No.1 System Architecture  

  

4.1ARCHITECTUREEXPLANATION 

 

A convolutional neural network (CNN or ConvNet is a network architecture for deep learning that 

learns directly from the data below in Fig. CNNs are useful for finding image patterns to recognize objects, 

classes and categories. Convolutional Neural Networks comprise node layers, convolution, pooling, hidden, 

and output layers. Our image passes through all these layers, and every step is important. As for the 

convolution layer, this layer is the main block of CNN. This is the layer where most of the computations 

occur. This layer has three inputs. The first is input data, these connection is a filter, and the third is a feature 

map. The convolution process consists of the input image used with filters, and filters are mainly 3x3 

matrices that are iterated over the image. In the end, an activation function calculates the final result. The 

output is stored in an output matrix. The pooling layer is used for down sampling, reducing the number of 

parameters in our input image. The fully connected layer is the layer that performs classification on the image 

and decides whether an image is real or fake. 

V.CONCLUSION 
  We provided a neural network-primarily based totally method to classify the video as deep fake or 

actual, at the side of the self-assurance of the proposed model. The proposed approach is stimulated with the 

aid of using the manner the deep fakes are created with the aid of using the GANs with the assist of Auto 

encoders. Our approach does the frame stage detection the use of ResNetV2 and video class the use of RNN 

at the side of GAN. The proposed approach is successful in detecting the video as a deep fake or actual 

primarily based totally on the listed parameters in the paper. We consider that it'll offer a very excessive 

accuracy on actual time data. 
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VI.FUTUREENHANCEMENT 
 The detection showed its best performance with the CNN, and more accurate results are aimed to be 

established in the future for a more authentic, precise website. It is also intended to work with different 

datasets and generalize the dataset more with several augmentation techniques so that the system can detect 

any data inserted by the user. 
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