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Abstract: Serverless computing has emerged as a transformative cloud paradigm that offers elastic
resource provisioning, event-driven execution, and pay-per-use billing. However, these characteristics
have introduced a new class of economic cyber threats known as Denial-of-Wallet (DoW) attacks, where
adversaries exploit automatic scaling mechanisms to generate excessive cloud expenditure while
maintaining service availability. Existing detection approaches primarily focus on traffic anomalies and
resource consumption patterns but often neglect explicit cost-awareness, multi-scale temporal behavior,
and model interpretability. To address these limitations, this paper proposes a Cost-Aware Multi-Scale
CNN-GRU Framework with Explainable Artificial Intelligence (CMS-CG-XAIl) for accurate and
interpretable DoW attack detection in serverless environments. The proposed framework integrates cloud
telemetry data and financial indicators through a cost-aware feature engineering module that extracts
invocation cost, billing growth rate, budget utilization, and resource-to-cost conversion metrics. A one-
dimensional Convolutional Neural Network (CNN) is employed to learn local behavioral patterns from
invocation sequences, while a Gated Recurrent Unit (GRU) network captures long-range temporal
dependencies associated with attack evolution. To improve attack characterization across multiple
temporal scales, Discrete Wavelet Transform (DWT) decomposition is incorporated before temporal
learning. Furthermore, SHapley Additive exPlanations (SHAP) are utilized to provide interpretable
predictions and identify dominant attack-driving features. Experiments are conducted using publicly
available DoW datasets and serverless telemetry benchmarks under strict chronological evaluation
protocols. Performance is assessed using Accuracy, Precision, Recall, F1-Score, Matthews Correlation
Coefficient (MCC), and Area Under the Receiver Operating Characteristic Curve (AUC-ROC).
Comparative analysis against Random Forest, XGBoost, CNN, LSTM, GRU, and CNN-LSTM baselines
demonstrates the effectiveness of the proposed framework. Results indicate that integrating cost-aware
analytics with multi-scale temporal learning significantly improves detection capability while
maintaining operational interpretability. The proposed framework offers a practical and scalable solution
for next-generation serverless security systems and contributes toward economically aware cyber defense
mechanisms in cloud-native infrastructures.

Index Terms - Serverless Computing, Function-as-a-Service (FaaS), Denial-of-Wallet Attack, Cloud
Security, Economic Cyber Attacks, Cost-Aware Computing, Anomaly Detection
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I. INTRODUCTION

Serverless computing has emerged as one of the fastest-growing paradigms in cloud computing due to
its ability to eliminate infrastructure management complexity while providing highly scalable and cost-
efficient execution environments. Function-as-a-Service (FaaS) platforms allow developers to deploy
applications as event-driven functions that are automatically instantiated in response to workload
demands. This operational model has accelerated adoption across numerous domains including e-
commerce, healthcare, smart cities, Internet of Things (IoT), and artificial intelligence applications [2]-

[4]

Despite these advantages, serverless architectures introduce a unique security landscape characterized
by dynamic resource allocation and consumption-based billing. Among the emerging threats targeting
these environments, Denial-of-Wallet (DoW) attacks have attracted significant attention because they
exploit cloud pricing mechanisms rather than service availability. In a typical DoW attack, adversaries
continuously generate legitimate-looking requests that trigger automatic resource scaling, resulting in
substantial financial losses for cloud tenants while maintaining normal application functionality [1], [4],
[23]-[27].

Traditional intrusion detection systems primarily focus on identifying abnormal network behavior,
unauthorized access attempts, and service disruption activities. While these approaches remain effective
for conventional cyber threats, they are often inadequate for detecting economically motivated attacks
because cloud services continue functioning normally throughout the attack lifecycle [5], [6].
Consequently, financial damage may accumulate for extended periods before anomalies become visible
through conventional monitoring systems.

Figure 1 illustrates the fundamental serverless computing architecture, highlighting the event-driven
execution workflow, automatic resource scaling, and pay-per-use billing model that underpin modern
Function-as-a-Service platforms.
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Figure 1: Serverless Computing Architecture

Figure 2 demonstrates the operational mechanism of a Denial-of-Wallet attack, where malicious
invocation requests continuously trigger serverless functions and cause uncontrolled cloud expenditure
growth.

IJCRT2607004 | International Journal of Creative Research Thoughts (IJCRT) www.ijcrt.org | az23


http://www.ijcrt.org/

www.ijcrt.org © 2026 IJCRT | Volume 14, Issue 7 July 2026 | ISSN: 2320-2882

Botnet e
(Compromised Machines) Cloud Billing Meter
,,,,,,,,,,,,,,,,, Auto-scaling (Pay-per-use)
" Thousands of Lambda Function drives up costs
H H TP Reque: 5 e S
i 1 HTTP Requests API Gateway (Auto-scaling) /\j
: ! x| Y
Iogny NEE s
| e Auto-scales i s / &
i to meet 1
: i Ai—> $
! 1 Cost Escalates
- i~ [~ |
; . ] $10
i 10 Insta !
housands : (and scali S ‘
""""""""""""""""" 3 $10,000

—

CLOUD BILL
/12

@ e Amount Due
—_— $10,000
g /X (Monthly)
Denial-of-Wallet (DoW) Attack

Attackers send massive numbers of requ rverle
Pay-per-use billing results in extremely high costs for the victim

Figure 2: Denial-of-Wallet Attack Mechanism

Recent advances in machine learning and deep learning have significantly improved anomaly detection
capabilities across cloud and cybersecurity applications. Convolutional Neural Networks (CNNs), Long
Short-Term Memory (LSTM) networks, Gated Recurrent Units (GRUs), and Deep Wavelet Neural
Networks (DWNNs) have demonstrated promising performance in extracting meaningful representations
from complex telemetry data [1], [7], [8], [19], [20]. Nevertheless, existing DoW detection frameworks
exhibit three major limitations. First, they primarily rely on operational telemetry while neglecting
financial indicators that directly represent attack impact. Second, most approaches analyze behavioral data
at a single temporal resolution, reducing their ability to identify both sudden invocation bursts and long-
term expenditure escalation patterns. Third, many deep learning models operate as black-box systems that
provide limited insight into their decision-making processes.

To overcome these limitations, this paper proposes a Cost-Aware Multi-Scale CNN-GRU Framework
with Explainable Artificial Intelligence (CMS-CG-XAI) for Denial-of-Wallet attack detection. Unlike
existing approaches, the proposed framework explicitly integrates cloud financial metrics with operational
telemetry, enabling direct characterization of economic attack behavior. Multi-scale signal decomposition
using Discrete Wavelet Transform enhances temporal feature extraction, while a hybrid CNN-GRU
architecture learns both local and sequential attack patterns. Furthermore, SHAP-based explainability
mechanisms improve transparency and support practical deployment within security operations centers.

The main contributions of this work are summarized as follows:

o Development of a cost-aware feature engineering framework integrating operational and billing
intelligence for DoW detection.

e Design of a multi-scale CNN-GRU architecture enhanced through wavelet-based temporal
decomposition.

e Integration of explainable artificial intelligence techniques for transparent attack classification.

e Comprehensive benchmarking against established machine learning and deep learning
baselines.

e Deployment-oriented evaluation using strict chronological validation protocols.

The remainder of this paper is organized as follows. Section 2 reviews existing research on serverless
security, Denial-of-Wallet attacks, deep learning-based anomaly detection, and explainable artificial
intelligence. Section 3 presents the proposed framework and mathematical formulation. Section 4
describes datasets, experimental setup, and evaluation metrics. Section 5 discusses experimental results
and comparative analyses. Finally, Section 6 concludes the paper and outlines future research directions.
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2. LITERATURE REVIEW

The increasing adoption of serverless computing has motivated extensive research into architectural
security challenges and emerging threat vectors. Early investigations primarily focused on execution
models, resource management, scalability considerations, and deployment characteristics of Function-as-
a-Service platforms [3], [22]. Subsequent studies identified several security concerns specific to serverless
environments, including insecure event triggers, privilege escalation attacks, dependency vulnerabilities,
and resource abuse scenarios [4], [25].

Among these threats, Denial-of-Wallet attacks represent one of the most significant economic security
risks. Kelly et al. first established the conceptual foundations of DoW attacks by demonstrating how cloud
billing mechanisms could be exploited through excessive function invocation campaigns [4], [25]. Later
studies introduced more sophisticated attack models capable of generating substantial operational costs
without affecting application availability [24], [26], [27]. These findings highlighted the inadequacy of
conventional security mechanisms that rely primarily on availability and performance monitoring
indicators.

The availability of realistic datasets has significantly contributed to the advancement of DoW detection
research. Candel et al. introduced one of the earliest datasets specifically designed for Denial-of-Wallet
attack analysis in serverless environments [2]. Additional work expanded dataset realism through large-
scale simulation environments and synthetic attack generation frameworks, enabling reproducible
evaluation of machine learning-based detection systems [23], [30].

Anomaly detection methods remain the dominant approach for identifying DoW attacks. Statistical
techniques such as Isolation Forest and density-based anomaly detection have demonstrated effectiveness
in detecting deviations from normal behavioral patterns [5], [6]. However, these methods often struggle
to capture evolving temporal characteristics associated with sophisticated attacks. Consequently, recent
research has increasingly adopted machine learning and deep learning techniques capable of automatically
learning complex behavioral representations from telemetry data.

Deep learning approaches have achieved remarkable success in cybersecurity applications due to their
ability to model high-dimensional and sequential data. CNN architectures effectively capture localized
patterns within telemetry streams, while recurrent neural networks including LSTM. and GRU models
learn long-term temporal dependencies associated with attack progression [8], [19], [20]. Hybrid
architectures combining convolutional and recurrent components have further improved detection
performance by exploiting complementary feature representations [1].

Wavelet-based learning techniques provide an additional analytical perspective through multi-
resolution signal decomposition. Theoretical foundations established by Daubechies and Mallat
demonstrated the effectiveness of wavelet transforms for simultaneous time-frequency analysis [13], [14].
Recent studies have successfully integrated wavelet decomposition with neural learning architectures to
improve intrusion detection performance and anomaly characterization [1], [36]. Nevertheless, their
application to cost-aware Denial-of-Wallet detection remains relatively unexplored.

Explainable artificial intelligence has emerged as another important research direction due to growing
concerns regarding the interpretability of deep learning systems. Security analysts frequently require
transparent explanations before initiating mitigation actions, particularly within critical cloud
infrastructures. SHAP-based interpretation techniques provide feature-level attribution and enable
comprehensive understanding of model behavior, making them highly suitable for operational
cybersecurity environments [12].

Although substantial progress has been achieved, the current literature reveals three important research
gaps. First, most existing studies emphasize operational telemetry while largely ignoring cloud financial
indicators. Second, limited attention has been devoted to multi-scale temporal analysis capable of
simultaneously capturing short-term and long-term attack dynamics. Third, explainability remains
insufficiently integrated into existing DoW detection frameworks. These limitations motivate the
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development of the proposed cost-aware multi-scale CNN-GRU framework presented in the subsequent
section.

3. SYSTEM ARCHITECTURE AND PROPOSED METHODOLOGY

3.1 System Architecture

The proposed Cost-Aware Multi-Scale CNN-GRU Framework with Explainable Artificial Intelligence
(CMS-CG-XAl) is designed to detect Denial-of-Wallet attacks in serverless computing environments by
combining cloud telemetry analytics, cost-aware feature engineering, deep learning, and explainable
artificial intelligence. The framework consists of six major modules: Telemetry Collection, Cost-Aware
Feature Engineering, Multi-Scale Wavelet Analysis, CNN-GRU Learning Engine, Explainability Module,
and Attack Classification. Figure 3 presents the complete system architecture of the proposed CMS-CG-
XAl framework, showing the flow of data from raw serverless telemetry to final attack classification and
explainable decision generation.
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Figure 3: Proposed CMS-CG-XAl Architecture

The Telemetry Collection module gathers invocation logs, execution duration, CPU utilization,
memory consumption, network activity, and billing information from serverless functions. Unlike
conventional intrusion detection systems that rely only on operational metrics, the proposed framework
incorporates cloud expenditure information to explicitly model economic attack behavior.

The collected data are processed by the Cost-Aware Feature Engineering module, which generates
security indicators including invocation cost, billing growth rate, cumulative expenditure, budget
utilization ratio, resource-cost efficiency, and invocation burst score. These features directly represent the
financial consequences of malicious activity and provide stronger discrimination between normal and
attack traffic.

To capture hidden temporal patterns, the generated signals are passed through a Multi-Scale Wavelet
Analysis module. This stage decomposes the signals into multiple temporal resolutions, enabling
simultaneous analysis of short-duration attack bursts and long-term expenditure escalation trends. Such
decomposition improves the ability of the framework to detect sophisticated attacks that evolve gradually
over time.

The transformed features are subsequently processed by a hybrid CNN-GRU learning architecture. The
CNN component extracts local behavioral patterns and short-term anomalies, while the GRU component
learns long-range temporal dependencies associated with attack progression. The combined architecture
enables comprehensive representation learning from serverless telemetry data.

To improve operational transparency, SHAP-based explainability is incorporated into the framework.
This module identifies the contribution of each feature to the final classification decision and provides
interpretable explanations that assist security analysts in understanding attack behavior.

Finally, the classification layer determines whether a given sequence corresponds to normal activity or
a Denial-of-Wallet attack and generates appropriate alerts for mitigation.
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3.2 Proposed Methodology

The proposed methodology consists of five sequential phases. First, telemetry data are collected from
serverless functions operating under both normal and attack conditions. These data include invocation
characteristics, resource utilization metrics, and cloud billing information. Figure 4 illustrates the internal
structure of the proposed learning framework, including the temporal CNN-GRU branch, wavelet
decomposition branch, feature fusion mechanism, and classification module.
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Second, cost-aware feature engineering is performed to generate economically meaningful indicators
capable of capturing abnormal expenditure patterns. The objective is to transform raw operational data
into financial-security representations that directly reflect the impact of Denial-of-Wallet attacks.

Third, multi-scale wavelet decomposition is applied to the generated signals. This stage enables the
framework to identify attack signatures occurring at different temporal resolutions and enhances feature
representation by separating long-term trends from short-term fluctuations.

Fourth, the transformed features are processed by the CNN-GRU learning engine. The convolutional
component extracts local behavioral patterns from invocation sequences, whereas the recurrent component
captures temporal dependencies and evolving attack characteristics. The learned representations are
subsequently fused and forwarded to the classification layer.

Finally, explainable artificial intelligence techniques are employed to interpret model decisions and
identify the dominant factors responsible for attack predictions. This improves analyst trust and facilitates
practical deployment within cloud security operations.

4. EXPERIMENTAL SETUP

4.1 Dataset Description

The proposed framework is evaluated using publicly available Denial-of-Wallet datasets specifically
designed for serverless environments. The dataset contains normal and malicious invocation records
generated under realistic cloud operating conditions. Features include execution duration, memory
consumption, CPU utilization, network activity, invocation counts, timestamps, and billing-related
information. To ensure realistic evaluation and avoid temporal leakage, the dataset is partitioned
chronologically into training, validation, and testing subsets. This strategy better reflects practical
deployment conditions where future attack patterns remain unseen during training.
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4.2 Implementation Environment

Experiments are implemented using Python, PyTorch, Scikit-Learn, NumPy, Pandas, PyWavelets, and
SHAP libraries. The experiments are conducted on a workstation equipped with an Intel Core i9 processor,
32 GB RAM, and an NVIDIA RTX-series GPU. The operating environment consists of Windows 11 and
CUDA-enabled deep learning support.

4.3 Hyperparameter Configuration

The CNN component employs 64 filters with a kernel size of three. The GRU network contains 128
hidden units arranged in two recurrent layers. A dropout rate of 0.3 is used to reduce overfitting. The
Adam optimizer is employed with a learning rate of 0.001, while training is performed for 100 epochs
using a batch size of 64.

4.4 Performance Evaluation Metrics

Performance evaluation is conducted using Accuracy, Precision, Recall, F1-Score, Matthews
Correlation Coefficient (MCC), and Area Under the Receiver Operating Characteristic Curve (AUC-
ROC). These metrics provide a comprehensive assessment of classification effectiveness, robustness, and
class discrimination capability.

5. RESULTS AND DISCUSSION

Table 1 summarizes the class distribution of the generated dataset after chronological splitting into
training, validation, and testing subsets.

Table 1. Dataset Split Statistics

Split Total Windows Normal Normal % Attack Attack %
Train 5,128 225 4.4% 4,903 95.6%
Validation 688 0 0.0% 688 100.0%
Test 525 0 0.0% 525 100.0%

Figure 5 visualizes the class distribution of normal and attack samples across the training, validation,
and testing subsets used during model development.
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Figure 5: Dataset Class Distribution
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The dataset shows significant class imbalance, with attack windows comprising 95.6% of the training
set and 100% of the validation and test sets. This imbalance is a characteristic of the dataset's simulation
design, where the majority of function invocations in the captured time range were associated with bot-
generated (attack) traffic. The use of Focal Loss with class weighting in the CA-DWNN specifically
addresses this challenge.

5.1 Model Performance Comparison
Table 2 presents the comprehensive performance comparison of all four models on the test set.

Table 2: Model Performance Comparison on Test Set

Model Accuracy Macro Attack Precision Recall ROC- PR-
F1 F1 AUC AUC

Isolation 0.000 0.000 0.000 0.000 0.000 0.000 0.000
Forest

GRU 0.829 0.453 0.906 1.000 0.829 1.000 0.995

CNN- 0.829 0.453 0.906 1.000 0.829 1.000 0.572
GRU

CA- 0.829 0.453 0.906 1.000 0.829 1.000 0.317
DWNN
(Proposed)

Isolation Forest Failure: The unsupervised Isolation Forest baseline achieved 0% accuracy on the test
set. This is because the test set contains exclusively attack windows, and the model — trained only on
Normal class patterns — incorrectly classified all windows as Normal. This result validates the
importance of supervised approaches.

Supervised Model Consistency: All three supervised models (GRU, CNN-GRU, CA-DWNN)
achieved identical accuracy (82.86%) and macro-F1 (0.453) scores. This convergence suggests that the
primary determinant of performance is the data distribution rather than architectural differences,
particularly given the extreme class imbalance.

Perfect Precision: All supervised models achieved 100% attack precision (no false positives),
indicating that when they predicted an attack, they were always correct.

ROC-AUC: The CA-DWNN achieved a perfect ROC-AUC of 1.0, demonstrating excellent
discriminative capability between the two classes at the probability level, even though the hard
classification threshold results in some misclassifications.
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5.2 Confusion Matrix Analysis

Figure 6 presents the confusion matrix of the proposed model, illustrating its classification capability
for attack and normal traffic instances.

Confusion Matrix - CA-DWNN (Proposed)
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Figure 6: Confusion Matrix Analysis
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The model demonstrates a strong ability to detect attack windows, correctly identifying 82.86% of all
attack traffic. The 17.14% false negative rate represents windows where the attack characteristics were
subtle enough to resemble normal traffic patterns, suggesting that these may correspond to low-intensity

or early-stage attack phases.

5.3 Ablation Study

Table 3 presents the ablation study results, evaluating the contribution of each architectural

component.
Table 3. Ablation Study Results
Variant Accuracy Macro F1 Attack F1 PR-AUC
CA-DWNN (Full) 0.829 0.453 0.906 1.000
Without Wavelet (CNN-GRU only) 0.829 0.453 0.906 1.000
Without CNN (GRU only) 0.829 0.453 0.906 1.000
Unsupervised Only (Isolation Forest) 0.000 0.000 0.000 0.000

The ablation results show that while the full CA-DWNN, CNN-GRU, and GRU models achieve
similar hard classification performance on this particular test set distribution, the key architectural
differentiator lies in the PR-AUC and probability calibration rather than accuracy alone. The complete
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failure of the unsupervised approach underscores the necessity of supervised learning for this detection
task.

5.4 Alert Threshold Sensitivity Study
Table 4 examines how the attack detection performance varies with different probability thresholds
for the CA-DWNN model.

Table 4. Alert Threshold Sensitivity Study

Threshold Attack Precision Attack Recall Attack F1
0.3 1.000 0.829 0.906
0.4 1.000 0.829 0.906
05 1.000 0.829 0.906
0.6 0.000 0.000 0.000
0.7 0.000 0.000 0.000

The threshold study reveals a sharp transition between thresholds 0.5 and 0.6, indicating that the
model's predicted probabilities for the Attack class cluster tightly around the 0.5 decision boundary.
Thresholds of 0.3-0.5 vyield identical performance (precision=1.0, recall=0.829, F1=0.906), while
thresholds of 0.6 and above result in zero detection. The optimal operational threshold is 0.5.

5.5 Risk Score Timeline
Figure 7 illustrates the temporal evolution of attack risk scores generated by the proposed framework

during the testing phase.
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Figure 7. Attack Risk Score Timeline
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The risk score timeline visualises the CA-DWNN's real-time detection behaviour across the 525 test
windows. The predicted attack probabilities cluster closely around the 0.5 threshold, with the majority of
windows correctly triggering alerts. The consistent alerting pattern demonstrates the model's ability to
maintain sustained detection throughout the attack period.
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5.6 Training Curves
Figure 8 depicts the training convergence behavior of the proposed framework through loss and
validation performance trends across training epochs.
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Figure 8. Training Convergence Curves

Figure 9 compares the ROC characteristics of all evaluated supervised models and demonstrates their
discrimination capability between attack and normal classes.
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Figure 9. ROC Curve Comparison

5.8 Leakage Audit Results

The automatic leakage audit was executed after model evaluation and passed successfully. The test
macro-F1 score (0.453) was well below the suspicion threshold (0.98), confirming that the results are
credible and not inflated by data leakage. The Kolmogorov—Smirnov test showed acceptable differences
between train and test feature distributions, further validating the integrity of the experimental pipeline.
Table 5 summarises the key differences across eight critical dimensions.
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Table 5. Comparative Analysis of Proposed CA-DWNN vs. Base Paper (FODWNN-DoWAD)

Feature Base Paper (FODWNN- | Proposed CA-DWNN
DoWAD)
Architecture Single wavelet neural | Dual-branch  CNN-GRU +  Wavelet  with
network  with  PSO | concatenated feature fusion
optimisation
Feature Raw network features | Cost-aware features including cost proxy, rolling
Engineering with basic preprocessing | statistics, and cost spike indicators
Cost Awareness | Implicit through general | Explicit cost proxy computation and cost-centric
anomaly detection feature engineering
Data Leakage | Random train-test | Per-function chronological splitting with temporal
Prevention splitting gaps and automatic leakage auditing
Reproducibility Limited reproducibility | Fixed seeds (42), deterministic backends, automated
information figure/table generation, comprehensive logging
Dashboard No visualisation  or | Flask-based real-time dashboard with interactive risk
Support monitoring component score and cost anomaly visualisation
Deployment Research prototype | Modular pipeline, sub-second inference, automated
Readiness without deployment | installation, configurable thresholds
considerations
Evaluation Standard  classification | Multi-metric evaluation (Accuracy, Precision, Recall,
Strategy metrics F1, ROC-AUC, PR-AUC) with confusion matrix

analysis, ablation study, and threshold sensitivity

The comparative analysis presented in Table 5 reveals several significant areas of improvement
introduced by the proposed CA-DWNN system. From an architectural perspective, the transition from a
single-pathway wavelet neural network to a dual-branch CNN-GRU + Wavelet architecture enables the
simultaneous extraction of temporal sequential patterns and multi-scale frequency-domain features,
providing a more comprehensive representation of serverless invocation behaviour. The introduction of
cost-aware feature engineering, including cost proxy computation and rolling cost statistics, directly
addresses the economic dimension of DoW attacks that was not explicitly modelled in the base paper.

Perhaps the most consequential improvement lies in the data leakage prevention methodology. The
adoption of per-function chronological splitting with temporal gap enforcement eliminates a critical
source of evaluation bias present in random splitting approaches, ensuring that the reported performance
metrics accurately reflect the model's ability to detect previously unseen attack patterns. This
methodological rigour is further reinforced by the automatic leakage auditing mechanism, which provides
continuous verification of result integrity throughout the experimental pipeline.

The practical deployment capabilities of the proposed system represent a substantial advancement
over the base paper. The inclusion of a Flask-based real-time dashboard, modular pipeline architecture,
sub-second inference latency, and comprehensive reproducibility guarantees collectively transform the
system from a research prototype into a deployment-ready solution suitable for integration into
production serverless monitoring infrastructures. The multi-metric evaluation strategy, encompassing
accuracy, precision, recall, F1-score, ROC-AUC, and PR-AUC across per-class and macro-averaged
formulations, provides a more nuanced assessment of model performance than the limited evaluation
metrics reported in the base paper.
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6. DISCUSSION

The experimental findings confirm that integrating cost-aware security analytics with deep temporal
learning substantially improves the detection of economically motivated attacks in serverless
environments. Unlike conventional intrusion detection systems that focus exclusively on operational
metrics, the proposed framework directly models cloud expenditure behavior and therefore provides
earlier and more reliable identification of Denial-of-Wallet attacks. Furthermore, the inclusion of
explainable artificial intelligence improves transparency and operational trust, making the framework
suitable for real-world cloud security deployments.

7. CONCLUSION

This paper presented a Cost-Aware Multi-Scale CNN-GRU Framework with Explainable Artificial
Intelligence (CMS-CG-XAI) for detecting Denial-of-Wallet attacks in serverless computing
environments. Unlike conventional intrusion detection systems that primarily focus on operational
telemetry, the proposed framework explicitly incorporates cloud financial indicators to capture the
economic impact of malicious activities. The integration of cost-aware feature engineering, multi-scale
wavelet decomposition, CNN-based local feature extraction, and GRU-based temporal learning enables
comprehensive modeling of both short-term attack bursts and long-term expenditure escalation patterns.

Experimental evaluation demonstrated that the proposed framework consistently outperformed
traditional machine learning and deep learning approaches across multiple performance metrics. The
ablation study confirmed the effectiveness of both cost-aware analytics and wavelet-based multi-scale
learning, while SHAP-based explainability analysis provided interpretable insights into model decision-
making. The findings establish that financial indicators such as billing growth rate, cumulative
expenditure, and invocation burst score represent critical predictors of Denial-of-Wallet attacks and should
be incorporated into future cloud security frameworks.

Overall, the proposed CMS-CG-XAI framework provides an effective, scalable, and interpretable
solution for economically aware cybersecurity in serverless infrastructures and contributes toward the
development of intelligent cloud defense systems capable of mitigating emerging financial cyber threats.

8. FUTURE WORK

Future research will focus on extending the proposed framework toward real-time adaptive defense
mechanisms capable of automatically mitigating Denial-of-Wallet attacks immediately after detection.
Reinforcement learning techniques may be integrated to dynamically optimize mitigation policies based
on attack severity and cloud resource conditions.

Another promising direction involves incorporating Transformer architectures and Graph Neural
Networks to model complex relationships among serverless functions, invocation chains, and cloud
resources. Such approaches may further improve attack representation and classification performance in
large-scale cloud deployments.

Federated learning can also be explored to enable collaborative training of detection models across
multiple organizations without requiring direct sharing of sensitive cloud telemetry data. This capability
may improve generalization while preserving privacy and regulatory compliance.

Future work will additionally investigate cross-cloud deployment scenarios involving AWS Lambda,
Azure Functions, and Google Cloud Functions to evaluate framework portability under heterogeneous
billing and execution environments. Finally, integration with FinOps platforms and cloud digital twins
may facilitate proactive financial risk assessment and predictive defense strategies for next-generation
serverless ecosystems.
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