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Abstract: Smart grids are modern electrical networks that integrate digital technologies, smart meters, and 

communication systems to efficiently monitor and manage electricity generation, transmission, and 

distribution. However, increasing reliance on digital infrastructure makes smart grids vulnerable to cyber 

threats such as False Data Injection (FDI) attacks and energy theft, which manipulate meter readings or sensor 

data leading to incorrect billing, operational instability, and potential power system failures. This paper 

proposes a Convolutional Long Short-Term Memory (ConvLSTM) based optimized model for detecting 

anomalies in smart grid systems. The model combines the strengths of Convolutional Neural Networks (CNN) 

for extracting spatial features and Long Short-Term Memory (LSTM) networks for learning temporal patterns 

from time-series smart meter data. The dataset employed consists of smart grid energy consumption data 

containing both normal and anomalous patterns. Data preprocessing techniques including handling missing 

values, outlier reduction, normalization using standard scaling, and class balancing via SMOTE are applied 

to improve model performance. The ConvLSTM model is trained and evaluated using standard performance 

metrics. Experimental results demonstrate that the proposed model achieves an accuracy of 78.92%, 

demonstrating reliable anomaly detection and improved identification of abnormal smart grid behaviors to 

help utility providers enhance grid security. 

 

Index Terms - Anomaly Detection, Smart Grid, ConvLSTM, Deep Learning, False Data Injection, Energy 

Theft, Time-Series Analysis, Cyber Security. 

I. INTRODUCTION 

Cloud The modern power grid has evolved significantly with the integration of digital communication 

technologies and intelligent monitoring systems. Traditional electrical grids were primarily designed for one-

way power flow from power plants to consumers. With the rapid growth of electricity demand, renewable 

energy integration, and advanced communication technologies, the need for a more intelligent and adaptive 

power system has become essential, leading to the development of the Smart Grid [2]. 

A smart grid is an advanced electrical infrastructure that integrates information technology, communication 

systems, automation, and digital control mechanisms into conventional power grids. It enables real-time 

monitoring, efficient energy management, improved reliability, and enhanced security of electricity 

distribution systems. Smart grids use various intelligent devices such as smart meters, sensors, automated 

substations, and communication networks to collect and transmit data related to energy generation, 

transmission, and consumption. 

http://www.ijcrt.org/


www.ijcrt.org                                                                   © 2026 IJCRT | Volume 14, Issue 5 May 2026 | ISSN: 2320-2882 

IJCRT2605565 International Journal of Creative Research Thoughts (IJCRT) www.ijcrt.org e887 
 

One of the most important features of smart grids is their ability to support two-way communication 

between power providers and consumers. Unlike traditional grids, smart grids allow consumers to monitor 

energy consumption, adjust usage patterns, and even generate electricity through renewable sources such as 

solar panels. Despite their advantages, smart grids introduce significant security challenges, particularly 

related to cybersecurity and data protection [3]. 

Security threats such as False Data Injection (FDI) attacks allow malicious actors to manipulate 

measurement data collected from sensors or smart meters, misleading control systems responsible for 

monitoring grid operations. Energy theft, where consumers manipulate smart meter readings to reduce 

electricity bills illegally, further compounds financial and operational risks. Traditional security mechanisms 

relying on predefined rules and thresholds are increasingly inadequate against sophisticated modern 

cyberattacks. 

Deep learning has gained significant attention due to its ability to analyze complex data patterns and make 

accurate predictions. In smart grid systems, large volumes of time-series data are generated continuously by 

sensors and smart meters. Hybrid deep learning models such as Convolutional Long Short-Term Memory 

(ConvLSTM) combine the spatial feature extraction capability of CNN with the temporal pattern learning 

capability of LSTM, making them highly suitable for smart grid anomaly detection. 

This paper proposes a ConvLSTM-based optimized model that analyzes energy consumption patterns and 

identifies abnormal behaviors that may indicate cyber-attacks or energy theft. The remainder of this paper is 

organized as follows: Section II presents a literature survey of related work; Section III describes the proposed 

methodology; Section IV presents implementation details; Section V discusses results; and Section VI 

concludes with future scope. 

II.  LITERATURE SURVEY 

Smart grid anomaly detection has been studied extensively using statistical models, machine learning 

algorithms, and deep learning techniques. Traditional statistical methods such as threshold-based detection 

and rule-based monitoring systems were initially used to identify abnormal electricity consumption patterns. 

However, these approaches are limited because they cannot detect complex attack patterns present in large 

datasets [2]. 

Machine learning models such as Support Vector Machines (SVM), Random Forest (RF), and Gradient 

Boosting algorithms have been widely used for detecting anomalies in smart grid data. These models analyze 

historical consumption patterns and classify data into normal and abnormal categories. Although these models 

improve detection accuracy, they require manual feature engineering and often struggle to capture temporal 

dependencies in time-series data [3]. 

Table 1: Existing Smart Grid Anomaly Detection Approaches 

Model Description Limitations 

Support Vector 

Machine (SVM) 

Classifies energy consumption patterns 

to detect anomalies. 

Requires manual feature 

extraction 

Random Forest (RF) Uses ensemble learning for anomaly 

classification. 

Computationally 

expensive 

XGBoost Gradient boosting model used for 

anomaly detection. 

Requires large datasets 

Neural Networks Learns patterns from large datasets. High training complexity 

 

Deep learning models have recently gained popularity in smart grid anomaly detection because they can 

automatically learn complex patterns from large datasets, capturing both spatial and temporal relationships in 

electricity consumption data. Convolutional Neural Networks (CNN) are commonly used for feature 

extraction, while Long Short-Term Memory (LSTM) networks are effective for analyzing time-series data 

[6]. Hybrid models combining CNN and LSTM architectures have shown improved performance in detecting 

complex attack patterns. 

Chen et al. studied the detection of False Data Injection attacks in smart grid systems and highlighted the 

importance of cybersecurity mechanisms to protect energy infrastructure [7]. Jokar et al. proposed an 

electricity theft detection method based on customer energy consumption patterns in advanced metering 

infrastructures [3]. Zhang et al. conducted a comprehensive survey on time-series anomaly detection 

techniques used in smart grid systems [4]. Ullah et al. proposed a hybrid deep learning model combining CNN 
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and GRU networks for detecting electricity theft [6]. Alkuwari et al. proposed a ConvLSTM-based anomaly 

detection model that classifies multiple types of attacks in smart grid systems [1]. 

Research gaps remain in detecting sophisticated FDI attacks in real time and ensuring interpretability of 

deep learning models. Most existing studies rely on offline analysis rather than real-time monitoring, and 

models trained on static datasets may not perform well in dynamic environments where attack patterns 

continuously evolve [4]. The present work addresses these gaps through the proposed ConvLSTM-based 

framework with comprehensive preprocessing and optimization. 

III.  PROPOSED METHODOLOGY 

The proposed system detects anomalies in smart grid systems using a Convolutional Long Short-Term 

Memory (ConvLSTM) hybrid deep learning model. The methodology involves several stages: data collection, 

data preprocessing, feature extraction, model training, and anomaly detection. The ConvLSTM model 

combines CNN for extracting spatial features from smart meter data and LSTM for learning temporal 

dependencies in time-series energy consumption data. 

A. Data Collection and Dataset Description 

The dataset consists of smart grid energy consumption data collected from smart meters installed at 

consumer locations. Data is recorded at regular time intervals and contains both normal and anomalous 

patterns. Key attributes of the dataset are summarized in Table 2. 

Table 2: Dataset Attributes Used 

Attribute Data Type Description 

CONS_NO Identifier Consumer identification number 

Time-Series Features Numerical Energy consumption readings at different time intervals 

FLAG Categorical Indicates Normal or Attack data 

Meter Readings Numerical Electricity consumption values 

 

B. Data Preprocessing 

Several preprocessing techniques are applied to improve data quality before model training. Missing values 

are handled using linear interpolation and forward fill methods to maintain continuity in time-series data. 

Outlier reduction is performed to eliminate extreme consumption spikes that could distort model learning. 

Temporal smoothing reduces noise in time-series sequences. Data normalization using Standard Scaling 

ensures consistent feature scaling across all attributes. Dataset class imbalance is addressed using the 

Synthetic Minority Over-sampling Technique (SMOTE) to prevent biased learning toward the majority class. 

C. Feature Selection 

Feature selection identifies the most relevant attributes that contribute to anomaly detection. Methods 

employed include correlation analysis to remove highly correlated redundant features, statistical feature 

reduction to eliminate irrelevant attributes, and temporal pattern analysis to identify sequential dependencies 

in energy usage. The key features retained include energy consumption values, time-series patterns, consumer 

identification number (CONS_NO), and the anomaly label (FLAG). 

D. Data Splitting 

The dataset is split into training and testing sets following an 80-20 strategy: 80% of the data is used for 

training the ConvLSTM model and 20% is reserved for evaluating model performance on unseen data. 

Stratified splitting is applied to maintain class proportionality across both sets. 

E. Model Architecture: ConvLSTM 

The proposed ConvLSTM model integrates convolutional operations within the LSTM framework to 

simultaneously process spatial and temporal information. The CNN component applies convolutional filters 

across input electricity consumption sequences to extract meaningful spatial patterns. A Rectified Linear Unit 

(ReLU) activation function introduces non-linearity, and batch normalization improves training stability. The 

extracted features are permuted and passed to the LSTM layers, which learn long-range temporal 

dependencies across sequential energy readings. A fully connected output layer with a sigmoid activation 

function produces binary classification outputs indicating normal or anomalous behavior. 

Key hyperparameters include a learning rate configured for the Adam optimizer, two LSTM layers for 

temporal depth, 128 CNN channels for spatial feature extraction, a kernel size of 5, a dropout rate to prevent 
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overfitting, and mini-batch gradient descent for efficient training. Early stopping is applied to halt training 

when validation loss ceases to improve, thus avoiding overfitting. 

Table 3: Hyperparameters Used 

Parameter Description Model Component 

Learning Rate Controls step size during model training ConvLSTM 

Number of LSTM Layers Determines temporal learning depth LSTM 

CNN Channels Extracts spatial features (128 channels) CNN 

Kernel Size Controls convolution operations (size = 5) CNN 

Batch Size Number of samples processed per iteration ConvLSTM 

Dropout Rate Prevents overfitting during training LSTM 

F. Loss Function and Optimization 

The Binary Cross Entropy Loss function is used to measure the difference between predicted and actual 

labels during training. This loss function is well-suited for binary anomaly classification tasks. The Adam 

optimizer is employed to update model weights efficiently by combining the advantages of adaptive learning 

rates and momentum, accelerating convergence while maintaining training stability. 

IV.  IMPLEMENTATION 

A. Software Requirements 

The system is implemented using the Python programming language (version 3.10 or above), which 

provides extensive support for machine learning and deep learning applications. The deep learning model is 

built using the PyTorch framework, an open-source library that facilitates the construction of convolutional 

and recurrent neural networks. Data processing is handled using NumPy for numerical computations, Pandas 

for dataset manipulation, and Scikit-learn for preprocessing and evaluation metrics. Matplotlib and Plotly are 

used for generating visualizations. Visual Studio Code is used as the integrated development environment for 

writing and executing programs. 

B. System Architecture 

The overall system architecture consists of six sequential components: (i) Smart Meter Data Collection, 

which serves as the data input layer; (ii) Data Preprocessing Module, responsible for cleaning, normalizing, 

and balancing the dataset; (iii) Feature Extraction Module, which identifies the most relevant attributes; (iv) 

ConvLSTM Model Training, the core learning component; (v) Anomaly Detection, which classifies incoming 

data as normal or anomalous; and (vi) Performance Evaluation, which measures system effectiveness using 

standard metrics. 

C. Model Implementation 

The ConvLSTM architecture is implemented in PyTorch. The model class defines a Conv1D layer with 

128 output channels and kernel size 5, followed by ReLU activation and batch normalization. The output is 

permuted and passed to two stacked LSTM layers with a hidden size of 128. The final hidden state is projected 

through a fully connected linear layer followed by a sigmoid activation to produce anomaly probability scores. 

During inference, a threshold of 0.5 is applied to convert probability outputs into binary class predictions. 

D. Testing 

A comprehensive testing strategy is employed to validate the system. Unit testing verifies individual 

components including data preprocessing, feature selection, model training, and model loading. Functional 

testing validates core operations such as anomaly detection and model prediction. System testing evaluates 

overall pipeline performance to ensure all modules interact correctly. Table 4 summarizes the key test cases 

and their outcomes. 
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Table 4: Test Cases and Results 

Test 

ID 

Test Scenario Expected Result Actual Result Status 

TC_01 Dataset Loading Required columns present Loaded successfully Pass 

TC_02 Data Cleaning Missing values removed Handled successfully Pass 

TC_03 Data 

Normalization 

All features normalized Normalized 

successfully 

Pass 

TC_04 Train-Test Split 80-20 split without loss Split completed Pass 

TC_05 Model Training Loss decreases during 

training 

Trained successfully Pass 

TC_06 Anomaly 

Prediction 

Normal or Anomaly 

classified 

Prediction generated Pass 

V.  RESULTS AND DISCUSSION 

The proposed ConvLSTM-based anomaly detection system is evaluated on the smart grid energy 

consumption dataset using standard performance metrics: accuracy, precision, recall, and F1-score. These 

metrics collectively assess the system’s ability to correctly identify both normal and anomalous electricity 

consumption patterns. 

The preprocessing pipeline successfully handles missing values through interpolation, removes outliers, 

applies standard scaling for normalization, and balances the dataset using SMOTE. The data loading and 

preprocessing stages are validated through unit tests, all of which pass successfully, confirming that the dataset 

is clean and correctly formatted for model training. 

The ConvLSTM model is trained on 80% of the dataset and evaluated on the remaining 20%. The model 

demonstrates convergent training behavior, with training loss decreasing progressively across epochs. Early 

stopping prevents overfitting by halting training when validation loss stabilizes. The experimental results 

show that the proposed model achieves an accuracy of 78.92%, demonstrating effective anomaly detection 

capability for identifying abnormal smart grid behaviors such as false data injection attacks and electricity 

theft [3]. 

The results demonstrate that by combining spatial feature extraction through convolutional layers with 

temporal pattern learning through LSTM layers, the ConvLSTM model can capture complex electricity 

consumption patterns more effectively than standalone CNN or LSTM models. The performance evaluation 

output confirms reliable classification of both normal and anomalous instances, supporting its utility for real-

world smart grid security applications. 

Comparative analysis with existing machine learning approaches such as SVM and Random Forest 

indicates that the ConvLSTM model’s hybrid architecture provides enhanced detection capabilities for time-

series smart grid data, primarily due to its ability to model long-range temporal dependencies alongside spatial 

feature patterns simultaneously. Performance improvements over traditional models are attributed to the joint 

learning of spatial and temporal information, which is critical for detecting subtle anomalies embedded in 

sequential energy usage data. 

 
Figure 1. showing Pattern Analysis Output 
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VI.  CONCLUSION 

This paper presents a Convolutional Long Short-Term Memory (ConvLSTM) based optimized model for 

anomaly detection in smart grid systems. The system analyzes time-series electricity consumption data 

collected from smart meters to identify abnormal patterns such as electricity theft and false data injection 

attacks. By integrating convolutional layers for spatial feature extraction with LSTM layers for temporal 

dependency modeling, the proposed architecture effectively captures complex patterns in sequential energy 

consumption data. 

Data preprocessing techniques including missing value handling, outlier reduction, standard scaling 

normalization, and SMOTE-based class balancing are applied to improve dataset quality and model training 

efficiency. The Binary Cross Entropy Loss function and Adam optimizer are used for efficient model training, 

while early stopping prevents overfitting. Experimental results demonstrate that the proposed model achieves 

an accuracy of 78.92%, confirming its effectiveness in detecting abnormal smart grid behaviors [2][5]. 

The developed system contributes to improving the security and reliability of smart grid infrastructures by 

enabling automated detection of abnormal electricity usage patterns. Future work will focus on extending the 

model with advanced architectures incorporating attention mechanisms and GRU layers, integrating online 

learning for real-time monitoring, and implementing explainable AI techniques to enhance model 

transparency and operator trust. Expansion to multi-class anomaly detection and deployment on edge devices 

for low-latency detection are also planned [6]. 
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