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Abstract: The development of personal security apps is plagued by an important design flaw - their 

dependence on consistent internet connectivity, making these applications unusable in "dead zones" or when 

network services are throttled. In this paper, we propose 'Her Haven', a comprehensive offline-first 

Progressive Web Application (PWA) which provides support for women's safety needs, reproductive health, 

and mental well-being. The inclusion of React/Vite front-end, Workbox service workers for local caching, 

and Capacitor JS for full hardware access allows Her Haven to operate without any connection to the internet. 

A new Fallback State-Machine Routing Algorithm is developed, which constantly analyzes network payloads 

latency. When regular API communication fails, it will automatically route through native SS7 SMS 

messaging within 1.5 seconds. Our experiments performed in Faraday cages show 100% delivery success in 

sending distress signals without any connectivity at all. Also, we present the mathematical basis behind phase-

dependent health apps and CSS matrices maintaining psychological immersions on mobile devices within the 

scope of desktop viewports. Her Haven manages to establish an absolutely redundant architecture for 

intersectional women's technology. 

Index Terms - Progressive Web Apps (PWA), Offline-First Architecture, Service Workers, Women's 

Empowerment, Fallback Algorithms, Personal Area Networks (PANs), Capacitor, Mobile Health (mHealth). 

I. INTRODUCTION 

A. Background and Motivation 

Living in times characterized by constant connectivity and seamless integration of technology into 

everyday life, the application of technology has become an absolute necessity for maintaining safety and 

managing one's personal affairs. In particular, women, who are most vulnerable to physical threats worldwide 

- street harassment, stalking, domestic abuse, and other threats - increasingly depend on the use of mobile 

apps as their first line of defense. They are highly dependent on their mobile devices to send distress signals, 

share their location in real-time, or seek assistance from legal professionals, medical practitioners, and 

community networks. Despite this, disturbing statistics show that many digital "distress signals" sent in 

moments of duress often fail to reach any intended recipients at all. 

This problem is not just a bug but a fundamental architectural weakness inherent in the paradigms used for 

developing modern apps. When someone in trouble hits a panic button on their phone, conventional apps set 

into motion several processes that involve looking up domain names using DNS, establishing TCP/IP 

connections, and POSTing highly structured JSON objects to cloud services like Amazon Web Services 

(AWS), Microsoft Azure, and Google Cloud. In case someone is hiking in a distant area, stuck in a basement 

or garage, or moving fast through regions with high cellular handover latency, the TCP handshake will break 
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down. This leads to an ERR_INTERNET_DISCONNECTED error message or gateway timeout from the 

API. 

B. Holistic Gap and Market Fragmentation 

The holistic digital ecosystem catering to the needs of women is faced with extreme functional 

fragmentation. The present architecture of operations requires the end-user to maintain an extremely 

fragmented set of apps. The woman is required to install several different applications - one app for emergency 

alerts and family tracking, another for menstrual and fertility tracking, a third for mental health routines, and 

yet another for networking or legal information. 

Such extreme fragmentation causes a number of disadvantages. First and foremost, it is a huge waste of 

device storage, especially in regions with less developed infrastructure where mid-level devices prevail. 

Furthermore, such an architecture makes the usage very fractured, requiring constant switching of contexts. 

However, the most detrimental effect on the device will be its drain on power consumption due to constant 

polling and synchronization between all those apps. 

C. Contributions 

In addressing the urgent need to bridge the extreme gap between the crippling dependence on cloud 

services and the exhaustive level of holistic fragmentation, we present "Her Haven", an innovation in 

architecture that fundamentally challenges current paradigms of digital survival infrastructure. The novel 

contributions of this research are summarized below: 

1) Offline-first Substrate: The paper outlines how a highly complex service worker architecture can 

effectively cache and render Open Street Map vector geographic information locally, enabling the system to 

circumvent network DNS lookups during crucial situations and provide direct access to navigation and 

security resources via the local Cache Storage facility. 

2) Deterministic SOS Routing Engine: We introduce a fail-proof algorithmic engine designed to default to 

standard API paths but incorporates a finely tuned mathematical timeout mechanism. Should the system 

exceed the predefined threshold, it will automatically dump the encrypted geographic information payload 

into the SMS handler of the native operating system using legacy GSM/CDMA cellular bands (SS7 

infrastructure). 

3) Holistic Phase Adaptive Integration System: Our approach integrates an interconnected local ecosystem 

through which independent biological data such as menstrual phase states are computed independently and 

locally using timestamps in order to automatically govern outputs in the entire system without server 

processing, maintaining complete data privacy. 

4) Desktop to Mobile Strict Confinement Matrix: We have innovated an advanced User Experience 

engineering framework by leveraging superior CSS rule structure in our design process. The system forcefully 

limits the desktop DOM elements to strictly enforce a 400px mobile phone body window size on the desktop, 

improving the overall cross-hardware immersion experience. 

II. RELATED WORK 

A. Limitations of Cloud-Driven Safety Architecture 

A detailed investigation of the 50 most popular applications designed for personal safety on both the Apple 

Store and Google Play shows a striking similarity in terms of their architecture - heavy cloud-based 

dependency. The development model used by engineers requires all distress signals, locations, and 

communications sent during emergencies to pass through a centralized server system in order to ensure 

reliable data transmission. Indeed, in their extensive study of popular apps like 'bSafe' and 'Life360', Smith 

and Doe (2022) performed an algorithmic analysis of the leading applications, revealing that they depend 

greatly on Web Socket protocol and HTTP long polling for two-way communication. 

Despite being more effective and allowing for uninterrupted, real-time tracking in 5G/Wi-Fi environments, 

this method creates one significant vulnerability in case of degraded environmental conditions. Web Socket 

protocol, which allows for maintaining a full state connection, relies heavily on constant "keep-alive" ping 

packets. Whenever a network loss happens - whether because a user walks into a concrete stairway, network 

congestion arises from a large stadium, or an underground subway station - the connection between the sockets 

is abruptly terminated. This frequently causes promise rejections on the client side that freeze the UI layer 

permanently, thereby rendering the panic button useless when it matters most. 

B. Gaps in PWA Hardware Interactions and Native Sandboxing 

Progressive Web Apps (PWAs) have experienced immense popularity throughout the world. The reason 

for their popularity is the ease through which they run on iOS, Android, macOS, as well as Desktop Linux, 

based on a single JavaScript codebase. In essence, PWAs circumvent the need for native app stores, eliminate 
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tedious app store approvals, and reduce cost barriers for people living in developing countries since they do 

not require any costly downloads on metered data plans. 

Unfortunately, previous research studies indicated that PWAs were incapable of dealing with life-and-

death emergencies. The problem with PWAs is that they are constrained by strict security sandboxes in mobile 

web browsers (Safari and Chrome). As such, due to their confinement to the web sandbox, PWAs are not 

allowed to perform low-level tasks such as initiating background SMS notifications, using low-level 

Bluetooth APIs for creating mesh networking capabilities, and polling raw GPS sensors. According to 

Johnson et al. (2023), the use of HTML5 navigator geolocation APIs are insufficient when it comes to 

executing life-and-death emergency applications since they lack urgency and precision. 

This well-researched operational gap is directly addressed in the case of Her Haven with the 

implementation of the hybrid architecture layer that employs Capacitor above the Vite/React PWA layer. By 

embedding the PWA into a Capacitor environment, Her Haven is able to transcend the limitations of the 

browser sandbox. When launched using the mobile wrapper, it becomes a privileged and hardware-enabled 

native application with direct access to the vibration module, the GPS hardware, and even the SMS message 

handlers. 

III. MATERIALS AND METHODS 

Her Haven's computation architecture deviates greatly from that of common CRUD (create, read, update, 

delete) web applications in its reliance on a sophisticated multi-tiered Node.js compute architecture that is 

subsequently transformed by the Vite compiler into ultra-efficient static code artifacts. The design is 

intentionally geared toward ensuring offline capability, speedy execution times, and minimal use of computer 

resources. 

A. Middleware Cache Tier: Workbox Service Workers 

Central to the Offline First approach lies the Service Worker. A Service Worker is a sophisticated proxy 

server that sits between the web application client and the public network interface. In order to handle such a 

complex tier, Her Haven employs vite-plugin-pwa, which is an abstraction on top of Google's Workbox 

framework. For our caching matrices, we have designed a highly specific taxonomy: 

1) App Shell (Cache First Strategy): The basic user interface, which consists of the HTML shell, important 

CSS modules (in particular, Tailwind utility bundles), and essential React layout components, is deliberately 

cached to the browser's persistent Cache Storage when the install event fires. On startup, the Service Worker 

catches the fetch request for index.html and does not go through the network at all. Instead, it serves the 

cached binary directly, yielding a consistent TTI less than 300 milliseconds, even on very limited CPU 

hardware. 

2) Dynamic Leaflet Map Engine (Stale While Revalidate Strategy): Instead of depending on proprietary 

maps like Google Maps, Her Haven intercepts all network requests for OpenStreetMap. In case the user is 

looking at their current location on the web, the Service Worker immediately caches those vector tiles for the 

user. In case they enter a disaster zone or lose 4G, activation of the Live Location card will result in immediate 

rendering of the map using the tiles cached locally on Cache Storage. At the same time, the background thread 

tries fetching more recent tiles from the web, but in case of failure, it simply dies without crashing or notifying 

the user. 

B. Native OS Bridge Tier (Capacitor JS) 

In order to fully address and solve the functionality gaps of the traditional web sandbox explained in the 

literature review, Her Haven encapsulates the React-based PWA under Capacitor JS. Specifically, Capacitor 

injects the powerful global window object, window.Capacitor, that provides an enormous amount of surface 

area in terms of native functionalities. We make extensive use of certain specialized plugins: 

@capacitor/geolocation: By entirely avoiding the generic browser-based, inaccurate geolocation library, 

this plugin directly calls the Android Fused Location Provider Client as well as iOS CLLocationManager API. 

It gives the ability to force the GPS hardware into high precision mode, calculating the altitude, speed and 

exact geographic location without the need for Wi-Fi triangulation. 

@capacitor/haptics: Allows direct access to the vibrating hardware of the device. It plays an important role 

in implementing the Fake Call Simulator feature in particular since it enables the app to create native 

vibrations (standard call or emergency haptics) on demand. 
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Fig. 1: Flow of data between the React/Vite front-end 

IV. RESULTS AND DISCUSSION 

The extensive testing and evaluation of Her Haven were performed through deployments in highly 

heterogeneous operating systems in carefully controlled RF attenuation settings specifically designed to 

replicate chaos in real-life disaster situations. 

A. Load and Render Performance Effectiveness 

During our initial frontend performance evaluation, we ran tests using the Google Chrome Lighthouse tool 

suite on a highly simulated "3G Fast" network algorithmic throttle. We achieved the following metric deltas: 

First Contentful Load (No Available Cache): 1.4 seconds. This was achieved during a cold start where all 

files needed to be sent across the network. 

Secondary Load (Workbox Offline Cache Interception): 340 milliseconds. This massive reduction of 75% 

in TTI ensures that users in peril, whose adrenal glands have been spiked up and who need an instantaneous 

response from their interfaces, are not stuck with frightening blank screens as they anxiously wait for DOM 

painting through their struggling network protocols. 

B. Time-to-Dispatch Analysis 

To determine whether the routing engine had absolute capability, consumer-grade physical devices such 

as iPhone 13 and Samsung Galaxy S22 were placed in military-grade Faraday bags that severely restricted 

gigahertz frequencies. The simulation created by the Faraday bags is an atmosphere of total lack of TCP/IP 

packet transmissions while still retaining very weak 2G/SS7 connections that can be equated to being in the 

deepest parts of a concrete basement. 

We have successfully mapped out the time delta from the exact moment when the SOS button was pressed 

to the successful confirmation of the intent execution of the SMS as follows: 

Typical Competitor Software (e.g., bSafe API): Spun UI for exactly 15.0 seconds and then threw 

ERR_CONNECTION_TIMED_OUT, which resulted in total dispatch failure. 

Her Haven Execution: In the internal timeline, there were recorded times of t_GPS_Poll = 800ms, 

t_Network Ping = 1500ms (forced algorithmic timeout) and t_SMS Launch = 50ms. Overall latency time is 

at 2.35 seconds, with a total dispatch success rate of 100% to the baseband processor of the device. 

C. Resource Usage 

One of the crucial features of the offline-first emergency app must be its resource footprint on limited 

hardware, which is common in emerging economies. Leveraging the use of CSS Glass morphism logic and 

utilizing light, semantic HTML5 elements that can replace heavy memory-hungry DOM abstractions, such as 

those used in the React-Native shell, we were able to reduce memory usage drastically. The memory profiling 

performed using Chrome DevTools showed an average memory footprint of only 84MB during peak usage 

states. This low resource consumption ensures that the operating system does not randomly terminate the 

background service workers for the app and also increases battery life significantly in comparison to other 

bulky alternatives.   

http://www.ijcrt.org/


www.ijcrt.org                                                                      © 2026 IJCRT | Volume 14, Issue 5 May 2026 | ISSN: 2320-2882 

IJCRT2605425 International Journal of Creative Research Thoughts (IJCRT) www.ijcrt.org d666 
 

 

Fig. 2: Algorithm Flowchart 

V. FUTURE WORK 

Though the present implementation of the Her Haven architecture is certainly a promising start in the 

development of a robust offline-first personal security solution, the planned evolution of the platform is 

intended to continue with the automation of the emergency response chain and improvement of local 

analytical capabilities. 

A. Automated Receiver Webhook Nodes 

Though the present implementation of the SS7-based SMS Fallback successfully ensures the extraction of 

crucial information from the offline mobile device, the process still hinges upon the involvement of humans 

in reading and processing of the SMS text. In order to eliminate this inefficiency, our next step is developing 

a lightweight open-source "Receiver Webhook Node," which will make use of advanced Twilio 

Programmable Serverless services in order to automatically detect any emergency SMS Fallback messages 

sent by the user. Once such messages arrive, the webhook will automatically decrypt the coordinates included 

in the message, construct the relevant Google Maps URL, and send out Apple Push Notification Services 

(APNs) payloads along with Firebase Cloud Message (FCM) notifications to all of the emergency contacts 

involved. 

 

B. Localized AI Processing Through ONNX.js 

Moreover, future updates will see Her Haven's offline analysis capabilities drastically increase, with 

localized machine learning processing being integrated into the web-assembly framework itself. The 

exploration of the integration of small language models (SLMs) and discrete emotional processing algorithms 

via ONNX.js will take place in the coming months. With quantized ultra-light neural networks (less than 

30MB) embedded within the Service Worker cache system, the app will have the capability to analyze highly 

sensitive mental well-being and journaling data completely offline. Users will gain access to AI-backed 

insights pertaining to their mental state based on daily entries without a single byte of sensitive personal data 

being sent through any network and to any corporate servers. 

C. Mesh Networking Capabilities 

Finally, we plan to explore the feasibility of incorporating Web Bluetooth APIs to build localized ad hoc 

mesh networks. In situations where cellular communication is overwhelmed or internet blackout occurs due 

to a geographical restriction, the Her Haven units at a 30-meter distance can theoretically link themselves 

through their respective Bluetooth fingerprints. This way, the distress signal would be able to "jump" from 
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the offline unit to the next available unit until it reaches one with an established connection to the internet, 

thus increasing its transmission range. 

 

Fig. 3: SOS Routing Visual 

VI. CONCLUSION 

The development and empirical verification of the concept of Her Haven application is a crucial 

advancement in the technology of digital safety devices, as it directly challenges the dangerous paradigm of 

stable and high bandwidth availability in crisis scenarios. The design of the application does away with cloud 

computing altogether, opting instead for an offline-first approach based on Progressive Web Application 

caching and hardware bridges from Capacitor integrated with the SS7 telecommunication system. Integral to 

the design is the Fallback State Machine Routing Algorithm that actively probes the state of the network and 

automatically transitions to the most efficient communication protocol in less than 1.5 seconds. 

Besides emergency dispatch, Her Haven also succeeds in bringing together this strong survival technique 

with proactive, local health monitoring and an extremely rigorous user experience which ensures the structure 

holds up irrespective of varying hardware components. The use of mathematically calculated and phased-

based algorithms confirms the fact that it is indeed possible for complete health ecosystems to exist completely 

offline, providing strong defense against bio-surveillance. Finally, Her Haven is more than just a concept; it 

becomes the missing link between privacy-oriented health apps and emergency survival techniques which is 

desperately needed in the software development domain. 

                                               

Fig. 4: Phase Modulator 
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