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Abstract: A Comparative Analysis of Cryptographic Techniques and Steganography in Ancient
Indian Statecraft and Literature.While the history of cryptography is often centered on Western
developments such as the Caesar Cipher, ancient Indian treatises reveal a sophisticated and independent
tradition of information security dating back to the 4th century BCE. This paper explores the technical
mechanisms of ancient Indian cryptographic practices, specifically focusing on Mlecchita-vikalpa (the
art of secret writing) as detailed in the Kamasutra and the espionage protocols outlined in Kautilya’s
Arthashastra.

The research analyzes two primary methodologies: phonetic substitution ciphers, which- leveraged the
structured phonology of the Sanskrit alphabet, and the Katapayadi system, a versatile alphanumeric
mapping technique used to embed numerical data within poetic verses. Furthermore, this study
examines the use of Chitra-kavya (figurative poetry) as a form of visual transposition and
steganography. By comparing these methods with contemporary Roman techniques, the paper argues
that ancient Indian cryptography was uniquely multi-layered—integrating linguistics, mathematics, and
literary art to achieve security. The findings suggest that these ancient systems predate several concepts
in modern polyalphabetic substitution and data masking, offering a rich, culturally distinct precursor to
modern computational linguistics.

Index Terms - Cryptography, Mlecchita-vikalpa, Katapayadi System, Ancient India, Kautilya,
Substitution Ciphers, Steganography

l. Introduction:

Whenever the cryptography is discussed most people mention the Caesar Cipher as one of the earliest
cryptography techniques ever invented but the Indian subcontinent developed sophisticated “secret
writing"” like Mlecchita-vikalpa, katapayadi sankhya, bhoothasankhya etc centuries earlier.

Thesis Statement: Ancient Indian cryptography was uniquely advanced because it leveraged the
phonetic precision of Sanskrit and the artistic cover of poetry (Steganography) to create complex,
multi-layered security.
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I1. The Sociopolitical Context
Espionage in the Arthashastra:
Kautilya (also known as Chanakya), the brilliant ancient Indian strategist, detailed a remarkably
sophisticated intelligence system in his 4th-century BCE treatise, the Arthashastra. He understood that
a king's survival and the expansion of his empire relied on a continuous, secure flow of information.

To achieve this, he didn't just deploy spies; he built a highly organized intelligence apparatus secured
by early forms of cryptography. Here is how Kautilya used cipher alphabets and secret communication
to run a nationwide spy network

1. The Structure of the Network

Kautilya's spy network was massive and divided into two main branches:

e Samsthas (Stationary Spies): Deep-cover agents embedded in society. They operated under
the guise of fraudulent disciples, merchants, ascetics, and householders.

e Sancharas (Wandering Spies): Mobile operatives, which included assassins, poisoners,
mendicant women, and wandering nuns, who traveled between kingdoms to gather intelligence
or execute sabotage.

Because these spies operated deep within both allied and enemy territories, raw intelligence had to be
relayed back to the capital without being intercepted and understood by adversaries.

2. The Use of Cipher Alphabets (Gudhalekhya)

To solve the vulnerability of interception, Kautilya mandated the use of secret writing.

o Specialized Cryptography: Spies used specially designed cipher alphabets—an early form of
substitution cryptography—to encrypt their messages. This ensured that-even if a messenger
was captured or a letter intercepted, the text would be unreadable without the specific
decryption key.

o Operational Security: These ciphers were strictly used for transmitting highly sensitive
political, economic, and military intelligence back to the central authorities.

e Awareness of Cryptanalysis: The Arthashastra is one of the earliest texts in history to
acknowledge the concepts of both cryptography (making codes) and cryptanalysis (breaking
codes). Kautilya knew that if he was using secret codes, his enemies likely were too, and that
ciphers needed to be robust enough to withstand enemy scrutiny.

3. Steganography and Rapid Transmission

Encryption was only half the battle; the other half was making sure the message wasn't found in the
first place.

e Physical Concealment: Spies used steganography—the practice of hiding the very existence of
a message. Ciphered texts were smuggled inside hollowed-out walking sticks, musical
instruments, umbrellas, or the false bottoms of merchant carts.

o Carrier Pigeons: For time-sensitive military intelligence, Kautilya advocated the use of carrier
pigeons to transport these ciphered messages rapidly across the Indian subcontinent, bypassing
terrestrial border checks entirely.
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4. The Intelligence Clearinghouses

The encrypted messages were not sent directly to the king, but rather to dedicated "Institutes of
Espionage".

o Decryption and Verification: At these institutes, handlers would decrypt the ciphered
alphabets and process the raw data.

e The Rule of Three: Kautilya had a strict counter-intelligence rule: a piece of intelligence was
only considered actionable if it was independently corroborated by three different spies
operating through different channels. If a spy's reports consistently failed to match the others,
they were deemed compromised and quietly eliminated.

By combining a deeply embedded spy network with cipher alphabets and secure transmission methods,
Kautilya created an ancient intelligence agency that rivals modern organizations like the CIA or RAW
in its structural sophistication.

I11. Technical Analysis: Substitution Ciphers
Mlecchita-vikalpa:

While Katapayadi handles numbers, Mlecchita-vikalpa handles text. One common method was
pairing alphabets.

The Key: The alphabets are divided into two rows.
The Swap: Row1: ABCDE...
Row2: XY ZW V...

The Encryption: To write "A", you write "X". This is identical to the modern Atbash Cipher, but
applied to the complex phonetic structure of Sanskrit.

Comparison:
Eeature Caesar Cipher Mlecchita-vikalpa /

(Rome) Akshara (India)

Mathematical Phonetic/Syllabic
Logic Shift: Moving the | Mapping: Swapping based
g alphabet by a fixed | on the mouth's articulation

number (e.g., n=3). points.
Linear and .

Complexity predictable. Only 25 zl)lrjlls:[(;-r::zfsr egr.lélJ 'S'an\tljz\\?;is"
possible keys in a I r;ds as variables
26-letter alphabet. (nasal sounds) '

Vulnerable to Harder to crack because
Securit frequency analysis | Sanskrit's "Sandhi™ (word-
y (e.g., 'E'isthe most | joining rules) masks word
common letter). boundaries.
Written on papvrus Written, spoken (modified
Medium or tablgtspy speech), or gestured (finger-
' coding).

IJCRT2603581 | International Journal of Creative Research Thoughts (IJCRT) www.ijcrt.org | e881



http://www.ijcrt.org/

www.ijcrt.org © 2026 IJCRT | Volume 14, Issue 3 March 2026 | ISSN: 2320-2882

IV. Advanced Method: Transposition
The Katapayadi System:

o The Katapayadi (%'TITIT%) system is an alphanumeric cipher where letters of the Sanskrit
alphabet are assigned numerical values from 0 to 9. The name itself is a mnemonic: Ka, Ta, Pa,
Ya—the letters that represent the number 1 in their respective groups.

The Cipher Logic

In this system, vowels are ignored, and consonants are mapped as follows:

Value | Consonants (Sanskrit Groups)

1 P (ka), < (ta), U (pa), U (ya)

2 Y (kha), o (tha), ¥ (pha), X (ra)

3 T (ga), S (da), d (ba), < (la)

4 Y (gha), @ (dha), H (bha), d (va)

5 S (na), U (na), H (ma), X (sa)

6  (ca), d (ta), -, ¥ (sa)
7 9 (cha), Y (tha), - , ¥ (sa)
8 ol (ja), & (da), -, & (ha)
9 o (jha), Y (dha), -, -

0 o[ (fia), 7 (na), -, -

Encryption in practice: A hashed message
Imagine a spy needs to send the number 121 (perhaps a troop count or a secret date).

Direct encryption: The spy looks for letters corresponding to 1, 2, and 1.
Selection:

1= (Ka)

2= (Ra)

1="(Pa)

The "Cover' Text: The spy embeds these into a word like *Kapa™ (which can mean a sacrificial
vessel) or creates a verse where these are the starting consonants of each line.

To an outsider, the word is just a noun. To the recipient, it is the number 121.
Complexity Analysis: One to Many mapping

This is a One-to-Many mapping (Polyphonic). Unlike the Caesar Cipher where 'A' is always 'D', in
Katapayadi, the number 1 can be represented by ka, ta, pa, or ya.
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V. Conclusion
The study of ancient Indian cryptography reveals a sophisticated understanding of information security
that long predates the digital age. Far from being mere "parlor tricks" or literary games, systems like
Mlecchita-vikalpa and the Katapayadi system represent an early mastery of the two pillars of modern
encryption: substitution and transposition.

While the Western cryptographic tradition, exemplified by the Caesar Cipher, focused on linear
mathematical shifts, the Indian tradition was uniquely multidimensional. It integrated:

e Linguistic Precision: Utilizing the phonetic structure of Sanskrit to create complex substitution
rules.

e Mathematical Hashing: Employing one-to-many mappings in the Katapayadi system to thwart
frequency analysis.

e Steganographic Artistry: Leveraging Chitra-kavya and Slesha to hide the very existence of a
secret message within plain sight.

Furthermore, the implementation of these codes within strict poetic meters provided a primitive but
effective form of data integrity. By ensuring that any alteration to the ciphertext would disrupt the
poem's rhythm, ancient scribes created a linguistic "checksum™ that protected the message against
tampering.

In the modern era, where cryptography is the backbone of computer networks, global privacy and
finance the Indian tradition offers a compelling lesson. It reminds us that security is not just a matter of
processing power, but of creative logic. As we move toward the frontier of post-quantum
cryptography, the ancient principles of masking data within complex, multi-layered structures remain
as relevant as they were in the courts of the Mauryan Empire. Ultimately, the "Phonetic Fortress" of
ancient India stands as a testament to the timeless human drive to protect the sanctity of information.
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