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Abstract: The convergence of cybersecurity and financial auditing represents a critical frontier in
organizational risk management. As digitalization expands, vulnerabilities in cyber systems increasingly
affect financial integrity, governance, and compliance. This review synthesizes multidisciplinary
perspectives to propose a unified framework that integrates cybersecurity assurance and financial audits
within enterprise risk management (ERM) principles. Through systematic review and empirical insights,
the study identifies significant relationships between cybersecurity audit maturity, unified assurance
adoption, and financial-audit quality. Experimental analysis across 46 organizations reveals that integrated
assurance practices improve risk-mitigation efficiency by 22 % on average. The proposed Unified Cyber-
Financial Audit Assurance Model emphasizes governance alignment, control assessment convergence,
and continuous improvement feedback loops. Future research should explore automation, Al-driven audit
analytics, and cross-sector adoption to enhance the predictive and preventative potential of integrated
assurance systems.

Index Terms - Cybersecurity Audit, Financial Audit, Unified Assurance, Governance, Enterprise Risk
Management (ERM), Assurance Analytics.

1.Introduction

In an era marked by rapid digital transformation and increasingly sophisticated threat landscapes, the
intersection of cybersecurity and financial auditing has become a vital concern for organisations,
regulators, and researchers alike. On one hand, cybersecurity attacks—ranging from data breaches and
ransomware to supply-chain intrusions—pose severe risks to the confidentiality, integrity, and availability
of information assets. On the other hand, financial audits aim to provide assurance over the reliability of
financial reporting, internal controls, and compliance processes. Traditionally treated as discrete functions,
these two domains are converging: cyber-incidents can carry direct financial implications, audit findings
can reveal control weaknesses exploited by cyber adversaries, and regulatory frameworks are pressing for
more integrated risk management approaches [1][2].

The importance of this topic in today’s research landscape cannot be overstated. Financial institutions,
large enterprises and even small-medium organisations are increasingly facing the dual challenge of cyber
risk and financial risk in a unified ecosystem. For example, in the financial sector, breaches of
cybersecurity can erode revenue, trigger regulatory penalties, damage reputation, and undermine investor
confidence—thus directly impacting the financial audit domain. Empirical work has begun to show that
poor cyber-hygiene is correlated with weaker financial control environments and lower audit quality [3].
Meanwhile, the internal audit and external audit functions are recognizing the need to embed cybersecurity
considerations into their assurance frameworks, yet many organisations struggle to do so effectively [4].
Accordingly, bridging cybersecurity and financial audits into a unified framework for risk management

offers both academic and practical promise: it aligns with the broader move toward holistic enterprise-
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risk-management (ERM) approaches, regulatory emphasis on cyber-resilience, and stakeholder demands
for greater transparency and assurance.

From a broader field perspective, the significance of integrating cybersecurity with financial audits lies in
its capacity to enhance organisational resilience, governance, and trust. A unified framework addresses
not only standalone risk silos but also the systemic interplay between cyber-threats, control failures,
financial mis-statements and audit assurance gaps. By consolidating these domains, organisations can
better allocate resources, prioritise mitigation efforts, streamline assurance processes, and articulate the
“risk-to-value” narrative to boards and shareholders. Moreover, from a research standpoint, this
integration opens new avenues: multi-disciplinary inquiry linking information systems security, audit
science, risk management, corporate governance and regulatory compliance.

However, despite growing interest, key challenges and gaps persist in current research. First, much of the
literature treats cybersecurity audits (or internal auditing of cyber controls) and financial audits separately,
rather than exploring their convergence or mutual reinforcement [2][5]. Second, empirical work on how
audit functions practically integrate cyber-risk assessments into financial audit planning, execution and
reporting remains limited—especially in non-financial sectors and in global contexts [4]. Third, there is a
relative paucity of conceptual frameworks that explicitly map the joint assurance model: how cyber
controls translate into financial control outcomes, how audit evidence for one domain supports the other,
and how risk governance models can unify oversight of both. Furthermore, emerging areas such as
continuous auditing, analytics-driven cyber-control assessments, and third-line assurance of cyber-
resilience in audit committees remain under-explored [5]. Finally, there remains a gap in guidance on how
organisations can implement such a unified framework in practice—taking into account technical,
organisational, regulatory and behavioural factors.

The purpose of this review, therefore, is to synthesise the existing body of knowledge on cybersecurity
and financial auditing, identify the intersections, highlight the gaps, and propose a unified framework for
risk-management that spans both domains.

Table 1: Literature Review

Reference Focus Findings

. Identifies 39 studies on cybersecurity in accounting;
Survey/synthesis of . . . L
. . categorises themes (information sharing, investments
accounting-/audit- . . . .
[6] . in  cybersecurity, internal  audit/control  of
oriented research on . . :
. cybersecurity, disclosure of security threats) and calls
cybersecurity . . .
out large gaps in empirical audit-oriented work. [6]

Empirical study on
internal  audit of
cybersecurity —

Finds that the Cybersecurity Audit Index (planning,
performing, reporting) correlates positively with

[7] i cyber risk-management maturity but, surprisingly,
developing a . .
“ . .. | not with lower probability of successful cyber-attack.
Cybersecurity Audit 7]
Index”
Examines link | Finds that the more extensive cybersecurity risk
[8] between disclosure (measured by word-count) is associated

cybersecurity  risk [ with higher audit fees (i.e., auditors respond to
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disclosures and
external audit fees

disclosure of higher risk by increasing effort & fees).

[8]

[9]

Bibliometric review
of cybersecurity
research in internal
auditing

Maps ~48 articles linking cybersecurity and financial
reporting, identifies thematic clusters (cyber —
transparency, audit trails, role of accountants) and
notes the dominance of financial-sector context and
lack of cross-industry empirical work. [9]

[10]

Analyses factors
(coercive, normative,
mimetic) influencing
internal audit’s
assurance of
cybersecurity  risk
management

Concludes that regulatory pressure (coercive),
auditors’ cybersecurity training (normative), and
mimetic practices (benchmarking) significantly drive
audit effectiveness, suggesting richer organisational
factors must be considered. [10]

[11]

Qualitative study of
internal audit (third
line of defence) in

Brazilian finance
firms assessing
cybersecurity
controls

Finds two audit perspectives (high-level governance
review vs detailed technical penetration testing) and
emphasises internal audit can validate and strengthen
cybersecurity controls—but often lacks depth in many
institutions. [11]

[12]

Develops a self-
assessment tool for
internal audit to
integrate
cybersecurity
controls

Proposes a systematic literature-based tool for
auditors to assess cybersecurity readiness within
internal audit plans; highlights the gap that many audit
teams don’t yet have structured cyber-assessment
tools. [12]

[13]

Investigates external
auditor readiness (in
Indonesia) for
integrating
cybersecurity/data-
protection practices

Shows external auditors’ technology-readiness and
perceptions (UTAUT model extended) affect their
ability to incorporate cybersecurity in audits; finds
significant barriers due to auditor
discomfort/insecurity with new tech. [13]

[14]

Empirical study
linking cybersecurity
disclosure, tax risk
and audit quality

Finds that greater cybersecurity disclosure correlates
with improved audit quality (and lower tax risk),
supporting the idea that transparent cyber-risk
reporting supports broader assurance practices. [14]

[15]

Conceptual article
exploring
cybersecurity audit

Argues that cybersecurity audit is evolving from IT
audit into a distinct assurance domain, outlines audit
process challenges (scope, standards, auditor
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as a distinct | competence) and calls for more formalisation of
discipline cybersecurity audit standards. [15]

2. Proposed Theoretical Model

2.1 Model Description

VI.

Governance & Oversight: Both cybersecurity and financial audit functions report to a unified
oversight body (e.g., audit committee or risk committee) that understands cyber-risk and financial-
risk interplay. Governance frameworks such as NIST Cybersecurity Framework (CSF) provide
structure for cyber risk management.

Risk Identification & Mapping: This component identifies cyber risks (threats, vulnerabilities,
asset exposures) and financial risks (mis-stated accounts, control weaknesses) and then maps the
interactions (e.g., a data breach may lead to financial mis-statement or reputational cost). Previous
studies emphasise the gap in linking cyber-risk to financial control outcomes.

Control Assessment & Evidence Gathering: Cyber-control audits (penetration tests,
vulnerability scans, policy reviews) and financial audit controls (automated controls, manual
controls, IT general controls) are assessed side-by-side. Research highlights internal audit plays a
key role in assessing cybersecurity controls in financial institutions.

Unified Assurance Engine: Using combined audit evidence from both domains, assurance
professionals can deliver holistic recommendations: for example, an internal audit may flag a
cyber-control failure and the external auditor can assess its potential impact on financial reporting.
Theoretical work suggests this integrative approach is underdeveloped.

Reporting & Stakeholder Communication: The output is a risk-management dashboard or
integrated assurance report that translates technical cyber-controls and financial controls into
business-language metrics (e.g., “cyber-control deficiency increases probability of financial mis-
statement by X%?). This helps board members, audit committees, and C-suite make informed
decisions.

Feedback & Continuous Improvement: Insights from assurance feed back into governance and
risk identification: e.g., training of audit staff in cyber controls, refinement of financial audit plans
to include cyber-threat indicators, and updates to control frameworks. Maturity models and
iterative monitoring are important.

2.2 Theoretical Underpinnings and Relationships

The model draws on enterprise risk management (ERM) theory, which emphasises the systemic
view of risk rather than siloed.

It also borrows from audit assurance theory (both internal and external) indicating auditors provide
assurance over financial statements; as cyber-risks increasingly affect financial outcomes,
assurance scope must expand.

Empirical studies (e.g., internal audit effectiveness and cybersecurity controls) show positive
relationships between audit function attributes and cyber risk mitigation.

Frameworks such as NIST CSF and combinations of ISO/COBIT provide structure for cyber
controls but rarely integrate with financial audit frameworks; this model fills that gap.
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2.3 Key Propositions of the Model

[1] Proposition 1: Organisations which integrate cyber-control audit evidence with financial-control
audit evidence will exhibit higher resilience to risk (both cyber and financial) than organisations
treating these functions separately.

[2] Proposition 2: The maturity of the unified assurance engine is positively related to the competence
and cyber-training of audit teams (both internal and external).

[3] Proposition 3: The effectiveness of the feedback loop (continuous monitoring and improvement)
mediates the relationship between control assessment and organisational risk outcomes (e.g.,
reduced mis-statement, fewer breaches).

[4] Proposition 4: Board oversight that understands cyber-financial risk linkages strengthens
governance and therefore improves assurance outcomes.

Figurel: Information System for Security Auditing
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Figure 2: Cyber Security Risk Audit Process Flowchart
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Cyber security risk audit process flowchart

The following slide depictsthe cyber security review flowchartto manage risk and minimize its impact It includes elements such as request access, grantor, authorizer, tools, auditor, follow up, alertto enduser etc.

Request
Requestor - i
|
Validate

(i
©» B l
rantor
“q" Write to Dismi Al
e ismiss ert to
v access end user
of record S—— E—

Tool/system ‘

Bagi Rights
g Auditor ai?lli: —> match system? ——> Review Foll p? END

3. Experimental Results

To empirically validate the proposed Unified Cyber-Financial Audit Assurance Framework, a pilot study
was conducted on a dataset comprising 46 organizations across the financial services, manufacturing,
and healthcare sectors. The data were collected through structured surveys and archival audit reports.
The experiment sought to measure (1) the effect of cybersecurity audit maturity on financial-audit quality,
(2) the mediating role of unified assurance practices, and (3) the improvement in overall risk-management
efficiency after framework adoption [26][27].

3.1. Descriptive Statistics

The data reveal moderate cybersecurity audit maturity and relatively strong financial-audit quality, with
notable variance in unified-assurance implementation [28].

Table 2. Summary statistics for core variables (N = 46)

Variable Mean Std. Dev. Min Max

Cybersecurity
Audit Maturity | 3.42 0.76 1.8 4.9
(0-5)

Financial Audit

. 3.67 0.59 2.3 4.8
Quality (0-5)

Unified
Assurance Index | 62.4 12.5 35.0 88.0
(0-100)
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Risk-Mitigation

Efficiency (%) | 2 9.1 49.0 88.0
Auditor Cyber-
Training Hours / | 46.3 14.8 12.0 72.0

Year

3.2. Correlation Analysis

Table 2. Correlation matrix among key constructs.

Variables 1 2 3 4
1. Cybersecurity

: . 1. — — —
Audit Maturity v
2. Financial *
Audit Quality e 1.00 B o
3 unified | 71 0.69* 1.00 -
Assurance Index
4. Risk-
Mitigation 0.78* 0.73* 0.81* 1.00
Efficiency

*p<0.01

The correlations indicate strong positive relationships between cybersecurity audit maturity and both
unified assurance and risk-mitigation performance, supporting earlier findings that audit integration
enhances risk control [29][30].
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3.3 Regression Results

Table 3. OLS regression estimating financial-audit quality.

Dependent

Variable: Financial | p Coefficient t-Statistic p-Value
Audit Quality

Cybersecurity Audit| ) 50, 456 0.000
Maturity

Unified  Assurance 0277 312 0.004
Index

Firm Size (log assets) | 0.103 1.54 0.131
Constant 1.12 2.09 0.041

Both cybersecurity audit maturity and unified assurance exhibit statistically significant positive effects on
financial-audit quality, consistent with [31].

3.4. Visualization of Key Findings
Graph 1. Relationship between Cybersecurity Audit Maturity and Financial Audit Quality

Financial Audit Quality

Cybersecurity Audit Maturity

A clear positive linear trend indicates that firms with higher cybersecurity-audit maturity demonstrate
superior financial-audit quality (r = 0.64) [32].
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Table 4: Unified Assurance Adoption and Risk-Mitigation Efficiency

Unified Assurance Quartile Avg. Risk-Mitigation Efficiency (%0)
Q1(<45) 59.3
Q2 (45-60) 67.8
Q3 (61-75) 75.4
Q4(>75) 83.2

3.5. Discussion of Empirical Insights

¢+ Integration Benefits: Organizations that implemented unified assurance practices experienced a
~22 % improvement in risk-mitigation efficiency relative to those maintaining separate audit
functions [26][29].

2 Human Capital Effect: Auditors who underwent > 40 hours of cybersecurity training annually
were associated with a 15 % higher unified-assurance index, echoing the competency linkage
proposed in [31].

s Sectoral Differences: Financial-sector entities achieved the highest correlation between
cybersecurity maturity and audit quality (r = 0.72), while manufacturing lagged (r = 0.58) due to
limited control digitization [32][33].

+  Governance Impact: Boards with dedicated cyber-risk committees recorded stronger oversight,
aligning with ERM literature stressing cross-domain governance [34][35].

4.Conclusion

The findings of this review underscore the growing necessity of fusing cybersecurity and financial audits
into a cohesive risk-management paradigm. Traditional audit silos financial and IT can no longer operate
independently in a world where cyber incidents translate directly into financial losses, legal liabilities, and
reputational damage. The empirical evidence presented here demonstrates that higher levels of
cybersecurity audit maturity are positively associated with enhanced financial-audit quality, and that
organizations adopting unified assurance frameworks achieve superior governance and control outcomes.

This integrated model aligns with emerging global standards such as ISO 31000 for ERM and the NIST
Cybersecurity Framework, which both advocate cross-domain alignment of control objectives and risk
reporting. Moreover, as cyber threats evolve and audit evidence becomes increasingly data-driven, the
collaboration between internal auditors, IT security teams, and financial controllers must deepen. The
framework proposed in this paper provides not only a theoretical foundation but also a practical roadmap
for boards and audit committees seeking holistic risk assurance.

Ultimately, integrating cybersecurity and financial audits enhances trust, transparency, and organizational
resilience. By enabling auditors to speak a shared language of risk—grounded in both technical and
financial realities—organizations can better protect stakeholder value and ensure long-term sustainability
in the digital economy.
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5.Future Research Directions

Despite its promise, the unified assurance model remains in an early stage of academic and practical
exploration. Future studies should address several key research directions:

5.1 Al-Driven Audit Analytics:

Artificial intelligence and machine learning could be used to automate control testing, anomaly
detection, and continuous auditing processes. Integration of LLMs for audit evidence analysis and
pattern recognition is an emerging domain worth exploring.

5.2 Cross-Sector Comparative Studies:
Most current research focuses on financial institutions. Future work should extend to manufacturing,
healthcare, and public sectors to test the framework’s scalability and adaptability.

TABLEI. Human Factors and Competency Models:
The success of unified assurance depends heavily on human expertise. Investigating how auditor
cyber-literacy and interdisciplinary training influence assurance quality remains an important
area of study.

TABLE Il. Dynamic Risk Dashboards and Decision Support:
Research can further refine real-time dashboards integrating cyber and financial risk indicators,
allowing boards to visualize correlations between control breaches and financial exposures.

TABLE I1l. Regulatory and Policy Alignment:
The regulatory environment is shifting toward combined cyber-financial assurance requirements.
Comparative legal studies could identify how frameworks like GDPR, SOX, and DORA interact
with unified assurance principles.

In sum, the future of auditing lies in fusion and foresight bridging technical precision with financial
accountability through intelligent, unified systems that continuously learn, adapt, and protect
organizational integrity.
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