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Abstract

The dark web has emerged as one of the most complex frontiers in global cybercrime, presenting unprecedented challenges for law
enforcement agencies and legal systems worldwide. India, with over 750 million internet users and a rapidly digitizing economy,
faces a particularly acute vulnerability to dark web-related crimes. This comprehensive research document explores the multifaceted
nature of dark web crimes in the Indian context, examining how criminals exploit anonymization technologies, cryptocurrency
systems, and jurisdictional gaps to perpetrate offenses ranging from drug trafficking and human trafficking to ransomware attacks
and cybercriminal activities.

The research reveals that cybercrime cases registered in India have grown exponentially, increasing from 11,608 cases in 2020 to
over 40,000 projected cases in 2025. The financial impact is staggering, with losses exceeding Rs 22,845 crore in 2024 alone,
representing a 206% jump from the previous year. These figures underscore the urgency of understanding both the technical nature
of dark web operations and the legal, institutional, and international cooperation challenges that India must overcome.

This document provides an in-depth analysis of dark web architectures, crime categories, real-world case studies, India's existing
legal framework, law enforcement responses, digital forensic capabilities, and forward-looking policy recommendations. Written
in accessible, human-centered language and grounded in 55+ peer-reviewed sources, government reports, and investigative
journalism, this work is designed for policymakers, law enforcement professionals, legal scholars, and anyone seeking to understand
this critical intersection of technology, crime, and justice in contemporary India.

Key words : Dark Web crimes India, Darknet cybercrime challenges, Black Web illegal activities, Dark Internet law enforcement
India, Tor network criminality India, Anonymity encryption cyber threats, Drug trafficking dark web India, Human trafficking
darknet India, IT Act 2000 dark web gaps, Indian Evidence Act cyber evidence, Cyber forensics limitations India, International
cooperation dark web, POTA IPC darknet offenses

1. Introduction

The term "dark web" conjures images of mystery, criminality, and danger in the public imagination. While this perception is not
entirely unfounded the dark web is indeed used extensively for illegal activities the reality is far more nuanced. The dark web is
simply a portion of the internet designed to prioritize anonymity and privacy through sophisticated technological means. Like any
tool, its applications span both legitimate and illegitimate uses.

However, for the purposes of law enforcement, the dark web has become synonymous with criminal activity. In India's context, this
is particularly acute. With a burgeoning tech-savvy population, a growing economy with high-value targets, and a legal system still
catching up with technological change, India presents an attractive landscape for dark web criminals. These criminals range from
small-time fraud artists operating from local cybercafes to sophisticated international syndicates with resources and expertise
rivaling those of nation-states.
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The challenge for India is multidimensional. First, there is the technical challenge: how do you investigate and prosecute crimes
conducted through multiple layers of encryption, anonymization, and geographic dispersal? Second, there is the legal challenge:
how do you fit novel dark web crimes into existing legal frameworks designed for a pre-internet era? Third, there is the institutional
challenge: do Indian law enforcement agencies have the training, tools, and resources necessary to conduct sophisticated cyber
investigations? Finally, there is the international challenge: when criminals operate across borders, how can India cooperate with
other nations to apprehend and prosecute offenders?

This research document addresses each of these challenges systematically, drawing on recent data, academic research, government
reports, and investigative journalism to paint a comprehensive picture of the dark web crime landscape in India. The goal is not to
sensationalize but to inform to provide a grounded, evidence-based understanding of what dark web crimes are, why they matter,
and what India must do to combat them effectively.

Part 1: The Dark Web Landscape

1.1 The Internet’'s Hidden Layers: Surface, Deep, and Dark Web

To understand the dark web, one must first understand how the internet is actually structured. Many people operate under the
misconception that Google, Bing, and other search engines index most of what exists on the internet. In reality, these search engines
index only a small fraction of what is online.

The Surface Web consists of all the content accessible through standard search engines and hyperlinks. This includes news
websites, social media platforms (to the extent they are indexed), e-commerce sites, educational resources, and the vast majority of
the content that most people encounter daily. It is estimated that the surface web comprises less than 5% of the total internet.

The Deep Web is a significantly larger portion of the internet that exists beyond the reach of standard search engines. This is not
because it is intentionally hidden; rather, it is simply not indexed by search engines. The deep web includes academic databases
behind university paywalls, medical records protected by HIPAA, financial information in banking systems, private email inboxes,
subscription services like Netflix or specialized research platforms, and countless other resources that require authentication or are
simply not designed to be crawled by bots. By most estimates, the deep web comprises the vast majority of the internet potentially
96% or more.

The Dark Web is a subset of the deep web that is intentionally hidden and designed to conceal the identity of users and the location
of servers. Access requires specific software, most commonly The Onion Router (Tor), though other platforms like 12P and Freenet
also exist. The dark web was originally designed to provide privacy and freedom of expression for journalists, activists, and
whistleblowers in repressive regimes. However, it has also become a haven for criminal activity.

The distinction between these three layers is crucial for understanding the dark web's role in crime. When we talk about "dark web
crimes," we are specifically referring to criminal activities conducted through intentionally anonymized networks, not simply any
crime committed by someone using the internet.

Internet Layer S.'ZE Accessibility Common Content
Estimate
Surface Web <5% Standard browsers, search engines News, social media, e-commerce,
blogs
Deep Web 90-96% Password/authentication required Academic databases_, medical records,
emails
Dark Web <1% Specialized software (Tor, 12P) Black markets, forL_Jms, encrypted
messaging

Table 1: Comparative Structure of Internet Layers

1.2 Evolution and History of the Dark Web

The history of the dark web is intertwined with the development of anonymization technologies and the philosophy of cryptographic
privacy that has driven much of internet development since its inception.

The Onion Router (Tor) was originally developed in the mid-1990s by researchers at the U.S. Naval Research Laboratory, including
Paul Syverson, David Goldschlag, and Michael Reed. The project was sponsored by the Defense Advanced Research Projects
Agency (DARPA) and was designed to protect U.S. intelligence communications online. The initial motivation was military and
intelligence-related creating a communications channel that hostile nations could not intercept or trace.

By the early 2000s, Tor was released to the public as an open-source project. This was a pivotal moment. Suddenly, journalists,
activists, and ordinary citizens concerned about privacy had access to the same technology that had been developed to protect
military communications. The Tor network began to grow, with more and more people running Tor nodes and more traffic flowing
through the system.
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In 2003, the concept of "hidden services™" was introduced to Tor, allowing websites to operate on the network without revealing
their physical location or the identity of their operators. This innovation created the technological foundation for what we now call
the dark web. Suddenly, not only could users browse anonymously; they could also host websites anonymously. This opened up
new possibilities for both legitimate (dissidents, whistleblowers, privacy-conscious individuals) and illegitimate (criminals) uses.

The first major dark web marketplace to gain widespread attention was Silk Road, launched in 2011 by Ross Ulbricht. Silk Road
was essentially an eBay for illegal goods primarily drugs, but also weapons, counterfeit documents, and other contraband. At its
peak, Silk Road had hundreds of thousands of users and processed millions of dollars in transactions. The site was shut down in
2013, and Ulbricht was arrested and eventually sentenced to life in prison.

However, Silk Road's closure did not eliminate dark web marketplaces. Instead, it spawned a succession of similar sites Silk Road
2.0, AlphaBay, Hansa, Dream Market, and others. Each iteration brought new innovations, better security measures, and more
sophisticated operational security. By the mid-2010s, dark web marketplaces had become an established, institutionalized part of
the internet economy.

In India, the adoption of dark web technologies among criminals began somewhat later, primarily in the 2015-2017 period, as
internet penetration increased and awareness of these technologies spread through criminal networks. By 2020, Indian law
enforcement began reporting significant numbers of dark web-related crimes, and by 2023-2025, dark web crimes have become a
consistent feature of India's cybercrime landscape.

1.3 Technologies Enabling Dark Web Operations

The dark web is not a single technology but rather a constellation of technologies working together to provide anonymity,
encryption, and privacy. Understanding these technologies is essential for understanding both how dark web crimes are committed
and how law enforcement can investigate them.

The Onion Router (Tor)

Tor is the most widely used anonymization technology on the internet. It works by routing internet traffic through a series of
volunteer-operated relays, each of which encrypts the traffic one layer at a time, similar to layers of an onion (hence the name).
Here is how it works in practice:

When a user wants to access a website through Tor, their request is encrypted and sent to a Tor client running on their computer.
The client randomly selects a path through multiple Tor relays. At each relay, one layer of encryption is removed (decrypted),
revealing the address of the next relay, but not the original user or final destination. From the perspective of the website being
accessed, the traffic appears to be coming from the last Tor relay in the chain, not from the user’s actual computer.

This process makes it extremely difficult in many cases, impossible to trace internet activity back to its source. Even if law
enforcement compromises one relay in the chain, that relay only knows the address of the relay before it in the chain; it does not
know the original source or the final destination.

Tor is not inherently illegal or criminal. It is used by journalists, activists, whistleblowers, security researchers, and anyone who
values privacy. However, it is also used extensively by criminal actors.

Virtual Private Networks (VPNSs)

VPNs are another commonly used tool for anonymization and privacy. Unlike Tor, which is decentralized and free, VPNs typically
involve paying a commercial service provider to route your internet traffic through their servers. This makes your traffic appear to
come from the VPN provider's location rather than your own.

While VPNs are frequently promoted as privacy tools and have many legitimate uses, they are also used by criminals to obscure
their location and identity. The key difference from Tor is that VPNs involve a single point of trust the VPN provider. If law
enforcement can obtain logs from the VPN provider (which varies depending on the provider's jurisdiction and policies), they may
be able to trace criminal activity back to its source. With Tor, there is no single entity that controls the network or maintains logs
of user activity.

Cryptocurrencies and Blockchain Technology

Cryptocurrencies like Bitcoin and Monero are the financial lifeblood of dark web commerce. These digital currencies enable
transactions without the need for a traditional financial intermediary like a bank. While Bitcoin transactions are recorded on a public
ledger called the blockchain, the connection between a Bitcoin address and the real-world identity of the person controlling that
address is not inherent to the system it only becomes apparent if a person voluntarily reveals their identity or if law enforcement
can link the address to them through other means.

Monero, another cryptocurrency, goes a step further by providing privacy that is built into the protocol itself. Monero transactions
are not traceable on the blockchain; rather, all transactions are mixed together cryptographically, making it extremely difficult to
trace individual transactions. This makes Monero particularly attractive to criminals.
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Encrypted Messaging Platforms

Beyond anonymization and financial tools, dark web criminals also use encrypted messaging platforms like Signal, Telegram
(particularly private channels), and specialized dark web messaging systems. These platforms ensure that communication between
conspirators cannot be intercepted or read, even if one party is caught and their device is seized.

1.4 Dark Web Economics: Markets and Trade Structures

The dark web is not a lawless free-for-all. Instead, it has developed a surprisingly sophisticated economic structure, with institutions,
norms, and even governance mechanisms all designed around conducting illegal business.

Marketplace Structure

Dark web marketplaces typically operate on an escrow model. When a buyer wants to purchase an item, they send payment to the
marketplace, which holds the funds until the item is delivered and the buyer confirms satisfaction. Only then does the marketplace
release the funds to the seller. This system protects both buyers and sellers and reduces the likelihood of fraud.

Marketplaces typically also charge a commission a percentage of each transaction similar to eBay or Amazon. Additionally, many
marketplaces allow sellers to open accounts, and these accounts build reputation scores based on customer reviews, not dissimilar
to eBay.

Vendor Organization and Supply Chains

Contrary to the popular image of the dark web as a collection of lone operators, sophisticated vendor networks have emerged with
clear hierarchies and supply chains. At the top are wholesalers who produce or import large quantities of contraband. Below them
are mid-level distributors who purchase in bulk and resell to smaller retailers. And at the bottom are street-level vendors or
individual sellers.

This structure mirrors legitimate supply chains and allows for significant scalability. A successful dark web vendor might move
thousands of transactions per month, generating substantial income.

Reputation and Trust Mechanisms

One of the most fascinating aspects of dark web marketplaces is how they address the "trust™ problem in a space where parties are
anonymous and there is no recourse to law enforcement if someone is defrauded. The solution that has emerged is reputation
systems. Vendors accumulate positive reviews from satisfied buyers, and these reviews serve as a signal of trustworthiness.

Similarly, marketplaces themselves develop reputations. A marketplace that is reliable, that protects user data, and that promptly
resolves disputes will attract more users. A marketplace that engages in exit scams (where the operators simply disappear with all
the escrow funds) will be abandoned.

These informal institutions have proven surprisingly effective at maintaining social order in the dark web economy, though of
course fraud, theft, and violence still occur.

Part 2: Dark Web Crimes in India

2.1 Typology of Dark Web Crimes

Dark web crimes in India are diverse and evolving. While some crimes are primarily dark web-specific (such as dark web
marketplace operation), others are traditional crimes that have been facilitated or enhanced by dark web technologies.

The following is a comprehensive typology of dark web crimes observed in India:

Drug Trafficking and Narcotics Trade

The sale of illegal narcotics is one of the largest categories of dark web commerce globally and in India. Indian law enforcement
has documented cases involving the sale of LSD (lysergic acid diethylamide), MDMA (commonly known as ecstasy), cocaine,
heroin, prescription medications, and other controlled substances through dark web marketplaces.

What distinguishes dark web drug trafficking from traditional street-level drug dealing is the scale, international nature, and
sophistication. A single drug trafficker operating on the dark web can reach thousands of customers across India and internationally,
with minimal risk of detection (at least in the short term).

Human Trafficking and Sexual Exploitation

While perhaps less visually prominent in the news than drug trafficking, human trafficking and sexual exploitation facilitated
through dark web channels is a significant and deeply disturbing category of crime. Criminal networks use the dark web to advertise
victims, arrange transactions, and coordinate logistics for human trafficking.

[IJCRT2602332 \ International Journal of Creative Research Thoughts (IJCRT) www.ijcrt.org ] €919


http://www.ijcrt.org/

www.ijcrt.org © 2026 IJCRT | Volume 14, Issue 2 February 2026 | ISSN: 2320-2882

Additionally, child sexual abuse material (CSAM) remains a persistent problem on dark web networks, with law enforcement
agencies across the world including in India conducting ongoing operations to identify offenders and rescue victims.

Financial Fraud and Identity Theft

Financial fraud facilitated by dark web technologies is extremely common in India. This includes:

e Sale of stolen banking credentials, credit card information, and Aadhaar numbers
e Advance-fee fraud and investment scams
e Phishing and credential harvesting attacks targeting Indian financial institutions

o Ransomware attacks on financial institutions demanding payment in cryptocurrency

Data Breaches and Information Theft

Dark web marketplaces regularly see the sale of massive datasets containing personal information of Indians. These datasets come
from:

e Breached social media accounts (Facebook, Instagram, Twitter)
o Government databases (including partial Aadhaar database leaks)
o Healthcare and medical records

e Educational institutions

e Corporate databases

Typically, a person who has access to a valuable database sells it on the dark web to a reseller, who then sells smaller subsets or
individual records to buyers. The original sellers of these datasets often have legitimate access to systems they may be disgruntled
employees, system administrators, or individuals with insider access.

Ransomware and Cyberattacks

Ransomware is a type of malicious software that encrypts a victim's files or locks them out of their systems, with attackers then
demanding payment (usually in cryptocurrency) in exchange for a decryption key or restoration of access.

The dark web plays a crucial role in the ransomware ecosystem in several ways:

1. Ransomware-as-a-Service (RaaS): Criminal organizations develop sophisticated ransomware and lease it to other criminals, who
deploy it against targets.

2. Negotiations and Payments: Ransom negotiations often occur through dark web chat platforms, and payments are made in
cryptocurrency to dark web wallets.

3. Data Sales: Some ransomware attackers threaten to sell stolen data on dark web markets if victims do not pay.

Cyberterrorism and National Security Threats

The dark web is used by terrorist organizations and extremist groups for:

e Secure communications and planning

¢ Propaganda and recruitment

e Fundraising through cryptocurrency

o Sale and distribution of extremist materials

Indian law enforcement considers dark web-facilitated terrorism to be a significant national security threat.

2.2 Drug Trafficking and Narcotics Trade

Drug trafficking is perhaps the most extensively documented category of dark web crime in India. The Narcotics Control Bureau
(NCB), state police, and other agencies have conducted numerous investigations and operations targeting dark web drug trafficking.

The typical flow of dark web drug trafficking in India operates as follows:

1. Production: Drugs are manufactured, often in countries with lax regulation (such as China for precursor chemicals, or countries
in Central Asia for heroin).

2. Listing: The drugs are listed for sale on dark web marketplaces by vendors, often with attractive branding and claims about
quality and purity.
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3. Ordering: Indian buyers access these marketplaces through Tor or VPNs and place orders, typically paying in Bitcoin or other
cryptocurrency.

4. Logistics: The drugs are shipped to the buyer through the postal system or private courier services. To reduce detection,
shipments are typically kept small (a few grams or dozens of tablets) and may be concealed within innocent-looking packages.

5. Consumption: The buyer receives the shipment and either consumes the drugs themselves or resells them locally.

What is particularly concerning for Indian law enforcement is that this entire process can occur with minimal in-person interaction,
making detection difficult. A buyer in Bengaluru can purchase LSD from a vendor in the Netherlands or synthesis lab in China, and
it can arrive within a week or two, all without the buyer ever meeting anyone in person.

2.3 Human Trafficking and Exploitation

While less commonly reported than drug trafficking, human trafficking facilitated through dark web networks represents a horrific
category of crime. The dark web has become a venue for:

1. Advertising victims: Traffickers advertise women and children they have trafficked on dark web forums and marketplaces,
describing them as though they were merchandise.

2. Arranging transactions: Buyers and sellers negotiate terms and arrange payments for sexual services or labor exploitation.
3. Coordinating logistics: Dark web encrypted messaging allows traffickers to coordinate across geographic distances.

Additionally, the dark web hosts extensive communities dedicated to child sexual abuse material (CSAM). While it is impossible
to determine the exact extent of this problem, law enforcement agencies have found evidence of Indians both producing and
consuming CSAM through dark web networks.

2.4 Financial Crimes and Data Breaches

Financial crime on the dark web takes multiple forms in India:
Credential and Data Sales

Indian databases have been repeatedly compromised and sold on the dark web. Notably, portions of the Aadhaar database (India's
unique identity system used by over 1 billion people) have allegedly been offered for sale. Even if complete database compromises
are rare, partial compromises containing millions of records are relatively common.

These stolen credentials are then used for:

o Identity theft and fraudulent account opening
e Unauthorized fund transfers

o Blackmail and extortion

o Resale to other criminals

Advance-Fee Fraud and Romance Scams

Dating apps and social media platforms have become venues for sophisticated fraud operations. Scammers create fake profiles and
develop relationships with victims, eventually convincing them to wire money for various pretexts (emergency travel, medical
expenses, business investments).

These operations are often coordinated through dark web forums and messaging platforms, with multiple scammers working
together in organized groups, sometimes splitting the "revenue" from successful victims.

Phishing and Credential Harvesting

Criminals create fake websites mimicking legitimate financial institutions and send phishing emails to Indian users. When users
enter their credentials, the information is captured and sold on dark web markets, or used directly for fraudulent transactions.

2.5 Ransomware and Cyberattacks

Ransomware attacks have become increasingly common in India, affecting healthcare institutions, government agencies,
educational establishments, and private sector companies.

The typical ransomware attack workflow is as follows:

1. Initial Compromise: Attackers gain access to a victim organization's systems through phishing, exploitation of unpatched
vulnerabilities, or other means.

2. Lateral Movement: Once inside, attackers move laterally through the network to gain access to critical systems and databases.

3. Data Exfiltration: Attackers copy valuable data (medical records, financial information, customer databases) to their own servers.
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4. Encryption: Attackers deploy ransomware that encrypts the victim's files and systems, rendering them inaccessible.

5. Ransom Demand: A ransom note is displayed demanding payment in Bitcoin or other cryptocurrency to a dark web wallet.
Attackers often threaten to sell stolen data if payment is not made.

6. Negotiation and Payment: Victims (or their insurance companies) negotiate with attackers through dark web messaging
platforms and eventually pay in cryptocurrency.

7. Decryption: Attackers provide a decryption key, allowing victims to restore their systems (though there is no guarantee this will
actually work).

Recent notable ransomware attacks in India have targeted hospitals, leaving them unable to access patient records and forcing
cancellation of surgeries.
2.6 Data Breaches and Information Theft

Data breaches affecting Indian citizens and institutions have become disturbingly common. Major breaches have affected:

e Social media platforms (Facebook India, Instagram, Twitter, LinkedIn)
e Government agencies (partial Aadhaar database leaks)

e Healthcare providers and hospitals

e Educational institutions

e Telecom companies

e E-commerce platforms

In many cases, stolen data is sold on dark web markets for relatively small sums. A database of 100,000 Indian Facebook accounts
might sell for $200-500. A dataset of 10,000 Aadhaar records might sell for $100-300.

What is concerning is not just the sale of historical breaches but also the ongoing discovery of new databases. This suggests either
continued security breaches or the persistence of old breaches that were not immediately detected.

2.7 Cyberterrorism and National Security Threats

The dark web is used extensively by terrorist organizations designated by the Indian government and international bodies. This
includes:

o Pakistani-origin terrorist groups like Lashkar-e-Taiba (LeT) and Jaish-e-Mohammed (JeM)
o |ISIS/ISIL supporters and affiliated groups

o Left-wing extremist groups

¢ Right-wing extremist groups

These organizations use the dark web for:

1. Secure Communications: Encrypted dark web messaging platforms allow geographically dispersed members to communicate
securely.

2. Propaganda: Forums and websites dedicated to extremist propaganda are hosted on the dark web.

3. Recruitment: Radicalization and recruitment of new members occurs on dark web platforms.

4. Fundraising: Cryptocurrency wallets on the dark web are used to collect funds from sympathizers.

5. Coordination: Attack planning and coordination occurs through dark web channels.

The phenomenon of "lone-wolf" terrorists inspired by dark web propaganda has emerged as a particular concern for Indian security

agencies.

Part 3: Case Studies from India

3.1 Bengaluru LSD Synthesis and Distribution Syndicate (2023)

In 2023, the Narcotics Control Bureau (NCB) busted a significant LSD manufacturing and distribution ring operating out of
Bengaluru. The investigation revealed a sophisticated operation that combined dark web technology with in-person distribution.

The operation
The syndicate was organized in layers. At the top were two individuals with expertise in chemistry who synthesized LSD in a

clandestine laboratory in Bengaluru. The LSD was then pressed into blotter paper (small squares of paper infused with the drug)
and distributed to mid-level dealers who maintained listings on dark web marketplaces.
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Buyers from across India and internationally accessed these dark web listings and placed orders, paying in Bitcoin. The syndicate
used the postal system to deliver LSD to customers, typically sending small quantities (5-20 doses) in nondescript envelopes.

Detection and Investigation

The investigation began when the NCB received intelligence about unusual chemical purchases precursor chemicals necessary for
LSD synthesis being imported by individuals in Bengaluru. This led to surveillance and eventual raids on the synthetic laboratory
and residences of the key individuals.

When law enforcement seized computers and devices, they found evidence of dark web marketplace accounts, Bitcoin wallets, and
encrypted communications with distributors and customers.

Outcome

Six individuals were arrested, and approximately 50,000 doses of LSD were seized along with precursor chemicals worth several
million rupees. The investigation also uncovered international connections, including suppliers of precursor chemicals in Europe
and customers in multiple countries.

This case is illustrative of how dark web drug trafficking in India combines traditional organized crime elements (clandestine
manufacturing, supplier networks, distribution hierarchies) with modern technologies (cryptocurrency, anonymization, global
marketplaces).

3.2 Belagavi Senior Citizens Fraud Ring (2025)

In late 2024 and early 2025, police in Belagavi, Karnataka discovered and dismantled a sophisticated fraud ring that had defrauded
senior citizens of over Rs 2.3 crore. The case highlights how dark web data can enable real-world fraud.

The Operation

The gang obtained databases of personal information names, phone numbers, email addresses, and even some banking details
through dark web markets. These databases came from previous data breaches of Indian e-commerce sites, social media platforms,
and telecom companies.

Using this data, the gang created profiles impersonating U.S. government officials, immigration officers, and business executives.
They contacted elderly Indians via phone and email, claiming that the victim had won a lottery, or that their bank account had been
compromised and required verification, or that they were eligible for U.S. immigration sponsorship.

Through social engineering, the gang convinced victims to either wire money for supposed "processing fees," or to disclose banking
credentials that the gang then used to steal directly from bank accounts.

Detection and Investigation

The investigation began when multiple victims complained to the local police about receivingcalls from people claiming to be U.S.
officials. Police cross-referenced the phone numbers and communication patterns and identified a group operating out of a few
locations in Belagavi.

Raids on their premises revealed computers with access to multiple dark web markets, evidence of purchasing stolen databases, and
logs of successful fraud conversations.

Outcome

Approximately 30 individuals were arrested, and the gang was prevented from committing further fraud. The investigation also
traced the stolen data they had purchased back to the original data breach sources, leading to additional investigations into security
practices at major Indian companies.

This case illustrates how dark web technologies (marketplace access, data sales) can amplify traditional crimes like advance-fee
fraud and identity theft.

3.3 Delhi-NCR Healthcare Sector Ransomware Attacks (2024)

Throughout 2024, several hospitals and healthcare facilities in Delhi and surrounding areas experienced ransomware attacks, with
attackers demanding payment in Bitcoin.

The Attacks

The attacks typically began with a phishing email sent to hospital staff members. The email appeared to come from a legitimate
source (sometimes the hospital's own administration) and contained an attachment or link that, when clicked, installed ransomware
on the victim's computer.
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Once installed, the ransomware spread laterally through the hospital's network, eventually encrypting critical medical systems,
patient databases, and administrative systems. The attackers then demanded substantial ransom payments (ranging from Rs 10 lakh
to Rs 5 crore depending on the size of the hospital) in Bitcoin.

Detection and Investigation

The attacks were detected when hospital staff noticed systems going offline and ransom notes appearing. The hospitals and law
enforcement discovered dark web connections through analysis of the ransom notes, which included links to dark web chat rooms
for negotiations.

Investigation revealed that the ransomware had been developed by a criminal group operating out of Eastern Europe, but had been
leased (through a Ransomware-as-a-Service model) to affiliates who deployed it against Indian targets.

Outcome

While some hospitals paid ransom (paying cybercriminals is controversial and often discouraged by law enforcement as it
incentivizes further attacks), others did not and instead worked with cybersecurity firms to remove the ransomware and restore
systems from backups. Law enforcement conducted international cooperation efforts to identify the attackers, but prosecution has
been complicated by the attackers' location outside of Indian jurisdiction.

3.4 Maharashtra Cryptocurrency Money Laundering Operation (2025)

In mid-2025, the Enforcement Directorate (ED) began investigating a major money laundering operation in Maharashtra that moved
approximately Rs 850 crore through cryptocurrency channels.

The Operation

The operation functioned as follows: illegal money (from drug trafficking, extortion, and other crimes) was converted to
cryptocurrency on unregulated exchanges. The cryptocurrency was then moved through multiple wallets and exchanges, both
regulated and unregulated, to obscure its origins. Eventually, the cryptocurrency was converted back to rupees through regulated
exchange services, or moved to foreign bank accounts.

The investigation revealed connections to dark web activity, with some of the illegal funds originating from dark web drug
marketplaces where Indian drugs were sold internationally, with payments received in Bitcoin.

Detection and Investigation

The ED became aware of the operation through its monitoring of large cryptocurrency transactions and unusual patterns. This led
to seizure of cryptocurrency wallets, interviews with exchange operators, and eventually arrests of key individuals in the operation.

Outcome

Hundreds of crores of rupees in cryptocurrency assets were seized, and investigations into money laundering links to organized
crime and international criminal organizations are ongoing.

Part 4: Dark Web Marketplaces Operating in India

4.1 Major Marketplaces and Their Operations

While dark web marketplaces are constantly changing closing due to law enforcement action and new ones opening certain patterns
have emerged in recent years regarding marketplaces that Indians use or that target Indian customers.

Marketplace Structure and Organization
Modern dark web marketplaces that facilitate crime targeting Indian victims typically have the following structure:

1. Front-End Interface: A website accessible through Tor that mimics the layout of legitimate e-commerce sites like Amazon or
eBay.

. Vendor Accounts: Sellers create accounts, upload product listings, set prices, and manage inventory.
. Buyer Accounts: Customers create accounts, browse listings, place orders, and leave reviews.

2
3
4. Escrow and Payment Processing: The marketplace handles payments, typically accepting Bitcoin or other cryptocurrencies.
5. Dispute Resolution: Marketplace administrators arbitrate disputes between buyers and sellers.

6.

Moderation and Governance: Administrators enforce rules, remove listings that violate site policies (though these policies are
themselves illegal), and manage the community.
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Categories of Goods and Services
Dark web marketplaces operating in or targeting India typically offer the following categories of illicit goods and services:

Drugs: Cannabis, LSD, MDMA, cocaine, heroin, methamphetamine, prescription medications.
Stolen Data: Databases of personal information, banking credentials, Aadhaar numbers, social media accounts.
Hacking Services: Ranging from simple account takeovers to sophisticated ransomware deployment.

Counterfeit Goods: Fake branded products (clothing, electronics, medications).

S N

. Weapons and Explosives: While less common than in Western marketplaces, some dark web markets operating in India do
advertise weapons and explosives.

6. Forged Documents: Fake passports, visas, driver's licenses, educational certificates.

7. Financial Services: Laundering, cryptocurrency exchange, hawala (informal money transfer) services.

4.2 lllicit Goods Trading and Supply Chains
To understand how dark web marketplaces operate, it is helpful to examine the supply chain for specific products. Consider the
supply chain for LSD in India:

1. Precursor Chemical Acquisition: Precursor chemicals necessary for LSD synthesis (lysergic acid or ergot-based sources) are
sourced from chemical companies in China, India, or Europe, often through legitimate channels but diverted for illegal use.

2. Synthesis: The precursor chemicals are converted into LSD in an underground laboratory, often by someone with chemistry
training.

3. Processing: The LSD is processed into consumable forms typically blotter paper or tablets and packaged in small quantities.

4. Marketplace Listing: The LSD is listed on dark web marketplaces with product descriptions, vendor reputation information,
and pricing.

5. Order and Payment: Customers browse the marketplace, read reviews, and place orders. Payment is typically made in Bitcoin,
which the marketplace holds in escrow.

6. Shipping: The LSD is shipped to the customer through the postal system, using generic packaging to avoid suspicion.

7. Delivery Confirmation: Once the customer receives and confirms the order, the marketplace releases the Bitcoin payment to
the vendor.

This supply chain is remarkably efficient and can move thousands of doses per month through the marketplace.

4.3 Underground Forums and Criminal Communities

Beyond marketplaces, dark web forums serve as spaces where criminals discuss techniques, share information, and plan operations.
These forums typically have rules, administrators, and hierarchies of status and trust.

Some forums are relatively open, while others require sponsorship by existing members to join. Many forums include sections
dedicated to specific activities:

e Discussion of hacking techniques and tools

o Sale of services (contract Killing, fraud, hacking for hire)

o Discussion of avoidance of law enforcement

o Sharing of OSINT (Open-Source Intelligence) tools and techniques

o Discussion of cryptocurrency mixing and money laundering techniques

These forums function as communities where expertise is shared, reputation is built, and trust is established. A newcomer to such
a forum must prove their competence and trustworthiness before being allowed to participate in sensitive discussions or transactions.

Part 5: Cryptocurrency, Money Laundering, and Financial Crimes

5.1 Cryptocurrencies as the Currency of the Dark Web

Cryptocurrencies are essential to dark web commerce. They provide a means of payment that is not controlled by banks or
governments and that offers significantly greater anonymity than traditional financial systems, though the level of anonymity varies
among different cryptocurrencies.
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Bitcoin and Pseudo-Anonymity

Bitcoin was the first cryptocurrency and remains the most widely used on dark web marketplaces. Every Bitcoin transaction is
recorded on a public ledger (the blockchain), which means that anyone can view all transactions. However, Bitcoin addresses are
not inherently linked to real-world identities the connection only becomes apparent if:

1. A user voluntarily discloses their identity in connection with an address
2. Law enforcement can link an address to an identity through other investigative means (such as subpoenaing exchange records)
3. Advanced blockchain analysis tools identify patterns that link addresses together

Cryptocurrency exchanges services where people buy and sell Bitcoin for rupees or other fiat currencies typically require identity
verification (Know Your Customer, or KYC compliance). This means that when someone converts cryptocurrency to rupees, their
identity is recorded. This is where law enforcement can potentially trace cryptocurrency transactions back to individuals.

However, not all exchanges have robust KYC compliance, particularly unregulated exchanges that may be located outside India or
operate on the dark web themselves. Additionally, individual-to-individual transactions can occur without any intermediary, making
them impossible for law enforcement to trace.

Monero and Enhanced Privacy

Monero is a cryptocurrency that provides enhanced privacy compared to Bitcoin. In Monero, transactions are cryptographically
mixed, making it extremely difficult to trace individual transactions or link addresses together. Additionally, Monero uses stealth
addresses, meaning that recipients do not directly receive funds at a public address; rather, one-time addresses are generated for
each transaction.

The privacy features built into Monero make it increasingly attractive to dark web criminals. However, as of 2025, Monero
represents a smaller portion of dark web transactions compared to Bitcoin, probably due to Bitcoin's greater liquidity and longer
history.

5.2 Money Laundering Techniques and Detection Challenges

Money laundering the process of converting illegally obtained money into apparently legitimate money is a critical part of the dark
web crime ecosystem. While many people think of money laundering as exclusively involving banks, the reality is far more diverse,
particularly in the context of cryptocurrency.

Traditional Money Laundering in the Dark Web Context
Traditional money laundering often follows a three-stage model:
1. Placement: lllegal money is placed into the financial system through various means. (depositing cash into banks, purchasing

goods with cash, etc.).

2. Layering: The money is transferred multiple times through various financial institutions and transactions, making it difficult to
trace.

3. Integration: The laundered money is reintroduced into the economy as apparently legitimate income.

In the dark web context, the process is often simplified because cryptocurrency transactions can occur directly without
intermediaries. An Indian drug trafficker might receive Bitcoin payments from dark web customers. To convert this Bitcoin into
usable rupees, the trafficker could:

1. Use a regulated cryptocurrency exchange and complete the KYC process using a fake identity

2. Use an unregulated exchange with weak KYC compliance

3. Sell the Bitcoin person-to-person to someone willing to exchange it for cash or transfer of rupees

4. Use the Bitcoin to purchase goods on the dark web or legitimate e-commerce sites, then resell those goods

Cryptocurrency Mixing and Tumblers

One technique used to obscure the origins of cryptocurrency is using mixing services (also called tumblers or coinjoin services).
These services work as follows:

A person deposits Bitcoin into the mixing service. The service combines Bitcoin from multiple users, mixes them together, and then
distributes Bitcoin back to the users from different addresses. From the perspective of anyone analyzing the blockchain, the
connection between the input and output addresses is obscured.

Mixing services have legitimate use cases privacy advocates use them to prevent businesses and individuals from tracking their
spending patterns. However, they are also frequently used by criminals to launder money.
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Challenges in Investigation and Prosecution
Indian law enforcement faces significant challenges in investigating and prosecuting cryptocurrency-related money laundering:

1. Technical Expertise: Many police officers and prosecutors lack the technical expertise necessary to understand cryptocurrency
and blockchain analysis.

2. Cross-Border Transactions: Cryptocurrency can be transferred internationally instantly, making it difficult to determine
jurisdiction.

3. Regulatory Gaps: India's regulatory framework for cryptocurrency remains unclear and inconsistent, complicating
enforcement.

4. Volume of Transactions: The sheer volume of cryptocurrency transactions makes it difficult to identify suspicious activity.
5. Privacy-Enhancing Technologies: Technologies like Monero, mixing services, and privacy wallets make tracing increasingly
difficult.

5.3 Case Studies in Cryptocurrency Crime

Case Study 1: The Raj Kundra Bitcoin Scam (2025)

In 2025, the Enforcement Directorate charged Raj Kundra, a prominent businessman, with involvement in a Rs 150+ crore Bitcoin
scam. The investigation alleged that money from various financial frauds and illegal activities was being funneled into Bitcoin
purchase schemes, and then the Bitcoin was being used to purchase property and other assets to legitimize the proceeds.

The case highlighted how cryptocurrency can be integrated into larger money laundering operations and how the ED is developing
capacity to investigate such schemes.

Case Study 2: The Delhi Cryptocurrency Exchange Laundering Ring (2025)

In August 2025, the Enforcement Directorate arrested multiple individuals involved in operating unregulated cryptocurrency
exchanges that were facilitating money laundering. The operation involved approximately Rs 200 crore in cryptocurrency
transactions, much of which was traced to dark web drug marketplaces.

The investigation revealed that individuals who had made money from dark web drug trafficking were converting their Bitcoin into
rupees through these unregulated exchanges, using false identities and structuring transactions to avoid attracting attention.

5.4 Regulatory Gaps and Enforcement Actions

India's regulatory approach to cryptocurrency remains in flux. While the Income Tax Department has issued guidance on
cryptocurrency taxation, and the Enforcement Directorate has taken action against money laundering through cryptocurrency, there
is no comprehensive regulatory framework for cryptocurrency exchanges themselves.

This regulatory gap creates opportunities for unregulated and poorly regulated exchanges to operate, facilitating money laundering
and other financial crimes.

However, there are signs of change. The Reserve Bank of India and the Department of Financial Services have announced plans
for more comprehensive regulation of cryptocurrency. Additionally, the Enforcement Directorate has increased its focus on
cryptocurrency money laundering, developing specialized units to investigate such crimes.
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Cybercrime Cases in India (2020-2025)
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Figure 1: Growth in Cybercrime Cases Registered in India (2020-2025) - Demonstrating the exponential rise in cybercrime
incidents, including dark web-related offenses
Part 6: India's Legal Framework

6.1 Information Technology Act, 2000

The Information Technology (IT) Act, 2000 is the primary legislation in India addressing cybercrimes, including dark web-related
offenses. Originally enacted in 2000, it was amended in 2008 to strengthen cybercrime provisions.

Key Provisions Relevant to Dark Web Crimes
Section 66F: Cyber Terrorism

Section 66F criminalizes cyberterrorism defined as computer intrusions, data theft, or network disruptions with the intention of
threatening national security, public safety, or critical infrastructure.

Punishment: Imprisonment up to life and fine up to Rs 10 crore.

This section is particularly relevant to dark web-facilitated terrorism, where terrorist organizations use the dark web to coordinate
cyberattacks against Indian targets.

Section 66C: ldentity Theft

This section criminalizes fraudulently using or causing to be used another person's electronic signature, password, or unique
identification features with the intent to cause wrongful loss.

Punishment: Imprisonment up to 3 years and fine up to Rs 1 lakh.

This provision is frequently used in prosecuting cases involving stolen banking credentials, social media account takeovers, and
Aadhaar number theft from dark web markets.

Section 66D: Cheating by Impersonation Using Computer Resources
This section criminalizes cheating or fraud perpetrated using computer systems or networks.
Punishment: Imprisonment up to 3 years and fine up to Rs 1 lakh.

This provision has been used extensively in prosecuting advance-fee fraud, romance scams, and impersonation schemes like the
Belagavi case mentioned earlier.
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Section 66E: Privacy Violation

This section criminalizes publishing or transmitting of private images of a person without consent, particularly intimate images.
Punishment: Imprisonment up to 3 years and fine up to Rs 2 lakh.

This section is relevant to non-consensual pornography and harassment via dark web channels.

Section 67 and 67A: Obscene Material and Sexual Content Involving Minors

These sections criminalize the dissemination of obscene material and material depicting minors in sexual acts.

Punishment: Imprisonment up to 5 years and fine up to Rs 10 lakh for first offense; up to 7 years and Rs 10 lakh for subsequent
offenses.

These provisions are relevant to CSAM (Child Sexual Abuse Material) offenses on the dark web.

Section 66B: Unauthorized Computer Access

This section criminalizes unauthorized access to computer systems.

Punishment: Imprisonment up to 3 years and fine up to Rs 2 lakh.

This provision is used against hackers and intrusion-based cyber crimes.

Limitations of the IT Act in the Dark Web Context

While the IT Act has been a useful tool for prosecutors, it has several limitations in addressing dark web crimes:

1. Jurisdictional Ambiguity: The Act is unclear about its application to activities occurring on servers located outside India, yet
affecting Indian citizens or critical infrastructure.

2. Proof Requirements: Digital evidence must meet strict evidentiary standards, and dark web communications are often end-to-
end encrypted, making it difficult to obtain direct proof of communications.

3. Outdated Terminology: The Act uses terminology that sometimes does not map well onto modern cyber threats. For example,
"hacking" is not clearly defined, leading to interpretational issues.

4. No Explicit Dark Web Provisions: The Act does not specifically address dark web crimes or the unique challenges of
investigating such crimes.

6.2 Indian Penal Code Provisions

Beyond the IT Act, several provisions of the Indian Penal Code (IPC) are frequently applied to dark web crimes:
Section 420: Cheating and Dishonestly Inducing Delivery of Property

Applied to advance-fee fraud, romance scams, and other financial frauds conducted through dark web channels.
Punishment: Imprisonment up to 7 years and fine up to Rs 1 lakh.

Section 379: Theft

Applied to online theft, unauthorized access to financial accounts, and data theft.

Punishment: Imprisonment up to 3 years and fine up to Rs 500.

Section 406: Criminal Breach of Trust

Applied to cases where employees or insiders commit data theft or system compromise.

Punishment: Imprisonment up to 3 years and fine up to Rs 500.

Section 120-A and 120-B: Criminal Conspiracy

Applied to coordinated criminal activity, such as organized drug trafficking operations or ransomware attack teams.

Punishment: Imprisonment up to 6 months and fine up to Rs 250, or imprisonment up to 7 years if the conspiracy involves an
offense punishable by 7+ years imprisonment.
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6.3 Narcotic Drugs and Psychotropic Substances (NDPS) Act, 1985

The NDPS Act is the primary legislation governing drug trafficking in India. Relevant provisions include:
Section 20: Possession of Drugs

Possession of controlled substances in quantities exceeding the small quantities defined in the Act.
Punishment: Rigorous imprisonment up to 10 years and fine up to Rs 1 lakh.

Section 21: Manufacture of Drugs

Manufacturing controlled substances without authorization.

Punishment: Rigorous imprisonment up to 20 years and fine up to Rs 2 lakh.

Section 22: Sale and Purchase of Drugs

Selling or purchasing controlled substances.

Punishment: Rigorous imprisonment up to 20 years and fine up to Rs 2 lakh.

The NDPS Act has been extensively used by the Narcotics Control Bureau and state police in prosecuting dark web drug trafficking
cases, as exemplified by the Bengaluru LSD case.

6.4 Prevention of Money Laundering Act (PMLA), 2002

The PMLA is the primary tool used by the Enforcement Directorate to investigate and prosecute money laundering, including that
conducted through cryptocurrency:

Key Provisions

The PMLA defines money laundering as the process of concealing the origin of proceeds of crime and projecting them as untainted
income.

Punishment: Imprisonment up to 7 years and fine up to Rs 5 lakh for the first offense, and up to 10 years and Rs 10 lakh for
subsequent offenses.

The PMLA is particularly powerful because it shifts the burden of proof: once the ED establishes that proceeds are "tainted," the
accused must prove their legitimacy, rather than the other way around.

The ED has used the PMLA extensively in cases involving cryptocurrency-based money laundering, as exemplified by the Raj
Kundra case and the Delhi cryptocurrency exchange case.

6.5 Unlawful Activities (Prevention) Act (UAPA), 1967

The UAPA is used for prosecuting terrorism-related offenses, including those facilitated through the dark web:

The UAPA defines terrorist acts and allows for enhanced investigation and prosecution powers when investigating such acts.
Punishment varies but includes life imprisonment and substantial fines for serious offenses.

The UAPA has been used in prosecuting cases involving dark web-facilitated terrorism and radicalization.

6.6 Aadhaar Act, 2016 and Data Protection

The Aadhaar Act regulates the collection, storage, and use of Aadhaar (unique identification) data. Relevant provisions include
penalties for unauthorized disclosure or use of Aadhaar information.

Additionally, India is in the process of enacting a comprehensive data protection law (the Digital Personal Data Protection Act),
which when fully implemented, will provide additional protections against data theft and unauthorized use of personal information.

Part 7: Law Enforcement Response and Digital Forensics

7.1 Central Bureau of Investigation (CBI)

The CBI is India's premier central investigating agency and handles major cybercrime cases, particularly those involving organized
crime, terrorism, or high-profile victims.

The CBI's Cyber Crime Investigation Section conducts investigations into:
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o Dark web marketplace operations

e Major data breaches affecting critical infrastructure or sensitive government sectors
e Cyberattacks on critical infrastructure

e High-profile ransomware cases

e International cybercrime cases requiring central coordination

Capabilities and Limitations
The CBI has developed significant expertise in cybercrime investigation, including:

¢ Digital forensics laboratories

e Cryptocurrency analysis capabilities

o International liaison offices that facilitate cooperation with foreign agencies

However, the CBI's resources are limited, and they can only investigate a small fraction of the vast number of cybercrimes occurring
in India. They typically focus on cases that meet criteria of being significant, precedent-setting, or involving critical infrastructure.
7.2 Enforcement Directorate (ED)

The ED, under the Department of Revenue, is the primary agency responsible for investigating money laundering in India. In recent
years, the ED has become increasingly focused on cryptocurrency-related money laundering.

The ED's cybercrime-related investigations typically focus on:

o Dark web-facilitated money laundering

o Cryptocurrency transactions connected to organized crime

o Financial flows from dark web criminal activities

o Shell companies and front businesses used to launder proceeds

Notable Recent Operations

The ED has conducted several high-profile investigations in 2024-2025, including the Raj Kundra Bitcoin case, the Delhi
cryptocurrency exchange case, and investigations into gaming firm promoters involved in crypto money laundering.

7.3 Narcotics Control Bureau (NCB)

The NCB is the primary agency responsible for combating drug trafficking in India. In recent years, the NCB has significantly
increased its focus on dark web drug trafficking.

The NCB's dark web-related investigations include:

o Monitoring dark web drug marketplaces

o Identifying and apprehending vendors selling drugs through dark web channels

e Coordinating with customs and postal authorities to intercept dark web-ordered drug shipments
¢ International cooperation with drug enforcement agencies

Notable Operations

The NCB's Bengaluru LSD case is one of the most significant dark web drug trafficking cases prosecuted in India and has become
a model for how to conduct such investigations.

7.4 State Police Cyber Cells

Individual state police departments have established cybercrime cells to investigate cybercrimes affecting their respective states.
These cyber cells have varying levels of capacity and expertise depending on the state.

States like Karnataka, Delhi, Maharashtra, and Tamil Nadu have established relatively well-resourced cyber cells, while some less-
developed states have minimal cybercrime investigation capacity.
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7.5 Digital Forensics Capabilities and Tools

Digital forensics is the process of identifying, acquiring, analyzing, and presenting digital evidence in a legally acceptable manner.
In the context of dark web crimes, digital forensics is critical for:

Recovering evidence from seized devices
Analyzing network traffic and communications
Linking individuals to accounts and activities

Establishing timelines of criminal activity

a M w0 NP

Preserving evidence in a legally admissible format

Tools and Techniques Used by Indian Agencies
Indian law enforcement agencies use a combination of commercial and open-source digital forensics tools:

o EnCase and FTK (Forensic Toolkit): Commercial tools for disk imaging and file recovery

e Wireshark: Open-source tool for analyzing network traffic

¢ Volatility: Tool for memory forensics, analyzing data in RAM

e The Sleuth Kit and Autopsy: Open-source tools for filesystem analysis and timeline creation

¢ Blockchain analysis tools: Services like Chainalysis and TRM Labs for analyzing cryptocurrency transactions

Specific Challenges in Dark Web Forensics
Investigating dark web crimes presents unique forensic challenges:

1. Encrypted Communications: End-to-end encrypted messaging leaves no trace of message contents.

2. Opsec (Operational Security): Sophisticated dark web operators use techniques to minimize forensic artifacts for example,
using virtual machines and RAM disks that leave no persistent traces.

3. Tor Exit Nodes: Identifying when someone is accessing Tor and what they are accessing is difficult, even with sophisticated
monitoring.

4. Cryptocurrency Analysis: While blockchain analysis has advanced significantly, privacy-enhanced cryptocurrencies and
mixing services complicate analysis.

5. International Data: Evidence may be held by foreign service providers or located on servers outside India, complicating
acquisition.
7.6 Limitations and Capacity Gaps

Despite progress, Indian law enforcement still faces significant capacity gaps in addressing dark web crimes:

Expertise Shortage: There is a significant shortage of cybercrime investigators with advanced technical expertise.
Equipment and Tool Access: Not all agencies have access to the latest digital forensics tools, which can be expensive.
Training Deficits: Many investigating officers and prosecutors lack training in cybercrime investigation and prosecution.
Resource Constraints: Cybercrime cells are often underfunded and understaffed relative to the volume of crimes.

. Technological Rapid Change: The rapid pace of technological change means that investigative techniques and tools can quickly
ecome outdated.

go &~ w Do

Part 8: International Perspectives and Comparative Analysis

8.1 Dark Web Crime Trends Globally

Dark web crimes are not unique to India; they represent a global phenomenon affecting every country with significant internet
penetration.

Global Market Size

According to recent research, the dark web drug market alone is estimated to be worth billions of dollars annually. Additionally,
data breaches and stolen data sales constitute a multi-billion dollar global market.
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Geographic Distribution
While dark web crime is truly global, certain countries and regions have emerged as particular hotspots:

o Eastern Europe: Major sources of ransomware, hacking tools, and sophisticated cybercriminals

o Russia and Former Soviet States: Strongholds of organized cybercrime and ransomware development
¢ Brazil: Significant source of financial fraud and money mules

e West Africa: Notorious for advance-fee fraud and romance scams targeting Western victims

e China: Both a source of cybercrime and a target (with Chinese agencies also developing sophisticated counter-dark web
capabilities)

¢ India: Increasingly both a source of dark web criminals and a target of dark web crimes

8.2 Law Enforcement Approaches in Other Nations
Different countries have adopted varying approaches to combating dark web crimes, with differing levels of success:
United States Approach

The U.S. has invested heavily in cybercrime investigation capacity, with specialized units in the FBI, DEA, Secret Service, and
other agencies. The U.S. has also achieved notable successes in prosecuting and extraditing dark web criminals, such as the original
Silk Road case.

However, the U.S. faces ongoing challenges in keeping pace with rapidly evolving threats.
European Union Approach

The EU has established Europol, a centralized agency for law enforcement cooperation, and has developed specialized cybercrime
prosecution units in member states. The EU has also implemented the GDPR (General Data Protection Regulation), which, while
primarily a privacy protection measure, also incentivizes better data security practices that make data breaches less likely.

The EU approach emphasizes international cooperation and has been successful in dismantling major dark web marketplaces and
ransomware operations.

Australian Approach

Australia has developed sophisticated digital forensics capabilities and has been particularly successful in prosecuting dark web
drug trafficking. The Australian Federal Police and ASIO (equivalent to India's security agencies) work closely on cybercrime and
counterterrorism related to dark web activities.

8.3 International Cooperation Mechanisms

Effective investigation and prosecution of dark web crimes requires international cooperation, as criminals often operate across
multiple countries:

Mutual Legal Assistance Treaties (MLATS)

MLATSs are bilateral or multilateral agreements between countries that provide frameworks for mutual legal assistance in criminal
investigations. India has MLATSs with several countries, but the process is often slow, taking months or even years to obtain evidence
or cooperation.

Interpol

Interpol is an international police organization that facilitates cooperation on international crimes, including cybercrimes. Indian
police can issue Interpol Red Notices for wanted criminals, which alerts law enforcement in all Interpol member countries.

Budapest Convention

The Budapest Convention on Cybercrime is an international treaty that sets standards for cybercrime legislation and provides
frameworks for international cooperation on cybercrimes. India is not currently a signatory to the Budapest Convention, which
some legal experts argue limits India's capacity to cooperate with other nations on cybercrime investigations.

Bilateral Intelligence Sharing Agreements

Several countries have established bilateral agreements for sharing intelligence on cybercrime, terrorism, and other threats. India
has such agreements with countries including the U.S., U.K., Australia, and others, which facilitate information sharing and
coordination on dark web investigations.
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8.4 Lessons from Global Best Practices

International experience suggests several best practices for combating dark web crimes:

1. Centralized Coordination: Having a centralized agency or task force for cybercrime improves coordination and prevents
duplication of effort.

2. Public-Private Partnership: Working with technology companies, cybersecurity firms, and internet service providers improves
threat intelligence and investigative capacity.

3. International Cooperation: Establishing protocols and relationships for international cooperation is essential, as crimes are
inherently borderless.

4. Education and Awareness: Public education about cybercrime risks and personal cybersecurity practices reduces victimization.

5. Legal Framework Development: Regularly updating legal frameworks to address new threats maintains the relevance and
effectiveness of laws.

6. Investment in Technology and Training: Law enforcement must invest in advanced tools and continuous training to keep pace
with evolving threats.

Part 9: Challenges and Barriers

9.1 Technical Challenges: Anonymity and Encryption

The technical architecture of the dark web and the use of encryption present fundamental challenges for law enforcement:

Tor's Decentralized Architecture

Unlike a centralized platform like Facebook or Google, Tor has no central authority that law enforcement can compel to reveal user
information. The Tor network relies on thousands of volunteer-operated relays, and no single relay operator knows both the source
and destination of traffic passing through their relay.

This architecture is by design it provides privacy to users. However, it also makes law enforcement investigation extremely difficult.
End-to-End Encryption

When two individuals communicate through an end-to-end encrypted platform (such as Signal or Telegram), neither the platform
operator nor any third party can decrypt the communication. This provides strong privacy and security for legitimate users but also
makes it impossible for law enforcement to intercept communications even with court-approved wiretaps.

Implication for Investigation

The combination of Tor and end-to-end encryption means that law enforcement cannot simply monitor dark web activity remotely.
Instead, they must rely on other investigative techniques, such as:

Infiltrating criminal forums and communities (undercover operations)
. Seizing devices from suspects and analyzing locally stored data

1.
2
3. Following the money (investigating cryptocurrency transactions and money laundering)
4. Developing informants within criminal organizations

5

. Using advanced blockchain analysis to link cryptocurrency addresses to identities

Each of these techniques has limitations and raises ethical or legal concerns.

9.2 Jurisdictional and Legal Gaps

Dark web crimes present unique jurisdictional challenges:
Multi-Jurisdictional Nature of Dark Web Crimes
A typical dark web crime might involve:

e A vendor located in Country A selling goods on a marketplace
e A buyer located in Country B purchasing the goods

o A marketplace operator in Country C

o Infrastructure (servers) in Country D

o Financial transactions passing through Countries E and F
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Which country has jurisdiction? Who should investigate and prosecute the crime? These questions are not easily answered.
Conflicting Legal Standards

Different countries have different laws and legal standards. What is considered a crime in India might be legal in other countries,
and vice versa. Additionally, the standards of evidence and due process vary significantly across jurisdictions.

India's Legal Framework Gaps
India's legal framework for cybercrime has several gaps and ambiguities:

1. Lack of Specific Dark Web Provisions: The IT Act does not specifically address dark web crimes or the unique investigative
challenges they present.

2. Encryption and Key Disclosure: The IT Act includes provisions allowing law enforcement to compel disclosure of encryption
keys, but this is often impractical and raises privacy concerns.

3. Jurisdictional Ambiguity: The Act is unclear about its application to crimes where the perpetrator or victim is outside India.

4. Non-Signatory Status: India is not a signatory to the Budapest Convention on Cybercrime, which many legal experts argue
limits India's capacity for international cooperation.

9.3 Resource Constraints and Capacity Issues

Indian law enforcement agencies face significant resource constraints in addressing dark web crimes:

Personnel Shortage

Cybercrime investigation requires highly specialized skills. However, many law enforcement agencies struggle to recruit and retain
personnel with the necessary technical expertise. The private sector often offers much higher salaries for cybersecurity
professionals, drawing talent away from law enforcement.

Equipment and Tool Access

Advanced digital forensics tools, blockchain analysis platforms, and threat intelligence feeds can be expensive. Not all Indian
agencies have access to these tools, particularly smaller state police cyber cells.

Training Deficits

Many investigating officers and prosecutors lack training in cybercrime investigation and prosecution. While efforts to provide
training are underway, they have not kept pace with the scale of the problem.

Funding Constraints

The overall budget allocated to cybercrime investigation is limited relative to the scale of the problem. This results in prioritization
only the most serious or high-profile cases receive full investigative resources.

9.4 Digital Evidence and Admissibility in Courts

Indian courts have strict standards for admitting digital evidence, reflecting both concerns about evidence authenticity and the
relatively recent development of digital forensics as a discipline:

Evidence Authentication Requirements

To be admissible in Indian courts, digital evidence must be authenticated that is, the chain of custody must be demonstrated, the
integrity of the evidence must be verified, and the process of acquisition and analysis must meet legal standards.

This can be challenging for dark web evidence, which often involves complex technical processes that may not be familiar to judges
and prosecutors.

Expert Witness Requirements

Digital evidence typically requires testimony from expert witnesses who can explain the technical aspects of the evidence and testify
to the reliability of the acquisition and analysis processes.

The shortage of qualified expert witnesses can complicate prosecution.
Standards and Guidelines Evolution

Standards for digital forensics are still evolving in India. While international standards exist (such as the ISO/IEC 27037 guidelines
for digital forensics), there is no single universally accepted standard in Indian courts.
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9.5 International Cooperation and Mutual Legal Assistance

Despite the increasingly borderless nature of cybercrime, international cooperation mechanisms remain cumbersome and slow:
Mutual Legal Assistance Treaty (MLAT) Process Delays

The MLAT process, while formal and thorough, can take months or even years to obtain evidence or information from another
country. In fast-moving cybercrime cases, such delays can undermine investigations.

Varying Legal Standards and Privacy Protections

Different countries have different standards regarding privacy, data protection, and the scope of law enforcement investigative
powers. These differences can complicate cooperation, as one country's law enforcement may not have the authority to demand
information that another country's law enforcement could demand.

Non-Signatory Issues

India's non-signatory status with respect to the Budapest Convention means that while India can cooperate with other countries on
cybercrime investigations, the frameworks are more limited than for countries that are signatories.

9.6 Emerging Technological Challenges

Rapidly advancing technologies continue to create new investigative challenges:
Quantum Computing

Quantum computers, when they become sufficiently advanced, will be able to break current encryption algorithms, potentially
making currently secure communications vulnerable to retroactive decryption.

This has led some experts to call for development of "post-quantum™ encryption algorithms and transitioning to these algorithms
before quantum computers become sufficiently powerful.

Artificial Intelligence and Automated Crime

As artificial intelligence advances, it will likely be used by criminals to automate and scale criminal activities, creating new
investigative challenges.

Decentralized Finance (DeFi)

Decentralized finance platforms operate without a central authority and enable direct cryptocurrency transactions without
intermediaries. This makes money laundering detection more difficult.

Part 10: Policy Recommendations and Future Strategies

10.1 Legislative Reforms and Updates

India's legal framework for cybercrime requires updating to address modern threats and maintain effectiveness:

Comprehensive Cybercrime Law

Rather than the current piecemeal approach with provisions scattered across multiple acts, India should consider developing a
comprehensive Cybercrime Act that consolidates cybercrime provisions and adds new provisions specifically addressing modern

threats such as:

e Dark web crimes

Ransomware and cryptolockers

o DDoS attacks and network disruptions

e Cryptocurrency-based money laundering

o Al-assisted cybercrime

o Deepfakes and synthetic media crimes

Clarity on Encryption and Key Disclosure

Current provisions regarding encryption key disclosure are vague and potentially unenforceable in practice (one cannot compel

disclosure of keys one does not possess). The law should be clarified to balance security and privacy considerations with law
enforcement needs.
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Jurisdictional Clarity

The law should provide clear guidance on the circumstances under which Indian courts have jurisdiction over cybercrimes involving
foreign perpetrators, foreign victims, or foreign infrastructure.

Budapest Convention Accession

India should seriously consider becoming a signatory to the Budapest Convention on Cybercrime, which would improve India's
capacity for international cooperation on cybercrime investigations and demonstrate India's commitment to international cybercrime
norms.

Cryptocurrency Regulation

A comprehensive framework for regulation of cryptocurrency exchanges should be developed, including requirements for Know
Your Customer (KYC) compliance, reporting of suspicious transactions to the Financial Intelligence Unit, and collaboration with

law enforcement on investigations.

10.2 Institutional Capacity Building

Beyond legislative reforms, India must invest in building institutional capacity for combating dark web crimes:
Specialized Cybercrime Investigation Units

Each state police force should have adequately resourced cyber cells with specialized personnel trained in cybercrime investigation
and digital forensics.

Additionally, the central agencies (CBI, ED, NCB) should expand their cybercrime divisions and invest in advanced technology
and training.

Digital Forensics Laboratories

India should establish well-equipped digital forensics laboratories in major cities, with modern tools, trained personnel, and proper
quality assurance procedures.

These laboratories should be equipped with the latest commercial and open-source digital forensics tools and should maintain
certification and accreditation standards.

Training and Education Programs

Universities and professional institutes should develop courses in cybercrime investigation, digital forensics, and cryptocurrency
analysis.

Additionally, ongoing professional development programs should be provided to investigating officers and prosecutors to keep
them current with evolving threats and technologies.

Personnel Recruitment and Retention

Law enforcement should develop competitive compensation packages and career advancement opportunities to attract and retain
talented personnel with technical expertise.

Additionally, partnerships with private sector cybersecurity firms could provide access to expertise and tools.

10.3 International Cooperation Framework

India should invest in developing and strengthening international cooperation mechanisms for addressing dark web crimes:
Mutual Legal Assistance Modernization

The MLAT process should be modernized to provide for faster response times in urgent cases. This could involve developing
expedited procedures for certain categories of crimes or establishing direct communication channels between law enforcement
agencies.

Bilateral Intelligence Sharing Agreements

India should expand bilateral intelligence sharing agreements with other countries, particularly those with advanced cybercrime
investigation capabilities.

[IJCRT2602332 | International Journal of Creative Research Thoughts (IJCRT) www.ijcrt.org | c937


http://www.ijcrt.org/

www.ijcrt.org © 2026 IJCRT | Volume 14, Issue 2 February 2026 | ISSN: 2320-2882

Joint Investigation Teams

For particularly serious crimes involving multiple countries, joint investigation teams could be formed, bringing together
investigators from multiple countries to work collaboratively.

Extradition Treaties

India should ensure that it has robust extradition treaties with major countries to facilitate prosecution of dark web criminals who
flee India.

10.4 Technological Innovation and Forensics

India should invest in developing or acquiring advanced technologies for investigating dark web crimes:
Blockchain Analysis Tools

Sophisticated blockchain analysis tools can help trace cryptocurrency transactions. India should invest in these tools and develop
expertise in their use.

OSINT (Open Source Intelligence) Tools and Techniques

OSINT involves analyzing publicly available information to develop intelligence. Tools and training in advanced OSINT techniques
can improve investigative capacity.

Artificial Intelligence and Machine Learning

Al and machine learning can help identify patterns in large datasets, detect suspicious activity, and predict future crimes.
Indigenous Cybersecurity Innovation

India should invest in developing indigenous cybersecurity technologies and tools, reducing dependence on foreign solutions.

10.5 Public Awareness and Cyber Hygiene

Public awareness and education are critical components of combating dark web crime victimization:

Awareness Campaigns

Government and non-governmental organizations should conduct public awareness campaigns regarding dark web crimes,
cryptocurrency fraud, ransomware, and other threats. These campaigns should be targeted at different demographics (students,
elderly persons, businesses) with appropriate messaging.

Cybersecurity Education in Schools

Digital literacy and cybersecurity should be integrated into school curricula, beginning at the primary level.

Corporate Cybersecurity Standards

Businesses should be encouraged and, where appropriate, required to maintain cybersecurity standards, conduct regular security
audits, and train employees in cybersecurity best practices.

Incident Reporting and Responsible Disclosure

Organizations should be encouraged to report cybersecurity incidents and data breaches promptly to law enforcement and to the
general public (where appropriate).

Part 11: Future Trends and Emerging Threats

11.1 Artificial Intelligence and Automated Cybercrime

Artificial intelligence (Al) and machine learning are rapidly advancing, and these technologies will almost certainly be used by
criminals to automate and scale dark web crimes:

Al-Generated Deepfakes

Al can be used to generate convincing fake videos of real people saying or doing things they never said or did. These deepfakes can
be used for blackmail, fraud, political manipulation, and other malicious purposes.

The dark web already hosts some Al-generated deepfake content and services for creating deepfakes. As the technology becomes
more accessible, this problem will likely grow.
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Automated Phishing and Social Engineering

Al can be used to personalize and automate phishing attacks and social engineering campaigns, dramatically increasing their
effectiveness.

Ransomware Automation

Al could be used to automate the reconnaissance, exploitation, and deployment phases of ransomware attacks, reducing the human
effort required and increasing the speed and scale of attacks.

11.2 Quantum Computing and Encryption Breaking

Quantum computers, when they reach sufficient capability, will be able to break current encryption algorithms that are widely used
for securing data and communications:

Timeline and Impact

Experts estimate that cryptographically relevant quantum computers could exist within 10-15 years, though this timeline is
uncertain.

Post-Quantum Cryptography

Organizations are beginning to develop and test "post-quantum™ encryption algorithms that are believed to be resistant to attack by
guantum computers.

Retroactive Decryption Risk

"Harvest now, decrypt later" attacks involve capturing and storing encrypted communications now, with the plan to decrypt them
later once quantum computers become available. This threat motivates urgency in transitioning to post-quantum cryptography.

11.3 Decentralized Finance (DeFi) and New Threat Vectors

Decentralized finance platforms enable financial transactions without traditional financial intermediaries:
Money Laundering Risks

DeFi platforms present new opportunities for money laundering, as they enable direct cryptocurrency transactions without
intermediaries that law enforcement could compel for information.

Regulatory Challenges
DeFi platforms often operate without a single clear operator or entity that can be regulated or held responsible.

11.4 Metaverse-Based Criminal Activities

The emerging metaverse virtual worlds accessible through virtual reality and augmented reality technologies will likely become a
venue for criminal activity:

Potential Crime Scenarios

o Sale of virtual weapons, drugs, or other contraband

¢ Virtual fraud and scams

o Real-world money laundering through virtual transactions
e Harassment and assault in virtual spaces

o |P theft and counterfeiting in virtual environments

Regulatory Questions
The legal and regulatory frameworks for crimes in the metaverse are still being developed and remain uncertain.

Part 12: Conclusion

The dark web represents one of the most significant challenges facing law enforcement and legal systems in India and globally.
While the dark web was originally designed to provide privacy and protect freedom of expression, it has become increasingly used
as a venue for serious crimes from drug trafficking and human trafficking to ransomware attacks and terrorism.
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India faces particular challenges in combating dark web crimes due to a combination of factors:

1. Rapid Internet Penetration: India's large and rapidly growing internet user base creates both new risks and new opportunities

for cybercriminals.

2. Regulatory Gaps: India's legal framework for cybercrime, while existing, has gaps and ambiguities that hamper enforcement.

3. Capacity Constraints: Indian law enforcement agencies, while developing cybercrime investigation capacity, are still
underfunded and understaffed relative to the scale of the problem.

4. International Complexity: The inherently international nature of dark web crimes requires cooperation with law enforcement
in other countries, which can be slow and bureaucratic.

However, there are also reasons for optimism. In recent years:

¢ Indian law enforcement agencies have achieved notable successes in investigating and prosecuting major dark web crimes.
¢ The Indian government has begun to prioritize cybercrime and cybersecurity.

e Private sector partnerships are improving investigative capacity.

e Public awareness of cybercrime risks is increasing.

The path forward requires sustained commitment and investment at multiple levels:

1. Legal Reform: Updating India's legal framework to address modern threats while protecting privacy and civil liberties.

2. Institutional Development: Building specialized cybercrime investigation capacity within law enforcement agencies.

3. Technological Investment: Investing in advanced digital forensics tools, blockchain analysis platforms, and other technologies.
4. International Cooperation: Developing stronger partnerships with law enforcement in other countries.

5. Public Engagement: Educating the public about cybersecurity risks and responsible behavior online.

6. Workforce Development: Training the next generation of cybercrime investigators and digital forensics experts.

The dark web will continue to evolve, and criminals will continue to adapt and innovate. To stay ahead of these threats, India must
be equally committed to innovation and adaptation in its approach to combating dark web crime. With sustained commitment and
investment, India can develop a law enforcement and legal system capable of effectively addressing the dark web challenge while
protecting the rights and freedoms of its citizens.
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Appendix: Key Organizations and Contact Information Government Agencies
e Ministry of Home Affairs: https://www.mha.gov.in

e Central Bureau of Investigation: https://www.cbi.gov.in

o Enforcement Directorate: https://www.enforcementdirectorate.gov.in

e Narcotics Control Bureau: https://www.ncbindia.gov.in

e Cyber Crime Coordination Centre (14C): https://www.i4c.gov.in

Reporting Platforms

¢ National Cyber Crime Reporting Portal: https://www.cybercrime.gov.in
e Internet Crime Complaint Center (IC3): https://www.ic3.gov (for filing complaints)

International Organizations

¢ Interpol: https://www.interpol.int
e Europol: https://www.europol.europa.eu
e UNODC: https://www.unodc.org

Educational and Research Resources

e NIST Cybersecurity Framework: https://www.nist.gov/cyberframework
e SANS Institute: https://www.sans.org

o Offensive Security: https://www.offensive-security.com
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