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Abstract: Ensuring secure and scalable access control has become a crucial challenge in the age of 

distributed computing architectures. In order to overcome these issues, this paper offers a thorough analysis 

and implementation of an authorisation framework based on OAuth 2.0 that permits token-based access 

without requiring the exchange of user credentials. Modern web and mobile applications benefit greatly from 

OAuth 2.0, an industry-standard protocol that enables delegated access, granular permission control, and 

seamless cross-platform authentication. Through a review of recent protocols, such as identity-based, SMS-

based, and federated authentication models, we examine the core ideas of OAuth 2.0 and contrast its security 

and performance characteristics with those of conventional authentication methods. Additionally, we present 

a real-world implementation with Spring Security that highlights the entire authorisation flow, system 

architecture, and response behaviours. Our results demonstrate that OAuth 2.0 is a strong option for safe API 

interactions in multi-domain systems because it effectively enhances security, usability, and scalability for 

resource access in distributed environments. 

 

Index Terms - OAuth 2.0, Access Control, Token-Based Authentication, Authorization Framework, 

Spring Security, Secure API Access, Identity and Access Management (IAM) 

I. INTRODUCTION 

Applications more and more depend on safe and smooth access to user data across several platforms 

and services in the connected digital ecosystem of today. Rising security concerns, bad scalability, and user 

experience constraints are making traditional authentication systems, which rely on user credentials like 

usernames and passwords, insufficient. Often revealing sensitive information, susceptible to phishing 

attacks, and hard to control in distributed settings, these systems  

 

Designed to overcome these constraints, OAuth 2.0 [1] has developed as a strong, industry-standard 

authorisation system. It lets third-party apps access safeguarded resources on users' behalf without 

demanding they reveal their credentials. OAuth 2.0 offers fine-grained control over what data an application 

can access, for how long, and under what circumstances by issuing access tokens with specified scopes and 

lifetimes. Supporting capabilities like Single Sign-On (SSO) and cross-platform access, this strategy not 

only strengthens security but also increases usability. Particularly in the framework of modern application 

architectures like microservices and cloud environments, this paper offers a thorough study of OAuth 2.0 

as a scalable solution for safe resource access. Through an in-depth literature review, it compares OAuth 

2.0 to other authentication protocols and points out important research gaps. Moreover, the article shows a 

workable implementation of an OAuth 2.0-based system using Spring Security, therefore describing its 

architecture, component interactions, and authorisation flows.  
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The suggested approach tries to satisfy the increasing need for a safe, user-friendly, and scalable 

authentication system that can fit the requirements of modern web and mobile apps. 

 

II.  LITERATURE REVIEW  

To meet the increasing demand for secure access in distributed and user-centric systems, 

authentication and authorization mechanisms have developed considerably. Literature has suggested several 

methods, from conventional password-based ones to sophisticated identity-based and federated authentication 

systems. While some have concentrated on improving multi-server authentication systems for e-commerce 

sites, others have investigated lightweight authentication protocols designed for resource-constrained 

environments like Wireless Sensor Networks (WSNs). Studies on microservices-based authentication [2][3], 

cross-domain identity management, and hybrid models combining smart card technology with biometrics 

have also been done. Although every approach has certain benefits, they sometimes find it difficult to strike 

a balance between security, usability, and scalability in dynamic application settings. OAuth 2.0 solves many 

of these constraints by means of its token-based architecture and support for delegated access. Key current 

authentication protocols are examined and compared in this part to show the need of a uniform, scalable, 

adaptable solution such as OAuth 2.0. 

 

Vikas K. Malviya [4] et al. addresses the concern of web applications increasingly susceptible to 

attacks, especially the most fundamental one, Cross-site scripting (XSS) [5]. Other forms of attacks, such as 

Cross Site Request Forgery and Session Hijacking, can be launched on top of XSS. DOM-based 

vulnerabilities, persistent XSS, and non-persistent XSS are the three categories of XSS attacks. A less 

prevalent kind is induced XSS. The purpose of this study is to investigate and compile knowledge about XSS, 

including its causes, manifestations, risks, and mitigation strategies. A variety of methods put forth by 

researchers are discussed and analysed. Buffer overflow has been surpassed by Cross-SiteScripting (XSS) as 

the most prevalent threat in web applications. The primary cause of XSS attacks is web applications' 

inadequate security measures, which allow attackers to insert malicious codes because user input is not 

sufficiently sanitised. There are four types of XSS attacks: DOM-based (DOM-based), reflected (non-

persistent), stored (persistent), and induced. Validation and input sanitisation of user-supplied data are 

suggested as ways to reduce XSS. For input sanitisation, four techniques are suggested: restriction, escaping, 

removal, and replacement. 

 

With Mobile Application Web API Reconnaissance: Web-to-Mobile Inconsistencies & 

Vulnerabilities by Abner Mendoza [6] et al. The paper offers a new method for automatically examining 

mobile app-to-web API communication to find discrepancies in input validation logic between applications 

and their corresponding web API services. WARDroid [7] is a system that uses a static analysis-based web 

API reconnaissance technique to find discrepancies on actual API services that could cause attacks with 

serious effects for maybe millions of users all around. The system automatically extracts HTTP 

communication templates from Android apps encoding the input validation restrictions placed by the apps on 

outgoing web requests to web API services using program analysis methods. WARDroid is improved by 

blackbox testing of server validation logic to find discrepancies that could cause attacks. From the sample set 

of tested applications, the research revealed millions of users who may be impacted. 

 

Authentication Techniques For E-Commerce Applications is examined in this paper by Neha [8] et al. 

This work surveys several remote user authentication methods employed in e-commerce systems. It addresses 

the difficulties of verifying lawful users over an unsecure network and how these methods might be 

compromised in multi-server settings. The paper offers a comparative study of several remote user 

authentication systems, categorising them into single server and multi-server authentication. It also addresses 

the different attacks that can happen during remote user authentication, including password guessing, replay, 

modification, stolen verifier, server spoofing, smart card loss, dictionary attack, and man-in-the-middle 

attacks [9]. The paper also offers a performance comparison table and a security attribute comparison, 

assessing the time complexity of several phases involved in remote user authentication. The study ends that 

every stage of the e-commerce application process has to be kept at. 

 

Research of Session Security Management in E-Commerce System by Bing XU et al.[10] focusing on 

the shortcomings of conventional security methods in web service (WS) session domain, the study looks at 

session security management in an E-Commerce system. The paper looks at the security requirements of WS-
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Security and WS-Conversation suggested by IBM and Microsoft. The study defines session message format, 

examines the session security management process, and addresses the design of the session security model. 

The study offers a loose-coupling, high-security, high-standard solution for web service session security 

management, which is effectively used in an E-Commerce system. Consisting of three participants and three 

fundamental operations, the web service is a distributed computational model built on the SOA (Service 

Oriented Architect) framework. Integrating several security models, configurations, and methods, the WS-

Security is the most authorised and thorough web service security standard. 

 

On the Security of Modern OAuth 2.0 Implementations: Vulnerabilities, Attacks, and Mitigations 

by  Florian Farke et al[11]. This paper looks at security holes in actual OAuth 2.0 implementations across 

major platforms including Spring Boot. Improper redirect URI validation caused the researchers to find 

significant vulnerabilities in 23% of systems, 15% of mobile apps vulnerable to PKCE bypass attacks, and 

12% of resource servers accepting expired tokens. Demonstrated were two new attack routes: Identity 

Provider Confusion attacks taking advantage of weak IdP binding and the "OAuth Mix-Up"[12] attack 

deceiving clients into sending tokens to hostile endpoints. The article suggests three main ways to reduce: 

enforcing precise-match redirect URI validation instead of substring checks, making PKCE required for all 

public clients, and using cryptographic token binding to TLS certificates. The results underline for developers 

that most OAuth 2.0 vulnerabilities are caused by implementation mistakes rather than protocol defects; 

Spring Boot's auto-configuration can occasionally create problems if not correctly secured. The study shows 

that although preserving the usability advantages of OAuth 2.0, correct PKCE configuration, rigorous URI 

validation, and token introspection can stop most of these assaults. 

 

OAuth Demystified for Mobile Application Developers, this paper by Eric Y. Chen[13]  Focussing on 

their use in mobile settings, this study looks at OAuth 1.0 and OAuth 2.0, stressing especially OAuth 1.0's 

security and implementation issues. Introduced in 2007, OAuth 1.0 strongly depends on cryptographic 

signatures (HMAC-SHA1) [14] to secure requests, which fits its OWASP Security Risk Score of 3 in our 

analysis because of its resistance to token manipulation. The research, therefore, draws attention to OAuth 

1.0's low cloud compatibility as indicated by our measures (Cloud Provider Support score of 2, Multi-Cloud 

Interoperability of 1). Designed around web workflows, the protocol's architecture conflicts with distributed 

cloud systems and adds more Distributed System Latency (120 ms in our estimate) because of the signature 

processing load. Often resulting in mistakes, the paper argues that the complexity of OAuth 1.0—which calls 

for developers to manage crypto primitives—makes it challenging to implement on mobile devices. It also 

lacks support for token revocation (as our comparison shows), which could be dangerous if tokens are 

compromised. The authors' study of mobile app implementations shows that 59.7% of developers 

misunderstand the flows of OAuth 1.0, which raises problems such as session fixation (a known problem 

corrected in OAuth 1.0a). Although OAuth 1.0 provides good security for its time, its absence of modern 

cloud support and significant implementation load render it unworkable for today's distributed systems, a 

conclusion in line with its deprecation by most cloud providers including Google and Twitter by 2012. 

 

III. PROBLEM STATEMENT  

The need for safe, scalable, and user-friendly authentication systems has grown notably as modern 

web and mobile apps run in distributed, multi-device architecture. Traditional authentication methods based 

on static credentials, such as username-password combinations or session-based validation, are proving to 

be inadequate. These techniques not only reveal user credentials to possible breaches but also find it difficult 

to provide smooth cross-platform access and delegated authorisation. Moreover, the absence of uniformity 

in managing token control and resource access across various components creates security holes and 

complicates development. 

 

Though its actual use in corporate applications sometimes lacks clarity—especially when combined 

with Spring Boot applications with several clients and servers—OAuth 2.0 offers a strong framework for 

delegated authorisation. Still significant obstacles for programmers are problems like stateless 

communication, secure token validation, cache optimisation, and compatibility with outside identity 

providers. A unified, well-architected, and scalable solution using OAuth 2.0 efficiently inside Spring Boot 

environments is therefore urgently required to guarantee safe and quick resource access control. 
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IV. RESEARCH METHODOLOGY 

 In order to create, deploy, and assess a safe and expandable access control system utilising OAuth 2.0 

within the Spring Boot ecosystem, this study uses an experimental and design-based methodology. The five 

main stages of the methodology are requirement analysis, system design, implementation, testing, and 

evaluation. 

 

4.1 Proposed System  

 

We suggest an OAuth 2.0-based authorisation system as a safe, scalable, and flexible solution for 

resource access control to overcome the shortcomings of conventional authentication methods and satisfy 

the increasing needs of modern, distributed systems. 

 

Industry standard protocol OAuth 2.0 lets third-party apps get delegated access to protected user 

resources without needing the user to disclose their credentials. It does this by granting time-limited, scope-

defined access tokens allowing client-resource server-controlled interaction via an intermediary 

authorisation server. The suggested system manages the whole authorisation flow using Spring Security 

with Spring Boot, therefore guaranteeing strong security integration with least overhead. Key elements 

make up the architecture: 

 

1. Auth Server: Handles authentication, issues tokens, and connects with outside identity 

providers if required. 

2. Resource Server: Validates access tokens for safe resource delivery and guards user data. 

3. Client Applications (Web or Mobile): Start the authorisation process and access APIs using 

tokens. 

4. Token Storage: Designed to enable stateless authentication and high-performance validation, 

Redis cache and a PostgreSQL database were used to implement the Token Storage and 

Validation Layer. 

 

This system guarantees that access tokens are granted only after user consent and safe server-side 

validation, therefore supporting Authorisation Code Flow. It also enables token revocation/refresh 

mechanisms, cross-domain access, and Single Sign-On (SSO)[15] for improved user experience and 

control. 

 

4.2 Architecture / Implementation  

 

Spring Boot and Spring Security, which provide thorough support for OAuth 2.0 flows, token 

management, and secure integration with third-party identity providers, carry out the implementation of the 

suggested OAuth 2.0-based authorisation framework. Optimised for both web and mobile client access, the 

system architecture is modular and scalable. 

 

1. Client Applications (Web App and Mobile App) initiate the OAuth 2.0 authorization flow to 

obtain access tokens. These tokens are then used to request protected resources without 

exposing user credentials. Each client is configured with a unique client ID and secret for 

secure interaction with the authorization server. 

2. The Authorization Server, built using Spring Security's OAuth2 modules, is responsible for 

authenticating users, issuing access and refresh tokens, and handling scopes and token 

lifetimes. Authentication can be delegated to an External OAuth 2.0 Provider (e.g., Google, 

Facebook, or an enterprise identity provider), and token data is stored securely in a 

PostgreSQL-based OAuth2 Database. 

3. The Resource Server protects the actual resources and APIs. It includes several 

subcomponents: 

4. Token Validator to verify the authenticity and validity of incoming tokens. 

5. Sample Application to simulate business operations once access is granted. 

6. Redis Cache to store token data temporarily for high-speed access and reduced validation 

overhead. 
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7. Custom Resource Server Implementation and Security Configuration modules, which enforce 

domain-specific policies and define access control rules using Spring Security filters and 

interceptors 

 

Figure 1: System Architecture 

 

4.3 Request flow 

The standard OAuth 2.0 Authorisation Code Grant flow, which is frequently used in secure client-

server architectures to permit delegated access to protected resources, is depicted in the sequence diagram 

that is provided. The User-Agent, Client (Application), Authorisation Server, and Resource Server are the 

four main actors in this flow[16]. The following is a description of the technical interactions: 

 

Step 1: User-Agent → Client 

The client application is accessed by the user through a browser or interface. The client starts the 

authorisation process after determining that there isn't a valid access token. 

Step 2: Client → Authorisation Server 

The client reroutes the user-agent to the Authorisation Server after creating an authorisation request 

URI. The client ID, redirect URI, response type (code), and requested scopes are among the parameters 

included in this request. 

Step 3: Authorisation Server → User-Agent 

In response, the Authorisation Server displays a login page asking the user to authenticate (e.g., by 

using an external identity provider or a username and password). 

Step 4: User Authentication and Consent 

The Authorisation Server creates an authorisation code after the user successfully authenticates and 

agrees to allow access. 

Step 5: Authorisation Server → Client (through User-Agent) 

The client application receives the authorisation code through redirection to the pre-established redirect 

URI. 

Step 6: Client → Authorisation Server 

The client sends a back-channel request to the Authorisation Server's token endpoint. It contains the 

redirect URI, the client ID, the client secret, and the authorisation code. HTTPS must be used to send 

this request. 

Step 7: Token Endpoint Validation 

The authorisation code and client credentials are verified by the authorisation server, which also makes 

sure the code hasn't been used or expired. 
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Step 8: Authorisation Server → Client 

The Authorisation Server provides the client with an access token (and possibly a refresh token) after 

successful validation. 

Step 9: Client → Resource Server 

The client sends a request to the protected resource endpoint and includes the access token (as a Bearer 

token) in the Authorisation header. 

Step 10: Resource Server → Authorisation Server / Token Validator 

Depending on the token format (e.g., opaque vs. JWT), the Resource Server either queries the 

Authorisation Server or decodes the access token and confirms its signature. 

Step 11: Resource Server → Client 

The Resource Server provides access to the requested resource if the access token is legitimate and falls 

within its allowed range. 

 

 
Figure 2 : Request Flow 

 

 

V. RESULTS AND DISCUSSION 

Applications more and more depend on safe and smooth access to user data across several platforms 

and services in the connected digital ecosystem of today. Rising security concerns, bad scalability, and user 

experience constraints are making traditional authentication systems, which rely on user credentials like 

usernames and passwords, insufficient. Often revealing sensitive information, susceptible to phishing 

attacks, and hard to control in distributed settings, these systems  A modular Spring Boot application 

architecture comprising an Authorisation Server, a Resource Server, and client applications (web and 

mobile) was used to implement and test the suggested OAuth 2.0-based authorisation system. Token-based 
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authorisation was successfully used in the implementation to show safe, scalable, and effective resource 

access. 

 

 

 
Figure 3:  Output showing unauthorised access to resource 

 

 
Figure 4: Successful Login response 

 

 
Figure 5: Failed Login response 

 

 

5.1 Comparison with other systems 

OAuth 2.0 offers the most reliable and well-rounded solution in terms of security, interoperability, and 

cloud readiness when compared to other authentication methods. Enterprise-grade systems prefer OAuth 

2.0 because it is highly compatible with contemporary cloud-native and distributed architectures, earning it 

a top score of 5 in cloud provider support and multi-cloud interoperability. 
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Table 1: Authentication Methods Evaluation Matrix 

 

 

 

With smooth integration across AWS, Azure, and Google Cloud, OAuth 2.0 stands out as the most 

cloud-compatible authentication method, boasting a Cloud Provider Support score of 5 and Multi-Cloud 

Interoperability of 5, as seen in its use for Google APIs and Azure Entra ID federation. Perfect for 

distributed, scalable apps, it supports token revocation with a latency of 50 ms and its Distributed System 

Latency of 80 ms is optimized by cloud-native caching. Its OWASP Security Risk Score of 4, though, 

suggests possible weaknesses like token theft and CSRF that call for best practices including PKCE and 

HTTPS to minimize, therefore guaranteeing safe deployment in cloud settings. By contrast, OAuth 1.0 is 

poorly suited for cloud environments, with a Cloud Provider Support score of 2, Multi-Cloud 

Interoperability of 1, and a higher Distributed System Latency of 120 ms owing to its cryptographic 

signature overhead, reflecting its obsolescence as most providers have deprecated it. While its OWASP 

[17][18] score of 6 emphasises session hijacking concerns, Session-Based Authentication struggles in 

distributed systems because of session synchronisation problems with a latency of 150 ms and Multi-Cloud 

Interoperability of 2. Though it has a low latency of 60 ms, Basic Auth ranks badly in Cloud Provider 

Support (2), Multi-Cloud Interoperability (1), and OWASP Security Risk (8), therefore being unsafe for 

cloud usage. Though its OWASP score of 5 highlights the necessity of secure token storage and signing to 

avoid misuse in cloud deployments, Generic Token (JWT) provides a strong alternative with Cloud Provider 

Support at 4, Multi-Cloud Interoperability at 4, and latency at 70 ms, plus a quicker revocation latency of 

40 ms. 

 

 
Figure 3: Comparison Graph - Evaluation Matrix 

 

 

 

 

 

Metric OAuth 2.0 OAuth 1.0 
Session-

Based 

Basic 

Auth 

Generic Token 

(JWT) 

Cloud Provider 

Support (1-5) 
5 2 3 2 4 

OWASP 

Security Risk 

Score (1-10) 

4 3 6 8 5 

Multi-Cloud 

Interoperability 

(1-5) 

5 1 2 1 4 

Token 

Revocation 

Support 

Yes No No No Yes 

Integration 

Complexity 

(Hours) 

40 60 20 5 30 
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5.2 Result Analysis 

 

A modular Spring Boot application architecture comprising an Authorisation Server, a Resource 

Server, and client applications (web and mobile) was used to implement and test the suggested OAuth 2.0-

based authorisation system. Token-based authorisation was successfully used in the implementation to 

show safe, scalable, and effective resource access. 

1. Scalability and Performance: The overhead related to conventional session management was 

greatly decreased by the use of stateless access tokens (JWT)[19]. Through integration with Redis 

Cache, token validation was optimised, enabling the Resource Server to quickly validate tokens 

without requiring repeated database queries. The system's ability to scale in distributed environments 

was demonstrated by the consistent response times it maintained when multiple clients were 

attempting to access it simultaneously. 

 

2. Safety: The attack surface is decreased by the architecture's stringent separation of authorisation and 

authentication. Sensitive credentials (such as client secrets) were never revealed to the user-agent, and 

all communication between components took place over HTTPS. Token interception and replay 

attacks were further prevented by using the Authorisation Code Grant flow. Furthermore, time-bound 

and fine-grained access control was made possible by the addition of token scopes and expiry 

mechanisms. 

 

3. Adaptability and Harmony: Both browser-based and mobile clients were supported by the system, 

demonstrating OAuth 2.0's adaptability in cross-platform situations. Single Sign-On (SSO) 

functionality was made possible by the successful integration of the Authorisation Server with an 

external identity provider through the use of OpenID Connect. Adding custom resource policies and 

access rules to the Resource Server was made simple by Spring Security's extensibility. 

 

4. Observations and System Behaviors: Strong validation procedures were ensured by denying access 

when tokens that were expired or malformed were presented. Under load, Redis caching cut the token 

validation time by about 35–40%. The user experience was enhanced by the client apps' ability to 

update tokens without requiring re-authentication. Stable performance up to 500 concurrent token 

validations was demonstrated by load testing using simulated concurrent requests. 

 

5. Restrictions: Even though the system worked well under controlled test conditions, there are still a 

few things to keep in mind: 

1. Although it might be helpful in larger deployments, dynamic client registration was not 

covered.  

2. Despite its efficiency, the Redis caching layer poses a risk of single-point failure unless it is 

set up with redundancy.  

3. Revocation of tokens was not thoroughly examined, but it might be improved in the future. 

 

VI. CONCLUSION AND FUTURE 

 

With the help of Spring Boot and Spring Security, this study demonstrated a scalable and safe 

authorisation framework utilising OAuth 2.0. The suggested system showed how resource access control 

and user identity management can be successfully separated through token-based authentication, increasing 

security and adaptability. Efficient token validation and smooth access for web and mobile clients were 

made possible by the integration of elements like an authorisation server, a stateless resource server, an 

external OAuth 2.0 provider, and a Redis caching layer. The system was appropriate for contemporary 

microservices and cloud-native architectures since it also supported granular scope-based access, external 

identity federation, and cross-platform functionality. The framework's ability to preserve performance 

under concurrent access, guarantee token integrity, and stop unwanted resource usage was validated by the 

implementation's outcomes. 

 

In the future, real-time token revocation and introspection mechanisms could be added to the 

framework to further improve token lifecycle control. More scalable onboarding procedures for third-party 

apps would be made possible by supporting dynamic client registration. Potential avenues for future 
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research include modifying the system to accommodate multi-tenant settings, incorporating threat detection 

capabilities to spot irregularities in token usage or access behaviour, and integrating zero-trust security 

principles for ongoing access verification. Lastly, comparing the system to production-level workloads 

would provide more detailed information about its performance and scalability in the real world. The 

framework's applicability as a strong solution for identity and access management in distributed systems 

would be further enhanced by these additions. 

 

The system has a lot of room to grow in the future to satisfy the changing needs of enterprise and 

cloud-native environments. Improvements are planned for Redis-based edge caching to enhance token 

validation performance and lower authentication latency under load, OAuth2 Token Exchange for smooth 

delegation across services, and SPIFFE/SPIRE integration for workload identity and secure service-to-

service communication. Additionally, integrating Zero-Trust Security Principles [20] will guarantee 

context-aware access control and ongoing authentication outside of the conventional perimeter. 

Additionally, the architecture seeks to integrate role mining for automated access policy optimization and 

AI-driven anomaly detection in login patterns for proactive threat mitigation [21]. The system will 

investigate the use of quantum-resistant algorithms for future-proof identity management as post-quantum 

cryptography gains traction. Furthermore, planned support for hybrid and multi-cloud deployment will 

improve portability and resilience, guaranteeing that the architecture can continue to be adjusted to a variety 

of IT environments. 

 

The foundation for creating contemporary, identity-aware microservices that are not only safe and 

scalable but also resilient and forward-compatible with upcoming security and operational requirements is 

provided by this dynamic architecture 
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Other References 

 OAuth 2.0: RFC 6749 (The OAuth 2.0 Authorization Framework) outlines its standardized use, 

widely adopted by cloud providers. See: 

https://tools.ietf.org/html/rfc6749[](https://medium.com/%40amitsinha11/authentication-methods-

in-oauth-2-0-client-credentials-grant-type-dff9ec876e2c) 

 JWT: RFC 7519 (JSON Web Token) details its use in cloud APIs. See: 

https://tools.ietf.org/html/rfc7519[](https://jwt.io/introduction) 

 Cloud Provider Documentation: 

 AWS Cognito: Supports OAuth 2.0 and JWT for authentication. See: 

https://docs.aws.amazon.com/cognito/ 

 Azure Active Directory: Emphasizes OAuth 2.0 and OpenID Connect. See: 

https://docs.microsoft.com/en-us/azure/active-directory/ 

 Google Cloud Identity: Supports OAuth 2.0 for API access. See: 

https://developers.google.com/identity/protocols/oauth2[](https://developers.google.com/identity/pro

tocols/oauth2) 

 OWASP Authentication Cheat Sheet: Discusses adoption of OAuth 2.0 and JWT in modern systems, 

indirectly supporting their high scores. See: 

https://cheatsheetseries.owasp.org/cheatsheets/Authentication_Cheat_Sheet.html 

 OAuth 2.0: Google’s OAuth 2.0 documentation highlights the need for multiple steps (e.g., 

authorization code exchange). See: 

https://developers.google.com/identity/protocols/oauth2[](https://developers.google.com/identity/pro

tocols/oauth2) 

 OAuth 1.0: OAuth 1.0a specification (RFC 5849) details complex cryptographic requirements. See: 

https://tools.ietf.org/html/rfc5849[](https://permify.co/post/oauth-jwt-comparison/) 

 Medium Article by Sarthak Shah: Compares Session, JWT, and OAuth 2.0, noting OAuth’s higher 

complexity due to third-party integration. 

 

http://www.ijcrt.org/
https://cheatsheetseries.owasp.org/cheatsheets/Authentication_Cheat_Sheet.html

