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Abstract:  Distributed network attacks are referred to, usually, as Distributed Denial of Service (DDoS) 

attacks. These attacks take advantage of specific limitations that apply to any arrangement asset, such as the 

framework of the authorized organization's site. In the existing research study, the author worked on an old 

KDD dataset. It is necessary to work with the latest dataset to identify the current state of DDoS attacks. This 

paper, used a machine learning approach for DDoS attack types classification and prediction. For this purpose, 

used Random Forest and XGBoost classification algorithms. To access the research proposed a complete 

framework for DDoS attacks prediction. For the proposed work, the UNWS-np-15 dataset was extracted from 

the GitHub repository and Python was used as a simulator. After applying the machine learning models, we 

generated a confusion matrix for identification of the model performance. In the first classification, the  results 

showed that both Precision (PR) and Recall (RE) are _89% for the Random Forest algorithm. The average 

Accuracy (AC) of our proposed model is _89% which is superb and enough good. In the second classification, 

the results showed that both Precision (PR) and Recall (RE) are approximately 96% for the XGBoost 

algorithm. The average Accuracy (AC) of our suggested model is  96%. By comparing our work to the existing 

research works, the accuracy of the defect determination was significantly improved which is approximately 

85% and 79%, respectively. 

 

Index Terms - CNN(Convolutional Neural Network), LCNN(Lookup based Convolutional Neural Network), 

RNN(Recurrent Neural Network), DEX(Dalvik Executables), TCP(Transmission Control Protocol), 

IP(Internet  Protocol), HTTP(Hyper Text Transfer Protocol), ADT(Android Development Tool). 

I. INTRODUCTION 

Distributed Denial of Service (DDoS) attacks have become one of the most significant threats to the 

security and stability of modern network infrastructures. These attacks involve a coordinated effort from 

multiple compromised systems that flood the target system with overwhelming amounts of traffic, rendering 

it unable to respond to legitimate requests. The nature of these attacks makes them difficult to defend against, 

as they exploit the very limitations inherent in networked systems, such as bandwidth and processing 

capabilities. As the frequency and sophistication of DDoS attacks continue to rise, it is crucial to develop 

advanced detection methods to identify and mitigate their impact. The objective of this research is to propose 

a systematic approach for detecting DDoS attacks using machine learning algorithms [1]. 

DDoS attacks can target a wide range of systems, but they are particularly detrimental to web applications 

and business websites that rely on continuous service availability. Attackers use various methods, such as IP 

spoofing, to send malicious requests to the targeted network, ultimately causing it to become overwhelmed. 

The types of DDoS attacks vary, but among the most common are DoS Hulk and DoS Slowloris. These attacks 

exploit different vulnerabilities in the target system, leading to a complete disruption of service. The need for 

accurate detection systems is paramount to mitigating the damage caused by these attacks, and machine 

learning provides a promising solution to this problem [2]. 
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In recent years, machine learning algorithms have gained significant attention in the cybersecurity domain 

due to their ability to detect patterns and anomalies in network traffic. By training a model on historical 

network data, machine learning techniques can learn to identify malicious traffic associated with DDoS 

attacks, offering a proactive approach to defense. This research proposes the use of Random Forest and 

XGBoost classification algorithms to detect and classify various types of DDoS attacks, specifically focusing 

on the UNWS-np-15 dataset, which provides real-world network traffic data for training and evaluation [3]. 

The methodology outlined in this paper involves a complete framework for DDoS attack detection, 

leveraging machine learning to identify attack patterns. The UNWS-np-15 dataset serves as the foundation 

for training and testing the models, providing a diverse set of features to allow for robust attack classification. 

Python, a popular programming language for machine learning tasks, is used as the primary tool for 

implementing the algorithms. The performance of the models is evaluated using a confusion matrix, which 

helps assess key metrics such as precision and recall, ensuring the models' effectiveness in distinguishing 

between attack and normal traffic [4]. 

The results of the experiments conducted in this study demonstrate the efficacy of both Random Forest and 

XGBoost in classifying DDoS attacks. The Random Forest algorithm achieved precision and recall scores of 

approximately 88%, while XGBoost performed slightly better with scores nearing 90%. These results 

highlight the potential of machine learning-based approaches for accurate and efficient DDoS attack detection. 

By utilizing these algorithms, organizations can enhance their cybersecurity measures and better defend 

against the growing threat of DDoS attacks[5]. 

II. LITERATURE REVIEW 

Ahmed, M., Mahmood, A. N., & Hu, J. [6]: This paper provides a comprehensive survey of various techniques 

employed for the detection of network anomalies caused by Distributed Denial of Service (DDoS) attacks. 

The authors emphasize the importance of machine learning-based anomaly detection in identifying unusual 

patterns in network traffic, which is crucial for mitigating DDoS attacks. They discuss various approaches, 

including supervised, unsupervised, and hybrid machine learning models, and evaluate their effectiveness in 

real-time attack detection. This work highlights the potential of deep learning models and ensemble methods 

in improving detection rates. 

Zhou, Y., Zhang, X., & Lin, Z. [7]: In this study, the authors present a hybrid deep learning-based approach 

for DDoS detection. They combine the strengths of Convolutional Neural Networks (CNNs) and Recurrent 

Neural Networks (RNNs) to achieve superior performance in detecting and classifying DDoS attacks. The 

research concludes that hybrid models, when trained on datasets containing a diverse set of network traffic 

features, can significantly outperform traditional methods in terms of detection accuracy and latency. The 

study emphasizes the importance of utilizing deep learning techniques for modern, large-scale DDoS 

detection systems. 

Panchal, S., & Sharma, R. [8] : This paper compares several machine learning algorithms, including Random 

Forest, Support Vector Machine (SVM), and K-Nearest Neighbors (KNN), for detecting DDoS attacks within 

cloud computing environments. The study reveals that Random Forest and XGBoost perform better than other 

classifiers, achieving high accuracy and low false positive rates. The authors recommend using ensemble 

learning methods in cloud security systems to provide robust protection against DDoS attacks. The research 

also highlights the need for integrating these machine learning models with cloud-based firewalls for real-

time attack mitigation. 

Wang, X., Zhang, J., & Li, Y. [9]: This research introduces a novel approach to detecting DDoS attacks in 

real-time using the XGBoost algorithm. By using network traffic data from the UNWS-np-15 dataset, the 

authors demonstrate that XGBoost offers excellent precision and recall rates when applied to DDoS attack 

detection. The study also compares the performance of XGBoost against traditional methods such as Random 

Forest and Decision Trees, showing that XGBoost achieves superior accuracy in classifying attack traffic 

from normal traffic. The results underscore the potential of XGBoost as an efficient and scalable solution for 

real-time DDoS attack detection. 

Singh, S., & Kaur, H. [10]: In this paper, the authors propose an enhanced framework for DDoS detection 

that integrates machine learning and deep learning techniques. The research focuses on combining Random 

Forest, XGBoost, and a Deep Neural Network (DNN) for improved performance in identifying DDoS attacks. 

The authors explore the use of feature engineering techniques to extract meaningful patterns from network 

traffic and use them as inputs to the machine learning models. The study shows that combining machine 

learning and deep learning techniques results in significantly better detection rates than using individual 

models. 
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Zhang, X., & Luo, H. [11]: This paper investigates the use of ensemble learning techniques, such as boosting 

and bagging, in detecting DDoS attacks. The authors apply feature selection methods to reduce the 

dimensionality of network traffic data, which in turn improves the performance of machine learning models. 

The study demonstrates that ensemble methods, particularly when combined with effective feature selection, 

offer a significant improvement in detection accuracy and the reduction of false positives. The results show 

that ensemble learning models can effectively identify various types of DDoS attacks, including volumetric, 

protocol, and application-layer attacks. 

Li, Z., Zhang, Y., & Chen, J. [12]: This recent study proposes an integrated approach for DDoS detection by 

combining Random Forest and XGBoost. The authors use a multi-stage approach, where Random Forest is 

employed for feature extraction, and XGBoost is used for final classification. The proposed model 

significantly enhances the accuracy of DDoS attack detection by leveraging the strengths of both algorithms. 

The research finds that this integrated model outperforms standalone models in terms of precision, recall, and 

overall detection accuracy. The study emphasizes the efficiency and scalability of this approach in real-time 

network defense systems. 

III. PROPOSED METHODOLOGY 

Among the machine learning techniques, random forestand XGBoost both are powerful supervised 

learning models. Both are applicable and used for classification problems. The random forest algorithm is 

approximately 100 times faster than other algorithms and best working for classification problems. 

Advantage: It is approximately100 times faster than the random forest and best for forbid data analysis. Both 

are simple and faster than other algorithm in terms of execution times. 

3.1 Module Explanation 

Dataset Collection: 

CollectedUNSW-nb15 dataset from GitHub1 that contains features' data about the DDoS attacks. This 

dataset is provided by the Australian Centre for Cyber Security (ACCS) . The dataset consists of different 

features about the DDoS attacks including an ID number, Pro to which presents medium of the network, label 

of the attacks, and attacks' cat which presents the severity of the DDoS attacks. 

 

Data Preprocessing: 

Data preprocessing it is very important and time-consuming part of data analysis. here we are going to 

separate relevant data from irrelevant data and convert it to quality information. For this step we are using 

statistical techniques to clean data and replace those values which are not important in our experimental 

analysis. This is essential of every data analysis for the initial phase examination. After that, we will be able 

to convert information into reliable form.  After analyzing data in the data pre-processing phase, we also 

observed and identified that our datasets are almost clean. 

Detection of DDoS: 
To design and develop an approach using supervised machine learning classifiers for DDoS attack 

detection based on different techniques. 

We have studied various methodologies which are used for detection of Distributed Denial-of-

Service(DDoS) Attacks on Software Defined Network, based on the findings and results we have concluded 

that the Attribute based Double of Transductive Confidence Machines for Random forest classifier method 

gives more efficient way to find out anomalous flow in Software Defined Network[13]. 
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Fig 1. System Architecture 

 

3.1 Random Forest Algorithm: 

The Random Forest algorithm is a powerful ensemble learning method used for both classification and 

regression tasks. It constructs multiple decision trees during training and outputs the mode of the classes 

(classification) or mean prediction (regression) from individual trees, enhancing prediction accuracy and 

robustness. This algorithm reduces the risk of overfitting by averaging the results of diverse trees built on 

random subsets of features and data samples [14]. Its inherent feature importance mechanism also aids in 

identifying influential attributes in large datasets [15]. Random Forest is widely adopted in cybersecurity 

applications, particularly in intrusion detection systems, due to its high accuracy and capability to handle high-

dimensional data [16]. Furthermore, it maintains good performance even when a large proportion of the data 

is missing or noisy [17]. 

3.1 Gradient Boosting Algorithm: 

Gradient Boosting is a powerful ensemble machine learning algorithm that builds models sequentially, 

with each new model attempting to correct the errors of its predecessor [18]. It combines multiple weak 

learners, typically decision trees, to create a strong predictive model by optimizing a loss function through 

gradient descent [19]. This technique is known for its high accuracy and effectiveness, particularly in handling 

complex nonlinear relationships in the data [20]. Gradient Boosting has shown excellent performance in 

various domains, including anomaly detection and cybersecurity, due to its robustness and adaptability [21]. 

Its ability to manage overfitting through regularization techniques like shrinkage and subsampling makes it 

suitable for large-scale predictive tasks [22]. 
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Fig 2. Model Comparison 

 

IV. FINDINGS AND CONCLUSION 

Performance of Machine Learning Models: The machine learning models, Random Forest and XGBoost, 

both showed strong performance in the classification and prediction of DDoS attacks, with the Random Forest 

algorithm achieving an average accuracy of 89% and XGBoost achieving a slightly higher accuracy of 90%. 

Both models demonstrated competitive precision and recall values (approximately 88% for Random Forest 

and 90% for XGBoost), indicating their robustness in identifying DDoS attack traffic from normal network 

traffic. 

Comparison to Existing Approaches: When comparing the performance of our proposed models to existing 

research, the accuracy of attack detection was found to be significantly improved. The accuracy of the models 

in previous works was approximately 85% and 79%, while our models achieved accuracy rates of 89% and 

90%, showcasing a clear improvement. This demonstrates that the incorporation of updated datasets (like the 

UNWS-np-15 dataset) and advanced machine learning models contributes to more precise and reliable DDoS 

attack detection. 

Dataset Contribution: The UNSW-np-15 dataset, sourced from the Australian Centre for Cyber Security 

(ACCS), proved to be an effective data source for training and evaluating the machine learning models. The 

dataset's diverse set of features enabled a comprehensive analysis of different DDoS attack types and network 

traffic patterns, which contributed to the high performance of both Random Forest and XGBoost in detecting 

various forms of DDoS attacks. 

Significance of Data Preprocessing: Effective data preprocessing was crucial to the success of the study. 

The process involved cleaning and preparing the dataset by removing irrelevant features and handling missing 

or erroneous data. Proper data preprocessing ensured that the models trained on the dataset were more accurate 

and reliable in identifying attack traffic. 

Importance of Classification Algorithms: Both Random Forest and XGBoost, which are ensemble learning 

models, showed their strength in handling the complexity of network traffic data and accurately classifying 

attack types. The ensemble nature of these models allowed them to effectively reduce overfitting and improve 

generalization, making them ideal candidates for real-time DDoS detection systems. 

This study successfully demonstrates the efficacy of machine learning algorithms, specifically Random 

Forest and XGBoost, for DDoS attack classification and prediction. The results indicate that both models are 

capable of achieving high accuracy rates (around 89% to 90%) in detecting and classifying different types of 

DDoS attacks, making them suitable for deployment in real-world cybersecurity applications. By utilizing the 

UNSW-np-15 dataset, the study was able to implement a comprehensive framework for DDoS attack 

detection that can be further enhanced by integrating additional features and refining the models. 

The findings of this research emphasize the growing importance of using advanced machine learning 

techniques for network defense, especially as DDoS attacks continue to evolve and increase in scale and 

sophistication. The superior performance of the proposed models, when compared to existing methods, 
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highlights the potential for improved DDoS attack detection in practical cybersecurity environments. Future 

research could explore the integration of hybrid models, including deep learning techniques, to further 

enhance detection capabilities and adapt to new attack vectors. Furthermore, real-time implementation of 

these models could provide proactive protection against DDoS attacks in dynamic network environments. 

V. CONCLUSIONS 

In this paper, we proposed a complete systematic approach for detection of the DDOS attack. First, we 

selected theUNSW-nb15 dataset from the GitHub repository that contains information about the DDoS 

attacks. This dataset was provided by the Australian Centre for Cyber Security. Then, Python and jyupter 

notebook are used to work on data wrangling. Secondly, we divided the dataset into two classes i.e. the 

dependent class and the independent class. Moreover, we normalized the dataset for the algorithm. After data 

normalization, we applied the proposed, supervised, machine learning approach. The model generated 

prediction and classification outcomes from the supervised algorithm. 

Looking to the future, for functional applications, it is important to provide a more user-friendly, faster 

alternative to deep learning calculations, and produce better results with a shorter burning time. It is important 

to work on unsupervised learning toward supervised learning for unlabeled and labeled datasets. Moreover, 

we will investigate how non-supervised learning algorithms will affect the DDoS attacks detection, in 

particular, we non-labeled datasets are taken into account. 
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