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Abstract: The Vehicle Data Prediction is an
innovative web-based application designed to
classify vehicle movement data as either
legitimate or falsified using Machine
Learning. With the increasing need for reliable
traffic monitoring, logistics optimization, and
fraud detection, this system provides a user-
friendly interface where users can input key
vehicle parameters such as position, speed, and
acceleration. The entered data is then processed
through two powerful machine learning models
Logistic Regression and Random Forest
Classifier which yields accuracy of 77.63% and
89.08% which analyze and predict the
authenticity of the data.
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I. INTRODUCTION

In today’s fast-paced world, vehicle tracking
and data analysis play a crucial role in ensuring
security, efficiency, and accuracy in various
industries, from transportation and logistics to
fraud detection. This project introduces a
Vehicle Data Prediction System, a web-based
application that uses Machine Learning models
to analyze vehicle movement data and predict
whether the data is legitimate or falsified. By
leveraging Logistic Regression and Random
Forest Classifier, the system takes key

parameters such as position, speed, and
acceleration to assess vehicle behavior. A user-
friendly web interface allows users to enter the
vehicle data, submit it for prediction, and receive
instant results. This research offers an interactive
and effective way to identify irregularities in
vehicle movement by showcasing how machine
learning can be smoothly incorporated into a
web-based prediction tool' which ensures
security.

Il. METHODOLOGY

The Vehicle Data Prediction System uses a
structured process that blends machine learning
and web development to create an accurate and
user-friendly prediction tool. In order to
guarantee consistency in predictions, the process
starts with data preprocessing, where vehicle
movement parameters like position, speed, and
acceleration are standardized using a scalar
model. In preprocessing entails the necessary
data preparation procedures prior to model
training. It involves handling missing data,
eliminating outliers, choosing pertinent features,
scaling features to a consistent range, converting
categorical data into numerical representations,
dividing data for testing and training, correcting
class imbalance, and lowering dimensionality.
Preprocessing data effectively guarantees that it
is clean, appropriate for modeling, and optimizes
model performance. Two Machine Learning
models Logistic Regression and Random Forest
Classifier are used to classify whether the given
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vehicle data is Legitimate or Falsified. These
models are trained on historical data, enabling
them to detect anomalies and patterns
effectively. The prediction process involves
taking user input, transforming it into a format
suitable for model evaluation, and generating
results instantly. The Flask framework is used to
develop the backend API, which handles the
prediction requests. The front end is built using

HTML, CSS, and JavaScript, featuring an
interactive and visually appealing user interface
with animations and glowing effects.

When users enter the vehicle details and
submit them, the system processes the data,
makes predictions, and displays the results
dynamically on a new page with animated text
effects. To enhance user experience, a reset
button allows users to clear input fields and
enter new values quickly. The entire
methodology ensures seamless interaction
between the Machine Learning models and the
Web Interface, providing real-time and accurate
vehicle data predictions.

I1l. PROPOSED SYSTEM

The methodology has three major stages
are Dataset Extraction, Data Preparation and
Classification. There are 225 simulations with
various traffic circumstances in the VeReMi
dataset. There are two kinds of files in every
simulation: log files and truth file. In a
simulation, there is only one ground file that
contains the real behavior of a vehicle in the
network. To distinguish a bad car from a bad
one, the attacker mode is also included in the
ground truth data. However, in the simulation,
the number of data logs is equal to the traffic in
the network. Each vehicle generates a log
containing all BSMs received from other
vehicles. The log file contains false information
because, similar to the anti-fraud site, the
attacker sent false messages from the BSM. The
creation of a labeled dataset requires the joining
of truth and log files. The truth file is assigned to
each simulation's log file during the data
extraction phase. Since there are as many log
files for a single simulation as there are
receivers, combining these disparate log files
into a single file is the initial stage. A distinct ID
called messagelD is present in both log and
ground truth files. The data in the combined log
file must be mapped to the attacker type in the
ground truth file in order to produce a labeled
dataset. This procedure is carried out five times
because the VeReMi dataset contains five
distinct seeds of the same situation, which are
used to introduce randomization into the

network. In order to get a merged dataset for a
single scenario, all five repetitions were
eventually integrated.
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Fig.1.Architecture of Proposed System

IV. EXISTING SYSTEM

Conventional falsification detection systems
use preset thresholds and rules to identify data
irregularities. They might, for example, indicate
any communication that has data (such position
or speed) that is outside of normal ranges or that
differs noticeably from prior messages that have
been received. Due to their relative simplicity,
these systems may not be able to handle
complex falsification techniques or changing
assault patterns. Due to their inability to learn
from or adjust to previous events, they may also
have significant false-positive rate.

Using Machine Learning (ML) algorithms to
identify anomalies .in VANETS has become
popular. These systems look for odd or
suspicious - behavior that might point to
falsification by analyzing data patterns. Using
the VVeReMi dataset, numerous researchers have
developed a misbehavior detection framework to
identify position falsification assaults. In order
to train the model, some of the present effort
entails adding calculating features such a change
in Position and Speed.

This suggested approach eliminates the
network's vehicle-to-vehicle dependence
because RSU provides a more comprehensive
understanding of any network misconduct. For
the attacker's vehicle to be detected, it must be
within sight of other legal vehicles. The scheme
identifies attacks faster than the current method
of linking a transmitter and receiver by pairing a
vehicle with a Roadside Unit (RSU). Using the
vehicle-RSU combination, the system can detect
the attacking vehicle before it has a chance to
impersonate a legitimate vehicle. Current
methods rely on the network's genuine vehicles
to identify the assault. Transmitter-receiver
matching methods often fail to detect cyber
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attackers until the legitimate tool reaches the
attacker’s tool. In comparison, the tool-RSU
combination can provide more protection by
identifying the attack regardless of the number
of attackers in the network.

using Flask or FlaskAPI, allowing seamless
interaction between the frontend user interface
and backend processing. Finally, the prediction
results are generated and displayed to the user,
indicating whether the vehicle data is Legitimate
(0) or Malicious (1). The output is presented in a
visually  appealing and interactive  Ul,
incorporating animations and a reset option for
users to enter new data for further predictions.

V.SYSTEM DESIGN

The process begins with Vehicle Data Input,
where key parameters such as position (posx,
posy), speed (spdx, spdy), and other movement
metrics are collected. This raw data undergoes
Data Preprocessing, which includes essential
steps like Cleaning, Scaling, and Encoding to
ensure consistency and improve the accuracy of
predictions. !

ML Model Classification

Vehicle Data Input Data Preprocessing

(Random Forest, Logistic

(Position, Speed, (Cleaning, Scaling, Encoding) T

Acceleration)

Once preprocessed, the data is passed to the Real-Time AP
ML Model Classification stage, where machine
learning algorithms such as Random Forest and

Response

(Legitimate (0)/ (Flask API/Flask]

Malicious (1)

Logistic Regression analyze the input features
and predict whether the data is authentic or
fraudulent. These trained models are then
integrated into a Real-Time API, developed

VI. TECHNIQUES USED

Fig.2.System Architecture

A. Data Preprocessing:

In machine learning, preprocessing entails
the necessary data preparation procedures
prior to model training. It involves handling
missing data, eliminating outliers, choosing
pertinent features, scaling features to a
consistent range, converting categorical data

B. Random Forest Algorithm:

One popular machine learning approach
is Random Forest approach. It is an
algorithm for Supervised Machine learning.
It can be used to solve machine learning
challenges that combine classification and
regression. The random forest algorithm is
based on the concept of ensemble learning,
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C. Logistic Regression:

Logistic Regression is a method used to
estimate the probability of an event occurring,
usually when the outcome is one of two
possible choices (e.g. yes/no or true/false). It
works by finding a relationship between input
data (age, income, etc.) and the probability of
occurrence. Instead of giving a clear answer
like 0 or 1, the model gives a probability
between 0 and 1 that indicates how likely the

into numerical representations, dividing data
for testing and training, correcting class
imbalance, and lowering dimensionality.
Preprocessing data effectiveI?/ guarantees
that it is clean, appropriate for modeling,
and optimizes model performance.

involves in combining multiple classifiers to
improve the model’s performance and solve
an issue that is challenging. The Random
Forest Algorithm makes use of a number of
decision  tree-based classifiers.  Each
decision tree is first trained on an individual
basis. Based on these trees' predictions, the
random forest then predicts the average of
these results.

Fig.3.Working of Random Forest

outcome is. For example, it will predict the
probability as 0.75, meaning there is a 75%
chance of the event occurring. In this way, it
uses an ‘S’ shaped curve (called the logistic
function) instead of a straight line, which
helps the model predict two possible outcomes
(0 or 1) as information. The predicted values
form an ‘S’ shaped curve, which always falls
between the value 0 and 1. This curve is called
the logistic function or the Sigmoid function.
The model uses a threshold value to decide
whether the outcome should be 0 or 1. For
instance, if the value is below the threshold,
the result will likely be O; if it's above the
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threshold, the result will likely be 1. This
threshold helps classify the data into one of
two categories.
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Fig.4.Working of Logistic Regression

D. REST API:

REST APl (Representational State
Transfer API) acts as a communication
bridge between the frontend user interface
and the backend machine learning models.
It is a way for different systems to
communicate over the internet using
standard HTTP methods like GET, POST,
PUT, and DELETE. It follows REST
principles, making it lightweight, scalable,
and platform-independent. It enables
seamless data exchange, allowing users to
send vehicle movement data and receive
predictions on whether the data is
legitimate or falsified. Flask is a
lightweight Python web framework used to
build web applications and APIs. It is
simple, flexible, and widely used for
response is then displayed dynamically
with an engaging visual effect. Overall, this
frontend design ensures a user-friendly,
intuitive, and aesthetically  pleasing
experience, making it easy for users to

VII. APPLICATIONS

e Vehicle Fraud Detection: Identifies
whether vehicle data is falsified or
legitimate, helping in fraud prevention.

e Autonomous Vehicle Validation:
Ensures the accuracy of sensor data in
self-driving cars to improve navigation
and safety.

e Smart City Development: Integrates
with loT-based traffic management
systems for efficient urban planning
and road safety.

creating REST APIs in machine learning
and data science projects.

L=

Fig.5.Working of REST API

E. Frontend:

The frontend of this project is designed to
provide an interactive and visually
appealing user experience using HTML,
CSS, and JavaScript. The user interface
allows individuals to input vehicle-related
data such as position, speed, and
acceleration, which is then processed by
the backend for prediction. The form is
structured with responsive input fields and
a submit button that sends data to the Flask
backend through a POST request. A reset
button allows users to clear the fields and
enter new values seamlessly. This frontend
effectively communicates with the Flask
backend, where the machine learning
model processes the data ~and returns
predictions. The

interact with the application and receive
real-time  vehicle data  predictions
effortlessly.

e Fleet Management: Helps logistics and
transportation ~ companies  monitor
vehicle data for optimized fleet
performance.

e Traffic Monitoring:  Assists in
analyzing real-time vehicle movement
and detecting anomalies in traffic data.

e Law Enforcement & Security: Aids
police and security agencies in
identifying suspicious vehicle behavior
and preventing illegal activities.
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VIII. RESULT ANALYSIS

The performance of this project is evaluated
based on the accuracy and efficiency of
predictions made by the machine learning
models. The system processes vehicle data,
including position, speed, and acceleration, and
determines whether the data is legitimate or
falsified. The Random Forest and Logistic
Regression models are used for classification,
and their accuracy is assessed using standard
metrics like precision, recall, and F1-score. The
implementation of a real-time API using Flask
ensures quick and scalable data processing,
enabling seamless interaction with the system.
Additionally, the frontend is designed to be user-
friendly, with an interactive and visually
appealing interface that enhances usability. The
system also incorporates error-handling
mechanisms to manage missing or incorrect
inputs, making it more robust.

Algorithms used Accurac
y

Logistic Regression 77.63%

Random Forest 89.08%

TABLE.1l. ACCURACY OBTAINED FOR
VeReMi DATASET

Detection Of Falsification Attacks

—
I
]
R
=
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Fig.6.User Input
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