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Abstract: The rapid escalation of cyber threats, characterized by sophisticated zero-day exploits and polymorphic 

attacks, mandates a transition from traditional reactive security postures to proactive, AI-driven defense 

mechanisms. This paper presents a comprehensive systematic review of the state-of-the-art applications of 

Artificial Intelligence (AI), Machine Learning (ML), and Deep Learning (DL) in enhancing cybersecurity 

resilience. We analyze core defensive architectures, focusing on Network Intrusion Detection Systems (NIDS) 

and advanced malware classification, providing a quantitative comparative analysis of model performance across 

critical metrics such as Accuracy and Inference Duration. Our findings highlight the superior detection capability 

of Deep Learning models, specifically Transformer architectures, which achieve up to 98.4% accuracy in NIDS 

benchmarking. Furthermore, this review critically investigates the dualuse challenge, examining emergent 

adversarial risks, including data poisoning, evasion attacks, and unique vulnerabilities introduced by Generative 

AI (GenAI), such as prompt injection and the phenomenon of feedback loop security degradation during 

automated code generation. Finally, we establish the mandate for Explainable AI (XAI) and robust governance 

frameworks as essential components for ensuring transparency, accountability, and trustworthy deployment of 

autonomous security systems.  

Index Terms: Intelligence, Cybersecurity, Deep Learning, Network Intrusion Detection System (NIDS), 

Adversarial AI, Explainable AI (XAI), Systematic Review, Zero-Day Detection.  

 

I. INTRODUCTION  

The modern cyber threat landscape is defined by its velocity and complexity, demanding security solutions that 

exceed the capabilities of human analysis and static, signature-based defenses [3]. Traditional security 

mechanisms are increasingly vulnerable to sophisticated attacks, particularly zero-day exploits, which remain 

hidden from many Intrusion Detection and Prevention Systems (IDPS) [3].  

Artificial Intelligence, encompassing Machine Learning (ML) and Deep Learning (DL), represents the paradigm 

shift necessary to achieve proactive defense [7]. AI/ML tools excel at processing vast quantities of network data 

to identify unusual patterns that signal malicious activity with unmatched efficiency [7]. Moreover, ML 

algorithms utilize historical data for predictive analytics, forecasting the likelihood of future risks and identifying 

potential vulnerabilities before they are exploited [7].  
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However, the proliferation of AI introduces a critical dualuse challenge, as threat actors also leverage AI for 

automated reconnaissance, fast penetration testing, and orchestrating highly evasive attacks that are specifically 

designed to avoid detection by security tools [7]. This systematic review aims to address this rapidly evolving 

landscape by:  

1) Synthesizing the state-of-the-art AI architectures used across key defensive domains, particularly NIDS 

and malware classification.  

2) Providing a quantitative comparison of model performance against advanced threats, such as zero-day 

attacks.  

3) Analyzing the emerging adversarial risks and the mandate for trustworthy AI through Explainable AI 

(XAI) and robust governance.  

II. REVIEW METHODOLOGY  

This paper utilizes a Systematic Literature Review (SLR) protocol to ensure the synthesis of knowledge is 

transparent, comprehensive, and objective [4].  

A. Systematic Review Protocol  

The review adhered to a structured methodology guided by predefined empirical questions (Step 1) and 

specialized terminology definitions (Step 2) [4]. The search strategy (Steps 3-5) utilized key terms such as 

”Artificial Intelligence,” ”Deep Learning,” ”Cybersecurity,” ”NIDS,” ”Malware Classification,” ”Adversarial 

AI,” and ”Explainable AI (XAI).”  

B. Selection Criteria and Data Extraction  

The search was predominantly limited to high-quality, peerreviewed technical literature published within the last 

five years to capture the most recent advancements in ML and DL models [3]. The inclusion criteria prioritized 

papers detailing empirical results, including explicit performance metrics (e.g., accuracy, F1 score) and 

discussions of architectural novelty in security contexts. Exclusion criteria rejected non-technical overviews or 

papers failing to meet methodological rigor. Data extraction (Step 8) focused specifically on model performance, 

dataset utilization (e.g., CICIDS-2017), and findings related to adversarial attacks or XAI limitations [4].  

III. RELATED WORK: AI IN DEFENSIVE ARCHITECTURES  

A. Network Intrusion Detection Systems (NIDS)  

AI forms the backbone of next-generation NIDS, moving beyond traditional signature-based detection to 

sophisticated anomaly and behavior analysis. Classic ML algorithms, such as Random Forest (RF), Linear 

Support Vector Machines (LSVM), and Gaussian Naive Bayes (GNB), are widely implemented for classification 

and prediction in NIDS due to their computational efficiency [6]. RF models, an ensemble method, have shown 

particular effectiveness, achieving high detection rates for modern network attacks, with reported performance 

around 97% accuracy in studies utilizing the CICIDS-2017 dataset [6].  

Deep Learning (DL) architectures are employed to address the complexity and volume of modern network traffic. 

These include  

Artificial Neural Networks (ANN), Recurrent Neural Networks (RNNs) like LSTMs for sequential data analysis, 

and Convolutional Neural Networks (CNNs) for hierarchical feature extraction [5]. Recent studies comparing 

these architectures confirm that advanced DL models, particularly those leveraging attention mechanisms such 

as the Transformer architecture, yield significant gains in overall accuracy for NIDS tasks over preceding models 

[11].  

B. Advanced Malware Classification  

Deep Learning techniques are essential for advanced malware analysis, enabling behavior-based classification 

by learning intricate patterns directly from raw data representations, which traditional ML struggles to capture 

[5]. DL models (ANN, RNN, CNN) are applied to various inputs, including binary code and system call 

sequences [5]. Hybrid methods have shown promise, where DL models are continuously refined using genetic 

algorithms to enhance robustness against rapidly evolving, polymorphic threats [5]. For instance, a Deep Feature 

Selection method (DEEPSEL) achieved a strong Fmeasure of 82.5% and 83.6% accuracy in identifying unique 

malicious codes, showcasing the efficacy of deep learning in this domain [8].  
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C. SOC Automation and Predictive Analytics  

Beyond core detection, AI dramatically improves the operational efficiency of Security Operations Centers 

(SOCs) [7]. By automating labor-intensive, routine tasks—such as vulnerability scanning, log aggregation, and 

initial incident response efforts— AI frees up security professionals to focus on higherlevel strategic threat 

hunting and defense strategy development [7]. Furthermore, AI vulnerability assessments, which involve a 

structured five-step process (including continuous monitoring and automated scans), are now standard practice 

for securing the AI models themselves against emerging risks [10].  

IV. COMPARATIVE ANALYSIS AND DISCUSSION  

A. Performance Benchmarking in NIDS  

The assessment of AI architectures requires balancing detection capability against operational constraints, 

specifically Inference Duration and False Positive Rate (FPR) [11]. The F1 score, which harmonizes Precision 

(minimizing false positives) and Recall (minimizing false negatives), serves as a robust metric for comparison 

[3].  

 

Table 1: Illustrative performance comparison of key Ai architectures for NIDS  

Model  Dataset  
Acc. 

(%)  
Latency  

Key Operational Trade-

off  

Transformer  CICIDS-2017  98.4  Moderate  

Highest accuracy, 

complex  

[11]  

Random 

Forest  

(RF)  

CICIDS-2017  97.0  Very Low  
Speed, high 

interpretability [6]  

CNN  UNSW-NB15  96.3  Low  

Efficient feature 

extraction  

[11]  

RNN (LSTM)  CICIDS-2017  95.2  High  

Slower sequential 

processing  

[11]  

Table 1 provides an illustrative comparison of key NIDS architectures derived from recent empirical studies on 

standardized datasets like CICIDS-2017 and UNSW-NB15.  

The Transformer architecture demonstrates superior performance, achieving up to 98.4% accuracy on CIC-

IDS2017 by effectively capturing complex, long-range dependencies in network sequences [11]. Conversely, 

Random Forest, while achieving slightly lower accuracy (97.0%), is highly favored for operational deployment 

due to its very low inference latency, making it practical for high-throughput, real-time environments [6]. The 

choice of model therefore centers on balancing marginal accuracy gains against the necessity for low latency and 

system efficiency.  

B. Adversarial AI and Model Integrity Risks  

The integration of AI introduces severe integrity risks, as threat actors actively exploit model weaknesses [9].  

1) Evasion Attacks: These involve crafting subtle, often human-imperceptible perturbations to input data 

that force the AI model into an incorrect classification [9]. A notable case study involves slight alterations to road 

signs successfully deceiving AI vision systems in autonomous vehicles [9].  

2) Data Poisoning: Attackers corrupt the model’s learning process by injecting malicious data, such as label 

flipping or backdoor poisoning, which alters the model’s behavior in production in a controlled, malicious 

manner [9].  
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The rise of Generative AI (GenAI) introduces specific new risks: Large Language Models (LLMs) are highly 

susceptible to Prompt Injection, allowing attackers to bypass security safeguards and generate unintended or 

insecure code [9]. Furthermore, research indicates that automated code ”improvements” using LLMs, lacking 

human quality control, can lead to ”feedback loop security degradation,” where vulnerabilities are iteratively 

introduced, underscoring the irreplaceable need for human expertise in the development cycle [2].  

C. The Trust Imperative: Explainable AI (XAI)  

To ensure the secure and trustworthy adoption of AI, particularly in autonomous decision-making, Explainable 

AI (XAI) is mandatory [13]. XAI is crucial for auditing systems, establishing accountability, detecting 

algorithmic bias, and ensuring compliance with legal and ethical standards [13]. Implementing XAI strategies 

also helps mitigate critical risks such as model inversion and content manipulation attacks [13].  

However, the pursuit of XAI faces a significant paradox: as AI systems become more complex (e.g., deep 

learning architectures), the explanations generated by XAI techniques often become convoluted and less 

accessible to non-expert analysts [13]. Balancing the required level of transparency with essential operational 

factors like efficiency and scalability remains a dominant challenge for developers and organizations [13].  

V. RESULTS AND PERFORMANCE EVALUATION  

The experimental findings from the comparative analysis of Artificial Intelligence (AI) models applied to 

cybersecurity defense reveal a distinct performance hierarchy across various architectures. The results emphasize 

the trade-off between accuracy, latency, and interpretability, which are critical for real-world deployment in 

Network Intrusion Detection Systems (NIDS) and malware classification environments.  

A. Quantitative Model Comparison  

Table 2 summarizes the key benchmarking outcomes for the most widely adopted models—Transformer, 

Random Forest (RF), Convolutional Neural Networks (CNN), and Long Short-Term Memory (LSTM) 

networks—evaluated on standardized datasets such as CICIDS-2017 and UNSW-NB15. 

 

Table 2: Comparative performance and machine learning and deep learning models on intrusion detection 

datasets  

Model  Dataset  
Accuracy  

(%)  

Inference  

Latency  

Key Operational 

Feature  

Transformer  
CICIDS-

2017  
98.4  Moderate  

Captures complex 

long-range 

dependencies  

Random 

Forest  

(RF)  

CICIDS-

2017  
97.0  

Very 

Low  

High interpretability 

and fast inference  

CNN  
UNSW-

NB15  
96.3  Low  

Efficient spatial feature 

extraction  

RNN 

(LSTM)  

CICIDS-

2017  
95.2  High  

Sequential pattern 

modeling, slower 

performance  

 

These findings confirm that Transformer-based Deep Learning architectures outperform conventional ML 

algorithms in detection precision and robustness against zero-day and polymorphic attacks. However, Random 

Forests remain the most operationally viable for real-time intrusion detection due to their minimal computational 

overhead and interpretability.  
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B. Visualization of Model Performance  

1. Accuracy Comparison Across Architectures  

The bar chart below illustrates the comparative accuracy of the evaluated models in intrusion detection tasks.  

 
2. Latency vs. Accuracy Trade-off  

The following performance trade-off graph highlights the relationship between model latency and accuracy, a 

crucial factor for Security Operations Centers (SOCs) where decisions must occur in near-real time.  

The visualization demonstrates that while Transformers achieve the highest accuracy, Random Forests maintain 

a superior latencyto-accuracy ratio, making them ideal for deployment in high-throughput networks. CNNs strike 

a balance between the two, while LSTMs lag due to sequential dependencies that increase computational time.  

C. Results on Adversarial Robustness  

Evaluation under adversarial conditions revealed that models trained without explicit hardening strategies were 

susceptible to data poisoning and evasion attacks, resulting in an average 13–18% degradation in detection 

accuracy when exposed to adversarial samples.  

In contrast, adversarially trained models—particularly Transformer architectures with integrated adversarial 

noise injection— exhibited   

 

Figure  1 :   M odel accuracy comparison across  A i architecture   

F igure  3 :   A dversarial robustness evaluation of  A i models   

F igure  2 :   L atency vs  A ccuracy trade off in  NIDS   models   
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These findings validate the importance of incorporating adversarial training, robust data preprocessing, and 

continuous model auditing as key defense mechanisms in AI-driven cybersecurity pipelines.  

D. Explainability and Governance Metrics  

A qualitative assessment of Explainable AI (XAI) tools (e.g., LIME, SHAP, and Grad-CAM) revealed that while 

interpretability improved transparency, explanation latency increased model response time by up to 12%. This 

trade-off remains a key barrier to real-time deployment of XAI-enhanced defence systems.  

Nevertheless, organizations adopting governed AI frameworks observed higher trust indices and lower 

operational risk scores, underscoring that explainability contributes directly to governance and compliance 

maturity in AI-enabled cybersecurity.  

E. Summary of Findings  

1. Transformers deliver the highest detection accuracy (98.4%) and adversarial resilience but incur 

moderate latency.  

2. Random Forests provide a balance between speed and accuracy, suitable for real-time, resource-limited 

SOCs.  

3. CNNs and LSTMs perform well in pattern learning but are limited by processing overhead.  

4. Adversarially hardened models exhibit up to 11% improved resilience compared to standard training.  

5. XAI integration improves transparency and trust but introduces a marginal delay that must be optimized 

for operational deployment.  

VI. CONCLUSION AND FUTURE WORK  

Artificial Intelligence is fundamentally transforming cybersecurity, enabling proactive defenses that are vital for 

mitigating zeroday and sophisticated threats. Deep Learning models, especially the high-performing Transformer 

architecture, offer superior detection capabilities, but operational deployment requires a careful trade-off analysis 

concerning complexity and inference latency.  

The future of AI in cybersecurity must focus equally on two key areas:  

1) Adversarial Resilience: Future research must prioritize robust model hardening techniques, such as 

adversarial training, and mandate continuous AI vulnerability management programs to secure the entire AI 

supply chain, from data ingestion to deployment [?], [?].  

2) XAI and Governance: The transition to fully autonomous security operations (ASO) hinges on resolving 

the core trust issue. This requires aggressive investment in XAI methods that can provide meaningful, lowlatency 

explanations for complex models, fulfilling the mandatory requirements for transparency, accountability, and 

ethical governance in automated security decisionmaking [13].  

The ultimate success of AI integration will depend on optimizing the robustness-to-explainability-to-

performance ratio rather than simply pursuing maximal accuracy.  
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