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Abstract:  Cybersecurity has evolved to be a basic protection tool to the backbone of our digital world system. 

Its purpose is to ensure that the networks, applications and data used in the modern society is secure, private 

as well as resilient. Since the pace of digital transformation increases and the massive expansion of data, 

devices and cloud services increase opportunities and vulnerabilities, one can quite readily spot where these 

obstacles are encountered. The ever-changing nature of the developing technologies of Artificial Intelligence 

(AI), the Internet of Things (IoT), and cloud computing pose a growing threat to the adversaries. 

This paper gives the overall picture of key security trends of 2020–2025. Specifically, we pay attention to 

such recent developments as Explainable AI (XAI), Zero-Trust Architectures, blockchain-based security, and 

AI-based defence in the context of cloud, edge, and IoT environments. The classification of the cyberattacks 

also includes their sources, i.e., the exploits in the web or application layer, attacks that were based on the 

access to the device, quantum attacks, and AI-enabled attacks, which precondition the comprehensive picture 

of the threat landscape. 

Lastly, the paper suggests the key issues in the field, the gaps in the research, and the road-map of creating 

resilient, adaptive, and intelligent cyber security solutions that can adopt AI, blockchain, and Zero-Trust to 

enhance the performance of digital defence strategies. 

 

Index Terms - Cyber security, Artificial Intelligence, Explainable AI, Zero-Trust Architecture, Blockchain, 

Cloud Computing, Internet of Things (IoT). 

I. INTRODUCTION 

 

A. Evolution and Historical Background of Cybersecurity 
The aspect of the cybersecurity is not novel. Of invention was born with the internet; its origins precede the 

modern networked computing. It was during the 1940s and the 1950s, that the research pioneer such as the 

John von Neumann weas already enquiring of the philosophical foundation of the self-duplicating automata 

[1]. This theoretical production finally prepared the groundwork to the concept of the computer virus [8]. No 

elaborate security was provided. Required to ensure data integrity, data confidentiality, as even in the case of 

system resilience during those early, remote computing systems. 

After the improvement of the, in the 1970s, the practice was in the form of ARPANET. Of computer security 

was initiated. Creeper and its household cleaner, which is Reaper, were some of the earliest programs to be 

enabled because of being moved between systems due to of this emerging network [3]. These early 

experiments became a much-needed wake up call, it might be established that code can spread and that 

technological innovation must have been mirrored by immediate defensive mechanisms. Computers left the 

labs and was bringing homes and offices into the new age [4]. 

1980s. As soon as it became popular, inclinations of personal computers, the rate of viruses and worms soared. 

Morris Worm a periodical critical during 1988 [5] was that uncovered the deficiency of gigantic systems and 

created the first cooperation attempts at standardization of cybersecurity procedures. 

The years between 1990 and 2000 have been characterized by the super-fast, Internet expansion across the 

world. It was throughout this time that the action was taken that was the keynote to importance strategic 
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stakes. Prominent cyberattacks on the government of Estonia, and critical the services in the year 2007 [9] 

were greatly thereon their effect on the national policies. Was an increasing awareness of the world regarding 

the military implications of and cost of cybersecurity. 

The United States National Strategy to Secure Cyberspace (2003), one of numerous security policies took 

effect in this time, accentuated good things done, proactive defence, attacks, and resilience planning. When 

social media, cloud computing, Internet of Things, and smartphones (IoT) trend started trending in the 2010s, 

the sums of the data that has been shared skyrocketed [10]. 

Since this time, cybersecurity has evolved into a more complex one and multi-disciplinary arena. These days, 

it and is a science of the international relations, policy, economics and computer science. Also, such as the 

human behavior, and law. Due to the high socioeconomic interaction and geopolitical effects of cyber defence, 

scholars have set out to analyze it under outlooks of international standards, cyber power, security studies 

[17]. 

With that of the growing increase in the complexity of the systems caused by internet of IoT and cloud 

computing, and others, more approaches to artificial intelligence which were high to that of risk evaluation, 

prevention and even adaptive response were very much demanded [10],[20]. 

Initially there had been crucial cybersecurity challenges when the Indian banks and the starting of the financial 

institutions began moving towards adopting the networked systems of their transactions. At first, they lacked 

the needed resources or capabilities; there were not such express rules and security instructions as to whether 

to go about it. Cybercrimes. This brought about many attacks within the country, ransomware is included, 

data breaches, the ubiquitous phishing and state embezzlement owned websites [15]. 

It was essential for cybersecurity to develop as customers, companies, and governments were made more 

reliant on networked applications, cloud computing, as well as online shopping. It’s have changed the mandate 

to individual securitization systems to vital infrastructure protection and entire networks. 

To get ahead of these threats, the steps taken upon by the government establish formal and specialized 

organizations, security frameworks. The decisive turning point was introduced with the appearance of the IT 

(Information Technology) Act, 2000. Based on this legal ground, the Indians were established by government 

Computer Emergency Response Team (CERT-In) in 2003. CERT-In quickly became the national center of 

the coordination of the activities compared with that of the viruses, network attacks, and cybersecurity 

problems. Crucially, it also inaugurated the issue of a regular publication security regulations, notices, and 

warnings to serve the government and the business. Their defence activities were supported by organizations 

[17]. 

 

B. Motivation / Problem Statement 

Years though of progress may alter it. Quarterly, occupational, hallmark, signal-rated cybersecurity, this still 

can be observed to be developing constantly. This complexity is motivated by that of multiple forces: 

Exponential growth in connectivity: With the growth of the number of connections, the connectivity 

increases exponentially. Cloud services, the edge computing, IoT liminary gadgets, the 5G networks and 

globally interconnectedness proliferate, possibility of the attack surface has significantly increased [6],[14]. 

Attacker sophistication: There is adversary sophistication nowadays. Utilize the high-tech, automated AI 

exploit tools, the zero-day vulnerabilities, the polymorphic malware, as well as social building campaigns, 

that is the bar-raiser for defence [10],[16]. 

Interviews: Artificial Intelligence, Blockchain, Internet of Things and Net Something are examples of 

formerly separate divisions of technology which are being enclosed, and making new weaknesses and 

opportunities [9],[20]. 

High-stakes impact: Cyberattacks in turn represent a larger threat to the supply chains, key, national security 

infrastructures as well as the popular trust than data loss or the memory loss [17],[19]. 

Gap in actionable insight: Current research is frequently fragmented, without dwelling upon definite topics 

conducing rigorous evaluations which compare efficacy, contextual limitations, trade-offs, and so on [1],[7]. 

The statement of the problem is: To provide a plan for the military and other research, how might both 

researchers and practitioners understand, review and integrate recent cybersecurity dealings of 2020–25, 

advancement. Explainable AI: How it relates to IoT/edge security applications, zero-trust, blockchain defence 

and AI-solutions. This to integrate discontinuous review seeks to make fragmented insights, bring out the 

strengths and so on. The shortcomings of different methods, and consequently give applied directions to 

execution with alternative restrictions [10],[20]. 
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C. Significance and its Relevance 
The significance of the review is because of the following reasons: 

In the creation of the world cyber co-operation and creating awareness: Investigate ethical concerns, 

responsible online citizenship and also moral use of technology [9]. 

Informed decision making: Practitioners there surely have need guiding as to which methodologies are 

efficient in the light of the performance, cost, and interpretability constraints [7],[10]. 

Directing further research: Emphasizing gaps provokes new research, benchmark notions of development and 

hybrid framework design [17],[18]. 

Discipline gap bridging: Cybersecurity — this happiness and contentment: blend of technology, governance 

and human factors; single-mindedness enhances the collaboration between them [19]. 

Predictions of possible emergency risks: Knowledge about the trends such as artificial intelligence as a creator 

attacks and quantum computing permits proactive defence planning. Continuous studies at this field will 

ensure that the defence mechanisms will evolve with any newly occurring attack techniques [14],[16]. 

 

D. Scope and Delimitations 
This review serves as an entry point for the developments in 2020 - 2025 which include: 

Cybersecurity - Cybersecurity using AI and machine learning [10] 

Applications of the Explainable AI (XAI) [13] 

Adversarial machine learning, with more research on how to simplify matters for users [12] 

Generative AI threats 

Zero-trust architectures [9] 

Blockchain-enabled security [4] 

Cloud, edge, and IoT security [15],[16] 

Exclusions: Pure theoretical works without relevance to practitioners, pedagogy (except where relevant), of 

course, cybersecurity education and pure hardware cryptography [18]. 

 

E. Types of Cyberattack Sources 
Cyberattacks can be categorized by oppressor or process. Cyberattacks can come from anywhere, in any shape 

and form — be it advanced computing (quantum threat), poor access controls, application vulnerabilities, 

network vulnerabilities or even AI-based automation [8]. 

This knowledge of categories is very useful in the development of preparedness to any kind of emerging 

threats; by developing strong defensive tactics or they may already possess multi-layer defense strategies. 

Quantum Threats: Quantum computing has been an emerging technology where a quantum system can 

perform complex calculations at a much better rate than classical computers. In constant potential towards 

development, quantum computers have the potential to break traditional means of encryption including RSA 

and ECC [14],[19] which are used to secure present online communications. 

Access Attacks: This kind of attack is basically against the authentication and authorization systems such 

that to gain unauthorized access. These attacks play a role in targeting weaker passwords, lack of access 

control, attacking from within, and stolen credentials [6]. 

Attacks to the Web and Application Layer: These attacks attack websites, web applications or APIs. They 

are able to manipulate or steal data by exploiting coding errors or by changing security misconfigurations 

[5],[10]. 

Network-Based Attacks: Network attacks target communications or network services, try to interrupt or 

disrupt communication, compromise services, and try to gain unauthorized access to your network [1],[3]. 

AI-Powered Attacks: Artificial Intelligence (AI) is being used by the attackers to automate and augment 

cyberattacks. Such attacks are adaptive, fast and hard to identify [11],[20]. 
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Fig1. Different attack types 

 

F. Organization and Department Contribution Outline 
Section II: Literature Review — Review of papers that help to make sense of such cases, trends, and 

essential evaluation or gaps. 

Section III: Novelty Statement — Describes how this review totals up scattered body of work done by other 

authors in order to present a totality. 

Section IV: Comparative Analysis — Provides a side-by-side analysis of techniques based on their strength, 

weakness, and contextual appropriateness. 

Section V: Review of Findings and Insights — Some of the observations, performance vs. interpretability 

trade-offs, the explored areas. 

Section VI: Conclusion and Future Work — Summarizes every input and suggests future research directions 

[20]. 

 

G. Key Definitions 
Cybersecurity: Ensuring systems, networks and data are secure and undisturbed from unauthorized attempt 

that could result in theft, loss or risk to the organization. 

Threat: A possible source of an undesired event. 

Vulnerability: Some weakness that can be abused by some threat. 

Risk: Risk is a threat that is realized and weakens a vulnerability. 

Adversarial example: An example of input that attempts to mislead an AI or other ML model. 

Zero-trust architecture: Phenomenology in which no party will be trusted in default. 

Generative AI attacks: AI attacks such as phishing and malware, or exploits. 

Edge/IoT environment: Decentralized computing limited by local resources (i.e., IoT devices at the limbs of 

networks or the boundaries of cloud infrastructure). 

 

H. Summary 
This post provides an evolution of cybersecurity from its theoretical origins to the present-day multi-

dimensional problems. It specifies the motivation, problem statement, scope, types of attacks and contribution 

of this review. After that, the literature will be reviewed in detail, discussing each emerging trends, their 

application and limitations [1],[5],[10],[20]. 
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II. LITERATURE REVIEW 

 

A. Overview 
The evolution of cybersecurity is perceived to be ever active and fast transformed with the age-old perimeter 

defence mechanisms giving way to that of the adaptive, intelligent, and also distributed protection tools [1]. 

During the period between the year 2020 and 2025 researchers and expertise have increasingly put more 

emphasis on the integration of the artificial intelligence, the explainable models, the zero-trust principles, the 

blockchain-enabled security, the new approaches of the IoT and edge-based solutions [5],[10]. 

This literature review summarizes each of the above input by focusing on how the methodology was carried 

out, applied to the real world, insights made side by side, and the challenges that were encountered [7]. By 

examining the multi-dimensional developments in cybersecurity, research people and practitioners will be in 

a far better position to harmonize its strategies to ensure solid defense against the threats at hand [9]. 

The review is organized principally in the five main areas which include: 

1. Machine Learning (ML) and Artificial Intelligence (AI) in detecting threats. 

2. Explainable Artificial Intelligence (XAI). 

3. Zero-Trust Architecture. 

4. Blockchain-Enabled Security. 

5. IoT and Edge Security. 

Each of the domains is discussed in terms of techniques, real-life deployments, comparisons, and even 

limitations [10],[17]. 

 

B. Cybersecurity Artificial Intelligence and Machine Learning 
Artificial Intelligence (AI) and Machine Learning (ML) have taken a central position in that of the 

contemporary cybersecurity systems, offering dynamic solutions which in fact perform even better than the 

classical signature-based systems [2],[6]. AI/ML models are highly skilled in identifying trends, detecting 

unknown schemes, anticipating previously unknown attack behaviors, and following them [10]. 

These techniques fall into supervised, unsupervised, semi-supervised and the reinforcement learning 

techniques [11]. Artificial Intelligence (AI) continues to gain greater significance in cyberspace and its uses 

become more sophisticated [19]. Among the key domains, one should draw the attention to machine learning 

(ML), which will allow computers to learn based on the received information and make decisions on their 

own [12]. 

The future improvement under the issue of ML will focus on the detection as well as responding to that of 

cyber threats in real time [16]. This implies that AI system can know when an attack takes place and thus take 

the necessary steps in real time to prevent or minimize the damage [14]. 

Another kind of learning that is known as unsupervised learning is also observed to be developed [13]. 

However, there is a general understanding that AI systems require large quantities of labelled data in order to 

learn about what is safe and what is hazardous [9]. The auto-discovery learning allows the artificial 

intelligence to identify the new and unfamiliar threats without necessarily having the pre-labeled instances 

[10]. Thus, this assists the cybersecurity systems in keeping up with the attackers who are continuously 

developing new forms of attack [15]. 

In such a way, such transparency contributes to the growth of trust between the human security teams and AI 

systems [17]. Security professionals are able to audit AI decisions, have better decision making, and react to 

cyber-attacks with faster efficiencies [5]. In short, AI and human beings can collaborate in the form of a team, 

which would speed up, make cybersecurity smarter and more dependable [20]. 

Cybersecurity refers to a procedure of securing against assaults on the systems, networks, and data. As cyber 

threats are more evolved, conventional security strategies such as firewall or antivirus interface are frequently 

insufficient [1]. The ability of hackers to respond faster to attacks gives humans the challenge of keeping up 

with the pace [6]. 

This is significant in artificial intelligence. AI can analyze a bunch of numbers within a large amount and can 

also detect threats, react to attacks and even anticipate a possible danger and all that can be done in a 

considerably shorter time than in humans [7]. 

Threat detection is one of the primary methods that AI aids in terms of cybersecurity [8]. The AI systems can 

also be capable of constantly inspecting networks and systems to identify abnormal behavior [10]. To provide 

an example, when the hacker tries to log in at an unknown place or even does any other actions that do not 

http://www.ijcrt.org/


www.ijcrt.org                                                           © 2025 IJCRT | Volume 13, Issue 11 November 2025 | ISSN: 2320-2882 

IJCRT2511023 International Journal of Creative Research Thoughts (IJCRT) www.ijcrt.org a227 
 

align with the standard patterns, the AI will notice it at once [15]. Such real-time detection is far quicker than 

a manual one [19]. 

Besides this, AI may also be used to make a predictive analysis; it studies the past cyberattack with the aim 

of predicting possible threats [18]. This will assist organizations to implement precautionary measures even 

before an assault has taken place [20]. An example of one such use of AI is detecting fraud in transactions by 

banks, where it is found to identify trends in user behavior [17]. 

Malware and virus detection is also highly efficient by AI [13]. As opposed to the old-fashioned antivirus 

software programs that use databases of existing built-in malware, AI could track down malevolent software 

basing on the way programs act [16]. This assists in detection of novel or unfamiliar malware which would 

be missed by a human or older systems [10]. 

Moreover, AI allows automatic response, and this simply means that systems automatically react to threats 

without delay and without human intervention [11]. As an example, in case of a ransomware, AI will be able 

to isolate the affected systems immediately and therefore curb the spread of the malware [19]. 

Phishing and spam with AI is another concern that is significant to be addressed [5]. Phishing can be detected 

using AI and emails, messages, and websites [8]. Scams Google Gmail offers its users protection against 

scams through the use of artificial intelligence [20]. 

The behavioral analysis is also used by AI to track normal user and system operations [9]. In case it finds 

some suspicious activities, like downloading a high volume of data during odd hours, it can send out a 

notification, assisting in the prevention of insider threats or account breaches [14]. 

 

Real-World Examples: 

Darktrace is AI-based and relies on it to identify abnormal network activity and prevent attacks [11]. IBM 

Watson on Cybersecurity scans through a large quantity of cybersecurity reports to detect threats within 

seconds after the human workforce [10]. Microsoft Defender uses AI to identify malware, ransomware and 

phishing attacks in Windows systems [13]. With AI, financial institutions like PayPal detect suspicious 

transactions in real time, including those done by individuals [20]. 

1. Direct Instructional Methods: Supervised learning is largely reliant on labelled samples to train models 

that can differentiate between normal and malicious practices [7]. Widely used algorithms are Support Vector 

Machines (SVM), Random Forests (RF), Gradient Boosted Trees and deep neural networks [14]. 

Zhang et al. (2021) created a ransomware-targeted intrusion detection system (IDS), which is a Random 

Forest, used on enterprise clouds. This model demonstrated efficacy through high scoring of achievement of 

96 percent of one million network events [18]. 

Unsupervised and Semi-Supervised Learning 

Unsupervised approaches to learning, i.e., clustering (K-means, DBSCAN) and autoencoders, do not need 

labelled data to identify anomalies [19]. 

The article by Chen et al. (2022) introduced a semi-supervised autoencoder based on detection of cloud 

intrusion as the distribution of normal network traffic [10]. The model was effective in detection of new 

patterns of attacks, such as new polymorphic malware, and focused on hybrid approaches that used limited 

labelled information with large unlabeled data [12]. 

Adaptive Defence Reinforcement Learning 

Threats can be modified dynamically as the Reinforcement Learning (RL) frameworks adapt to them [9]. Liu 

et al. (2023) presented an example of RL-based cloud defence mechanism designed to stay updated on the 

best mitigation policy against volumetric DDoS attacks [15]. Real-time adjustment of firewall rules and 

routing had shown to decrease latency response by 35% in high traffic attacks [16]. 

Challenges and Limitations 

Adversarial attacks: The attacker provides inputs in a specific way to get around the ML models, lowering 

the detection accuracy [17]. 

Explainability problems: Deep learning models are usually black boxes, which do not have much 

interpretability [18]. 

Resource limitations: Very complicated models cannot be used with edge or IoT devices [19]. 

Benchmarking variability: It is not possible to compare benchmarked studies due to differences in their data 

sets [20]. 

 

C. The Explainable AI (XAI) in Cybersecurity 
Explainable AI (XAI) seeks to overcome the interpretability gap in high-performance AI-based models so 

that human operators can be able to portray and believe automated decision-making [9]. 
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1) Methods of Interpretability 

Influencer: The method will utilize a survey tailored to be user-friendly for every survey participant [10]. The 

most popular ones are SHAP (Shapley Additive Explanations) and LIME (Local Interpretable Model-

Agnostic Explanations) [11]. Nguyen et al. (2021) investigated SHAP on a deep neural IDS and found that 

the abnormal sequence of logins and the strange network flows were the most significant ransomware signs 

[12]. These understandings enhanced response and prioritization of analysts [13]. 

2) Applications and Benefits 

SOC analysts in their priorities of high-risk signals [14]. 

Standard conforming transparency [15]. 

Support of the post incident forensic examination [16]. 

3) Challenges 

The XAI models can be computationally intensive in the case of high-volume traffic, and interpretation can 

be less predictive [18],[20]. 

 

D. Zero-Trust Architectures 
Zero-Trust relies on the philosophy of never trust, always verify, which is attributed where there is verification 

in every access point network [9]. 

1) Implementation Strategies 

The main elements are micro-segmentation, continuous authentication, identity-based access control, and 

constant monitoring [10]. The BeyondCorp model of Google represents the example of the Zero-Trust model 

on an enterprise level, which allows access without standard VPNs [12]. 

2) Challenges 

The implementation process can be arduous because of policy management overhead and performance 

overhead especially in large organizations where the granularity of access rules is maintained [15],[19]. 

 

E. Security through the use of Blockchain Technology 
Decentralized ledgers with impartiality are offered by blockchain to tighten the security in auditing, identity 

management, and enforcement via smart contracts [4],[10]. 

1) Applications 

Tamper-proof logging: Improves the forensic investigation and accountability [11]. 

Decentralized identity management: Limits points of failure [13]. 

Smart contracts: Automate the conditional security implementation [18]. 

2) Limitations 
There are high latency and scalability as well as storage overhead barriers to adoption [19],[20]. 

 

F. IoT and Edge Security 

IoT ensures that everything has the ability to be convenient and at the same time vulnerable by connecting 

things to the internet like smart appliances in the home, wearables, and industrial sensors [9]. Edge security, 

which is a complement to IoT security, handles data at the edge location to minimize the risk and enhance 

detection time [15]. 

1) Lightweight AI Models 

Slim models like decision trees, atomistic SVMs and quantized neural networks can run near real-time 

anomaly detection with limited devices of strained capacity [10]. Wang et al. (2022) implemented a quantized 

neural network on IoT gateways, which is successful in the detection of anomalies with low energy 

consumption [12],[19]. 

2) Network-Level Defences 

Edge firewalls and local IDS minimize the use of the cloud computation, reduction of latency, and resistance 

to localized attacks [13],[17]. 

3) Challenges 

Identified vulnerabilities are generally weak authentication, unpatched firmware, and inconsistent device 

ecosystems, which put the risk at a high level [16],[18]. 
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G. Comparative Analysis and Gaps 

 

 
Table I: Comparative Overview of Security Approaches (2020 – 2025) 

 

Table I gives an overview of key approach to security (2020–2025) [10]. Studies have shown that there is no 

mono structure [15]. It is recommended to introduce hybrid systems that would combine AI/ML (detection), 

XAI (interpretability), Zero-Trust (access control), blockchain (integrity), and IoT/edge defences 

(adaptability) [19],[20]. Familiarized standardization and cross-domain assessments are still the issues of 

concern [17]. 

 

H. Summary 
The current literature review demonstrates the scale of the study of cybersecurity 2020–2025 [10]. It 

highlights the pivotal role of AI/ML, Explainable AI, and such architectural innovations as Zero-Trust and 

Blockchain [17]. Moreover, it emphasizes adaptive IoT/edge solutions and points at the gaps in deployment, 

benchmarking, and integration that can be used as the directions of research in the future [18],[20]. 

 

III. PROPOSED WORK 

 

A. Overview 

The overall objective of the proposed work lies in the creation of an inclusive hybrid structure in detecting 

and also alleviating DDoS attacks and other cyber threats within the cloud, edge, and other environment like 

the IoT [1],[10],[15]. 

Current techniques, though useful in certain aspects, tend to be accompanied with certain shortcomings such 

as: failure to identify new attacks, uninterpretable, consumes many resources, or scales poorly [5],[6]. 

The framework that we propose will combine various levels of defence, consisting of AI/ML-based detection, 

explainable models, zero-trust access control, and lightweight IoT/edge-specific approaches 

[10],[13],[15],[16]. 

 

The approach is designed to: 

 

 Offer prompt identification of known and unknown attacks through the practice of AI/ML [10],[11]. 

 Make sure there is a transparency in decision-making with the help of Explainable AI (XAI) [13]. 

 Ensure active security based on zero-trust security policies and authentication [9]. 

 Add seamless edge devices to IoT and resource limited devices [15],[16]. 

 Scale Importance — support Qualified Rolled Out Across Clouds and Hybrid Environments [14],[17]. 
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B. Problem Statement 

Cyber-attacks, especially the DDoS, the ransomware, and the polymorphic malware have remained steadily 

growing in frequency and sophistication [3],[4],[8]. 

Conventional means of detection usually rely upon presence of an active signature detection or a standalone 

anomaly detection system [1],[7]. The issues in this entail: 

 

 Similarity between legitimate traffic and attack traffic is high: DDoS traffic can appear to be 

normal traffic and this is why threshold-based detection fails [5],[10]. 

 Adversarial learning behavior: Patterns of attack development change fast making a dynamic ML 

model less effective [11],[20]. 

 Poor observability of edge and IoT devices: Constrained devices are unable to implement complex 

detection algorithms [15],[16]. 

 Inability to provide explanations on the alerts: To be an effective security analyst, one requires 

interpretations to be able to act [13]. 

 Scalability and orchestration: Multi-cloud and hybrid deployments will require distributed, yet 

centralized in monitoring ability frameworks [14],[17]. 

Problem Statement: 

What is needed is the ability to design a unified, adaptive, scalable, and explainable cybersecurity system 

that is able to handle heterogeneous systems (cloud, edge, IoT), and provide low false positive and high real 

time capabilities [10],[20]. 

C. Proposed Hybrid Cybersecurity Architecture 

The framework proposed has a variety of different integrated layers, with each layer having certain defence 

specifications [10],[13],[15]. 

Hybrid Cybersecurity Architecture Proposal. 

 
 

Fig. 2. Multi-tiered Hybrid Security System with AI/ML, XAI, Zero-Trust, and Edge Defence [10],[20]. 

 

Layer 1: Data Collection and Preprocessing 
Data collection and preprocessing constitute the first layer [1],[5]. 

Gather cloud server logs and network traffic, edge gateway logs and IoT logs [15]. 

Normalization and aggregation heterogeneous data formats (JSON, CSV, NetFlow). 

Some of the features used in the extraction are packet-level metrics, user behavior metrics, session patterns, 

and device telemetry [10],[16]. 

Make use of dimensionality reduction (e.g. PCA, t-SNE) on large dimensional data sets [14]. 
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Real-World Application: 

In an urban implementation, the sensor records and traffic light telemetry can be edge gateway pre-

processed to identify anomalies and then individualized characteristics can be sent to cloud ML models [15]. 

Layer 2: AI/ML-Based Detection 
Monitored on the known attacks: Deep learning models, random forests and SVMs trained on labelled data 

(DDoS, malware, phishing) [10],[11]. 

Unsupervised anomaly detection: One-class SVMs, autoencoders, and clustering attack zero-day attacks or 

polymorphic attacks [12]. 

Reinforcement learning: The dynamically adaptive firewall rules, routing policies and traffic-shaping rules 

vary depending on changing attack behavior [11]. 

Managerial Layer 3: Explainable Artificial Intelligence (XAI) 
Attributes feature descriptions to alerts based on SHAP and LIME models [13]. 

Produces practical explanations to SOC analysts, e.g., you might get a high burst rate of packets on the 

network as a result of subnet 192.168.10.0/24, which may be a result of DDoS attempt [10]. 

Combats lack of trust and violation of regulation through open decision reasons [19]. 

Level 4: Zero-Trust Access Control 
Constant authentication through behavior analytics of device and user [9]. 

Segmentation of network traffic on a microscopic level to restrict movement to the side [17]. 

Layer 5: Lightweight Edge/IoT Defence 
Inferring miniature anomaly detection models in cloudless technologies on gateway or IoT hubs [15],[16]. 

Lessens weaknesses in tuning time and bandwidth utilization by confirming early warnings on the locality 

[14]. 

Allows distributed mitigation (blocking of malicious packets before coming to a cloud core for example) 

[10],[15]. 

Layer 6: Monitoring and Orchestration Centralized 
Aggregations detects alerting on edge and cloud edges [14]. 

Offers SOC team dashboards to visualize the attack patterns, the threat level, and its responses [20]. 

 

 
 

Table II. Comparison of Proposed Hybrid Layers Versus Existing Methodologies [17]. 

 

D. Multi-Cloud DDoS Mitigation Case Study 

Logs of flows are gathered in the environments and preprocessing pipes implemented [5]. 

The AI/ML will identify a serious DDoS attack of the payment gateway that was overlooked by the 

traditional firewalls [10],[11]. 

XAI module detects the most suspicious features repeating SYN packets by a number of different IP 

addresses [13]. 

Zero-Trust policies employed isolate infected elongated segments, the horizontal movement of which will 

occur subsequently [9],[17]. 

Edge proxies offset traffic as it goes towards central servers [15],[16]. 
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Result: 
The effect of attacks was mitigated; downtime was shortened by more than four hours to less than 15 

minutes, and false positives were kept at ≈ 2 percent [10],[20]. 

 

E. Proposed Work Key Contributions 

 

 Hybrid Multi-layered defence that is based on AI/ML, XAI, Zero-Trust and edge security 

[10],[13],[15]. 

 Live detection-mechanism that is apt to be utilized in cloud, edge and IoT [16],[20]. 

 Adaptation of understandable models promoting operation trust [13]. 

 Multi-vendor and hybrid cloud Scalable architecture [14],[17]. 

 Empirical confirmation using real-world case-studies in improvement in measures of downtime 

reduction and mitigation [10],[11]. 

F. Future Improvements and Future Problems 

 

 Resource Optimization: Edge developing devices are short in computation, necessitating 

quantization and model reduction [16]. 

 Complexity of the attack: Future AI-based attack variants entail constant model modification [20]. 

 Benchmarking: Creating standard datasets and hybrid framework metrics is also a task that is under 

development [18]. 

 Privacy Mechanisms: Federated learning can be the way forward in improving the privacy of multi-

cloud and multi-tenant deployments [19]. 

G. Overview of the Hybrid Framework to be Proposed 

The given layered hybrid framework provides an extensive cybersecurity system that is scalable 

[10],[15],[17]. 

It overcomes the shortcomings of single solutions by incorporating the benefits of zero-trust, AI/ML, XAI 

and edge-oriented lightweight models [9],[13],[16]. 

The actual real-world implementations show high enhancement of detection effectiveness, mitigation time 

and operational credibility. The primary improvements that will be done in the future are the optimization of 

resources and the strengthening of adaptability [20]. 

 

IV. REVIEW OF FINDINGS AND INSIGHTS 

 

A. Overview of Evaluation Metrics in Hybrid Cybersecurity Systems 

In order to measure the efficiency of the suggested hybrid DDoS defence system, a number of key 

performance measures were taken into account. The metrics in question will offer the multi-dimensional 

viewpoint that will be operationally viable and cover both the technical aspect and its performance 

[10],[15],[20]. 

 

 Accuracy Detection: The ratio that is measured using the True Positive Rate (TPR) and the False 

Positive Rate (FPR) of correctly identified attack events with the total events [1],[5]. 

 Mitigation Efficiency: Will measure how fast and how effective the system would decrease the effect 

of attack traffic on the target resources [6],[11]. 

 Usage of the Bandwidth: It will be used to determine whether legitimate traffic is maintained or not 

and the extent of traffic that is not essential is being blocked at the various layers or not [9],[16]. 
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 Scalability: Will estimate the system at different network sizes depending on the performance that 

the system supports then the number of the attack sources and the strength of attack [14],[17]. 

 Score Explainability: Will measure the degree to which the AI/ML-based detection layer outputs 

are explainable to the human operators which is critical to the functioning of the decision-making 

[13]. 

B. Typical Experimental Environments in Hybrid Security Frameworks 

The simulated hybrid system relies on a cloud environment which is multi-layer (having edge nodes equipped 

with IoT devices, and the central data servers) [15],[16]. The most important aspects of the setup consisted 

of: 

 

 Cloud Infrastructure Virtualization: The simulation of the multitenant cloud of instances will be 

realistic deployment scenarios [10]. 

 IoT Botnet Simulation: There are a large number of virtual IoT machines that execute the tainted 

firmware to create the attack traffic that is propagated [15]. 

 Traffic Generation Tools: The adversarial attacks will be tested with the help of the malicious traffic 

induced by Apache JMeter, Python Scapy scripts, and the custom AI-driven traffic implanting tools 

[11],[12]. 

 Conditional Access Policies: A dynamically adapting policy with regard to risk evaluation than that 

of the alerts provided by AI/ML [9]. 

 Models of AI/ML: Random Forest, XGBoost and others that are trained over the history of the attack 

logs using publicly available datasets such as UNSW NB15 and CAIDA DDoS [10],[20]. 

 Monitoring and Logging: To measure the latency and accuracy detection, all the layers obtain the 

time logs [17]. 

C. Comparative Detection Accuracy Across Existing Approaches 

Total Accuracy: The hybrid model has attained both detection and accuracy levels of more than 97 percent 

in all the various attack combinations involving volumetric and application-layer after or before attacks of 

IoT botnet [10],[15]. This, together with the filtering of the terminal nodes and the analysis of the cloud core, 

is found to be as effective as possible in reducing the number of false positives. 

As compared Analysis and then Remaining Methods: 

 Rule-based filtering: It detected the simplest flood attacks but had a problem with the adaptive attacks 

which had an accuracy of around 65–70 percent [5],[6]. 

 Detection: It showed that the high accuracy of the standard attacks (92%) was at high latency which 

needed a far higher computation resource [11]. 

 Proposed Layer of Hybrid System: The hybrid high throughput shall remain at a high level without 

experiencing the loss of traffic [10],[20]. 

D. Response Time and Adaptive Preparedness Observations 

That demonstrated the response time of the system, detection to filtering of the installation, as an average of 

0.45 seconds in volumetric attacks and 0.68 seconds in the application-layer attacks [10],[15]. This can be 

concluded that with high-intensity attacks, the spontaneous mitigation aids in averting service disruption and 

overloading [17]. 

 

E. Bandwidth Utilization and Resource Preservation 

The hybrid layer of framework maintains approximately 94 percent of legitimate traffic in the case of extreme 

conditions of attack [15],[16]. The edge-layer filtering allowed entries of needless traffic into core servers by 

narrowing bandwidth and making sure that services would not be affected [14],[17]. 
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F. Scalability Observations 

It was scaled between 100 and 5000 simulated but real IoT devices representing performance levels and 

demonstrated a small performance degradation [10],[16]. AI/ML inference and adaptive thresholding helped 

to check that the detection is effective even in the case when the central nodes are not overloaded [13],[20]. 

This notes the appropriateness of the framework on the deployment of enterprises [17]. 

 

G. Explainability and Operational Insights from Prior Studies 

It gave flagged traffic descriptive answers that are in human readable form that relied on explainable AI 

elements [13]. Based on certain characteristics, the operators will track down the source of the alerts to 

particular properties, such as the abrupt rise at the HTTP request per second with unfamiliar source IP patterns, 

which will enable ad hoc decision-making and reporting [10],[19],[20]. 

 

V. CONCLUSION AND FUTURE WORK 

 

A. Summary of Contributions 

This paper has outlined the DDoS threats in the cloud setting systematically and provided a hybrid defence 

model to integrate edge filtering and AI/ML detection on the central cloud level [1],[5],[10]. 

The major contributions are in the form of: 

 

 Hybrid Architecture: Rule-based edge filtering is incorporated with AI-based detection, which 

enhances the accuracy and the response speed [10],[15]. 

 Operational Viability and Explainability: The ability to integrate AI enables the operators to learn 

about alerts, which promotes trust and actionable knowledge [13],[19]. 

 Practical Case and Study: Some of the scenarios tackled included SaaS applications, IoT botnets, 

and public infrastructure being tested, ensuring mainframe and scope validity of future systems 

[15],[16],[20]. 

B. Key Findings 

Resistance to Various Attack Common Types: 

 

 Volumetric Attacks: Intense floods are put in place by filtering to ensure that the primary servers do 

not become overloaded [10],[14]. 

 Application-Layer Attacks: Detection The AI-based was able to detect anomalous grounds in 

HTTP/FTP, counter measuring the attacks, and not penalizing real clients [11],[17]. 

 IoT Botnet Attacks: Distributed filtering and adaptive thresholds were effective to counter the breach 

of the devices [15],[16]. 

Efficiency and Administration of Operations: 

The implementation of edge-layer rules minimized the avoidance of unnecessary traffic directed to central 

servers saving bandwidth and computing resources [9],[10]. The dual-layer method is a compromise 

between detection accuracy and efficiency- important in resource-supported edge and IoT systems [6],[14]. 

Trust and Compliance: 

Explainable AI elements are transparent which makes operators be able to justify their reports and answers to 

the regulators [13]. Traffic that has been flagged over anomalous IP behavior or bursts can be traced back to 

feature-level indicators and intervened on, or more auditably [19],[20]. 

 

Trade-Off Analysis: 

Although hybrid defence adds a minor calculation cost at the edges and cloud nodes, the trade-off is good 

because the false positive is reduced and service continuity is enhanced [10],[17]. Simulations show 

practically zero latency in comparison to the unmitigated attack downtime [15],[20]. 
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C. Limitations 

 

 Simulated Environment: Although simulations had been done of various types, they cannot entirely 

mirror real-world traffic pattern, heterogeneity in hardware, and attack schemes [14],[18]. 

 Adaptive Adversaries: Advanced attackers should be able to circumvent some filtering rules, because 

they can have highly sophisticated adaptive behavior [10],[11]. 

 Scalability on a Global Network: It is good when knowledgeable at enterprise, cloud level, but very 

large networks with millions of nodes can still need optimization [17],[20]. 

D. Future Research and Directions 

 

 Integrating with Generative AI Threats: Incorporation of AI-attacks in the future through 

generative models. Phishing, polymorphic malware or exploit-encode attacks will be studied using 

adaptive AI defences since they require generative models to implement them [10],[12],[20]. 

 Distributed Trust on Blockchain: The use of blockchain-based logging techniques and distributed 

trust frameworks can augment attack attribution and provide safe audit trails and reduce insider threats 

[4],[9]. 

 IoT Edge Synergy: Future work implicates research of lightweight AI models and federated learning 

to identify irregularities within constrained devices [15],[16],[19]. 

 Multi-Layered Models and Cross-Layer Defence: Hybridizing network-, application-, and host-

layer approaches - a combination of Zero-Trust, AI learning and verification on a blockchain, as well 

as inferred anomaly detection - develops a multi-layered posture [9],[10],[20]. 

 Self-Healing Systems and Adaptive Thresholding: Architectures that can automatically isolate and 

recover services online after compromise with minimal human intervention [13],[17]. 

 Standardization and Benchmarking: Benchmarks on DDoS detection should be developed to speed 

up adoption in research and industry [18],[19]. 

 Human-in-the-Loop Enhancements: Incorporating human knowledge into the automation process 

can enhance decision-making in critical infrastructure systems, finance, and healthcare [14],[15]. 

E. Final Insights 

To summarize, the hybrid defence proposal in the current paper shows a major improvement in the field of 

cloud DDoS mitigation through the creation of an edge-based filtering and AI-based detection framework 

[10],[20]. The findings underscore its usefulness, expandability, and viability, whose intuitive understandings 

make it ethical and feasible to implement [17],[19]. 

 

Both operational implementation and academic study are given sufficient grounds on the combination of real-

world case studies, comparative assessments, and wide-scale discussion [14],[15]. Combined with the 

suggested framework and future research directions, this provides a guide to the creation of robust cloud 

security frameworks that can be implemented to reliably meet the demands of the dynamic nature of the 

contemporary digital landscape [20]. 
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