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Hkkjrh; dkuwuh ç.kkyh esa —f=e cqf)eÙkk vkSj lkbcj lqj{kk% 

mHkjrh pqukSfr;k¡ vkSj dkuwuh <kapk 

 

Xkfjek flag 

ih-,p-Mh “kks/kkFkhZ 

fof/k ladk; 

,l-,l-ts-fo”ofo|ky;¼vYeksM+k½ 

 

lkj  

—f=e cqf)eÙkk oSf'od Lrj ij fMftVy ikfjfLFkfrdh ra= esa Økafrdkjh cnyko yk jgh gS] ftlls u 

dsoy egRoiw.kZ ykHk çkIr gks jgs gSa] cfYd lkbcj lqj{kk ds {ks= esa ubZ detksfj;k¡ Hkh mRiUu gks jgh gSaA 

Hkkjr esa —f=e cqf)eÙkk dks rsth ls viuk;k tk jgk gS] ftlls orZeku esa izkS|ksfxdh] O;kikj ,oe~ 

thoup;kZ esa cnyko vk jgsa gSA baVjusV vkSj eksckby ,lksfl,'ku v‚Q bafM;k dk vuqeku gS fd bls rsth 

ls viuk, tkus ds dkj.k Hkkjr dk —f=e cqf)eÙkk cktkj 2025 rd 8 fcfy;u vesfjdh M‚yj rd igqap 

tk,xkA1 Hkkjrh; dkuwuh ç.kkyh ds le{k ;g ,d egRoiw.kZ pqukSrh gS fd og MsVk laj{k.k] futrk vkSj 

lkbcj vijk/k ds {ks= esa ,vkbZ }kjk çLrqr dh tk jgh pqukSfr;ksa dk lkeuk djus ds fy, vius dkuwuksa 

vkSj uhfr;ksa dks vuqdwfyr djsaA ;g 'kks/k i= bl ckr dk foLr̀r fo'ys"k.k çLrqr djrk gS fd Hkkjr dk 

dkuwuh <kapk    —f=e cqf)eÙkk vkSj lkbcj lqj{kk ls tqM+s eqíksa ij fdl çdkj çfrfØ;k ns jgk gSA blesa 

gkfy;k fo/kk;h fodklksa& fo'ks"k :i ls ,sfrgkfld fMftVy O;fäxr MsVk laj{k.k vf/kfu;e] 2023 dk 

v/;;u fd;k x;k gS] o ,vkbZ 'kklu dks yf{kr djus okyh mHkjrh uhfrxr igyksa dk fo'ys"k.k fd;k 

x;k gSA ;g foospu xksiuh;rk vkSj çkS|ksfxdh ij ekuuh; loksZPp U;k;ky; ds egRoiw.kZ fu.kZ;ksa ds lanHkZ 

esa fd;k x;k gS] tSls fd tfLVl ds-,l- iqêLokeh¼lsokfuòÙk½ cuke Hkkjr la?k dk og fu.kZ; ftlus futrk 

dks ,d ekSfyd vf/kdkj ds :i esa LFkkfir fd;k] vk/kkj ekeyk tks ck;ksesfVªd igpku ç.kkfy;ksa ls 

lacaf/kr Fkk] vkSj v‚uykbu vfHkO;fä dh Lora=rk rFkk lkbcj&fuxjkuh ij fn, x, vU; egRoiw.kZ fu.kZ; 

Hkh 'kkfey gSaA lkfgR; leh{kk fo}kuksa vkSj uhfrxr –f"Vdks.kksa dks mtkxj djrh gS tks orZeku dkuwuksa esa 

ekStwn dfe;ksa dks n'kkZrs gSa] tSls fd ,vkbZ&fof'k"V fu;eksa vkSj tokcnsgh ds ra= dk vHkkoA bl ys[k dk 

eq[; Hkkx lkbcj lqj{kk ds fy, ekStwnk dkuwuh <k¡pksa ¼lwpuk çkS|ksfxdh vf/kfu;e] lacaf/kr fu;e vkSj 

jk"Vªh; lkbcj lqj{kk uhfr;ka½ vkSj —f=e cqf)eÙkk ds fu;ked –f"Vdks.k dk ewY;kadu djrk gSA Hkkjr ds 

–f"Vdks.k dks le>us ds fy,] ;wjksih; la?k tSls ns'kksa ls rqyukRed var–Zf"V 'kkfey dh xbZ gS] tks ,d 

fof'k"V —f=e cqf)eÙkk vf/kfu;e vkSj etcwr MsVk lqj{kk ç.kkyh dks vkxs c<+k jgk gS] vkSj la;qä jkT; 

vesfjdk] ftldh {ks=&fof'k"V vkSj vis{kk—r de gLr{ksidkjh fu;ked 'kSyh gSA varr%] ;g 'kks/k i= Hkkjr 

dh dkuwuh vkSj laLFkkxr çfrfØ;kvksa dks lq–<+ djus ds fy, lq>ko çLrqr djrk gSA buesa —f=e cqf)eÙkk 

tokcnsgh ds fy, vf/kd Li"V fn'kkfunsZ'k ykxw djuk] lkbcj vijk/k vkSj MsVk lqj{kk ekudksa dks v|ru 

djuk] fo'ks"k ,tsafl;ksa ds ek/;e ls çHkkoh çorZu lqfuf'pr djuk vkSj varjkZ"Vªh; lg;ksx dks c<+kok nsuk 

'kkfey gSA ,d fl)kar&vk/kkfjr dkuwuh <kaps ds ek/;e ls bu mHkjrh pqukSfr;ksa dk lek/kku djds] Hkkjr 

lkbcj lqj{kk vkSj O;fäxr vf/kdkjksa dh lqj{kk djrs gq, rduhdh uokpkj dks çksRlkfgr dj ldrk gSA 

 

dhoYMZ& lkbcj lqj{kk] lkbcj dkuwu] —f=e cqf)eÙkk] xksiuh;rk  

 

 

                                                           
1 Hkkjr esa ,vkbZ ds mi;ksx ls lacaf/kr MsVk xksiuh;rk laca/kh fopkj, https://law.asia/ai-and-data-protection/, çdkf'kr fnukWad& 2 vizSy  2025- 
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Ifjp;  

  

vk/kqfud fMftVy ;qx esa] —f=e cqf)eÙkk ,d mHk;Hkkoh 'kfä ds :i esa çdV gqbZ gS] tgk¡ ;g ,d vksj 

çxfr dks c<+kok ns jgh gS] ogha nwljh vksj lkbcj lqj{kk ds tksf[keksa dks c<+k jgh gSA fo'o ds jk"Vª bl 

ckr ij xgu fopkj dj jgs gSa fd fdl çdkj ,vkbZ&vk/kkfjr rduhdksa dks fofu;fer fd;k tk,] tks 

LFkkfir dkuwuh O;oLFkkvksa ds fy, ,d pqukSrh çLrqr djrh gSaA ,d egRoiw.kZ lwpuk çkS|ksfxdh dsaæ vkSj 

rhoz xfr ls fodflr gks jgh fMftVy vFkZO;oLFkk ds :i esa] Hkkjr bl pqukSrh dk lkeuk djus esa vxz.kh 

Hkwfedk fuHkk jgk gSA 900 fefy;u ls vf/kd baVjusV mi;ksxdrkZvksa vkSj fMftVy 'kklu ds fy, 

egRokdka{kh igyksa ds lkFk] Hkkjr dh ,vkbZ vkSj usVodZ ç.kkfy;ksa ij fuHkZjrk esa rsth ls o`f) gks jgh gSA2 

gkyk¡fd] bl fodkl ds lkFk lkbcj geyksa] MsVk mYya?kuksa vkSj ,YxksfjFke fu.kZ; ysus ls lacaf/kr c<+rh 

fpark,¡ Hkh tqM+h gqbZ gSa] ftudk O;fäxr xksiuh;rk vkSj lqj{kk ij egRoiw.kZ çHkko iM+rk gSA ifj.kkeLo:i] 

Hkkjr esa uhfr fuekZrk vkSj dkuwufon bu egRoiw.kZ lokyksa dk lkeuk dj jgs gSa% dkuwuh ç.kkyh lkbcj 

Lisl esa —f=e cqf)eÙkk }kjk mRiUu vHkwriwoZ pqukSfr;ksa dk lek/kku uokpkj dks ckf/kr fd, fcuk dSls 

djsxh \] —f=e cqf)eÙkk [krjksa ls ukxfjdksa dh lqj{kk ds fy, fdu lqj{kkRed mik;ksa dh vko';drk gS\ 

vkSj gky ds dkuwu rFkk vnkyrh fu.kZ; —f=e cqf)eÙkk vkSj lkbcj lqj{kk ds fy, fodflr gks jgs dkuwuh 

<kaps dks fdl çdkj vkdkj ns jgs gSa\ 

                bu ç'uksa dh egÙkk dks Hkkjr ds loksZPp U;k;ky; }kjk 2017 esa futrk dks ,d 

vifjgk;Z vf/kdkj ds :i esa Lohdkj djus ls vkSj Hkh cy feyk] ;g ,d ,slk fu.kZ; gS] ftlus lh/ks rkSj 

ij MsVk lqj{kk dkuwu ds fuekZ.k dh fn'kk esa ç;klksa dks çsfjr fd;kA3 bl ,sfrgkfld QSlys ds ckn ds 

o"kksaZ esa] Hkkjr us fMftVy ;qx ds fy, vius dkuwuh <kaps dks u;k :i nsus esa mYys[kuh; çxfr dh gSA 

lcls egRoiw.kZ ckr ;g gS fd laln us fMftVy O;fäxr MsVk laj{k.k vf/kfu;e] 2023 dks vf/kfu;fer 

fd;k] tks jk"Vª dk çFke O;kid MsVk lqj{kk fo/kku gS vkSj ftldk y{; O;fäxr tkudkjh dh lqj{kk 

djuk rFkk —f=e cqf)eÙkk O;kIr ifjos'k esa blds lalk/ku dks fu;af=r djuk gSA4 blds vykok] lwpuk 

çkS|ksfxdh vf/kfu;e] 2000 tSls nh?kZdkfyd lkbcj dkuwuksa esa vkt ds lkbcj vijk/kksa dk lek/kku djus 

ds fy, ifjorZu fd, x, gSa] vkSj fMftVy bafM;k vf/kfu;e tSls u, uhfrxr fopkj baVjusV ;qx ds fy, 

dkuwuh O;oLFkk dks iwjh rjg ls uohuh—r vkSj vk/kqfud cukus dh çfØ;k esa gSaA5 blh vof/k esa] Hkkjr dh 

U;k;ikfydk lfØ; :i ls çkS|ksfxdh vkSj ekSfyd vf/kdkjksa ds ijLij çHkko okys eqíksa ij fopkj djrh 

jgh gS ftlesa Js;k fla?ky cuke Hkkjr la?k ekeys esa vfHkO;fä dh v‚uykbu Lora=rk ij vR;f/kd O;kid 

çfrca/kksa dks fujLr djuk 'kkfey gSA6 vuqjk/kk Hklhu cuke Hkkjr la?k ekeys esa baVjusV lsokvksa dks can 

djus ds fy, vkuqikfrdrk ds ekunaMksa dks LFkkfir djus rd7] voS/k tklwlh l‚¶Vos;j ds mi;ksx ij ,d 

fo'ks"kK lfefr xfBr djus rd8, ;s Øe ,d cnyrs gq, dkuwuh ifj–'; dks n'kkZrsa gSa tks rst xfr ls gks 

jgs rduhdh ifjorZuksa ds lkFk dne feykdj pyus dh dksf'k'k dj jgsa gSaA 

              fuf”pr rkSj ij çxfr gqbZ gS] fQj Hkh dbZ egRoiw.kZ dfe;k¡ cuh gqbZ gSaA orZeku fu;e 

vDlj —f=e cqf)eÙkk ds vuqç;ksxksa ds ckjs esa fof'k"Vrk dh deh n'kkZrs gSa] ftlls tokcnsgh vkSj fuxjkuh 

esa varj mRiUu gksrk gSaA ;wjksih; la?k tSls U;k;ky;ksa ds foijhr] ftUgksaus ,vkbZ ç.kkfy;ksa ds fy, 

tksf[ke&vk/kkfjr fu;eksa dk çLrko j[kk gS] Hkkjr vHkh Hkh lkekU; dkuwuksa vkSj 'kq#vkrh uhfrxr lajpukvksa 

ds ,d la;kstu ij fuHkZj gSA ,YxksfjFke iwokZxzg] Lopkfyr fu.kZ; ysus] ,vkbZ çlaLdj.k esa MsVk xksiuh;rk 

vkSj ,vkbZ&tfur lkbcj geys tSlh leL;k,a ,slh pqukSfr;k¡ çLrqr djrh gSa ftudk orZeku Hkkjrh; 

dkuwuksa esa i;kZIr :i ls lek/kku ugha fd;k x;k gS9A blls ;g fpark mRiUu gksrh gS fd D;k ,vkbZ 

ç.kkfy;k¡ i;kZIr ikjnf'kZrk ;k tokcnsgh ds fcuk ,d fu;ked #i esa dk;Z dj ldrh gS \ lkFk gh blls 

                                                           
2 ruqJh clqj‚; ] https://www.statista.com/topics/2157/internet-usage-in-india/, çdkf'kr fnukWad& 18 flrEcj 2024- 

3https://navbharattimes.indiatimes.com/india/the-decision-on-the-right-to-privacy-was-to-recognize-the-constitution-as-the-

foundation-justice-chandrachud/articleshow/84509254.cms, 
4https://www.dlapiperdataprotection.com/?c=IN 
5https://www.mondaq.com/india/it-and-internet/1550060/digital-india-act-looking-through-the-crystal-ball-of-a-new-digital-

india, çdkf'kr fnukWad&26 uoaCkj 2024 
6
,vkbZvkj ¼2015½ 5 ,llhlh 1- 

7 ,vkbZvkj ¼2020½ 3 ,llhlh 637-   
8 euksgj yky 'kekZ cuke Hkjr laÄ] ,vkbZvkj ¼2023½ 11 ,llhlh 401- 

9
;ksf”krk lwn]“Addressing Algorithmic Bias in India: Ethical Implications and Pitfalls”,izdkf”kr- 30 vDVwcj 2022, 

https://papers.ssrn.com/sol3/papers.cfm?abstract_id=4466681 
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fMftVy O;fäxr MsVk laj{k.k vf/kfu;e tSls dkuwuksa ds ek/;e ls çkIr MsVk lqj{kk vkSj xksiuh;rk ds 

<kaps dh lR;fu"Bk [krjs esa iM+ ldrh gSA —f=e cqf)eÙkk dk vU; mHkjrh gqbZ rduhdksa ¼mnkgj.k ds 

fy,] ,vkbZ&lapkfyr baVjusV v‚Q fFkaXl midj.k] ;k Cy‚dpsu usVodZ esa ,vkbZ vuqç;ksx½ ds lkFk 

la;kstu ikjaifjd lkbcj ?kVukvksa vkSj mÙkjnk;h drkZvksa ds oxhZdj.k dks vLi"V djrs gq, dkuwuh eqíksa dks 

vkSj tfVy cukrk gSA 

            ;g 'kks/k i= ^^Hkkjrh; dkuwuh ç.kkyh esa —f=e cqf)eÙkk vkSj lkbcj lqj{kk^^ dk ,d O;kid 

fo'ys"k.k çLrqr djus dk ç;kl djrk gS] ftlesa mHkjrh pqukSfr;ksa vkSj muls fuiVus ds fy, fodflr gks 

jgs dkuwuh <kaps ij /;ku dsafær fd;k x;k gSA bldh lajpuk bl çdkj gSA ifjp; esa v/;;u ds lanHkZ 

vkSj egRo dks LFkkfir fd;k x;k gS] ftlesa rduhdh uokpkj vkSj dkuwuh lqj{kk mik;ksa ds chp ruko dks 

mtkxj fd;k x;k gSA —f=e cqf)eÙkk vkSj lkbcj lqj{kk% vo/kkj.kk,a vkSj mHkjrs tksf[ke ij v?;;u 

fd;k Xk;k gS fd ,vkbZ çkS|ksfxfd;ka lkbcj lqj{kk ds lkFk dSls tqM+rh gSa] Hkkjrh; lanHkZ esa —f=e cqf)eÙkk 

}kjk çLrqr [krjksa vkSj voljksa ds çdkjksa dks n'kkZ;k x;k gSA i= dk eq[; Hkkx Hkkjr esa dkuwuh vkSj 

uhfrxr <kaps dk fo'ys"k.k djrk gS] ftls miHkkxksa esa foHkkftr fd;k x;k gS% MsVk laj{k.k vkSj xksiuh;rk 

dkuwu ¼MhihMhih vf/kfu;e] 2023 ij tksj fn;k x;k gS½] lwpuk çkS|ksfxdh vf/kfu;e vkSj lkbcj vijk/k 

ds çko/kku] lkbcj lqj{kk fu;e vkSj laLFkkxr ra=] vkSj —f=e cqf)eÙkk &fof'k"V uhfrxr igy ¼tSls 

,vkbZ ij jk"Vªh; j.kuhfr vkSj gkfy;k ljdkjh lykg½A LkkFk gh] U;kf;d çfrfØ;kvksa ij ,d lefiZr [kaM 

ppkZ djrk gS fd Hkkjrh; vnkyrksa] fo'ks"k :i ls loksZPp U;k;ky; us xksiuh;rk] MsVk lqj{kk vkSj mHkjrh 

çkS|ksfxfd;ksa ds eqíksa dks dSls lacksf/kr fd;k gS & ,sfrgkfld fu.kZ;ksa vkSj funsZ'kksa ds ek/;e ls tks dkuwuh 

ifj–'; dks çHkkfor djrs gSaA 

           ekStwnk <kaps vkSj LFkkfir U;k;'kkL= dh i`"BHkwfe ds lkFk] ;g i= fQj mu mHkjrh pqukSfr;ksa 

ij xgjkbZ ls fopkj djrk gS tks cuh gqbZ gSaA blesa ,YxksfjFke iwokZxzg vkSj i{kikr] ,vkbZ ds dkj.k {kfr 

ds fy, nkf;Ro esa Li"Vrk dh deh] lhek ikj MsVk çokg vkSj lkbcj lapkyu dks fofu;fer djus dh 

dfBukbZ] vkSj lkbcj Lisl esa çorZu eqís tSlh pqukSfr;ka 'kkfey gSaA Hkkjr dh ifjfLFkfr ds ifjçs{; esa 

j[kdj dj] vU; U;k;ky;ksa ds –f"Vdks.kksa dk v/;;u dj ,d rqyukRed dkuwuh ifjçs{; çLrqr fd;k 

x;k gS& fo'ks"k :i ls ;wjksih; la?k dh l[r MsVk laj{k.k O;oLFkk vkSj —f=e cqf)eÙkk vf/kfu;e] la;qä 

jkT; vesfjdk dk ,vkbZ vkSj lkbcj lqj{kk ds çfr fodflr gks jgs –f"Vdks.k] vkSj varjkZ"Vªh; eapksa ls 

çklafxd mnkgj.k izLrqr fd;s x, gSA ;s rqyuk,a ,sls e‚My vkSj mnkgj.k mtkxj djrh gSa tks Hkkjr ds 

vkxs ds ekxZ dks izLlr dj ldrs gSaA var esa] ;g i= ,vkbZ vkSj lkbcj lqj{kk dks fu;af=r djus okys 

Hkkjrh; dkuwuh vkSj fu;ked <kaps dks etcwr djus ds fy, lq>ko çnku djrk gSA ;s lq>ko uhfr 

fuekZrkvksa vkSj fgr/kkjdksa ds mís'; ls gSa vkSj fo/kk;h lq/kkjksa] laLFkkxr {kerk fuekZ.k] uSfrd ,vkbZ rSukrh 

ds fy, fn'kkfunsZ'kksa ;k ekudksa ds fuekZ.k vkSj ?kjsyw vkSj varjjk"Vªh; Lrj ij csgrj leUo; ds fy, ra= 

“kkfey gSaA vkSj ,d lfØ; vkSj larqfyr dkuwuh –f"Vdks.k dh vko';drk ij fopkj djrk gS tks rduhdh 

çxfr dks vuko';d :i ls ckf/kr fd, fcuk lqj{kk vkSj xksiuh;rk lqfuf'pr djrk gSA 

          ;g v/;;u vdknfed çdk'ku ds fy, mi;qä ,d vkSipkfjd] fo'ys"k.kkRed Loj viukrk 

gS] vkSj ;g çR;sd fcanq dh iqf"V djus ds fy, dkuwuksa] ljdkjh fjiksVksaZ] vnkyrh fu.kZ;ksa vkSj fo'ks"kK 

fo'ys"k.kksa lfgr fo'oluh; lzksrksa ij fuHkZj djrk gSA lS)kafrd dkuwuh fodklksa vkSj O;kogkfjd pqukSfr;ksa 

nksuksa dh tkap djds] ;g i= bl le> esa ;ksxnku djus dh vkdka{kk j[krk gS fd Hkkjr ,d etcwr 

lkbcj lqj{kk vkSj dkuwuh <kaps ds lkFk —f=e cqf)eÙkk ;qx esa dSls vkxs c< ldrk gSA 

 

—f=e cqf)eÙkk vkSj lkbcj lqj{kk% vo/kkj.kk,¡ vkSj u, [krjs 

          dkuwuh <kaps dk fo'ys"k.k djus ls igys] ;g le>uk vko';d gS fd O;kogkfjd Lrj ij —

f=e cqf)eÙkk vkSj lkbcj lqj{kk fdl çdkj var%fØ;k djrs gSa] vkSj fMftVy nqfu;k esa —f=e cqf)eÙkk 

fdl çdkj ds vuwBs [krjs iSnk dj] lkbcj lqj{kk dks izHkkfor dj jgh gSA ljy 'kCnksa esa dgsa rks] —f=e 

cqf)eÙkk rduhdksa dk ,d laxzg gS tks MsVk] ,Yxksfjne vkSj daI;wfVax 'kfä dks ,d lkFk tksM+rk gSA 

daI;wfVax esa çxfr vkSj MsVk dh c<+rh miyC/krk —f=e cqf)eÙkk ds orZeku rsth dk çeq[k dkjd gSaA10 ewy 

:i ls] —f=e cqf)eÙkk mu daI;wVj ç.kkfy;ksa dks bafxr djrh gS tks ,sls dk;Z djus dh {kerk j[krh gSa 

                                                           
10European Commission,White Paper on Artificial Intelligence – A European approach to excellence and trust, COM(2020) 65 

final, 19 Feb. 2020, p. 2. 
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ftuds fy, lkekU;r% ekuoh; cqf) dh vko';drk gksrh gSA11 —f=e cqf)eÙkk] lkbcj lqj{kk dks c<+kus ds 

fy, ,d izHkko'kkyh lk/ku gS lkFk gh lkbcj vijkf/k;ksa ds fy, ,d laHkkfor vkStkj Hkh gSA lkbcj lqj{kk 

vesfjdk dh lkbcj j{kk ,tsalh ds vuqlkj] ßusVodZ] midj.kksa vkSj MsVk dks vuf/k—r igq¡p ;k vkijkf/kd 

mi;ksx ls cpkus dh dyk gS vkSj lwpuk dh xksiuh;rk] v[kaMrk vkSj miyC/krk lqfuf'pr djus dk 

vH;kl gSÞA12 lwpuk izkS|ksfxdh vf/kfu;e ^lkbcj lqj{kk^^ dks lwpuk] midj.k] fMokbl] daI;wVj] daI;wVj 

lalk/kuksa] lapkj midj.kksa vkSj muesa laxzghr lwpuk dks vuf/k—r igq¡p] mi;ksx] çdVhdj.k] O;o/kku] 

la'kks/ku ;k fouk'k ls cpkus dh çfØ;k ds :i esa ifjHkkf"kr djrh gSA13 ;g ifjHkk"kk vfuok;Z :i ls 

fMftVy laifÙk;ksa vkSj ç.kkfy;ksa dks lkbcj [krjksa ls cpkus ds ewy fl)karksa dks js[kkafdr djrh gSA 

             ;wjksih; la?k ds —f=e cqf)eÙkk vf/kfu;e ds vuqlkj] —f=e cqf)eÙkk ç.kkyh dk vFkZ gS] 

,d e'khu&vk/kkfjr ç.kkyh ftls Lok;Ùkrk ds fofHkUu Lrjksa ds lkFk lapkfyr djus ds fy, fMtkbu fd;k 

x;k gS vkSj tks rSukrh ds ckn vuqdwyrk çnf'kZr dj ldrh gS] vkSj tks Li"V ;k varfuZfgr mís';ksa ds 

fy,] çkIr buiqV ls ;g vuqeku yxkrh gS fd dSls iwokZuqeku] lkexzh] flQkfj'ksa ;k fu.kZ; tSls vkmViqV 

mRiUu fd, tk,a tks HkkSfrd ;k vkHkklh okrkoj.k dks çHkkfor dj ldrs gSaA14 —f=e cqf)eÙkk ÝseodZ 

dUosa'ku] 2024 ds vuqlkj ^^—f=e cqf)eÙkk ç.kkyh^^ ,d e'khu&vk/kkfjr ç.kkyh gS] tks Li"V ;k fufgr 

mís';ksa ds fy,] çkIr buiqV ls ;g vuqeku yxkrh gS fd dSls iwokZuqeku] lkexzh] flQkfj'ksa ;k fu.kZ; tSls 

vkmViqV mRiUu fd, tk,a tks HkkSfrd ;k vkHkklh okrkoj.k dks çHkkfor dj ldrs gSaA fofHkUu —f=e 

cqf)eÙkk ç.kkfy;k¡ rSukrh ds ckn viuh Lok;Ùkrk vkSj vuqdwyrk ds Lrj esa fHkUu gksrh gSaA15 nksuksa 

ifjHkk’kk,sa yxHkx ,d leku gh gaSA mnkgj.k ds fy, lh[kuk] rdZ djuk] iSVuZ igpkuuk vkSj fu.kZ; ysukA 

vk/kqfud ,vkbZ vDlj e'khu yfuaZx ,Yxksfjne dk mi;ksx djrk gS tks MsVk ds laidZ esa vkus ls csgrj 

gksrs tkrs gSa] ftlesa Mhi U;wjy usVodZ Hkh 'kkfey gSa tks tfVy iSVuZ dks igpku ldrs gSaA bu {kerkvksa 

dks fofHkUu lkbcj lqj{kk vuqç;ksxksa esa mi;ksx fd;k x;k gS% mnkgj.k ds fy,] ,vkbZ&vk/kkfjr flLVe 

flLVe ds O;ogkj esa vlkekU;rkvksa dks igpkudj usVodZ esa ?kqliSB ;k nqHkkZoukiw.kZ l‚¶Vos;j dk irk 

yxk ldrs gSa] vkSj os fdlh Hkh ekuo v‚ijsVj dh rqyuk esa vf/kd rsth ls çfrfØ;kvksa dks Lopkfyr dj 

ldrs gSaA16 ljdkjsa vkSj daifu;k¡ lqj{kk dks etcwr djus ds fy, rsth ls ,vkbZ midj.kksa dk mi;ksx dj 

jgh gSa– LiSe fQYVj vkSj /kks[kk/kM+h dk irk yxkus okyh ç.kkfy;ksa ls ysdj ifj"—r [krjs dh [kqfQ;k 

tkudkjh ds IysVQkeksaZ rdA 

            gkykafd] ftu fo'ks"krkvksa ds dkj.k —f=e cqf)eÙkk lqj{kk ds fy, mi;ksxh gS] mUgha dk 

nq#i;ksx nqHkkZoukiw.kZ rfjds ls dqN oxZ dj ldrs gSaA lkbcj geykoj vf/kd çHkkoh geyksa ds fy, —f=e 

cqf)eÙkk dk bLrseky dj jgs gSa] ;g ,d ,slh ço`fÙk gS] ftls lkbcj lqj{kk fo'ks"kKksa us ,d c<+rh gqbZ 

fpark ds :i esa fpfUgr fd;k gSA17 mnkgj.k ds fy,] ,vkbZ dk mi;ksx vR;ar fo'oluh; fQf'kax bZesy ;k 

vkokt ds MhiQsd cukus ds fy, fd;k tk ldrk gS rkfd ihfM+rksa dks /kks[kk fn;k tk lds – ewy :i ls 

cM+s iSekus ij lkekftd bathfu;fjax geyksa dks Lopkfyr fd;k tk ldsA ,sls ekeys lkeus vk, gSa tgk¡ 

eSyos;j us lqj{kk mik;ksa ds tokc esa vius gLrk{kj ;k O;ogkj dks cnydj igpku ls cpus ds fy, 

çkjafHkd ,vkbZ dk mi;ksx fd;k gSA18 Hkkjr 2024 esa] tks lkbcj geyksa ls çHkkfor fo”o ds 'kh"kZ ns'kksa esa 

nwljs LFkku esa gSA19 lqj{kk ,tsafl;ksa us nq"çpkj QSykus ds fy, MhiQsd ohfM;ks ;k egRoiw.kZ cqfu;knh <kaps 

ij ,YxksfjFke }kjk funsZf'kr lkbcj geyksa tSls ,vkbZ&l{ke [krjksa dh psrkouh nh gSA —f=e cqf)eÙkk 

                                                           
11
Rkis”k es?koky] “EMERGING CHALLENGES IN REGULATING ARTIFICIAL INTELLIGENCE UNDER CYBER SECURITY 

LAWS IN INDIA”, izdk”ku fnuakd&17 tuojh 2024,file:///E:/ARTIFICIAL%20INTELLIGENCE%20UNDER%20CYBER.pdf.  
12
lkbcj lqj{kk D;k gS\, izdk”ku fnuakd&1 Qjojh 2021] https://www.cisa.gov/news-events/news/what-cybersecurity, 

13 /kkjk 2¼1½¼nb½]lwpuk izkS|ksfxdh vf/kfu;e]2000] izdk”kd&;qfuolZy ykW ifCy”klZ]f}Hkk’kh laLdj.k]izfrLFkkfir&27-10-2009, i`’B la&4- 

14Article 3(1), Regulation (EU) 2024/1689, http://data.europa.eu/eli/reg/2024/1689/oj,  
15Article 2, Council of Europe Framework Convention on Artificial Intelligence and Human Rights, Democracy and the Rule of 

Law. 
16
j‚fcu lksej vkSj ouZ iSDlu] “Outside the Closed World: On Using Machine Learning for Network Intrusion Detection”, IEEE lqj{kk vkSj xksiuh;rk 

ij laxks"Bh] 2010, ìB la ‐305–316. 
17ekbYl CkzqaMst vkSj vU;]“The Malicious Use of Artificial Intelligence: Forecasting, Prevention, and Mitigation”, izdk”ku& Qjojh 

2024,https://www.researchgate.net/publication/323302750_The_Malicious_Use_of_Artificial_Intelligence_Forecasting_Prevention_and_Mitig

ation 
18,eMh tkscSj gqlSu Qk#d vkSj vU;] ”kks/k i=& “Malware Detection and Prevention using Artificial Intelligence Techniques”, izdk”ku&fnlEcj 

2021]https://www.researchgate.net/publication/357163392_Malware_Detection_and_Prevention_using_Artificial_Intelligence_Techniques 
19“India second most targeted Nation in term of cyber attacks : cloud SEk”, izdkf”kr& 2 tuojh 2025, 
https://economictimes.indiatimes.com/tech/technology/india-second-most-targeted-nation-in-terms-of-cyber-attacks-

cloudsek/articleshow/116890873.cms?from=mdr 
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}kjk çnku dh xbZ xfr ds dkj.k cM+s iSekus ij geysa gks ldrs gSa] vkSj yk[kksa midj.kksa ;k yksxksa dks 

yf{kr dj ldrs gS] tks ikjaifjd lkbcj lqj{kk cpkoksa ds fy, pqukSrh is'k djrk gSA20 

             fpark dk ,d vU; {ks= Lo;a —f=e cqf)eÙkk ç.kkfy;ksa dh lkbcj lqj{kk tksf[keksa ds çfr 

laosnu'khyrk gSA —f=e cqf)eÙkk e‚My] fo'ks"k :i ls e'khu yfuaZx flLVe esa fof'k"V detksfj;k¡ gksrh gSaA 

—f=e cqf)eÙkk dks geyksa ds Kkr rjhdksa ls /kks[kk fn;k tk ldrk gS] tgk¡ ,d geykoj ,vkbZ dks Hkzfer 

djus ds fy, buiqV MsVk esa lw{e cnyko djrk gSA mnkgj.k ds fy,] ,d Nfo esa ux.; lk ifjoZru 

djus ls Hkh ,d ,vkbZ Nfo fd igpku ç.kkyh mls iwjh rjg ls xyr oxhZ—r dj ldrh gSA lkbcj 

lqj{kk ds lanHkZ esa] ,d fojks/kh —f=e cqf)eÙkk &vk/kkfjr ?kqliSB dk irk yxkus okyh ç.kkyh dks fo'ks"k 

:i ls rS;kj fd, x, MsVk Hkstdj Hkzfer djus dk ç;kl dj ldrk gS] tks ,vkbZ dh detksfj;ksa dk 

Qk;nk mBkrk gSA blds vfrfjä] ,vkbZ flLVe MsVk fo"kkärk (Data Poisoning) ds f'kdkj gks ldrs gSa& 

;fn geykoj ,vkbZ e‚My ds çf'k{k.k MsVk dks nwf"kr djrs gSa ¼eku yhft,] ,d ,vkbZ tks usVodZ VªSfQd 

ls lh[krk gS½] rks os blds O;ogkj ;k lVhdrk dks çHkkfor dj ldrs gSaA mnkgj.k ds fy, LiSe fQ+YVj% 

geykoj izfrdwy MsVk Mky ldrs gSa] ftles LiSe fQYVj xyr rjhds ls oS/k bZesy dks LiSe ds :Ik esa 

fpfàdj ldrs gSA21 ;g fo'ks"k :i ls fparktud gS D;ksafd tSls&tSls —f=e cqf)eÙkk flLVe egRoiw.kZ 

çfØ;kvksa ¼tSls fctyh fxzM çca/ku] ;krk;kr fu;a=.k] ;k foÙkh; ysunsu½ esa ,dh—r gksrs tkrs gSa ,vkbZ dh 

v[kaMrk ds lQy le>kSrs ls lkoZtfud lqj{kk vkSj O;oLFkk ij O;kid çHkko iM+ ldrk gSA 

—f=e cqf)eÙkk }kjk xksiuh;rk ij Hkh [krjs Hkh c<+ tkrs gSaA —f=e cqf)eÙkk cM+s MsVklsV ij fuHkZj djrk 

gS] ftlesa O;fäxr MsVk Hkh 'kkfey gSA mUur ,vkbZ vuqç;ksx& lkoZtfud LFkkuksa ij lqj{kk ds fy, rSukr 

psgjs dh igpku dSejksa ls ysdj /kks[kk/kM+h dh jksdFkke ds fy, mi;ksxdrkZ O;ogkj dk fo'ys"k.k djus 

okys ,Yxksfjne esa Hkh vfuok;Z :i ls O;fäxr tkudkjh dk laxzg vkSj çlaLdj.k 'kkfey gSA dq”ky MsVk 

lqj{kk ds fcuk] ;g xSjdkuwuh çksQkbfyax] fuxjkuh ;k MsVk mYya?kuksa ds tksf[ke dks c<+krk gSA mnkgj.k ds 

fy,] ;fn Hkkjr esa dkuwu çorZu }kjk mi;ksx fd, tkus okys psgjs dh igpku djus okys ,vkbZ dks gSd 

dj fy;k tkrk gS ;k mldk nq#i;ksx fd;k tkrk gSS] rks ;g O;fä;ksa dh xfrfof/k;ksa vkSj laca/kksa ds ckjs esa 

laosnu'khy tkudkjh mtkxj dj ldrh gS] tks lh/ks xksiuh;rk ds ekSfyd vf/kdkj dks çHkkfor djrh 

gSA22 blds vfrfjä] —f=e cqf)eÙkk ekStwnk tkudkjh ls ubZ tkudkjh dk vuqeku yxk ldrh gS ;g 

dkuwuh ifjHkk"kkvksa vkSj lqj{kk mik;ksa ds fy, ,d pqukSrh gS] tks ijaijkxr :i ls MsVk dks fof'k"V Jsf.k;ksa 

¼O;fäxr] laosnu'khy O;fäxr] vkfn½ esa foHkkftr djrs gSaA MhihihMh vf/kfu;e] 2023 bl ifj–'; esa 

O;fäxr MsVk dks lqjf{kr djus dk ,d ç;kl gS] ysfdu bldh lQyrk bl ckr ij fuHkZj djsxh fd 

blds fu;eksa ds varxZr —f=e cqf)eÙkk &vk/kkfjr lalk/ku dh fuxjkuh vkSj fu;a=.k fdl çdkj fd;k 

tkrk gSA         

             —f=e cqf)eÙkk vkSj lkbcj lqj{kk ds ewy esa ,d egRoiw.kZ pqukSrh] fo'ks"krk vkSj nkf;Ro 

dk fu/kkZj.k gSA ,d fof”k’V lkbcj ?kVuk esa] vUos"k.kdrkZ geys ds fy, fof'k"V O;fä;ksa ;k lewgksa dks 

ftEesnkj Bgjkus dk ç;kl djrs gSaA —f=e cqf)eÙkk bl çfØ;k dks tfVy cukrh gS D;ksafd geys 

Lopkfyr ç.kkfy;ksa }kjk ;k ekuoh; geykojksa }kjk —f=e cqf)eÙkk midj.kksa dk mi;ksx djds fd, tk 

ldrs gSa tks mudh igpku fNikrs gSaA23 ;fn dksbZ —f=e cqf)eÙkk ç.kkyh {kfr dk dkj.k curh gS& 

mnkgj.k ds fy,] ,d Lopkfyr O;kikj ,YxksfjFke ftls viâr dj fy;k tkrk gS vkSj fQj 'ks;j cktkj 

dks /kjk'kk;h dj nsrk gS] ;k ,d Lok;Ùk okgu ¼—f=e cqf)eÙkk }kjk funsZf'kr½ ftls /kks[ks ls nq?kZVuk dk 

f'kdkj cuk fn;k tkrk gS – rks dkuwuh :i ls dkSu mÙkjnk;h gS\ D;k ;g —f=e cqf)eÙkk dk ekfyd gS] 

l‚¶Vos;j dk fodkldrkZ gS] blesa ifjorZu djus okyk geykoj gS] ;k Lo;a —f=e cqf)eÙkk ç.kkyh \ 

fo'o Hkj esa dkuwuh <kaps tokcnsgh ds bl ç'u ls tw> jgs gSaA24 

                                                           
20
ekdZl dkWfeVj ,“—f=e cqf)eÙkk ij geyk% ,vkbZ dh lqj{kk Hks|rk vkSj uhfr fuekZrk blds ckjs esa D;k dj ldrs gSa”, izdkf”kr&vxLr 2019, 

https://www.belfercenter.org/publication/AttackingAI 
21Bart Lenaerts-Bergmans,https://www.crowdstrike.com/en-us/cybersecurity-101/cyberattacks/data-poisoning/, izdkf”kr&19 ekpZ 2024, 
22AI and Privacy: The privacy concerns surrounding AI, its potential impact on personal data, 

https://economictimes.indiatimes.com/news/how-to/ai-and-privacy-the-privacy-concerns-surrounding-ai-its-potential-impact-on-personal-

data/articleshow/99738234.cms?from=mdr 
23European Commission,White Paper on Artificial Intelligence – A European approach to excellence and trust, COM(2020) 65 

final, 19 Feb. 2020, p. 19. 
24
tksvkuk ts- czk;lu vkSj vU;,"Of, for, and by the people: The legal lacuna of synthetic personhood." Artificial Intelligence and Law, vol. 25, 

no. 3, 2017, pp. 273-291, https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3068082 
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             Hkkjr esa] orZeku dkuwu ds rgr] ,d —f=e cqf)eÙkk ç.kkyh dks dkuwuh O;fäRo ds :i esa 

ekU;rk çkIr ugha gS] blfy, nkf;Ro ewyr% çk—frd O;fä;ksa ij gh fu/kkZfjr fd;k tkuk pkfg, rFkk ;g 

fodflr djus okyh daiuh ¼çfrfuf/kd nkf;Ro ;k mRikn nkf;Ro25 tSls fl)karksa ds rgr½ ;k O;fäxr 

lapkyd Hkh gks ldrsa gaSA ysfdu tc fu.kZ; ysus dh çfØ;k vLi"V gks rks nks"k ;k ykijokgh lkfcr djuk 

dfBu gksrk gSA mnkgj.k ds fy,] ;fn ,d iwokZuqekfur iqfyflax —f=e cqf)eÙkk ds ifj.kkeLo:i ,d 

lkbcj lqj{kk ,tsalh ,d funksZ"k O;fä ij xyr ldkjkRedrk ifj.kke ds dkj.k lkbcj vijk/k dk >wBk 

vkjksi yxkrh gS] vkSj ml O;fä ds vf/kdkjksa dk mYya?ku gksrk gS] rks dkj.krk dh Jà[kyk esa —f=e 

cqf)eÙkk dk ,YxksfjFke 'kkfey gksrk gS] rks ;g r; djuk fd xyrh çf'k{k.k MsVk] ,YxksfjFke ds fMtkbu] 

;k fdlh v‚ijsVj }kjk nq#i;ksx esa Fkh] ,d tfVy tk¡p gks ldrh gS ,d ,slh tk¡p ftls laHkkyus ds fy, 

ekStwnk dkuwuh fl)kar lh/ks rkSj ij vi;kZIr gSa – ftls ekStwnk dkuwuh fl)kar lh/ks rkSj ij fu;f=ar ds 

fy, i;kZIr :i ls izo/kkfur ugha gSaA blds fy, —f=e cqf)eÙkk ds lanHkksaZ esa nkf;Ro dks Li"V djus okys 

v|ru dkuwuksa ;k fn'kkfunsZ'kksa dh vko';drk gSA 

           —f=e cqf)eÙkk ds mn; us lkbcj vijk/k dh ubZ Jsf.k;ksa ;k ;g dgs fd iqjkus vijk/kksa ds 

u, :iksa dks tUe fn;k gSA ^^lkbcj vijk/k^^ esa gSfdax] foÙkh; /kks[kk/kM+h] igpku dh pksjh ls ysdj lkbcj 

vkradokn rd ,d foLr`r J`a[kyk 'kkfey gSA —f=e cqf)eÙkk ,Yxksfjne ds ek/;e ls igpku dh pksjh dks 

Lopkfyr dj ldrh gS tks udyh igpku mRiUu djrs gSa ;k okLrfod yksxksa dk vuqdj.k djrs gSaA 

Hkkjrh; U;k; lafgrk26 vkSj lwpuk çkS|ksfxdh vf/kfu;e27 çfr:i.k vkSj /kks[kk/kM+h dks lek;ksftr djrs gSa] 

mnkgj.k ds fy,] lwpuk çkS|ksfxdh vf/kfu;e dh /kkjk 66D daI;wVj lalk/kuksa ds ek/;e ls ^^çfr:i.k }kjk 

/kks[kk/kM+h^^ dks nafMr djrk gSA28 gkykafd] ;s dkuwu —f=e cqf)eÙkk }kjk rS;kj dh xbZ ,slh lkexzh ls 

Hkkjrh; vUos’k.k lLFkkvksa ,oe~ fopkj.k U;k;ky;ksa ds lEeq[k L’kIV izo/kku u gksus ds dkj.k ,d fopkj.kh; 

iz”u cu ldrk gS] ftl dkj.k okLrfodrk ls Hksn ikuk dfBu gksxkA ;fn pquko ds nkSjku dksbZ 

jktuhfrd MhiQsd çdV gksrk gS] rks xyr lwpuk vkSj ekugkfu ls lacaf/kr dkuwu lfØ; gks ldrs gSa] 

ysfdu lcls igys ml MhiQsd dh igpku djds mls rqjar fuf"Ø; djuk gksxkA29 lwpuk çkS|ksfxdh 

vf/kfu;e ds varxZr e/;orhZ fn'kkfunsZ'k ¼2021½ lks'ky ehfM;k eapksa dks lwfpr fd, tkus ij dqN 

xSjdkuwuh lkexzh dks rqjar gVkus dk vkns'k nsrs gSa] ysfdu —f=e cqf)eÙkk }kjk fufeZr Hkzked lkexzh dk 

le; ij irk yxkuk ,d rduhdh leL;k ds lkFk&lkFk ,d dkuwuh leL;k Hkh gSA30 2023 vkSj 2024 esa 

lwpuk çkS|ksfxdh ea=ky; }kjk tkjh ijke'kZ fo'ks"k :i ls —f=e cqf)eÙkk }kjk mRiUu xyr lwpuk vkSj 

MhiQsd ls yM+us ds mís'; ls gS] tks ;g n'kkZrk gS fd ljdkj bls ,d xaHkhj lkbcj lqj{kk dk fo"k; 

ekurh gSA31 

            la{ksi esa] —f=e cqf)eÙkk vkSj lkbcj lqj{kk vkil esa ?kfu"B :i ls tqM+s gq, gSa% tgk¡ ,d 

vksj —f=e cqf)eÙkk lkbcj lqj{kk ra= dks lq–<+ dj ldrk gS] ogha nwljh vksj ;g u, [krjs vkSj 

detksfj;k¡ Hkh mRiUu dj ldrk gSA mHkjrs gq, tksf[keksa esa 'kkfey gSa% ,vkbZ&tfur lkbcj geys ¼fQf'kax] 

eSyos;j] MhiQsd½] ,vkbZ ç.kkfy;ksa esa Hks|rk ¼çfrdwy geys] MsVk fo"kkärk½] xksiuh;rk dk vfrØe.k 

¼lkewfgd fuxjkuh] çksQkbfyax½] ftEesnkjh r; djus esa dfBukbZ] vkSj —f=e cqf)eÙkk dk;ksaZ ds fy, dkuwuh 

tokcnsgh esa vfuf'prrkA bu tksf[keksa dh igpku djuk ,d ,slk ifj–'; çLrqr djrk gS ftlds vk/kkj 

ij Hkkjr dh dkuwuh vkSj fu;ked çfrfØ;kvksa dh i;kZIrrk dk vkdyu fd;k tk ldrk gSA ;g bl ckr 

ij çdk'k Mkyrk gS fd Hkkjr lfgr oSf'od fu;ked D;ksa ,vkbZ&fof'k"V mik;ksa ij fopkj  dj jgs gSa] 

mnkgj.k ds fy,] dqN ,vkbZ vuqç;ksxksa dks ^mPp tksf[ke^ ds :i esa oxhZ—r djuk vkSj mUgsa vf/kd dBksj 

ekudksa ds v/khu j[kukA —f=e cqf)eÙkk lkbcj ifj–'; dh bl le> ds lkFk] vc ge ;g fo'ys"k.k 

djus ds fy, vkxs c<+rs gSa fd Hkkjr dk orZeku dkuwuh vkSj uhfrxr <kapk bu pqukSfr;ksa dk lek/kku fdl 

çdkj djrk gSA 

 

                                                           
25
v/;k; vi, miHkksäk laj{k.k vf/kfu;e] 2019 

26
Hkkjrh; U;k; lafgrk] 2023 

27
lwpuk çkS|ksfxdh vf/kfu;e]2000 

28
iwoksZDr 47-  

29https://timesofindia.indiatimes.com/india/ai-generated-deepfake-videos-voice-cloning-emerge-as-potential-threats-during-election-

season/articleshow/108944586.cms, izdkf”kr& 1 vizsy 2024, 
30 The Information Technology (Intermediary Guidelines and Digital Media Ethics Code) Rules, 2021, Ins. by G.S.R. 275(E), dated 6.4.2023. 
31
—fr] MeitY us xyr lwpuk vkSj MhiQsd ij ijke'kZ tkjh dj fof'k"V esVkMsVk vfuok;Z fd;k] 

https://www.scconline.com/blog/post/2024/03/07/meity-issues-advisory-on-misinformation-and-deepfake-legal-news/, izdkf”kr& 7 ekZp 2024, 
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Hkkjr esa dkuwuh vkSj uhfrxr <kapk 

        Hkkjr esa lkbcj lqj{kk vkSj fMftVy çkS|ksfxdh ds lacaf/kr igyqvksa ds fy, dkuwuh <kapk fiNys 

nks n'kdksa esa dkQh fodflr gqvk gSA gkykafd] gky rd blesa —f=e cqf)eÙkk dks Li"V :i ls 'kkfey 

ugha fd;k x;k FkkA ;g [kaM Hkkjr esa lkbcj lqj{kk vkSj MsVk laj{k.k dks fu;af=r djus okys ekStwnk 

dkuwuksa] fu;eksa vkSj uhfr;ksa dh :ijs[kk çLrqr djrk gS] vkSj gky ds mu v|ruksa dh tkap djrk gS tks —

f=e cqf)eÙkk ds ;qx esa fo'ks"k :i ls çklafxd gSaA bl Hkkx dks fuEufyf[kr Jsf.k;ksa esa foHkkftr fd;k tk 

ldrk gS% ¼1½ MsVk laj{k.k vkSj xksiuh;rk dkuwu] tks O;fäxr tkudkjh dks laHkkyus ds fy, fu;e 

fu/kkZfjr djrs gSa ¼2½ lkbcj vijk/k dkuwu] eq[; :i ls lwpuk çkS|ksfxdh vf/kfu;e] tks dqN v‚uykbu 

vkSj daI;wVj ls lacaf/kr dk;ksZa dks vijk/k cukrk gS; ¼3½ lkbcj lqj{kk fofu;e vkSj egRoiw.kZ lwpuk 

volajpuk dh lqj{kk rFkk ?kVukvksa ij çfrfØ;k nsus ds fy, lefiZr laLFkku] vkSj ¼4½ mHkjrh gqbZ ,vkbZ 

uhfrxr igy vkSj elkSnk çLrko tks Hkfo"; ds fofu;eu dh fn'kk dk ladsr nsrs gSaA 

1- MsVk laj{k.k vkSj xksiuh;rk dkuwu ¼MhihMhih vf/kfu;e] 2023 vkSj lacaf/kr fodkl½ 

—f=e cqf)eÙkk vkSj lkbcj lqj{kk pqukSfr;ksa dk lek/kku djus ds fy, ,d etcwr MsVk laj{k.k O;oLFkk 

,d cqfu;knh vko';drk gSA 2023 ls igys] Hkkjr esa ,d lefiZr MsVk laj{k.k dkuwu dk vHkko Fkk ;g 

O;fäxr MsVk vkaf'kd :i ls lwpuk çkS|ksfxdh vf/kfu;e] 2000 vkSj v/khuLFk fu;eksa ds ek/;e ls lajf{kr 

FkkA fo'ks"k :i ls] vkbZVh vf/kfu;e dh /kkjk 43A vkSj blds lkFk lwpuk çkS|ksfxdh ¼mfpr lqj{kk vH;kl 

vkSj çfØ;k,a vkSj laosnu'khy O;fäxr MsVk ;k tkudkjh½ fu;e] 2011 us ,d cqfu;knh <kapk çnku fd;k% 

mUgksaus laosnu'khy O;fäxr MsVk dks laHkkyus okyh d‚iksZjsV laLFkkvksa dks mfpr lqj{kk çFkkvksa dks ykxw 

djus dh vko';drk vkSj MsVk laj{k.k esa ykijokgh ds fy, eqvkots dh vuqefr nh FkhA32  

gkykafd] bu fu;eksa dk nk;jk lhfer Fkk] ;s dsoy ikloMZ] foÙkh; tkudkjh vkfn tSls dqN fof'k"V 

laosnu'khy MsVk dks gh lekfgr djrs Fks] ysfdu ljdkjh laLFkkvksa ij ykxw ugha gksrs FksA blds vfrfjä] 

buesa çHkkoh dk;kZUo;u ra= ;k mi;ksxdrkZ vf/kdkj Hkh vuqifLFkr FksA fu.kkZ;d eksM+ rc vk;k tc 2017 

esa loksZPp U;k;ky; us iqêLokeh ekeys esa xksiuh;rk dks ekSfyd vf/kdkj ds :i esa ekU;rk nh vkSj Li"V 

:i ls ljdkj ls ,d etcwr MsVk lqj{kk dkuwu cukus dk vkxzg fd;kA33 blds çR;qÙkj esa] ljdkj us 

U;k;ewfrZ ch-,u- Jh—".kk ds v/khu ,d fo'ks"kK lfefr dk xBu fd;k] ftlus 2018 esa O;fäxr MsVk 

laj{k.k fo/ks;d dk elkSnk rS;kj fd;kA34 dbZ iqujko`fÙk;ksa vkSj lkoZtfud ijke'kksaZ ds ckn] vkSj 2021 esa 

,d iwoZorhZ fo/ks;d dh vLFkk;h okilh ds ckn Hkh varr% laln us vxLr 2023 esa fMftVy O;fäxr MsVk 

laj{k.k vf/kfu;e] 2023 ikfjr fd;kA   

              MhihMhih vf/kfu;e] 2023 Hkkjr dk çFke foLr̀r MsVk laj{k.k fo/kku gSA bldk y{; 

fMftVy O;fäxr MsVk ds lalk/ku dks fu;af=r djuk gS] O;fä;ksa ds vius MsVk dh lqj{kk ds vf/kdkj vkSj 

dkuwuh mís';ksa ds fy, MsVk lalkf/kr djus dh vko';drk ds e/; lkeatL; LFkkfir djuk gSA ;g 

vf/kfu;e ml O;fäxr MsVk ij ykxw gksrk gS tks v‚uykbu ,d= fd;k x;k gS ;k v‚Qykbu laxzg ds 

ckn fMftVkbTM fd;k x;k gSA ;g dkuwu O;fäxr MsVk ds çlaLdj.k dks lgefr ;k dqN oS/k mi;ksxksa 

ij vk/kkfjr gksus ij dsafær gSA bldk mís';] lhek] MsVk U;wuhdj.k] lVhdrk] HkaMkj.k lhek] mfpr lqj{kk 

mik;ksa vkSj tokcnsgh tSls fl)karksa dks LFkkfir djrk gSA mnkgj.k ds fy,] ,d —f=e cqf)eÙkk daiuh dks 

;g lqfuf'pr djuk gksxk fd og dsoy ml fof'k"V mís'; ds fy, O;fäxr MsVk dk mi;ksx djs ftlds 

fy, mi;ksxdrkZ us lgefr nh gS] tks fcuk ubZ lgefr ds vlacaf/kr —f=e cqf)eÙkk e‚My çf'k{k.k ds 

fy, MsVk ds iqu% mi;ksx dks lhfer dj ldrk gSA ;g MsVk fçafliyksa dks vf/kdkj nsrk gSa] tks O;fDxr 

MsVk ds nq#i;ksx dks jkdrsa gSa – mnkgj.k ds fy,] ;fn dksbZ —f=e cqf)eÙkk &lapkfyr IysVQ‚eZ fdlh 

O;fä ds ckjs esa xyr tkudkjh j[krk gS] rks og O;fä mls lgh djus ;k feVkus dh ekax dj ldrk gSA 

;g O;fäxr MsVk lalkf/kr djus okys laxBuksa dks mYya?kuksa dks jksdus ds fy, lqj{kk mik; ykxw djus] 

MsVk mYya?kuksa dh fLFkfr esa mi;ksxdrkZvksa vkSj vf/kdkfj;ksa dks lwfpr djus] mís'; ds fy, ckn esa 

vko';d ugha gksus ij MsVk feVkus vkSj ,d f'kdk;r fuokj.k vf/kdkjh dh fu;qfä lqfuf'pr djsa ds lca/ka 

esa Hkh izo/kkfur djrk x;k gSaA vf/kfu;e ds izo/kuksa ds dqN mYya?kuksa ij Hkkjh foÙkh; naM tks :- 250 

djksM+ rd vf/k—r gks ldrk gS] dk Hkh izko/kku gSA35 bl vf/kfu;e ds rgr vuqikyu dh fuxjkuh vkSj 

                                                           
32Data protestion laws in india, https://www.dlapiperdataprotection.com/?t=law&c=IN, izdkf”kr& 6 tuojh 2025. 
33
iwoksZDr]12- 

34Justice BN Srikrishna Committee, https:/www.drishtiias.com/daily-news-analysis/justice-bn-srikrishna-committee-submits-data-protection-

report, izdkf”kr& 18 tqykbZ 2018- 
35THE DIGITAL PERSONAL DATA PROTECTION ACT, 2023 (NO. 22 OF 2023). 
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naM vkjksfir djus ds fy, Hkkjrh; MsVk lqj{kk cksMZ dh LFkkiuk dh xbZ gSA ;|fi ;g ,d fu;ked ç.kkyh 

lqfuf'pr djrk gS] ysfdu fof/k fo)uksa dk ekuuk gS fd bldh Lora=rk lhfer gks ldrh gSA36 

           MhihMhih vf/kfu;e lh/ks rkSj ij —f=e cqf)eÙkk ij dsafær ugha gS] cfYd ;g ,d O;kid 

xksiuh;rk vkSj lqj{kk lajpuk çnku djrk gS ftlds varxZr Hkkjr esa —f=e cqf)eÙkk ç.kkfy;k¡ dk;Z 

djsaxhA mnkgj.k ds fy,] ;fn dksbZ —f=e cqf)eÙkk Lopkfyr fu.kZ; ysus ds fy, O;fäxr MsVk dk 

mi;ksx djrh gS] rks vf/kfu;e ds ikjnf'kZrk vkSj mís'; dh lhek ds fl)kar ykxw gksaxsA gkyk¡fd] ;g /;ku 

j[kuk egRoiw.kZ gS fd orZeku esa vf/kfu;e esa Lopkfyr fu.kZ; ysus ;k çksQkbfyax ij dksbZ Li"V çko/kku 

ugha gSaA ;g Hkfo"; ds fu;eksa dk ,d {ks= gks ldrk gS – vf/kfu;e ljdkj dks fu;e cukus dk vf/kdkj 

nsrk gS] vkSj ;g visf{kr gS fd Lopkfyr çlaLdj.k ls gksus okys uqdlku dk vkdyu vkSj mUgsa de djus 

laca/kh fu;e lkeus vk ldrs gSa] fo'ks"k :i ls tSls&tSls —f=e cqf)eÙkk uSfrdrk ij oSf'od ppkZ Hkkjrh; 

uhfr esa ços'k djrh gSA37 

                  2025 ds vkjaHk esa vf/kfu;e ds varxZr çLrkfor fu;eksa dk elkSnk lkoZtfud jk; 

tkuus ds fy, çLrqr fd;k x;k FkkA38 bl Øfed dk;kZUo;u dk rkRi;Z gS fd orZeku esa] Hkkjr ,d 

ifjorZudkjh nkSj ls xqtj jgk gS% lwpuk çkS|ksfxdh vf/kfu;e] 2011 ds iqjkus fo/kku ls uohu fMftVy 

O;fäxr MsVk laj{k.k vf/kfu;e ds fo/kku dh vksj vxzlj gSA xksiuh;rk dkuwu esa ,d vU; egRoiw.kZ 

çxfr Hkkjr esa ^^foLe`fr ds vf/kdkj^^ dks ysdj py jgh ppkZ gSA ;g vf/kdkj ftldk ewy vFkZ gS] fdlh 

O;fä ds futh MsVk dks feVkuk vkSj mls vkxs lalkf/kr u djuk vFkok vçklafxd ;k gkfudkjd futh 

lwpuk dks [kkst ifj.kkeksa ls i`Fkd djuk] vHkh rd Hkkjrh; dkuwu esa Li"V :i ls lafgrkc) ugha gSA 

rFkkfi] U;k;ky;ksa us dqN fof'k"V ekeyksa esa bl ij fopkj fd;k gSA orZeku esa] fMftVy O;fäxr MsVk 

laj{k.k vf/kfu;e ds vfLrRo esa vkus ds lkFk] tks O;fä;ksa dks vius futh MsVk ds mUewyu dk vuqjks/k 

djus dh vuqefr çnku djrk gS] ;g foLe`fr ds vf/kdkj dk vçR;{k :i ls lefFkZr gSA Hkfo"; esa] bl 

vf/kdkj dk vU; vf/kdkjksa] tSls fd vfHkO;fä dh Lora=rk vkSj vnkyrh fu.kZ;ksa tSls lkoZtfud vfHkys[kksa 

ds j[kj[kko] ds lkFk fdl çdkj lkeatL; LFkkfir fd;k tk,xk] ;g dkuwuh fodkl dk fo"k; jgsxkA 

mPpre U;k;ky; us vHkh rd foLe`fr ds vf/kdkj ij çR;{k fu.kZ; ugha fn;k gS] ysfdu u, dkuwu ds 

çorZu vkSj blds varxZr mRiUu gksus okys ekeyksa ds i'pkr] bl {ks= esa U;kf;d –"Vkarksa dk fodkl 

visf{kr gSA  

       fMftVy O;fäxr MsVk laj{k.k vf/kfu;e] 2023 Hkkjr ds xksiuh;rk vkSj MsVk lqj{kk laca/kh 

dkuwuh lalk/kuksa dks mYys[kuh; :i ls etcwr djrk gS] tks fdlh Hkh —f=e cqf)eÙkk fofu;eu ds fy, 

,d vfuok;Z vk/kkj çnku djrk gSA MsVk lqj{kk dks vfuok;Z cukdj vkSj O;fä;ksa dks vius MsVk ij 

fu;a=.k nsdj] ;g vçR;{k :i ls —f=e cqf)eÙkk dks bl lhek rd fofu;fer djrk gS fd vc —f=e 

cqf)eÙkk ç.kkfy;ksa dks bu vko';drkvksa dk ikyu djus ds fy, vfHkdfYir fd;k tkuk pkfg,] mnkgj.k 

ds fy,] mi;ksxdrkZ ds vuqjks/k ij MsVk gVkus dh {kerk] çlaLdj.k ds fy, oS/k vk/kkj lqfuf'pr djukA 

gkyk¡fd] futh MsVk lqj{kk ls ijs] —f=e cqf)eÙkk dkuwu ds vU; {ks=ksa] fo'ks"k :i ls lkbcj vijk/k vkSj 

lkbcj lqj{kk dks Hkh çHkkfor djrh gS] ftldk foospu ge vkxs djsaxsA 

2- lkbcj vijk/k vkSj —f=e cqf)eÙkk ds lUnHkZ esa lwpuk çkS|ksfxdh vf/kfu;e esa mica/k 

lwpuk çkS|ksfxdh vf/kfu;e] 2000 nks n'kdksa ls vf/kd le; ls Hkkjr esa fMftVy vijk/kksa] bysDVª‚fud 

vfHkys[kksa vkSj lkbcj dkuwu ds lacaf/kr igyqvksa dks 'kkflr djus okyk çeq[k fo/kku jgk gSA 20 oh ”krkCnh 

ds çkjaHk esa eq[; :i ls bysDVª‚fud okf.kT; dks oS/kkfud ekU;rk çnku djus vkSj daI;wVj laca/kh vijk/kksa 

dks nafMr djus ds mís'; ls vf/kfu;fer fd;k x;k] ftldks ¼fo'ks"k :i ls 2008 esa½ la'kksf/kr fd;k 

x;kA39 rkfd lkbcj vijk/kksa vkSj fu;ked 'kfä;ksa dh ,d foLr`r J`a[kyk dks lekfgr fd;k tk ldsA 

;|fi vf/kfu;e esa Li"V :i ls ^^—f=e cqf)eÙkk^^ dk mYys[k ugha gS] ysfdu blds çko/kku og 

vk/kkjf'kyk fufeZr dj ldrs gSa ftlds }kjk —f=e cqf)eÙkk ls lacaf/kr vusd lkbcj eqíksa ds dkuwuh 

lek/kku fd;k tk ldsA 

lkbcj lqj{kk vkSj laHkkfor :i ls —f=e cqf)eÙkk ds fy, vkbZVh vf/kfu;e ds eq[; mica/k % 

                                                           
36
vfHk’ksd dqekj vkSj vU;] India’s New Data Frontier: A Critical Legal Insight of the Personal Data Protection Act, 2023, 

https://bpasjournals.com/library-science/index.php/journal/article/view/2513/1640, izdkf”kr& tqykbZ&fnlacj 2024]i`’B-11776&11782 
37
iwoksZDr]1- 

38
bysDVª‚fuDl vkSj vkbZVh ea=ky;,https://www.pib.gov.in/PressReleasePage.aspx?PRID=2090048, izdkf”kr&3 tuojh 2025- 

39THE INFORMATION TECHNOLOGY (AMENDMENT) ACT, 2008 BE 2008. No. 10 OF 2009 
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 vukf/k—r vfHkxe vkSj gSfdax% lwpuk çkS|ksfxdh vf/kfu;e dh /kkjk 43 vkSj /kkjk 66 daI;wVj 

ç.kkfy;ksa vkSj MsVk dh pksjh rd vuf/k—r igq¡p ls lacaf/kr gSaA /kkjk 43 fdlh Hkh ,sls O;fä ij nkf;Ro 

vkjksfir djrh gS tks fcuk vuqefr ds daI;wVj lalk/ku rd igq¡prk gS vkSj ;g fu/kkZfjr djrh gS fd og 

çHkkfor O;fä dks uqdlku Hkjus ds fy, mÙkjnk;h gSA40 blds vuq:i] /kkjk 66 ,sls vuf/k—r vfHkxe dks 

3 o"kZ rd ds dkjkokl ds lkFk ,d vkijkf/kd vijk/k cukrh gSA41 ;fn fdlh gSdj }kjk daI;wVjksa dks 

LdSu djus vkSj muesa ?kqliSB djus ds fy, ,d —f=e cqf)eÙkk ç.kkyh dk mi;ksx fd;k tkrk gS] rks 

vijk/kh ds idM+s tkus ij ;s mica/k ykxw gksaxs ¼rF; ;g gS fd mUgksaus —f=e cqf)eÙkk dk mi;ksx fd;k 

og xkS.k gS ;s dkuwu vuf/k—r vfHkxe ds dk;Z ij dsafær gS½A blds foijhr] ;fn dksbZ —f=e cqf)eÙkk 

Lo;a Lok;Ùk :i ls ç.kkfy;ksa esa ços'k djuk ^^lh[k^^ tkrh gS] rks orZeku dkuwu ds rgr ml —f=e 

cqf)eÙkk dk Lokeh ;k fu;a=d bu vkjksiksa dk lkeuk dj ldrk gSA 

 MsVk vkSj flLVe {kfr% /kkjk 43 esa daI;wVj ;k mlds MsVk dks {kfr igq¡pkuk Hkh 'kkfey gSA mnkgj.k 

ds fy,] eSyos;j ¼ok;jl] oeZ~l] Vªkstu½ Mkyuk Li"V :i ls {kfr ;k O;o/kku mRiUu djus ds :i esa 

'kkfey gSA /kkjk 66F ¼lkbcj vkradokn½ esa jk"Vªh; lqj{kk dks [krjs esa Mkyus ds bjkns ls lsok ls budkj 

djus ;k flLVe dks nwf"kr djus ds dk;Z 'kkfey gSaA42 —f=e cqf)eÙkk ,sls geyksa dks c<+k ldrh gSA 

mnkgj.k ds fy,] ,d —f=e cqf)eÙkk] lefUor forfjr lsok vLohdkj geyk (DDos attack½ tks ,d ,slk 

lkbcj geyk gS tks fdlh y{;] tSls fd fdlh osclkbV ;k usVodZ] dks dbZ lzksrksa ls nqHkkZoukiwZod VªSfQd 

dks ckf/kr djus dk  ç;kl djrk gSA43 dkuwu ewyr% midj.k dh ijokg fd, fcuk ifj.kke ¼{kfr] 

O;o/kku½ dks vijk/k ?kksf"kr djrk gS] blfy, —f=e cqf)eÙkk&vk/kkfjr geys blds nk;js esa vkrs gSaA 

 igpku dh pksjh vkSj çfr:i.k }kjk /kks[kk/kM+h% /kkjk 66c igpku dh pksjh ¼fdlh vU; ds fMftVy 

gLrk{kj] ikloMZ vkfn dk mi;ksx djuk½ dks nafMr djrh gS44 vkSj /kkjk 66D daI;wVj lalk/kuksa ds ek/;e 

ls çfr:i.k }kjk /kks[kk/kM+h dks nafMr djrh gSA ;s MhiQsd vkSj —f=e cqf)eÙkk&tfur çfr:i.k ds —

f=e cqf)eÙkk lanHkZ esa vR;f/kd çklafxd gSaA mnkgj.k ds fy,] ;fn dksbZ O;fä cSad vf/kdkjh dk çfr:i.k 

djus vkSj ,d miHkksäk dks /kks[kk nsus ds fy, ,d —f=e cqf)eÙkk vkokt tujsVj dk mi;ksx djrk gS] 

rks /kkjk 66D ykxw gksxhA45 Hkkjrh; U;k; lafgrk] çfr:i.k }kjk /kks[kk/kM+h dks /kkjk 319 dks vijk/k dks 

cukrh gSA46 ;g v‚Qykbu vkSj v‚uykbu /kks[kk/kM+h dkuwuksa dks lesfdr djus ds ç;kl dks n'kkZrk gSA 

v'yhyrk] mRihM+u vkSj vU; vijk/k% vkbZVh vf/kfu;e dh /kkjk 67] 67A] 67B v‚uykbu v'yhy lkexzh] 

;kSu :i ls Li"V lkexzh vkSj cky ;kSu 'kks"k.k lkexzh ds çdk'ku ;k çlkj.k dks vijk/k ?kksf"kr djrh 

gSA47 ;fn dksbZ O;fä —f=e cqf)eÙkk dk mi;ksx djds v'yhy MhiQsd cukrk vkSj çlkfjr djrk gS] rks 

;s çko/kku ykxw gksaxsA mnkgj.k ds fy,] fdlh O;fä dk xSj&lgefr okyk Li"V MhiQsd cukuk /kkjk 

67,67A ds rgr nMauh; gSA dkuwu çorZu ds fy, —f=e cqf)eÙkk MhiQsd ds fuekZrk dh igpku djuk 

pqukSrh ,d gSA ;s —f=e cqf)eÙkk bestjh dk irk yxkus ds fy, midj.k fodflr fd, tk jgs gSa] ysfdu 

dkuwuh :i ls vijkf/k;ksa ds Kkr gksus ij mu ij vkjksfir djus ds çko/kku ekStwn gSaA 

 vkradokn ,oa mxzokn% lkbcj vkradokn] lkbcj ek/;eksa dk mi;ksx djds fd, x, mu —R;ksa dks 

lacksf/kr djrh gS tks Hkkjr dh ,drk] lqj{kk ;k laçHkqrk dks ladV esa Mkyrs gSa & tSls egRoiw.kZ ç.kkfy;ksa 

esa varHksZn ;k mUgsa ckf/kr djus dk ç;kl djuk] ;k jkT; dks {kfr igq¡pkus ;k vkrad mRiUu djus ds 

vk'k; ls xksiuh; MsVk rd vfHkxe çkIr djukA ;fn —f=e cqf)eÙkk dk mi;ksx] Lopkfyr :i ls 

nq"çpkj mRiUu djus vkSj çlkfjr djus ;k egRoiw.kZ volajpuk ij vkØe.k djus ds fy, fd, x, 

vkbZvksVh midj.kksa ds lewg dks fu;af=r djus ds fy, fd;k tkrk gS] rks ,sls —R; lkbcj vkradokn ds 

varxZr vk ldrs gSaA nks"kflf) ij vkthou dkjkokl rd dh ltk dk çko/kku gSA48 blh çdkj] ?k`.kk dk 

lizorZu Hkkjrh; U;k; lafgrk] 2023 dh /kkjkvksa ds varxZr vk ldrk gSA49] ijUrq ;fn ;g v‚uykbu fd;k 

tkrk gS] rks lwpuk çkS|ksfxdh vf/kfu;e gLr{ksi dj ldrk gSA 

                                                           
40
lwpuk çkS|ksfxdh vf/kfu;e] 2000] izdk”kd&;qfuolZy ykW ifCy”klZ]f}Hkk’kh laLdj.k]izfrLFkkfir&27-10-2009, i`’B la&22- 

41
lwpuk çkS|ksfxdh vf/kfu;e] 2000] izdk”kd&;qfuolZy ykW ifCy”klZ]f}Hkk’kh laLdj.k]izfrLFkkfir&27-10-2009, i`’B la&32- 

42
lwpuk çkS|ksfxdh vf/kfu;e] 2000] izdk”kd&;qfuolZy ykW ifCy”klZ]f}Hkk’kh laLdj.k, i’̀B la&34- 

43DDoS geyk D;k gS ?, https://www.cloudflare.com/learning/ddos/what-is-a-ddos-attack/ 
44
lwpuk çkS|ksfxdh vf/kfu;e] 2000] izdk”kd&;qfuolZy ykW ifCy”klZ]f}Hkk’kh laLdj.k, i’̀B la&33- 

45
iwoksZDr]52- 

46
Hkkjrh; U;k; lafgrk] 2023]la-45 vkWQ 2023] izdk”kd&dey ifCy”klZ (ykWesul)] f}Hkk’kh laLdj.k, i`’B la&98- 

47
lwpuk çkS|ksfxdh vf/kfu;e] 2000] izdk”kd&;qfuolZy ykW ifCy”klZ]f}Hkk’kh laLdj.k, i’̀B la&35- 

48
/kkjk 66F] çkS|ksfxdh vf/kfu;e] 2000] izdk”kd&;qfuolZy ykW ifCy”klZ]f}Hkk’kh laLdj.k, i`’B la&34- 

49
/kkjk 196A, Hkkjrh; U;k; lafgrk] 2023]la-45 vkWQ 2023] izdk”kd&dey ifCy”klZ (ykWesul)] f}Hkk’kh laLdj.k, i`’B la&64 
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 e/;orhZ nkf;Ro ,oa fo"k;oLrq fuxjkuh% lwpuk çkS|ksfxdh vf/kfu;e dh /kkjk 79 e/;LFkksa ¼tSls 

baVjusV lsok çnkrk] lks'ky ehfM;k IysVQ‚eZ½ dks r`rh;&i{k dh fo"k;oLrq ds fy, ^^lqjf{kr vkJ;^^ 

laj{k.k çnku djrh gS] tc rd fd os lE;d rRijrk cjrrs gSa vkSj dqN fo"k;oLrq dks gVkus ds fy, 

ljdkj ;k U;k;ky; ds vkns'kksa dk vuqikyu djrs gSaA50 lwpuk çkS|ksfxdh ¼e/;orhZ fn'kkfunsZ'k vkSj 

fMftVy ehfM;k vkpkj lafgrk½ fu;e] 2021 bl /kkjk ds rgr cuk, x, Fks] ftlesa e/;LFkksa dks voS/krk 

dh okLrfod tkudkjh gksus ij ¼f'kdk;rksa ;k vnkyr/ljdkjh vkns'kksa ds ek/;e ls½ lkexzh dks gVkus vkSj 

mi;ksxdrkZ le>kSrksa tSls mfpr ifjJe djus dh vko';drk Fkh tks dqN lkexzh ij çfrca/k yxkrs gSaA51 

^,vkbZ ds lanHkZ esa] ;s fu;e lh/ks rkSj ij rc çklafxd gks x, tc bysDVkkWfuDl vkSj lwpuk izlkj.k 

ea=ky; us 2023&24 esa ,vkbZ&tfur lkexzh vkSj MhiQsd ls lacaf/kr lykg tkjh dhA52 lykg esa e/;LFkksa 

dks 2021 ds fu;eksa ds fu;e 3¼1½¼b½ ds rgr muds drZO; dh ;kn fnykbZ xbZ fd os ,slh lkexzh dks 

gksLV u djsa tks >wBh ;k Hkzked gks vkSj ml rdZ dks ,vkbZ&tfur xyr lwpuk rd foLrkfjr fd;kA53 

bl çdkj] ;|fi vf/kfu;e esa —f=e cqf)eÙkk&fof'k"V nkf;Ro lafgrkc) ugha gSa] ysfdu ljdkj O;k[;k 

vkSj vuqiwjd fn'kkfunsZ'kksa }kjk —f=e cqf)eÙkk fo"k;oLrq ds eqíksa dks lacksf/kr djus ds fy, fo|eku 

çko/kkuksa dk mi;ksx dj jgh gSA 

 ,fUØI'ku ,oa fMfØI'ku vkns'k% lwpuk çkS|ksfxdh vf/kfu;e dh /kkjk 69 ljdkj dh ,tsafl;ksa dks 

jk"Vªh; lqj{kk] j{kk] lkoZtfud O;oLFkk vkfn ds fgr esa fdlh Hkh daI;wVj lalk/ku ds ek/;e ls tkudkjh 

dks vojksf/kr] e‚fuVj ;k foxw<+u djus dk vf/kdkj nsrh gSA54 tks çfØ;kRed lqj{kk mik;ksa ds v/khu gSA 

—f=e cqf)eÙkk ds lkFk] ,fUØI'ku vkSj Hkh O;kid gks tkrk gSA etcwr ,fUØI'ku cuke fof/k lEer vfHkxe 

ij ,d lrr oSf'od uhfrxr cgl tkjh gS ;s Hkkjr dk dkuwu ljdkj dks ,fUØIVsM MsVk rd vfHkxe dh 

ek¡x djus dk vf/kdkj nsrk gSA blds vfrfjä] /kkjk 69A fdlh Hkh v‚uykbu tkudkjh rd lkoZtfud 

vfHkxe dks vo#) djus dh vuqefr nsrh gS] ftlds }kjk osclkbVksa, ;wvkj,y dks Cy‚d fd;k tkrk gS] 

mnkgj.k ds fy,] fQf'kax lkbVksa ;k pjeiaFkh fo"k;oLrq dks gVkus ds fy,A o /kkjk 69B lkbcj lqj{kk ds 

fy, usVodZ VªSfQd dh fuxjkuh dh vuqefr nsrh gSA55   —f=e cqf)eÙkk lanHkZ esa] ;fn dksbZ 

,vkbZ&lapkfyr c‚VusV fdlh geys dks vatke ns jgk gS] rks /kkjk 69A dk mi;ksx fu;a=.k loZj ;k 

nqHkkZoukiw.kZ ,vkbZ lsokvksa dks Cy‚d djus ds fy, fd;k tk ldrk gS] vkSj /kkjk 69B dk mi;ksx VªSfQd 

iSVuZ dh fuxjkuh ds fy, fd;k tk ldrk gSA            

                 lwpuk çkS|ksfxdh vf/kfu;e esa gky gh esa tu fo'okl ¼mica/kksa dk la'kks/ku½ vf/kfu;e] 

2023 ds ek/;e ls la'kks/ku fd, x, gSaA bl vf/kfu;e us vuqikyu Hkkj dks de djus vkSj ekewyh vijk/kksa 

dks xSj&vijk/khdj.k djus ds fy, fofHkUu dkuwuksa esa la'kks/ku fd;kA lwpuk çkS|ksfxdh vf/kfu;e esa] dbZ 

/kkjkvksa esa la'kks/ku fd;k x;k% mnkgj.k ds fy,] dqN mYya?kuksa ds fy, dkjkokl dh 'krksaZ dks de ;k 

lekIr dj fn;k x;k vkSj tqekZuk c<+k fn;k x;kA56 fo'ks"k :i ls] vko';drk gksus ij ljdkjh ,tsafl;ksa 

dks tkudkjh çnku djus esa foQy jgus ¼/kkjk 69B dk xSj&vuqikyu½ ds fy,] ltk dks vf/kdre ,d o"kZ 

¼rhu ls de½ vkSj : 1 djksM+ rd dk fu/kkZfjr tqekZuk dj fn;k x;kA  blh çdkj] /kkjk 70B ¼tks 

CERT&In dh vko';drkvksa ds vuqikyu ls lacaf/kr gS½ ds tqekZus dks 100 xquk ¼: 1 yk[k ls : 1 djksM+½ 

c<+k fn;k x;k vkSj dqN foQyrkvksa ds fy, ,d o"kZ rd dk dkjkokl dj fn;k x;kA57 ;s la'kks/ku 

vis{kk—r uohu gSa] vkSj mudk çHkko rHkh ns[kk tk,xk tc bl izdkj ds ekeys lkeus vk;saxsA58 mnkgj.k 

ds fy,] ;fn dksbZ e/;LFk —f=e cqf)eÙkk&vk/kkfjr udyh [kkrk usVodZ ds ckjs esa vko';d tkudkjh 

çLrqr djus esa foQy jgrk gS] rks vc dkjkokl ds ctk; tqekZuk çkFkfed ifj.kke gks ldrk gS& 

vfr&vijk/khdj.k ds fcuk vuqikyu lqfuf'pr djukA 

               ;|fi lwpuk çkS|ksfxdh vf/kfu;e —f=e cqf)eÙkk dks /;ku esa j[kdj ugha cuk;k x;k 

Fkk] ijUrq blds çko/kku O;kid :i ls dbZ ,sls   —R;ksa dks lekfgr djrs gSa tks —f=e cqf)eÙkk dk 

                                                           
50
çkS|ksfxdh vf/kfu;e] 2000] izdk”kd&;qfuolZy ykW ifCy”klZ]f}Hkk’kh laLdj.k, i`’B la&42- 

51Vide G.S.R. 139(E), dated 25.2.2021, published in the Gazette of India, Extra., Pt. II, Sec. 3(i), dated 25.2.2021. 
52
vtqZu ,fMª;u fMlwtk] https://iapp.org/news/a/indias-foray-into-regulating-ai, izdkf”kr&24 vizSy 2024- 

53
lwpuk çkS|ksfxdh ¼e/;orhZ fn'kkfunsZ'k vkSj fMftVy ehfM;k vkpkj lafgrk½ fu;e] 2021]lh-th-Mh-,y-v-&25022021&225464] fnukWd&25 Qjojh 2021 

54
/kkjk 69] lwpuk çkS|ksfxdh vf/kfu;e] 2000] izdk”kd&;qfuolZy ykW ifCy”klZ]f}Hkk’kh laLdj.k]izfrLFkkfir&27-10-2009, i`’B la&37- 

55
/kkjk 69B] lwpuk çkS|ksfxdh vf/kfu;e] 2000] izdk”kd&;qfuolZy ykW ifCy”klZ]f}Hkk’kh laLdj.k, i’̀B la&37- 

56THE JAN VISHWAS (AMENDMENT OF PROVISIONS) ACT, 2023 NO. 18 OF 2023. 
57
iwoksZDr]65- 

58
lkSjo flag] tu fo'okl vf/kfu;e] 2023 vkSj vkbZih dkuwu% naM ls vuqikr dh vksj cnyko] https://www.livelaw.in/articles/jan-vishwas-act-

2023-ip-law-a-shift-from-punishment-to-proportion-293447]izdkf”kr&26 ebZ 2025- 
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mi;ksx djds fd, tk ldrs gSaA blesa —f=e cqf)eÙkk dh fof'k"V pqukSfr;k¡ 'kkfey ugha gSa] tSls Lok;Ùk 

fu.kZ; ysus ls gksus okyh gkfu;k¡] tks ikjaifjd ^^vijk/k^^ ugha gSa] ijUrq {kfr ;k HksnHkko dk dkj.k cu 

ldrh gSaA muds fy,] fdlh dks vU; fof/k;ksa dk lgkjk ysuk iM+ ldrk gSA mnkgj.k ds fy,] ;fn dksbZ 

—f=e cqf)eÙkk mRikn nks"kiw.kZ gS rks miHkksäk laj{k.k] ;k ykijokgh ds fy, vi—R; fof/kA lwpuk 

çkS|ksfxdh vf/kfu;e dh lhekvksa dks Lohdkj djrs gq,] ljdkj us bls ,d u, dkuwu & fMftVy bafM;k 

vf/kfu;e ls çfrLFkkfir djus ds vk'k; dh ?kks"k.kk dh gSA vkf/kdkfjd [kkdksa ds vuqlkj] çLrkfor 

fMftVy bafM;k vf/kfu;e u dsoy lwpuk çkS|ksfxdh vf/kfu;e }kjk lekfgr fo"k;ksa ls fuiVsxk] cfYd ^^—

f=e cqf)eÙkk vkSj Cy‚dpsu tSlh uohu çkS|ksfxfd;ksa ds fofu;eu^^ ls Hkh fuiVsxkA59 fMftVy bafM;k 

vf/kfu;e ds fy, ijke'kZ 2023 esa çkjaHk gqvk] vkSj blesa v‚uykbu lqj{kk] mHkjrh çkS|ksfxfd;ksa dh 

tokcnsgh vkSj laHkor% fujh{k.k ds fy, —f=e cqf)eÙkk ç.kkfy;ksa dk oxhZdj.k ij çko/kku 'kkfey gksus dh 

laHkkouk gSA60 tc rd og u;k dkuwu vf/kfu;fer ugha gks tkrk] rc rd lwpuk çkS|ksfxdh vf/kfu;e 

Hkkjr esa lkbcj fof/kd eqíksa ds fy, çHkkoh fo/kku cuk jgsxkA 

       la{ksi esa] Hkkjr ds lkbcj vijk/k dkuwu daI;wVjksa vkSj usVodZ ls tqM+h nqHkkZoukiw.kZ xfrfof/k;ksa] 

ftuesa —f=e cqf)eÙkk }kjk lfØ; xfrfof/k;k¡ Hkh 'kkfey gSa] ds fy, ,d vko';d fuokjd vkSj çfrfØ;k 

ra= çnku djrs gSaA os vijkf/k;ksa dks tokcnsg Bgjkus vkSj vf/kdkfj;ksa dks lkbcj [krjksa ds fo#) 

dk;Zokgh djus dk vf/kdkj nsus ds fy, vk/kkj fufeZr djrs gSaA rFkkfi] ;s dkuwu çfrfØ;kRed :i ls 

dk;Z djrs gSaA vkSj lfØ; :i ls ;g fofu;fer ugha djrs gSa fd —f=e cqf)eÙkk dks dSls fodflr ;k 

mi;ksx fd;k tkuk pkfg,A  

3- lkbcj lqj{kk fofu;e ,oa laLFkkxr <k¡pk 

Hkkjr us lkbcj lqj{kk ij dsafær fofu;eksa vkSj laLFkkuksa dk ,d r=a fodflr fd;k gS] tks lkbcj lqj{kk 

ij —f=e cqf)eÙkk ds çHkko ij fopkj djrs le; vR;ar çklafxd gSA lkbcj lqj{kk lqfuf'pr djus esa 

laxBuksa ds fy, ç.kkfy;ksa vkSj MsVk dh lqj{kk ds fy, dkuwuh vkns”k vkSj lkbcj ?kVukvksa dks jksdus] 

fuxjkuh djus vkSj çfrfØ;k nsus ds fy, ,tsafl;ksa dh mifLFkfr] nksuksa 'kkfey gSaA 

           Hkkjr ds lkbcj lqj{kk ra= esa ,d egRoiw.kZ Hkwfedk Hkkjrh; daI;wVj vkikrdkyhu ekspu ny 

(CERT-In) fuHkkrk gSA lwpuk çkS|ksfxdh vf/kfu;e dh /kkjk 70B ds rgr ljdkj }kjk LFkkfir] CERT-In 

?kVuk çfrfØ;k ds fy, jk"Vªh; ,tsalh gSA o"kksaZ ls] daI;wVj vkikr ekspu ny us Hkkjr esa lkbcj lqj{kk dh 

fLFkfr dks csgrj cukus ds fy, fofHkUu fn'kkfunsZ'k vkSj funsZ'k tkjh fd, gSaA61 fo'ks"k :i ls /kkjk 70B 

¼6½62 dk iz;ksx djrs gks,] vçSy 2022 esa] daI;wVj vkikr ekspu ny us ^^lqjf{kr vkSj fo'oluh; baVjusV 

ds fy, lwpuk lqj{kk çFkkvksa] çfØ;kvksa] jksdFkke] çfrfØ;k vkSj lkbcj ?kVukvksa dh fjiksfVaZx ij funsZ'k^^ 

dk ,d leqPp; tkjh fd;kA63  

lsok çnkrkvksa] e/;LFkksa] MsVk dsaæksa vkSj laxBuksa ij funsZ'k64 

 lHkh lkbcj ?kVukvksa ¼usVodZ dh yf{kr LdSfuax/tkWp] vkbZVh ç.kkfy;ksa rd vuf/k—r igqap] 

nqHkkZoukiw.kZ dksM geys ls ysdj MsVk mYya?kuksa vkSj vkuqiz;ksx dky rd½ dks cgqr de le; lhek ds 

Hkhrj CERT-In dks fjiksVZ djus dk vkns'k fn;kA¼'kq#vkr esa ?kVuk dh lwpuk feyus ds 6 ?kaVs ds Hkhrj½A ;g 

fo'o Lrj ij lcls l[r fjiksfVaZx vko';drkvksa esa ls ,d gS] ftldk mís'; ;g lqfuf'pr djuk gS fd 

ljdkj dks çfrfØ;kvksa dk leUo; djus ds fy, le; ij tkudkjh feysA  

                 —f=e cqf)eÙkk ds fy,] bldk eryc gS fd ;fn dksbZ —f=e cqf)eÙkk&lapkfyr 

ç.kkyh Hkax gks tkrh gS ;k  

;fn fdlh daiuh ij geys esa —f=e cqf)eÙkk dk mi;ksx fd;k tkrk gS] rks ml daiuh dks rqjar bldh 

fjiksVZ djuh gksxhA  

                                                           
59
vkfgy 'ks[k] ikjnf'kZrk fMftVy bafM;k vf/kfu;e dk vk/kkj gksuk pkfg,] https://www.techpolicy.press/transparency-must-be-a-cornerstone-

of-the-digital-india-act/, izdkf”kr& 23 vçSy 2024- 

60Hkkjr dk fMftVy Hkfo";% fMftVy bafM;k vf/kfu;e 2023, https://www.drishtiias.com/daily-updates/daily-news-editorials/india-s-digital- 

future-the-digital-india-act-2023, izdkf”kr& 9 vDVwcj 2023- 

61
lwpuk çkS|ksfxdh vf/kfu;e] 2000] izdk”kd&;qfuolZy ykW ifCy”klZ]f}Hkk’kh laLdj.k, i’̀B la&39- 

62
iwoksZDr]70- 

63Ministry of Electronics and Information Technology (MeitY) Indian Computer Emergency Response Team (CERT-In), No. 20(3)/2022-

CERT-In, izdkf”kr& 28 vizSy 2022- 
64
iwoksZDr 72- 
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 lsok çnkrkvksa ¼ohih,u65 çnkrkvksa] fØIVksD;wjsalh vknku&iznku] DykmM lsokvksa lfgr½ dks 

mi;ksxdrkZ xfrfof/k;ksa vkSj dqN MsVk ¼tSls xzkgd uke] vkbZih irs½ ds foLr`r y‚x dks ,d fuf'pr vof/k 

ds fy, cuk, j[kus dh vko';d crk;kA                   xksiuh;rk ds –f"Vdks.k ls ;g fooknkLin 

Fkk vkSj oSf'od ohih,u çnkrkvksa ds fy, vuqikyu laca/kh eqís mBk,] ljdkj us bls lkbcj vijk/kksa dk 

irk yxkus ds fy, vko';d crk;kA ;g vko';drk —f=e cqf)eÙkk ds lkFk bl ek;us esa çfrPNsn djrh 

gS fd dbZ —f=e cqf)eÙkk ç.kkfy;k¡ DykmM baÝkLVªDpj ij pyrh gSa & DykmM çnkrkvksa dks ,slh 

tkudkjh y‚x djuh pkfg, tks —f=e cqf)eÙkk&lacaf/kr ?kVukvksa dh tkap ds fy, egRoiw.kZ gks ldrh gSA 

 funsZ'kksa esa ;g vfuok;Z fd;k x;k gS fd lHkh lsok çnkrk] e/;LFk] MsVk dsaæ] fudk; d‚iks ZjsV vkSj 

ljdkjh laxBu vfuok;Z :i ls vius lHkh vkbZlhVh flLVe ds y‚x dks l{ke djsaxs vkSj mUgsa Hkkjrh; 

vf/kdkj {ks= esa 180 fnuksa dh vof/k ds fy, lqjf{kr :i ls cuk, j[ksaxsA ,sls y‚x dks fdlh Hkh ?kVuk dh 

fjiksfVaZx ds lkFk ;k CERT-In }kjk vkns'k/funsZ'k fn, tkus ij CERT-In dks çnku djuk gksxkA 

 laLFkkvksa dks y‚x esa fLFkjrk ds fy, flLVe ?kfM+;ksa dks Hkkjrh; ekud le; ds vuqlkj djus dks 

dgk x;kA 

 fdlh Hkh ?kVuk ds ekeys esa] lanfHkZr laLFkkvksa dks CERT-In }kjk ekaxs x, fooj.k çLrqr djus gksaxsA 

lwpuk çLrqr djus esa foQyrk ;k iwoksZä funsZ'kksa dk ikyu u djus ij] vkbZVh vf/kfu;e] 2000 dh /kkjk 

70B dh mi/kkjk ¼7½ vkSj vU; ykxw dkuwuksa ds rgr naMkRed dk;Zokgh gks ldrh gSA 

;s CERT-In funsZ'k lkbcj lqj{kk vuqikyu ij Hkkjr ds –<+ #[k dks çnf'kZr djrs gSaA tcfd os —f=e 

cqf)eÙkk&fof'k"V ugha gSa] ij os ,d lqj{kk&mUeq[k okrkoj.k cukrs gSa] ftlesa —f=e cqf)eÙkk MsoyilZ vkSj 

mi;ksxdrkZ dke djrs gSaA mnkgj.k ds fy,] —f=e cqf)eÙkk&vk/kkfjr lsokvksa dks rSukr djus okyh daiuh 

dks u dsoy viuh ç.kkyh dh lqj{kk djuh gksxh] cfYd dqN xyr gksus ij dBksj fjiksfVaZx ds fy, rS;kj 

jguk pkfg,A66 

,d vU; {ks= uktqd lwpuk volajpuk ¼critical information infrastructure½ laj{k.k gSA lwpuk 

çkS|ksfxdh vf/kfu;e dh /kkjk 70 ds rgr] ljdkj fdlh Hkh daI;wVj lalk/ku dks ^^lajf{kr^^ ?kksf"kr dj 

ldrh gSA67 ;fn og jk"Vªh; volajpuk ¼fctyh fxzM] nwjlapkj] foÙk vkfn½ ds fy, egRoiw.kZ gSA jk"Vªh; 

rduhdh vuqla/kku laxBu ds rgr jk"Vªh; uktqd lwpuk volajpuk laj{k.k dsaæ ¼NCIIPC½ dks uktqd lwpuk 

volajpuk ¼CII½ dh lqj{kk dk dk;Z lkSaik x;k gSA68  

       fctyh] cSafdax] nwjlapkj vkfn tSls {ks=ksa dks egRoiw.kZ ds :i esa igpkuk x;k gSA bu {ks=ksa dh 

laLFkkvksa esa vkerkSj ij vfrfjä lkbcj lqj{kk vko';drk,a gksrh gSaA tSls&tSls ;s {ks= —f=e cqf)eÙkk dks 

'kkfey djrs gSa ¼mnkgj.k ds fy,] ÅtkZ esa LekVZ fxzM] ,YxksfjFke VªsfMax ;k cSafdax esa _.k fu.kZ;ksa esa —

f=e cqf)eÙkk½] —f=e cqf)eÙkk ç.kkfy;ksa dh yphykiu vkSj lqj{kk CII laj{k.k dk fgLlk cu tkrh gSA ;fn] 

eku yhft,] fctyh fxzM ds ,d fgLls dks fu;af=r djus okyh —f=e cqf)eÙkk ij geyk fd;k tkrk gS] 

rks ;g dsoy ,d daiuh dk eqík ugha cfYd jk"Vªh; lqj{kk dk eqík gS] vkSj NCIIPC ;k CERT&In j{kk vkSj 

çfrfØ;k dk leUo; djsaxsA69 daiuh ¼çca/ku vkSj ç'kklu½ fu;e] 2014 Hkh bysDVª‚fud fjd‚MZ dks vuf/k—

r igqap ls lqjf{kr j[kuk ,d d‚iksZjsV ftEesnkjh cukrs gSa] tks vçR;{k :i ls daifu;ksa dks lkbcj lqj{kk 

mik;ksa esa fuos'k djus ds fy, çsfjr djrk gSA70 

{ks=h; fn'kkfunsZ'k Hkh gSa] mnkgj.k ds fy,] Hkkjrh; fjtoZ cSad ¼RBI½ ds ikl cSadksa vkSj foÙkh; laLFkkuksa ds 

fy, foLr`r lwpuk izkS|ksfxd <kWpk gS] ftlesa lkbcj lqj{kk fu;a=.k vkSj vkof/kd v‚fMV 'kkfey gSaA71 

vkjchvkbZ us 2023 esa cSadksa/,uch,Qlh ds fy, vkbZVh lsokvksa dh vkmVlksflaZx ij ekLVj funsZ'k Hkh tkjh 

fd,] ftlesa vkmVlkslZ fd, x, rduhd ¼ftlesa vkmVlkslZ fd, x, —f=e cqf)eÙkk lsok,a 'kkfey gks 

ldrh gSa½ ds tksf[keksa dks lacksf/kr fd;k x;kA72  

                                                           
 

66CERT-IN bafM;k dh 6 ?kaVs dh le;lhek dk vuqikyu dSls djsa \, https://www.ardentprivacy.ai/blog/how-to-comply-with-the-cert-in-6-

hours-timeline/ 
67
lwpuk çkS|ksfxdh vf/kfu;e] 2000] izdk”kd&;qfuolZy ykW ifCy”klZ]f}Hkk’kh laLdj.k]izfrLFkkfir&27-10-2009, i`’B la&38- 

68
/kkjk 70A] lwpuk çkS|ksfxdh vf/kfu;e] 2000] izdk”kd&;qfuolZy ykW ifCy”klZ]f}Hkk’kh laLdj.k]izfrLFkkfir&27-10-2009, i`’B la&38- 

69
MkW- iou nqXxy]lkbcj ykW] izdk”kd&;wfuoZly ysDlh usDlh] rr̀h; laLdj.k 2003] ISBN:978-81-962410-7-0,i`’B la&336- 

70
fu;e 28] daiuh¼izca/ku ,oa iz”kklu½fu;e]2014] https://ca2013.com/rule-28-companies-management-administration-rules2014/  

71https://www.rbi.org.in/Commonman/English/scripts/Notification.aspx?Id=1721 
72
Hkkjrh fjtZo cSad] RBI/2023-24/102DoS.CO.CSITEG/SEC.1/31.O1.O15/2023-24] https://fidcindia.org.in/wp-content/uploads/2023/04/RBI-

OUTSOURCING-OF-IT-SERVICES-10-04-23.pdf]izdkf”kr&10 vizSy 2023- 
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2018 esa Hkkjrh; nwjlapkj fu;ked çkf/kdj.k ¼TRAI½ us nwjlapkj MsVk dh xksiuh;rk vkSj lqj{kk ij 

flQkfj'ksa fn FkhA ;g ,d etcwr MsVk lqj{kk O;oLFkk dh çR;k'kk djrk gSA73 mnkgj.k ds fy,] xzkgd 

MsVk dk fo'ys"k.k djus ds fy, —f=e cqf)eÙkk dk mi;ksx djus okys cSad dks u dsoy MhihihMh 

vf/kfu;e dk ikyu djuk gksxk cfYd vkjchvkbZ ds lkbcj lqj{kk ekunaMksa dk Hkh ikyu djuk gksxk vkSj 

;g lqfuf'pr djuk gksxk fd dksbZ Hkh —f=e cqf)eÙkk foØsrk mu ekudksa dks iwjk djrk gSA  

laLFkkxr <kaps ds lanHkZ esa% CERT-In vkSj NCIIPC ds vykok] gekjs ikl jkT; iqfyl esa lkbcj vijk/k lsy 

vkSj ,d dsaæh; lkbcj vijk/k fjiksfVaZx iksVZy gSA74 dkuwu çorZu] —f=e cqf)eÙkk&lgk;rk çkIr /kks[kk/kM+h 

tSls vijk/kksa ls fuiVus dh {kerk c<+k jgk gSA dsaæh; tkap C;wjks ¼CBI½ ds ikl ,d lkbcj vijk/k bdkbZ gS 

;s jkT; iqfyl] lkbcj iqfyl LVs'ku cuk jgh gSA75 u;h {ker¨ dk fuekZ.k tkjh gS D;ksafd —f=e cqf)eÙkk 

ls lacaf/kr vijk/kksa dh tkap ds fy, u, dkS'ky dh vko';drk gksrh gSA  

varjkZ"Vªh; lg;ksx dks egRoiw.kZ ekuk tkrk gSA lkbcj vkSj —f=e cqf)eÙkk [krjs lhekghu gSaA CERT-In 

Hkkjr ds ckgj mRiUu gksus okyh ?kVukvksa ds fy, nqfu;k Hkj ds led{kksa ds lkFk leUo; djrk gSA76 

Hkkjr] lkbcj vijk/k ij cqMkisLV dUosa'ku77 dk gLrk{kjdrkZ ugha gksus ds ckotwn] lkbcj lqj{kk ij 

f}i{kh; vkSj cgqi{kh; ç;klksa esa layXu gSA tSls&tSls  —f=e cqf)eÙkk [krjs c<+rs gSa] ;g lg;ksx xgjk 

gksus dh laHkkouk gSA 

Hkkjrh; ekud C;wjks ¼BIS½ dh ,d fnypLi uhfr —f=e cqf)eÙkk ds fy, ekudksa dk fodkl gSA BIS ds 

ikl —f=e cqf)eÙkk ij ,d lfefr gS ftlus elkSnk ekud çLrkfor fd, gSaA78 tcfd ekud LoSfPNd gSa] 

os fofu;eu dks lwfpr dj ldrs gSaA mnkgj.k ds fy,] Hkkjrh; ekud C;wjks —f=e cqf)eÙkk ç.kkyh dh 

etcwrh ;k fo'oluh;rk ij ekud fu/kkZfjr dj ldrk gS ;s fu;ked ckn esa mUgsa loksZÙke çFkkvksa ds :i 

esa lanfHkZr dj ldrs gSaA BIS us 2020 esa MsVk xksiuh;rk vk'oklu (IS 17428) ij ,d ekud Hkh tkjh 

fd;kA ftls laxBu xksiuh;rk fl)karksa ds vuqikyu dks çnf'kZr djus ds fy, viuk ldrs gSaA79 ;s 

ekudhdj.k ç;kl lqjf{kr —f=e cqf)eÙkk ds fy, rduhdh csapekdZ dks ifjHkkf"kr djus ds fy, ,d 

lfØ; –f"Vdks.k dk ladsr nsrs gSaA 

       bl çdkj] jk"Vªh; lkbcj lqj{kk uhfr ¼NCSP½ 2013 vkSj çrhf{kr jk"Vªh; lkbcj lqj{kk j.kuhfr 

tSlh uhfr;ksa dks ljdkjh ç.kkfy;ksa vkSj egRoiw.kZ lsokvksa esa —f=e cqf)eÙkk dks /;ku esa j[kuk gksxkA 

jk"Vªh; lkbcj lqj{kk uhfr 2013 ds mís'; & ,d lqjf{kr lkbcj ikfjfLFkfrdh ra= cukuk] dkuwuksa dks 

etcwr djuk vkSj dk;Zcy cukuk & çklafxd cus gq, gSa] ysfdu ubZ j.kuhfr nLrkostksa us dfFkr rkSj ij 

2020 ds vklikl rS;kj fd, x, u, j.kuhfr nLrkost ,vkbZ vkSj vkbZvksVh tSlh mHkjrh gqbZ rduhd dks 

lqjf{kr djus ds fy, vkxs c<+rs gSaA  

4- —f=e cqf)eÙkk uhfrxr igy vkSj elkSnk çLrko 

—f=e cqf)eÙkk dh varfuZfgr {kerk vkSj tksf[keksa nksuksa dks Lohdkj djrs gq,] Hkkjr ljdkj vkSj lac) 

laLFkkuksa us —f=e cqf)eÙkk ls lacaf/kr dbZ iz;kl çkjaHk dh gSa vkSj Hkfo"; dh fofu;ked ;kstukvksa dk 

ladsr fn;k gSA ;g mYysf[kr gS fd ] Hkkjr esa vHkh rd dksbZ lefiZr ^^—f=e cqf)eÙkk dkuwu^^ vfLrRo esa 

ugha gS] ;s igysa ,d laHkkfor dkuwuh <kaps dh vk/kkjf'kyk j[krh gSaA  

bl fn'kk esa uhfr vk;ksx dh igy ^—f=e cqf)eÙkk ds fy, jk"Vªh; j.kuhfr^] 2018] ftldk mi'kh"kZd 

^^lHkh ds fy, —f=e cqf)eÙkk^^ Fkk] ds lkFk çkjaHk gqbZA ;g ,d egRoiw.kZ nLrkost Fkk ftlus —f=e 

cqf)eÙkk ds dk;kZUo;u ds fy, çkFkfedrk okys {ks=ksa ¼LokLF;] —f"k] f'k{kk] LekVZ 'kgj] LekVZ xfr'khyrk½ 

dh igpku dh vkSj mi;qä uhfr;ksa vkSj fofu;eksa dh vko';drk dks Hkh Lohdkj fd;kA blus flQkfj'k 

dh] fd Hkkjr] MsVk lqj{kk dkuwuksa rFkk {ks=h; fofu;ked <k¡pksa dh LFkkiuk djs] vkSj —f=e cqf)eÙkk ds 

                                                           
73
v#.k çHkq ]nwjlapkj {ks= esa xksiuh;rk] lqj{kk vkSj MsVk ds LokfeRo ij VªkbZ dh flQkfj'ksa] 2018] 

https://corporate.cyrilamarchandblogs.com/2018/07/trai-recommendations-privacy-security-ownership-data-telecom-sector-2018] 
izdkf”kr& 30 tqykbZ 2018- 

74https://services.india.gov.in/service/detail/national-cyber-crime-reporting-portal 
75CID Crime Branch Odisha Police , Cyber Crime Police Station through a notification (No. 22730/CP dated 09.06. 2004).  

76
jkgqy lqUnje~ ,https://www.indialaw.in/blog/civil/cert-in-india-cybersecurity-framework/, izdkf”kr& 25 uoEcj 2024- 

77Convention on Cybercrime Budapest,European Treaty Series - No. 185, https://rm.coe.int/1680081561 
78
,vkbZ fofu;eu% ljdkj vuqç;ksxksa ds fy, ekudksa dk O;kid lsV rS;kj dj jgh gS, https://www.policycircle.org/policy/ai-regulation-in-india-

bis-standard/, izdkf”kr& 29 vxLr 2024- 

79
vd”k; usaj, IS17428 -A New Privacy Assurance Standard in India , https://www.foxmandal.in/is-17428-a-new-privacy-assurance-

standard-in-india/, izdkf”kr& 2 tuojh 2022- 
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fy, varjkZ"Vªh; ekudksa dks viukus dks c<+kok nsaA80 blus —f=e cqf)eÙkk vuqla/kku vkSj dkS'ky fodkl ds 

fy, cqfu;knh <kaps ds fuekZ.k dk Hkh lq>ko fn;kA egRoiw.kZ :i ls]   —f=e cqf)eÙkk ds fy, jk"Vªh; 

j.kuhfr us mPp Lrj ij uSfrd fopkjksa ¼iwokZxzg] ikjnf'kZrk] tokcnsgh½ ij ppkZ dh vkSj lq>ko fn;k fd 

fdlh Hkh —f=e cqf)eÙkk fofu;eu dks çkjafHkd :i ls uokpkj dks ckf/kr u djus ds fy, lgt gksuk 

pkfg,A 

blh vk/kkj ij] 2021 esa uhfr vk;ksx us ^^ftEesnkj —f=e cqf)eÙkk^^ ij nks&Hkkx –f"Vdks.k tkjh fd;kA 

Hkkx 1 Qjojh 2021] us fl)kar fu/kkZfjr fd, – tSls lqj{kk vkSj fo'oluh;rk] lekurk ¼iwokZxzg ls cpko½] 

lekosf'krk vkSj xSj&HksnHkko] xksiuh;rk vkSj lqj{kk] vkSj tokcnsghA81 Hkkx 2 vxLr 2021] us bu fl)karksa 

dks fØ;kfUor djus ds fy, ,d –f"Vdks.k çnku fd;kA blus ljdkj vkSj futh {ks= nksuksa ls Hkkxhnkjh dk 

vkºoku fd;k rkfd ;g lqfuf'pr fd;k tk lds fd —f=e cqf)eÙkk ç.kkfy;k¡ loksZÙke çFkkvksa tSls iwokZxzg 

ijh{k.k] ,YxksfjFke çHkko vkdyu vkfn ds ek/;e ls uSfrd ekunaMksa dk ikyu djsaA82 ;|fi ;s nLrkost 

Lo;a dkuwu ugha gSa] fQj Hkh os fdlh Hkh Hkfo"; ds ck/;dkjh fn'kkfunsZ'kksa ds fy, lanHkZ ds :i esa dk;Z 

djrs gSaA mnkgj.k ds fy,] ;fn Hkfo"; esa ljdkj lwpuk çkS|ksfxdh vf/kfu;e ;k —f=e cqf)eÙkk fujh{k.k 

ds fy, ,d u, dkuwu ds rgr fu;e tkjh djrh gS] rks ;g visf{kr gS fd ;s uhfr vk;ksx ds fl)kar mu 

fu;eksa dks çHkkfor djsaxsA tSls&egRoiw.kZ Mksesu esa —f=e cqf)eÙkk ç.kkfy;ksa ds fy, tksf[ke ewY;kadu ;k 

ekuo fujh{k.k dh vko';drkA 

lekarj :i ls] bysDVª‚fuDl vkSj lwpuk çkS|ksfxdh ea=ky; ¼MeitY½ us fof'k"V —f=e cqf)eÙkk fo"k;ksa 

ij lfefr;k¡ xfBr dhaA mnkgj.k ds fy,] —f=e cqf)eÙkk 'kklu ij ,d lfefr ,d fjiksVZ rS;kj dj 

ldrh gSA ,slh fjiksVsaZ vkSj flQkfj'ksa vDlj dkuwu fuekZ.k ls iwoZ dh fLFkfr dks n'kkZrh gSaA bysDVª‚fuDl 

vkSj lwpuk çkS|ksfxdh ea=ky; us —f=e cqf)eÙkk dks fofu;fer djus ds ckjs esa vo/kkj.kk uksV Hkh çlkfjr 

fd, gSaA 2023 esa] MeitY us laln esa lkoZtfud :i ls dgk fd og rRdky ^—f=e cqf)eÙkk dks 

fofu;fer djus ds fy,ß dksbZ dkuwu ykus ij fopkj ugha dj jgh gSA83 og ,d uokpkj&leFkZd –f"Vdks.k 

dks çkFkfedrk ns jgk gSA ;g ChatGPT tSlh tsusjsfVo —f=e cqf)eÙkk ds oSf'od iVy esa vkus dk le; 

Fkk] ftlus dbZ ns'kksa dks fofu;ked dne mBkus ij fopkj djus ds fy, çsfjr fd;kA gkyk¡fd] MeitY dk 

#[k lw{e Fkk] Hkys gh mlus dgk fd dksbZ rRdky —f=e cqf)eÙkk&fof'k"V dkuwu ugha gS] fQj Hkh og lkFk 

gh lkFk fMftVy bafM;k ,DV ds [kkds ij dke dj jgk Fkk ftlesa ^^mPp&tksf[ke okyh —f=e cqf)eÙkk 

ç.kkfy;ksa dk fofu;eu^^ ,d ?kVd ds :i esa 'kkfey FkkA84 blls irk pyrk gS fd ;wjksih; la?k ds –

f"Vdks.k dh rjg ,d i`Fkd vf/kfu;e ds ctk;] Hkkjr ,d O;kid fMftVy dkuwu ds Hkhrj —f=e 

cqf)eÙkk dks 'kkfey dj ldrk gSA 

        2024 ds 'kq#vkrh fnuksa esa —f=e cqf)eÙkk fofu;eu ij ljdkj dh lksp vkSj fofHkUu ljdkjh 

,tsafl;ksa ds chp py jgh ppkZ dks lkoZtfud fd;k x;kA ekpZ 2024 esa] bysDVª‚fuDl vkSj lwpuk 

çkS|ksfxdh ea=ky; ¼MeitY½ us ,d xSj&ck/;dkjh lykg tkjh dh] ftlus çHkkoh :i ls —f=e cqf)eÙkk 

e‚Myksa ij rRdky çHkko ls dqN fu;a=.k yxk fn,A —f=e cqf)eÙkk vkmViqV dks Li"V :i ls —f=e 

cqf)eÙkk&tfur ds :i esa yscy fd;k tk,A pquko laca/kh xyr lwpuk ;k ekStwnk lwpuk çkS|ksfxdh 

vf/kfu;e fu;eksa ds rgr fdlh Hkh xSjdkuwuh lkexzh ds fuekZ.k ds fy, —f=e cqf)eÙkk ds mi;ksx ij 

çfrcaf/kr fd;k x;kA85 ewy :i ls] IysVQkeksaZ ls ;g lqfuf'pr djus ds fy, dgk x;k fd muds }kjk 

çnku fd, x, —f=e cqf)eÙkk midj.k xSjdkuwuh lkexzh ¼tSls ?k`.kkLin Hkk"k.k] udyh lekpkj] vkfn] tks 

çfrcaf/kr gSa½ dks c<+kok u nsaA blesa ;g psrkouh Hkh tksM+h xbZ fd bu vis{kkvksa dk vuqikyu u djus ij 

vf/kfu;e vkSj vkbZihlh    ¼ch,u,l½ ds rgr dkuwuh dk;Zokgh dh tk ldrh gSA86 gkyk¡fd ,d lykg 

                                                           
80National Strategy for Artificial Intelligence,  https://www.niti.gov.in/sites/default/files/2023-03/National-Strategy-for-Artificial-

Intelligence.pdf  
81 Part 1– Principles for Responsible AI, https://www.niti.gov.in/sites/default/files/2021-02/Responsible-AI-22022021.pdf, 
izdkf”kr&Qjojh 2021- 
82 Part 2 - Operationalizing Principles for Responsible AI, https://www.niti.gov.in/sites/default/files/2021-08/Part2-Responsible-

AI-12082021.pdf, izdkf”kr& vxLr 2021- 
83
vkbZVh ea=ky; us laln dks crk;k] ,vkbZ dks fofu;fer djus dh dksbZ ;kstuk ugha] https://www.thehindu.com/news/national/no-plan-to-

regulate-ai-it-ministry-tells-parliament/article66702044.ece, izdkf”kr&5 viSzy 2023- 
84
vEyku eksgarh ,oa 'krØrq 'kkgq,India’s Advance on AI Regulation, https://carnegieendowment.org/research/2024/11/indias-advance-

on-ai-regulation?lang=en, izdkf”kr&21 uoEcj 2024- 
85
vtqZu ,fMª;u fMlwtk] ,vkbZ dks fofu;fer djus esa Hkkjr dk dne] https://iapp.org/news/a/indias-foray-into-regulating-ai] izdkf”kr&24 vizSy 

2024- 
86Meity’s guidance on AI: Aynalyzing March Advisory and Legal Perspectives, https://kaizenlaw.in/2024/04/03/meitys-

guidance-on-ai-analyzing-march-15th-advisory-and-legal-perspectives/, izdkf”kr&3 vizSy 2024- 
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gksus ds ukrs bldh Hkk"kk ck/;dkjh fu;e dh ugha Fkh] ysfdu blus ,d psrkouh vo'; nhA bl lykg dk 

Rofjr la'kks/ku bl vkarfjd vglkl dks n'kkZrk gS fd ,d larqyu cukuk vko';d gS] —f=e cqf)eÙkk esa 

mi;ksxdrkZ lqj{kk vkSj fo'okl lqfuf'pr djuk] ysfdu uokpkj dks ckf/kr u djuk ;k ,slh cksf>y 

vuqefr;k¡ cukuk tks oS/k  —f=e cqf)eÙkk mi;ksx dks Hkh ckf/kr dj ldrh gSaA87 fjiksVksaZ ls irk pyrk gS 

fd bysDVª‚fuDl vkSj lwpuk çkS|ksfxdh ea=ky; ¼MeitY½ vke rkSj ij —f=e cqf)eÙkk ds fy, ,d 

^^lkekU; fu;ked –f"Vdks.k^^ dk leFkZu djrk gS] tks uokpkj ij /;ku dsafær djrk gS] tcfd dqN vU; 

,tsafl;ksa us —f=e cqf)eÙkk ds tksf[keksa ds dkj.k vf/kd l[r fofu;eu dk vkºoku fd;kA88 Hkkjr 

ljdkj ds ç/kku oSKkfud lykgdkj dk;kZy; us rks —f=e cqf)eÙkk ds lfØ; fofu;eu dk vkxzg djrs 

gq, ,d fjiksVZ Hkh çdkf'kr dh Fkh] ftlesa bls fuxjkuh dh vko';drk okyh ^^tfVy vuqdwyh ç.kkyh^^ 

crk;k x;k FkkA  

          Hkkjr —f=e cqf)eÙkk uSfrdrk vkSj 'kklu ij varjjk"Vªh; Lrj ij lfØ; gSA fnlacj 2023 

esa] Hkkjr us ubZ fnYyh esa—f=e cqf)eÙkk ij oSf'od Hkkxhnkjh ¼GPAI½ f'k[kj lEesyu dh estckuh dh] tgk¡ 

blus vkfFkd lg;ksx vkSj fodkl laxBu (OECD) —f=e cqf)eÙkk fl)karksa ds çfr viuh çfrc)rk nksgjkbZ 

– tks Hkjkslsean —f=e cqf)eÙkk] ekuokf/kdkjksa] fu"i{krk vkSj ikjnf'kZrk ij tksj nsrs gSaA eaf=Lrjh; ?kks"k.kk 

us ftEesnkj —f=e cqf)eÙkk ds fy, fu;eksa vkSj ekudksa ds fodkl dk leFkZu fd;kA89 GPAI esa vkSj G20 

esa ¼viuh 2023 dh v/;{krk ds nkSjku] Hkkjr us —f=e cqf)eÙkk lfgr fMftVy eqíksa dks ,tsaMk esa j[kk½ 

Hkkjr dh lfØ; Hkwfedk viuh ?kjsyw –f"Vdks.k dks ifj"—r djrs gq, Hkh oSf'od —f=e cqf)eÙkk 'kklu 

ekunaMksa dks vkdkj nsus ds bjkns dks n'kkZrh gSA 

         ;g uhfrxr lanHkZ bl ckr dks çHkkfor djsxk fd dkuwuh <kapk fdl çdkj fodflr gksxkA 

fQygky] Hkkjr esa fgr/kkjd lkekU; dkuwuksa vkSj lkekU; fn'kkfunsZ'kksa ds rgr dke dj jgs gSaA os vf/kd 

Bksl fu;eksa dh mEehn djrs gSa ysfdu varfje esa Lo&fofu;eu ds fy, oSf'od <k¡pksa ls Hkh vuqdj.k ysrs 

gSaA bl i= dk vxyk Hkkx fo'ys"k.k djsxk fd çeq[k oknksa esa bUgsa dSls ykxw ;k O;k[;kf;r fd;k x;k gS] 

vkSj fQj 'ks"k vulqy>h pqukSfr;ksa ij ppkZ djsxkA 

 

U;kf;d çfrfØ;k,¡% loksZPp U;k;ky; dk xksiuh;rk vkSj çkS|ksfxdh ij nf"̀Vdks.k 

         Hkkjr ds loksZPp U;k;ky; us xksiuh;rk] MsVk laj{k.k vkSj lkbcj dkuwu – mu {ks=ksa dks tks —

f=e cqf)eÙkk vkSj lkbcj lqj{kk ds fofu;eu dks lh/ks çHkkfor djrs gSa – dh dkuwuh :ijs[kk dks vkdkj 

nsus esa egRoiw.kZ Hkwfedk fuHkkbZ gSA gky ds o"kksaZ esa dbZ ,sfrgkfld fu.kZ;ksa ds ek/;e ls] U;k;ky; us 

vk/kkjHkwr fl)karksa dks LFkkfir fd;k] vkSj dbZ Ckkj vius fu.kZ;ksa }kjk dkuwuh vko”kdrkvksa dks iwjk fd;k 

gSA ;g [kaM xksiuh;rk] lkbcj lqj{kk vkSj mHkjrh çkS|ksfxfd;ksa ls lacaf/kr egRoiw.kZ loksZPp U;k;ky; ds 

QSlyksa dk v?;;u djrk gS] vkSj Hkkjrh; dkuwuh ç.kkyh esa —f=e cqf)eÙkk 'kklu ds fy, muds fufgrkFkksaZ 

dk fo'ys"k.k djrk gSA 

futrk ds ekSfyd vf/kdkj ds :i esa LFkkiuk – ds-,l- iqêLokeh cuke Hkkjr la?k90 ¼2017½ 

Hkkjr esa xksiuh;rk vkSj çkS|ksfxdh ls lacaf/kr fdlh Hkh ppkZ dk vkjaHk fcanq loksZPp U;k;ky; dk U;k;ewfrZ 

ds-,l- iqêLokeh ¼lsokfuo`Ùk½ ,oa vU; cuke Hkkjr la?k ,oa vU;] dk fu.kZ; gksuk vifjgk;Z gSA loksZPp 

U;k;ky; dh ukS U;k;k/kh'kksa dh lafo/kku ihB us loZlEefr ls ;g vfHkfu/kkZfjr fd;k fd futrk dk 

vf/kdkj Hkkjrh; lafo/kku }kjk çnÙk ,d ekSfyd vf/kdkj gSA bl ,sfrgkfld fu.kZ; us iwoZorhZ U;kf;d –

"Vkarksa dks fujLr djrs gq, ;g LFkkfir fd;k fd futrk Hkkjrh; lafo/kku ds vuqPNsn 21 ds varxZr thou 

vkSj Lora=rk ds vf/kdkj dk vkSj lafo/kku ds Hkkx III esa fufgr Lora=rkvksa dk ,d varfuZfgr igyw gSA 

U;k;ky; ds futrk ds O;kid –f"Vdks.k esa O;fäxr MsVk ij Lok;Ùkrk] futh lapkj dh vHks|rk vkSj 

fuxjkuh ls eqfä 'kkfey Fkh – lkFk gh ;g Hkh Lohdkj fd;k x;k fd ;|fi mfpr çfrca/k yxk, tk 

ldrs gSa] futrk dk vf/kdkj fujis{k ugha gSA 

             iqêLokeh dk fu.kZ; ,sls le; esa vk;k tc fMftVy çkS|ksfxfd;ksa ds çlkj us O;fäxr 

MsVk ds laxzg esa vHkwriwoZ o`f) dh FkhA ;|fi ;g ekeyk Lo;a vk/kkj ck;ksesfVªd igpku ;kstuk dks pqukSrh 

nsus ds dkj.k mRiUu gqvk Fkk] lafo/kku ihB us ,d O;kid laoS/kkfud ç'u rS;kj fd;kA bl fu.kZ; us bl 

                                                           
87No.eNo.2(4)/2023-CyberLaws–3,Government of India Ministry of Electronics and Information Technology Cyber Law and 

Data Governance Group, izdkf”kr&15 ekpZ 2024- 
88
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rF; dks js[kkafdr fd;k fd fcx MsVk vkSj lwpuk dh loZO;kidrk ds orZeku ;qx esa] O;fä;ksa ds ikl 

xksiuh;rk dk ,d fuf'pr nk;jk vo'; gksuk pkfg,A U;k;ky; us ;g Hkh Li"V :i ls dgk fd jkT; ij 

,d çHkkoh MsVk laj{k.k O;oLFkk LFkkfir djus dh ftEesnkjh gSA U;k;ky; us ;g vfHker O;ä fd;k fd 

futrk ds [krjs u dsoy jkT; ls cfYd xSj&jkT; vfHkdrkZvksa ¼tSls fuxeksa½ ls Hkh mRiUu gksrs gSa] vkSj 

blfy, ,d lq–<+ MsVk laj{k.k dkuwu dh vko';drk ij cy fn;kaA91 ;g vkºoku varr% fMftVy 

O;fäxr MsVk laj{k.k vf/kfu;e] 2023 ds vf/kfu;eu dk dkj.k cuk gSA 

            —f=e cqf)eÙkk vkSj lkbcj lqj{kk ds lanHkZ esa] iqêLokeh dk fu.kZ; vR;f/kd egRo j[krk 

gSA çFke] futrk dks ,d laoS/kkfud vf/kdkj ds :i esa LFkkfir djds] ;g ,d ,slk ekud fu/kkZfjr djrk 

gS ftldk ljdkj }kjk fdlh Hkh —f=e cqf)eÙkk ds dk;kZUo;u ;k lkbcj lqj{kk mik; dks ikyu djuk 

vko';d gSA92 mnkgj.k ds fy,] ;fn fof/k çorZu ,tsafl;ka cM+s iSekus ij fuxjkuh ds fy, —f=e cqf)eÙkk 

dk mi;ksx djrh gSa ¼tSls lkoZtfud LFkkuksa ij psgjs dh igpku ;k —f=e cqf)eÙkk&vk/kkfjr lks'ky 

ehfM;k fuxjkuh½] rks ,slh dkjZokb;k¡ iqêLokeh esa fu/kkZfjr fl)karksa ds v/khu gksaxh% oS/krk vko';drk vkSj 

vkuqikfrdrk ¼mik; dks ,d oS/k mís'; dh iwfrZ djuh pkfg, vkSj bls çkIr djus dk lcls de 

çfrca/kkRed rjhdk gksuk pkfg,½] vkSj nq#i;ksx ds fo#) lqj{kk mik;A bldk çHkko igys ls gh ckn ds 

U;kf;d fu.kZ;ksa esa ns[kk tk ldrk gS% mnkgj.k ds fy,] 2018 esa] tc vk/kkj dk;ZØe dks futrk ds vk/kkj 

ij pqukSrh nh xbZ Fkh] rks iqêLokeh ds fl)karksa us U;kf;d fo'ys"k.k dk ekxZn'kZu fd;k FkkA 

 

     f}rh;] iqêLokeh ds fu.kZ; us fo/kk;h vkSj dk;Zdkjh dkjZokbZ dks çsfjr fd;kA MsVk xksiuh;rk 

fofu;eu dh deh dks Lohdkj djrs gq,] ljdkj us çR;{k ifj.kke ds :i esa MsVk laj{k.k ij Jh—".kk 

lfefr dk xBu fd;kA93 fMftVy vf/kdkjksa ls lacaf/kr fdlh Hkh cgl esa bl fu.kZ; dk ckj&ckj mYys[k 

fd;k tkrk gSA ;fn Hkfo"; esa dksbZ —f=e cqf)eÙkk ds fdlh igyw dks pqukSrh nsrk gS & mnkgj.k ds fy,] 

;fn dksbZ ;kfpdk ;g rdZ nsrh gS fd fdlh ljdkjh ,tsalh }kjk mi;ksx fd;k tkus okyk ,YxksfjFke 

vikjn'khZ gS vkSj futrk ;k mfpr çfØ;k dk mYya?ku djrk gS] rks iqêLokeh ml rdZ dk vk/kkjf'kyk 

gksxk] tks futrk dks ,d ekSfyd vf/kdkj ds :i esa LFkkfir djsxk ftldk ,YxksfjFke dk mi;ksx ;fn 

Bhd ls fofu;fer ;k U;k;laxr ugha Bgjk;k tkrk gS rks mYya?ku dj ldrk gSA iqêLokeh esa loksZPp 

U;k;ky; us vU; igyqvksa ij Hkh fopkj O;ä fd,] tSls futh daifu;ksa ds fo#) futrk dh j{kk djus dh 

vko';drk ¼dqN ekeyksa esa vf/kdkjksa ds {kSfrt vuqç;ksx dh vo/kkj.kk dks Lohdkj djrs gq,½A94 bldk 

vFkZ gS] lS)kafrd :i ls] ;fn dksbZ —f=e cqf)eÙkk daiuh O;fäxr futrk dk xaHkhj mYya?ku djrh gS] rks 

futrk ds laoS/kkfud ewY; dkuwuksa dh O;k[;k dks çHkkfor dj ldrs gSa ;k ekeyksa esa futh vfHkdrkZvksa dks 

lh/ks ekSfyd ekudksa ds fy, mÙkjnk;h Bgjkus okyh ubZ U;kf;d O;k[;kvksa dks Hkh tUe ns ldrs gSaA95 

ck;ksesfVªd igpku vkSj MsVk dk mi;ksx – ds- ,l- iqêLokeh cuke Hkkjr la?k ¼vk/kkj fu.kZ;] 2018½96 

2018 esa ,d vkSj ekeyk] ftldk 'kh"kZd Hkh ds-,l- iqêLokeh cuke Hkkjr la?k Fkk] ik¡p U;k;k/kh'kksa dh ihB 

ds le{k vk;k] tks fof'k"V :i ls vk/kkj ck;ksesfVªd igpku ifj;kstuk ls lacaf/kr FkkA bls çk;% vk/kkj 

fu.kZ; dgk tkrk gSA bl ekeys esa] loksZPp U;k;ky; us 4&1 ds cgqer ls vk/kkj ¼foÙkh; vkSj vU; 

lfClMh dk yf{kr forj.k½ vf/kfu;e] 2016 dh laoS/kkfudrk dks cuk, j[kk] tcfd dqN çko/kkuksa dks 

fujLr ;k lhfer dj fn;kA vk/kkj ;kstuk ls tqM+s eqís lkbcj lqj{kk vkSj MsVk laj{k.k ds fy, çR;{k :i 

ls egRoiw.kZ FksA bl ifj;kstuk esa ,d vjc ls vf/kd O;fä;ksa ds maxfy;ksa ds fu'kku dk LdSu laxzg vkSj 

ml igpku dks fofHkUu lsokvksa ls tksM+uk 'kkfey FkkA ;kfpdkdrkZvksa us fuxjkuh] MsVk mYya?kuks a vkSj 

ukxfjdksa ds O;fäxr lwpuk ij fu;a=.k [kksus dh vk'kadk,a O;ä dha – vfuok;Z :i ls ;g iwokZuqeku 

yxk;k fd ;fn bl dsaæh—r MsVkcsl dk nq#i;ksx ;k gSfdax gksrh gS rks D;k laHkkfor gkfu;k¡ gks ldrh 

gSaA 

                                                           
91
oànk HkaMkjh vkSj js.kqdk lkus] “PROTECTING CITIZENS FROM THE STATE POST PUTTASWAMY: ANALYSING THE PRIVACY 

IMPLICATIONS OF THE JUSTICE SRIKRISHNA COMMITTEE REPORT AND THE DATA PROTECTION BILL, 2018”, 
https://docs.manupatra.in/newsline/articles/Upload/7B08CF55-E27D-4A44-A292-3882F08E9053.pdf. 
92
vf/koäk viwokZ Bkdqj vkSj vf/koäk euh"k dqekj] “Right to Privacy vis-à-vis Artificial Intelligence: Indian Scenario”,International 

Journal of Law Management and Humanities, Volume 7,issue 2,page 3370-3384. 
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                  U;k;ewfrZ ,-ds- lhdjh ds usr`Ro okyh cgqer ihB us ;g fu"d"kZ fudkyk fd vk/kkj 

vf/kfu;e esa laoS/kkfud ekunaMksa dks iwjk djus ds fy, i;kZIr lqj{kk vkSj xksiuh;rk mik; fo|eku Fks] 

fo'ks"k :i ls mu çko/kkuksa dks fujLr djus ds i'pkr tks vfu;af=r lk>kdj.k dh vuqefr nsrs FksA 

egRoiw.kZ :i ls] U;k;ky; us vk/kkj vf/kfu;e dh /kkjk 57 dks fujLr dj fn;k] ftlus futh daifu;ksa dks 

igpku LFkkfir djus ds fy, vk/kkj çek.khdj.k dk mi;ksx djus dh vuqefr nh FkhA U;k;ky; us ;g 

vfHker O;ä fd;k fd futh laLFkkvksa dks vk/kkj dh ekax djus dh vuqefr nsuk ¼tSls eksckby dusD'ku ;k 

cSafdax lsokvksa ds fy,½ vlaoS/kkfud Fkk] D;ksafd ;g ,d oS/k jkT; fgr ds mís'; ls cuk, x, dkuwu }kjk 

lefFkZr ugha Fkk vkSj ;g vlaxr FkkA blus lHkh {ks=ksa esa ,d ,dy igpku ds mi;ksx ds çlkj dks jksdk] 

ftls U;k;ky; us eglwl fd;k fd xksiuh;rk vf/kdkjksa ds foijhr okf.kfT;d 'kks"k.k vkSj çksQkbfyax dks 

c<+kok ns ldrk gSA97 

U;k;ky; us /kkjk 33¼2½ dks Hkh U;kf;d fujh{k.k dh vko';drk ykxw djds lhfer dj fn;k] ftlls 

lqj{kk dh ,d vfrfjä ijr tqM+ xbZA ,d vU; ifj.kke U;k;ky; }kjk ml fofu;eu dk vekU;dj.k Fkk 

ftlus cSad [kkrksa vkSj fle dkMZ ds lkFk vk/kkj dks vfuok;Z :i ls tksM+us dk vkns'k fn;k Fkk, tks 

vf/kfu;e esa Lo;a fufgr ugha Fks] vkSj U;k;ky; us mUgsa vuko';d vkSj vlaxr ik;kA98 gkyk¡fd] U;k;ky; 

us ljdkjh dY;k.kdkjh ;kstukvksa ¼vf/kfu;e dh /kkjk 7½ ds fy, vk/kkj ds vfuok;Z mi;ksx dks cjdjkj 

j[kk] ;g rdZ nsrs gq, fd lfClMh ds yf{kr forj.k dk mís'; oS/k Fkk vkSj /kks[kk/kM+h dks jksdus ds fy, 

vk/kkj ,d mfpr lk/ku FkkA 

              —f=e cqf)eÙkk ds lanHkZ esa] vk/kkj fu.kZ; O;fäxr MsVk dk çca/ku djus okys cM+s iSekus 

ds rduhdh cqfu;knh <kaps ds çfr loksZPp U;k;ky; ds –f"Vdks.k dks n'kkZrk gSA ihB vkaf'kd :i ls bl 

rF; ls larq"V Fkh fd vk/kkj çkf/kdj.k ¼UIDAI½ us ,fUØI'ku dk mi;ksx fd;k Fkk] ,d laf{kIr vof/k ls ijs 

ysunsu ds esVk&MsVk dks laxzghr ugha fd;k Fkk] vkSj ,d fujh{k.k ra= ekStwn FkkA U;k;ewfrZ Mh-okbZ- paæpwM+ 

ds vdsys vlgefriw.kZ er us vf/kd la'k;oknh –f"Vdks.k O;ä fd;k] ;g rdZ nsrs gq, fd lqj{kk mik;ksa ds 

lkFk Hkh O;kid MsVk laxzg dh vuqefr nsuk xksiuh;rk ds fy, xaHkhj tksf[ke mRiUu djrk gS vkSj MsVk ds 

vfHklj.k ¼tc fofHkUu lzksrksa ls MsVk la;qä gksrk gS] ftls —f=e cqf)eÙkk cM+s iSekus ij dj ldrh gS½ dh 

laHkkouk dks ns[krs gq, ^^fuxjkuh jkT;^^ dh vksj ys tk ldrk gSA ;|fi cgqer ihB us ml [krjs dks iwjh 

rjg ls lk>k ugha fd;k] fQj Hkh blus vk/kkj ds nk;js dks lhfer djds xksiuh;rk laca/kh fparkvksa dks 

Lohdkj fd;kA 

           ;fn ljdkj cM+s iSekus ij —f=e cqf)eÙkk dh ç.kkfy;ksa dks fu;qDr djrh gS rks] vk/kkj 

ekeyk bafxr djrk gS fd U;k;ky; xksiuh;rk ds vfrØe.k ds fo#) ,slh ç.kkyh dh vko';drk dk 

ewY;kadu djsxkA ;fn ;g dY;k.kdkjh ;kstukvksa lkekftd fgr ds fy, gS vkSj dkuwuh lqj{kk mik;ks a ds 

lkFk gS] rks U;k;ky; bls cjdjkj j[k ldrk gSA bl fu.kZ; us fMftVy O;fäxr MsVk laj{k.k vf/kfu;e 

ds çko/kkuksa esa ;ksxnku fn;k vkSj ;g mYysf[kr fd;k] fd —f=e cqf)eÙkk esa ck;ksesfVªd ;k vU; 

laosnu'khy MsVk dks dSls laHkkyk tk,A 

v‚uykbu vfHkO;fä dh Lora=rk & Js;k fla?ky cuke Hkkjr la?k ¼2015½99 

;g fu.kZ; —f=e cqf)eÙkk ds çlkj ls igys lquk;k x;k Fkk] Js;k fla?ky okn lkbcj Lisl esa loksZPp 

U;k;ky; dk v‚uykbu lkexzh dks fofu;fer djus ds lca/ka esa ,d egRoiw.kZ dk okn gSA mijksDr esa 

loksZPp U;k;ky; us lwpuk çkS|ksfxdh vf/kfu;e ds dbZ çko/kkuksa dh laoS/kkfudrk dh tkap dhA bl okn us 

vf/kfu;e dh /kkjk 66A dks fujLr dj fn;k] ftlus daI;wVj ds ek/;e ls ,slh dksbZ Hkh tkudkjh Hkstuk 

vijk/k cuk fn;k Fkk tks ^^?kksj vkifÙktud^^ ;k /kedh nsus okyh ç—fr dh Fkh] ;k vU; vLi"V 'kCnksa dh 

gksA U;k;ky; us ekuk fd /kkjk 66A , Hkkjrh; lafo/kku ds vuqPNsn 19¼1½¼A½ ¼Hkk"k.k dh Lora=rk½ dk 

mYya?ku djrh gS] vkSj vuqPNsn 19¼2½ esa mfpr çfrca/kksa }kjk bls laj{kf.kr ugh fd;k x;k gSA100 D;ksafd 

blds 'kCn vifjHkkf"kr] vR;f/kd O;kid Fks] vkSj v‚uykbu eqä vfHkO;fä ij bldk Hk;kog çHkko iM+kA 

U;k;ky; us vius fo'ys"k.k esa bl ckr ij çdk'k Mkyk fd /kkjk 66A dk nq#i;ksx jktuhfrd vkykspuk 

                                                           
97Constitutionality of Aadhaar Act: Judgment Summary, https://www.scobserver.in/reports/constitutionality-of-aadhaar-justice-

k-s-puttaswamy-union-of-india-judgment-in-plain-english/ 
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;k dykRed vfHkO;fä dks nckus ds fy, dSls fd;k tk ldrk gS] D;ksafd ^^vkifÙktud^^ D;k gS] ;g 

O;fäijd gSA101 

              blds vfrfjä] Js;k fla?ky okn us /kkjk 69A102 vkSj 2009 ds vo#) fu;eksa dks cjdjkj 

j[kk] ;g ns[krs gq, fd muesa i;kZIr çfØ;kRed lqj{kk mik; Fks ¼vuqjks/kksa dks ,d lfefr ls xqtjuk iM+rk 

Fkk vkSj dkj.k crkus iM+rs Fks] vkfn½A blus /kkjk 79103 e/;orhZ nkf;Ro dks Hkh lhfer dj fn;k – blus 

rRdkyhu ekStwnk e/;orhZ fn'kkfunsZ'kksa ¼2009½104 dks ml gn rd fujLr dj fn;k tgk¡ mUgsa vnkyr ;k 

ljdkj ds vkns'k ds fcuk lkexzh dh lfØ; fuxjkuh ;k gVkus dh vko';drk FkhA U;k;ky; us Li"V 

fd;k fd e/;LFkksa dks dsoy dkuwuh vkns'k çkIr gksus ij gh lkexzh gVkuh pkfg,] u fd dsoy fdlh futh 

f'kdk;r ij] lsaljf'ki ds fy, ,d mPp lhek dks cgky j[kkA 

             Js;k fla?ky dk QSlyk dbZ rjg ls —f=e cqf)eÙkk ds fy, vR;f/kd çklafxd gSA 

tSls&tSls —f=e cqf)eÙkk ç.kkfy;k¡ lkexzh mRiUu djrh gSa] xSjdkuwuh ;k gkfudkjd lkexzh ds ç'u mBrs 

gSaA mnkgj.k ds fy,] ;fn ,d tsusjsfVo —f=e cqf)eÙkk ?k̀.kkLin Hkk"k.k ;k ekugkfudkjd lkexzh mRiUu 

djrh gS] rks D;k bls gksLV djus okys IysVQ‚eZ dks mÙkjnk;h Bgjk;k tk ldrk gS \A Js;k fla?ky okn ds 

fl)kar crkrs gSa fd tc rd IysVQ‚eZ fof'k"V voS/k lkexzh dks gVkus ds fy, vnkyr/ljdkj dk vkns'k 

feyus ij çfrfØ;k djrk gS] rc rd os lqjf{kr gSaA105 ckn esa vk, e/;orhZ fu;e 2021] lko/kkuhiwoZd 

blls lajsf[kr fd, x, Fks – os fuxjkuh dk vkns'k ugha nsrs gSa] ysfdu f'kdk;rksa ds ek/;e ls okLrfod 

Kku gksus ij Rofjr gVkus dh vko';drk gksrh gSA106 

          ;g fu.kZ; rduhd esa vLi"V dkuwuksa dh leL;k dk lek/kku djrk gSA ;g —f=e cqf)eÙkk 

fofu;eu ds fy, f'k{kkçn gS – —f=e cqf)eÙkk ls lacaf/kr —R;ksa dks vijk/khdj.k ;k çfrcaf/kr djus dk 

ç;kl mfpr gksuk pkfg,A ysfdu fujLr fd, tkus ds ckn Hkh] /kkjk 66A dks dqN dkuwu çorZu ,tsafl;ksa 

}kjk ykxw fd;k tkrk jgk] ftlls loksZPp U;k;ky; dks ihiqYl ;wfu;u QkWj flfoy fycVhZ cuke Hkkjr 

la?k107] 2022 esa lHkh vf/kdkfj;ksa dks /kkjk 66A ds rgr vijk/k ds dfFkr mYay?ku ds fy, eqdnek u ntZ 

djus ds funsZ'k tkjh djus iM+sA bl çdj.k us rduhd&dkuwu baVjQsl esa U;k;ky; ds QSlyksa ds ckjs esa 

tkx:drk vkSj vuqikyu dh vko';drk dks js[kkafdr fd;kA108 

baVjusV vfHkxe vkSj fuyacu – vuqjk/kk Hklhu cuke Hkkjr la?k109 ¼2020½ 

o"kZ 2020 esa] loksZPp U;k;ky; us vuqjk/kk Hklhu cuke Hkkjr la?k ds ekeys esa ,d egRoiw.kZ fu.kZ; fn;k] 

tks vxLr 2019 esa vuqPNsn 370110 ds fujLrhdj.k ds i'pkr tEew vkSj d'ehj esa yacs le; rd baVjusV 

lsokvksa ds fuyacu ls lacaf/kr FkkA ;kfpdkdrkZvksa us rdZ çLrqr fd;k fd baVjusV lapkj dk 

vfuf'prdkyhu LFkxu Hkk"k.k dh Lora=rk] vuqPNsn 19¼1½¼A½111 vkSj O;olk; ;k o`fÙk djus dh Lora=rk] 

vuqPNsn 19¼1½¼g½112 ds ekSfyd vf/kdkjksa dk mYya?ku djrk gS] lkFk gh çsl dh Lora=rk vkSj lwpuk rd 

igq¡p dks Hkh ckf/kr djrk gSA 

            loksZPp U;k;ky; us bl ekeys esa lh/ks rkSj ij baVjusV lsokvksa dh cgkyh dk vkns'k ugha 

fn;k] D;ksafd fu.kZ; ds le; rd dqN lsok,a /khjs&/khjs cgky dh tk jgh Fkha] ijUrq blus baVjusV fuyacu 

dks fu;af=r djus okys egRoiw.kZ fl)karksa dks çfrikfnr fd;kA113 U;k;ky; us ;g vfHker O;ä fd;k fd 

^^baVjusV ds ek/;e ls^^ Hkk"k.k vkSj vfHkO;fä dh Lora=rk laoS/kkfud :i ls lajf{kr gSA ftlus çHkkoh :i 

ls ;g Lohdkj fd;k fd baVjusV rd igq¡p ekSfyd vf/kdkjksa dks lkdkj djus dk ,d lk/ku gSA U;k;ky; 

                                                           
101 vfHkuo ds “kqDyk]“Shreya Singhal v. Union of India: A Critical Analysis”, https://www.tscld.com/shreya-singhal-v-union-of-
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105Devadasan Vasudev, “Conceptualising India’s Safe Harbour in the Era of Platform Governance”, Indian Journal of Law and 
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us vkxs ;g Hkh fu/kkZfjr fd;k fd baVjusV dk vfuf'prdkyhu fuyacu vLohdk;Z gS] vkSj baVjusV vfHkxe 

ij fdlh Hkh çfrca/k dks vkuqikfrdrk dh vko';drk dk vuqikyu djuk pkfg, vkSj le;&le; ij 

mldh leh{kk dh tkuh pkfg,A ljdkj dks baVjusV fuyacu ds lHkh vkns'k çdkf'kr djus dk funsZ'k fn;k 

x;k] ftlls O;fFkr i{k mUgsa U;k;ky; esa pqukSrh ns ldsaA U;k;ky; us bl ckr ij Hkh tksj fn;k fd ,d 

mik; ds :i esa baVjusV dk iw.kZ O;kid vojks/k vafre fodYi gksuk pkfg,] ftldk rkRi;Z gS fd de 

n[ky nsus okys mik;ksa ¼tSls dqN lsokvksa ;k osclkbVksa dks vo#/k½ djuk] ;k çfrca/k yxkus ij igys 

fopkj fd;k tkuk pkfg,A 

            lkbcj lqj{kk vkSj —f=e cqf)eÙkk ds lanHkZ esa] vuqjk/kk Hklhu ekeys ds dqN fufgrkFkZ gSaA 

çFke] ;g bl fopkj dks lq–<+ djrk gS fd fMftVy dusfDVfoVh vR;ar egRoiw.kZ gS vkSj bldk O;o/kku 

ladh.kZ :i ls ifjHkkf"kr gksuk pkfg,] tks lkbcj vkikr fLFkfr;ksa tSls ifj–';ksa esa ykxw gks ldrk gSA 

mnkgj.k ds fy,] ;fn ljdkj dks ,d xaHkhj lkbcj geys dk lkeuk djuk iM+rk gS] rks D;k og bls 

lhfer djus ds fy, {ks=ksa esa baVjusV lsokvksa dks can dj ldrh gS\ laHkor% gk¡] ijUrq vuqjk/kk Hklhu ekeys 

ds vuqlkj] ,slk fuyacu le;c)] vko';d vkSj lehf{kr gksuk pkfg,A ;g lqfuf'pr djrk gS fd lkbcj 

[krjksa ¼;gka rd fd —f=e cqf)eÙkk }kjk çpkfjr] tSls ok;jl dk çlkj½ dh çfrfØ;k,¡ vko';drk ls 

vf/kd le; rd vuko';d :i ls vf/kdkjksa dk vfrØe.k u djsaA 

f}rh;] ;g ekeyk ikjnf'kZrk vkSj tokcnsgh ij çdk'k Mkyrk gS – lHkh vkns'k çdkf'kr fd, tkus 

pkfg,A —f=e cqf)eÙkk ds lanHkZ esa] ;fn ljdkj xqIr vkns'k tkjh djrh gS] mnkgj.k ds fy,] fdlh —

f=e cqf)eÙkk IysVQ‚eZ dks vo#) djus ;k —f=e cqf)eÙkk vkmViqV dks lsalj djus ds fy, ¼jk"Vªh; 

lqj{kk dk gokyk nsrs gq,½] rks vuqjk/kk Hklhu ekeyk bafxr djrk gS fd mUgsa Hkh lkoZtfud tkap ds fy, 

çdkf'kr fd;k tkuk pkfg,] tc rd fd dksbZ ladh.kZ :i ls ifjHkkf"kr viokn u gksA 

r`rh;] ;g ekeyk vçR;{k :i ls lwpuk rd igq¡p ls lac/k j[krk gSA vk/kqfud le; esa] ;g —f=e 

cqf)eÙkk midj.kksa vkSj Kku rd igq¡p rd foLrkfjr gks ldrk gSA mnkgj.k ds fy,] ;fn dksbZ jkT; 

lqj{kk fparkvksa dk gokyk nsrs gq, ,d —f=e cqf)eÙkk 'kSf{kd ,si ij çfrca/k yxkrk gS] rks mi;ksxdrkZ 

Kku rd igq¡p ds vius vf/kdkj dk vkºoku dj ldrs gSaA  

        vuqjk/kk Hklhu ds QSlys ds ckn 2020 esa ,d vkSj QSlyk vk;k – QkmaMs'ku Q‚j ehfM;k 

çksQs'kuYl cuke tEew vkSj d'ehj dsaæ 'kkflr çns'k]114 tgk¡ loksZPp U;k;ky; us d'ehj esa 4th baVjusV 

dks cgky djus dk lh/ks rkSj ij vkns'k nsus ls budkj dj fn;k] ysfdu ,d leh{kk lfefr dk xBu 

fd;kA varr%] yxHkx 18 eghuksa ds ckn 2021 ds 'kq#vkrh fnuksa esa 4th cgky dj fn;k x;kA ;s ekeys 

U;k;ky; ds nwjLFk –f"Vdks.k dks n'kkZrs gSa] Hkys gh rRdky jkgr ugha ns ikrs] ysfdu ,sls fl)karksa dh 

LFkkiuk djrs gS] tks dk;Zdkjh vfrjsd ij vadq'k yxkrs gSaA 

fuxjkuh vkSj lkbcj [krjs – isxkll çdj.k ¼2021½115 

o"kZ 2021 esa] ;g vkjksi yxk;k x;k fd btjk;yh daiuh ,u,lvks lewg }kjk fodflr ,d ifj"—r 

tklwlh l‚¶Vos;j] isxkll dk mi;ksx foi{kh jktusrkvksa] dk;ZdrkZvksa vkSj i=dkjksa lfgr fofHkUu Hkkjrh; 

ukxfjdksa ds Qksu dks yf{kr djus ds fy, fd;k x;k FkkA bl [kqykls us xSjdkuwuh fuxjkuh ds eqís ij 

jk"Vªh; Lrj ij vkØks'k mRiUu fd;kA dbZ ;kfpdkdrkZvksa us loksZPp U;k;ky; dk #[k fd;k] ftlds 

ifj.kkeLo:i ;g ekeyk isxkll çdj.k ds uke ls tkuk x;kA116 vDVwcj 2021 esa] loksZPp U;k;ky; us 

vkjksiksa dh xaHkhjrk vkSj xksiuh;rk rFkk vfHkO;fä dh Lora=rk ij laHkkfor udkjkRed çHkko dks Lohdkj 

djrs gq,] bl ekeys dh tkap ds fy, ,d Lora= fo'ks"kK rduhdh lfefr dk xBu fd;kA117 

         U;k;ky; us dqN egRoiw.kZ fVIif.k;k¡ dha% U;k;ky; us dgk fd ljdkj }kjk ek= ^^jk"Vªh; 

lqj{kk^^ dk gokyk nsus ls U;k;ikfydk ewd n'kZd ugha cu ldrh gS] fo'ks"k :i ls tc ukxfjd ekSfyd 

vf/kdkjksa ds mYya?ku dk vkjksi yxkrs gSa] U;k;ky; us bl ckr ij tksj fn;k fd lapkj vkSj MsVk dh 

xksiuh;rk dks çHkkfor djus okyh fuxjkuh lk{;&vk/kkfjr vkSj dkuwuh lhekvksa ds Hkhrj gksuh pkfg,A 

egRoiw.kZ :i ls] loksZPp U;k;ky; us lfefr dks u dsoy isxkll ds mi;ksx ij rF;ksa ds vUos"k.k dk 
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¼2020½ 5 ,l lh lh 746 
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euksgj yky 'kekZ ,oa vU; cuke Hkkjr la?k] fjV ;kfpdk ¼lhvkj,y½ la 314@2021-], vkbZ vkj 2021 ,lh 5396- 
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v:u fni] ,Iiy vyVZ ds ckn Hkkjrh; i=dkjksa ds Qksu esa isxkll laØe.k ik;k x;k% ,eusLVh baVjus'kuy] 
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dk;Z lkSaik] cfYd fuxjkuh ij ekStwnk dkuwuh çko/kkuksa dh leh{kk djus vkSj vk/kqfud çkS|ksfxdh ds vkyksd 

esa xksiuh;rk dh lqj{kk ds fy, muesa lq/kkj ds rjhdksa ij lq>ko nsus dk Hkh dk;Z lkSaikA bl tukns'k esa 

^^xksiuh;rk dk csgrj vf/kdkj^^ vkSj ^^csgrj lkbcj lqj{kk vkSj [krjksa vkdyu dj mik;ksâ ^ dks lqfuf'pr 

djus ds fy, dkuwuksa ds vf/kfu;eu ;k la'kks/ku ij flQkfj'ksa djuk 'kkfey FkkA118 

          isxkll çdj.k fMftVy ;qx esa fuxjkuh dks laoS/kkfud fu;a=.k esa j[kus esa loksZPp U;k;ky; 

dh lfØ; #fp dks n'kkZrk gSA ;|fi rduhdh lfefr dh vafre fjiksVZ ¼2022 esa çLrqr½ iwjh rjg ls 

lkoZtfud ugha dh xbZA bl ekeys us ,d felky dk;e dh fd loksZPp U;k;ky; lkbcj fuxjkuh ds 

fy, dk;Zdkjh tokcnsgh lqfuf'pr djus ds fy, gLr{ksi dj ldrk gSA ;g igyh ckj gS tc U;k;ky; us 

csgrj lkbcj lqj{kk dh vko';drk dks xksiuh;rk vf/kdkjksa dh lqj{kk ds lkFk Li"V :i ls tksM+k] 

vfuok;Z :i ls ;g Lohdkj djrs gq, fd ljdkjh gSfdax u dsoy xksiuh;rk dk mYya?ku djrh gS cfYd] 

detksfj;ksa dk Qk;nk mBkdj lkbcj lqj{kk dks Hkh detksj djrh gSA 

         —f=e cqf)eÙkk ds lanHkZ esa] isxkll çdj.k çklafxd gS D;ksafd ljdkjsa fuxjkuh ds fy, —f=e 

cqf)eÙkk&lapkfyr midj.kksa dk mi;ksx dj ldrh gSaA loksZPp U;k;ky; ;g ladsr fn, fd ,sls mi;ksxksa 

dks vf/kdkjksa ds lkFk larqfyr fd;k tkuk pkfg,A ;fn dksbZ ,slk ekeyk mBrk gS tgk¡ ,d —f=e 

cqf)eÙkk ç.kkyh i;kZIr dkuwuh vk/kkj ds fcuk futh lapkj ;k lks'ky ehfM;k dks LdSu dj jgh gS] rks 

isxkll vkSj iqêLokeh ds fl)kar bls pqukSrh nsus ds fy, ykxw gksaxsA blds vykok] ljdkj vc lfefr dh 

laHkkfor flQkfj'kksa ds v/kkj ij tks Hkh dkuwu cukrh gS] mls Lora= fujh{k.k] vko';drk vkSj vkuqikfrdrk 

tSls fu;a=.k lqfuf'pr djus gksaxsA  

vU; fof'k"V ekeys vkSj fodkl 

dqN vU; U;kf;d vkSj v/kZ&U;kf;d ?kVukØe&% 

•foLe`fr dk vf/kdkj  % dqN mPp U;k;ky;ksa ds fu.kZ;ksa esa foLe`fr ds vf/kdkj ij fopkj fd;k x;k gSA 

;|fi ;s loksZPp U;k;ky; ds vafre fu.kZ; ugha gSa] fQj Hkh os bl fn'kk esa laHkkfor dkuwuh #>ku dks 

n'kkZrs gSaA ;fn dksbZ ,slk ekeyk loksZPp U;k;ky; esa çLrqr gksrk gS ftlesa foLe`fr ds vf/kdkj dh ekax dh 

tkrh gSA mnkgj.k ds fy,] ;fn dksbZ O;fä ;g vuqjks/k djrk gS fd iqjkus vkijkf/kd eqdnes] ftuesa mls 

funksZ"k ?kksf"kr fd;k x;k Fkk] mUgsa [kkst batuksa dh lwph ls gVk fn;k tk,] rks U;k;ky; dks lwpuk dh 

Lora=rk ds lkFk O;fäxr xksiuh;rk ds vf/kdkj dks larqfyr djuk gksxkA119 orZeku esa fMftVy O;fäxr 

MsVk laj{k.k vf/kfu;e ds vfLrRo dks ns[krs gq,] U;k;ky; MsVk laj{k.k cksMZ ;k ljdkj dks bl fo"k; dks 

ml dkuwuh <kaps ds varxZr lacksf/kr djus ds fy, funsZf'kr dj ldrk gSA dukZVd] xqtjkr vkSj vksfM'kk 

ds mPp U;k;ky;ksa us dqN ifjfLFkfr;ksa esa ,d mHkjrs gq, foLe`fr ds vf/kdkj dks ekU;rk nh gSA120 

mnkgj.k ds fy,] lqHkzka'kq jkmr cuke vksfM'kk jkT; ekeys esa vksfM'kk mPp U;k;ky; us ,d efgyk ds fy, 

foLe`fr ds vf/kdkj ds egRo dks Lohdkj fd;k] vnkyr ds QSlys us fMftVy ;qx esa ^^Hkwy tkus ds 

vf/kdkj^^ ds egRo dks mtkxj fd;k] [kkldj mu ekeyksa esa ftuesa futh vkSj laosnu'khy tkudkjh dks 

vuf/k—r :i ls lk>k fd;k tkrk gSA ;g ekeyk O;fä;ksa dks mudh v‚uykbu mifLFkfr ds ifj.kkeksa ls 

cpkus ds fy, ra= dh vko';drk dks js[kkafdr djrk gS] [kkldj tc mudh Li"V Nfo;ksa dks mudh 

lgefr ds fcuk lk>k fd;k tkrk gSA121 o"kZ 2021 esa] eækl mPp U;k;ky; us] rFkkfi] ,d nks"keqä O;fä 

ds uke dks fu.kZ; ls gVkus dh ;kfpdk vLohdkj dj nhA U;k;ky; us fof/kd lajpuk ds vHkko dk 

mYys[k djrs gq, ;g jk; O;ä dh fd MsVk laj{k.k dkuwu dh çrh{kk djuk vf/kd lehphu gksxkA122 

•e/;orhZ dk nkf;Ro – ekugkfu% loksZPp U;k;ky; mu eqdneksa dh lquokbZ dj jgk gS ftuesa ;g ç'u 

varfuZfgr gS fd D;k Hkkjrh; vnkyrksa }kjk lkexzh gVkus dk vkns'k tkjh fd, tkus ds i'pkr oSf'od 

Lrj ij ml lkexzh dks gVkus dh vko';drk gSA ,d okn esa U;k;ky; us xwxy dh nyhy dks [kkfjt 

djrs gq, ;g fu.khZr fd;k dh] xwxy ;g iznf”kZr djus esa foQy jgk fd mlus vf/klwfpr gksus ds ckotwn 

viektud lkexzh dks gVkus ds fy, mfpr lko/kkuh cjrh Fkh] vr% og /kkjk 79 esa e/;LFk dks feyus okys 

dk nk;h ugha gSA123 ,,uvkbZ ehfM;k cuke fofdehfM;k QkmaMs'ku ds ekeys esa U;k;ky; us fu/kkZfjr fd;k 

fd] fofdihfM;k dks ,,uvkbZ ds ckjs esa vkifÙktud vkSj ekugkfudkjd lkexzh dks rqjar gVkuk gksxk] 
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fofdehfM;k /kkjk 79 ds rgr iwjh rjg ls ^^lqjf{kr canjxkg^^ dk nkok ugha dj ldrk] D;ksafd fdlh 

v‚uykbu IysVQ‚eZ dks ;fn ekugkfudkjd lkexzh dh tkudkjh gS vkSj mlds ikl mls gVkus ds lk/ku gSa] 

rks mls gVkuk gksxk] vU;Fkk mldh tokcnsgh c<+sxhA124 bl laca/k esa vHkh rd loksZPp U;k;ky; dk dksbZ 

fuf'pr U;kf;d fu.kZ; ugha vk;k gS] ijUrq —f=e cqf)eÙkk ds lanHkZ esa leku ç'u ;g gS fd ;fn dksbZ —

f=e cqf)eÙkk pkSVc‚V ekugkfudkjd ikB mRiUu djrk gS] rks D;k Hkkjrh; vnkyrsa oSf'od Lrj ij ml 

—f=e cqf)eÙkk lsok dks Hkfo"; esa ,slh lkexzh mRiUu u djus dk vkns'k ns ldrh gSa\ ;s rduhdh 

O;ogk;Zrk vkSj U;kf;d {ks=kf/kdkj ls tqM+s tfVy eqís gSaA  

•fØIVksdjsalh çfrca/k ekeyk ¼2020½% baVjusV ,aM eksckby ,lksfl,'ku v‚Q bafM;k cuke Hkkjrh; fjtoZ 

cSad125 ds ekeys esa] loksZPp U;k;ky; us Hkkjrh; fjtoZ cSad }kjk tkjh fd, x, ,d ifji= dks fujLr dj 

fn;k Fkk] ftlus çHkkoh :i ls cSadksa dks fØIVksdjsalh ,Dlpsatksa ds lkFk ysu&nsu djus ls çfrcaf/kr dj 

fn;k FkkA U;k;ky; us vkuqikfrdrk ds fl)kar dks ykxw fd;k ¼pwafd Hkkjrh; fjtoZ cSad us ;g dne euh 

y‚fUMªax vkSj miHkksäk fgrksa dh gkfu dks jksdus ds fy, mBk;k Fkk] ijUrq de çfrca/kkRed mik; Hkh laHko 

Fks½A ;|fi ;g ekeyk fØIVksdjsalh ls lacaf/kr Fkk] ;g foÙk ds {ks= esa mHkjrh gqbZ çkS|ksfxdh ds çfr 

U;k;ky; ds –f"Vdks.k dks n'kkZrk gS – Li"V gkfu ds vHkko esa iw.kZ çfrca/k u yxkuk] vkSj uokpkj dk 

lEeku djukA ;g –f"Vdks.k vuq:i :i ls —f=e cqf)eÙkk ij Hkh ykxw gks ldrk gS & U;k;ky; —f=e 

cqf)eÙkk çkS|ksfxdh ij O;kid çfrca/k dks la'k; dh –f"V ls ns[k ldrk gS ¼mnkgj.k ds fy,] ;fn dksbZ 

O;fä MhiQsd rduhd ij ,d dkYifud çfrca/k dks pqukSrh nsrk gS] rks U;k;ky; ckjhfd;ksa dh ekax dj 

ldrk gS% ;fn oSdfYid mik; ekStwn gSa rks rduhd ij ugha] cfYd mlds nq#i;ksx ij çfrca/k yxk;k 

tk,½A 

•çfrLi/kkZ vkSj MsVk% Hkkjrh; çfrLi/kkZ vk;ksx us Hkh MsVk vkSj ,YxksfjFke vk/kkfjr feyhHkxr ds eqíksa ij 

/;ku fn;k gSA o"kZ 2022 esa] lhlhvkbZ us OgkV~l,i dh xksiuh;rk uhfr esa fd, x, ifjorZuksa dh tkap dk 

vkns'k fn;k] ftlesa çHkqRo ds nq#i;ksx ij fopkj fd;k x;kA vkSj mudh 2021 dh xksiuh;rk uhfr ds 

fy, 213 djksM+ dk tqekZuk yxk;kA126 ;|fi ;g çR;{k :i ls —f=e cqf)eÙkk dk ekeyk ugha gS] fQj Hkh 

;g çklafxd gS D;ksafd çeq[k —f=e cqf)eÙkk IysVQ‚eZ ¼tSls DykmM —f=e cqf)eÙkk çnkrk½ ;fn os MsVk 

ls lacaf/kr miHkksäkvksa ds çfr çfrLi/kkZ&fojks/kh çFkkvksa ;k vuqfpr 'krksaZ esa layXu gksrs gSa rks tkap ds nk;js 

esa vk ldrs gSaA 

         U;k;ikfydk dk n`f’Vdks.k Li"V gS] os fMftVy ifj–'; ds vuq:i laoS/kkfud fl)karksa dks 

viukus ds fy, rRij gSa] O;fäxr vf/kdkjksa dk leFkZu djrs gSa vkSj jkT; dks vius vfrØe.kksa dks 

dBksjrk ls U;k;laxr Bgjkus dh vko';drk ij cy nsrs gSaA gkyk¡fd] loksZPp U;k;ky; dqN fof'k"V 

mik;ksa dh vko';drk dks Hkh mfpr egRo nsrk gSA 

         —f=e cqf)eÙkk vkSj lkbcj lqj{kk ds {ks= esa fgr/kkjdksa ds fy,] bu U;kf;d fu.kZ;ksa dk vFkZ gS 

fd fdlh Hkh dk;Zokgh ;k uhfr dk ekSfyd vf/kdkjksa ds vkyksd esa ijh{k.k fd;k tkuk pkfg,A xksiuh;rk] 

vfHkO;fä dh Lora=rk vkSj mfpr çfØ;k tSls fo"k; lnSo lkeus vkrs gSaA lkFk gh] ;s ekeys vDlj 

lkbcj [krjksa vkSj çkS|ksfxdh ds nq#i;ksx ls fuiVus dh oS/krk dks Hkh Lohdkj djrs gSa & os ^^dksbZ 

fofu;eu ugha^^ dk leFkZu ugha djrs gSa] cfYd ^^lko/kkuhiwoZd vkSj tokcnsgh ds lkFk fofu;eu^^ dh 

odkyr djrs gSaA ;g U;kf;d –"Vkar ,d ,slk <k¡pk çnku djrk gS ftldk ikyu mHkjrs gq, —f=e 

cqf)eÙkk fu;eksa }kjk fd, tk,] rFkk laoS/kkfud vf/kdkjksa dk lEeku djrs gq, çkS|ksfxdh ds ykHkdkjh 

mi;ksxksa dks l{ke cukuk gSA 

dkuwuh <kaps vkSj U;kf;d ifj–'; dh tkap djus ds i'pkr] vc ge mu fo|eku vkSj mHkjrh gqbZ 

pqukSfr;ksa dh igpku dj ldrs gSa ftudk lkeuk Hkkjr dks —f=e cqf)eÙkk dks çHkkoh <ax ls fofu;fer 

djus vkSj lkbcj lqj{kk lqfuf'pr djus esa djuk iM+rk gS & 

 —f=e cqf)eÙkk vkSj lkbcj lqj{kk 'kklu esa mHkjrh pqukSfr;k¡ 

          dkuwuh <k¡pksa vkSj U;kf;d ekxZn'kZu esa gqbZ çxfr ds ckotwn] —f=e cqf)eÙkk] lkbcj lqj{kk 

vkSj fof/k ds varlaZca/k ij egRoiw.kZ pqukSfr;k¡ fo|eku gSaA ;s pqukSfr;k¡ eq[; :i ls çkS|ksfxdh ds rhoz 

fodkl dh xfr ls mRiUu gksrh gSa] tks fo/kk;h ç;klksa ls dgha vf/kd rst gS] lkFk gh —f=e cqf)eÙkk 

                                                           
124 ,,uvkbZ ehfM;k cuke fofdehfM;k QkmaMs'ku vkSj vU;]. fnYyh mPp U;k;ky;, ;kfpdk la- 524,2024.  
125

¼2020½ 10 ,l lh lh 274- 

126COMPETITION COMMISSION OF INDIA, Suo Motu Case No. 01 of 2021, Against: WhatsApp LLC , Meta Platforms, Inc. 
https://www.cci.gov.in/images/antitrustorder/en/order1732001619.pdf 
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ç.kkfy;ksa dh varfuZfgr tfVyrk vkSj vikjnf'kZrk] rFkk lkbcj [krjksa dh oSf'od ç—fr Hkh blesa ;ksxnku 

djrh gSA ;g [kaM dbZ çeq[k uoksfnr pqukSfr;ksa ij fopkj djrk gS ftudk lkeuk Hkkjr —f=e cqf)eÙkk 

dks 'kkflr djus vkSj lkbcj lqj{kk cuk, j[kus ds ç;kl esa dj jgs gSa] fo'ks"k :i ls dkuwuh ifjçs{; esaA 

,YxksfjFke iwokZxzg vkSj mÙkjnkf;Ro 

oSf”od Lrj ij lokZf/kd pfpZr fo’k;ksa esa ls ,d ;g gS fd —f=e cqf)eRrk iz.kkfy;k¡ vutkus esa izf”k{k.k 

MsVk esa ekStwn iwokZxzgksa dks cuk, j[k ldrh gS ;k mUgsa vkSj Hkh izcy dj ldrh gSA —f=e cqf)eRrk esa 

iwokZxzg dk eryc gS] uLy] fyax ;k vU; lajf{kr fo”ks’krkvksa ds vk/kkj ij dqN legksa ds lkFk vuqfpr ;k 

vU;k;iw.kZ O;ogkj djuk] ;g iwokZxzg [kqn dks dbZ rjhdksa ls izdV dkj ldrk gS] tSls HksnHkoiw.kZ HkrhZ 

izFkk,¡] i{kikriw.kZ _.k Loh—fr ;k Lok;Rr okguksa }kjk fy, x, Äkrd fu.kZ;A 127  

            Hkkjr ds cgqyoknh lekt esa] ;g ,d xaHkhj fpark dk fo"k; gSA mnkgj.k ds fy,] ;fn 

fdlh cSad }kjk _.k ik=rk fu/kkZj.k ds fy, mi;ksx dh tkus okyh —f=e cqf)eÙkk dks eq[; :i ls dqN 

fof'k"V 'kgjksa ds iq#"k vkosndksa ds MsVk ij çf'kf{kr fd;k tkrk gS] rks ;g ,d ,slk e‚My fodflr dj 

ldrh gS tks vutkus esa efgykvksa ;k xzkeh.k {ks=ksa ds O;fä;ksa dks gkfu igq¡pk ldrk gSA blh çdkj] psgjs 

dh igpku djus okyh —f=e cqf)eÙkk fo'o Lrj ij xgjs jax dh Ropk okys O;fä;ksa ;k efgykvksa ds fy, 

mPp =qfV nj okyh ikbZ xbZ gS] D;ksafd çf'k{k.k MsVklsV vlarqfyr FksA128 iqfyflax ;k fuxjkuh ds lanHkZ esa] 

,slh v'kqf);k¡ fof'k"V leqnk;ksa dks vuqfpr :i ls yf{kr ;k xyr igpku dk dkj.k cu ldrh gSaA 

dkuwuh –f"Vdks.k ls] ;g HksnHkko&fojks/kh dkuwuksa vkSj laoS/kkfud lekurk129 rFkk leku laj{k.k ds fl)karksa 

ds rgr ç'u mRiUu djrk gSA gkyk¡fd] orZeku esa Hkkjrh; dkuwu esa ,YxksfjFke iwokZxzg dks lacksf/kr djus 

okys fof'k"V çko/kkuksa dk vHkko gSA ysfdu lwpuk çkS|ksfxdh vf/kfu;e] 2000 vkSj lwpuk çkS|ksfxdh 

¼e/;orhZ fn”kkfunsZ”k vkSj fMftVy ehfM;k vpkj lfgar½fu;e] 2021 ds n`f’Vxr çkS|ksfxdh e=aky; Hkkjr 

ljdkj }kjk ijkeZ”k ds e/;e ls lHkh e/;LFkksa dks vko”;d lq{kkoksa dk vuqikyu fd;s tkus gsrq tkjh fd 

xbZ gS ftlesa lHkh e/;LFkksa ;k eap dks ;g lqfuf”pr djuk pkfg, fd muds dEI;wVj lalk/ku fdlh Hkh 

iwokZxzg ;k HksnHkko dh vuqefr ugha nsrs gS] ftlesa —f=e cqf)eÙkk ekMy],y  ,y ,e] tujsfVo , vkbZ] 

l‚¶Vos;j ;k ,Yxkfjne dk mi;ksx “kkfey gSA130 mnkgj.k ds fy,] dksbZ O;fä —f=e cqf)eÙkk ls çHkkfor 

fu.kZ; dks euekuk ;k HksnHkkoiw.kZ dgdj pqukSrh ns ldrk gS ;fn os ;g çnf'kZr dj ldsa fd ,YxksfjFke 

i{kikrh FkkA 

          —f=e cqf)eÙkk fu.kZ;ksa ds fy, mÙkjnkf;Ro ,d egRoiw.kZ igyw gSA tc dksbZ ekuo vf/kdkjh 

fu.kZ; ysrk gS] rks ml O;fä dks ml fu.kZ; dks mfpr Bgjkus ds fy, dgk tk ldrk gS vkSj ;fn og 

fu.kZ; xyr lkfcr gksrk gS rks mls tokcnsg Bgjk;k tk ldrk gSA —f=e cqf)eÙkk ds ekeys esa] vDlj u 

rks vafre mi;ksxdrkZ vkSj u gh fuekZrk fdlh fof'k"V fu.kZ; ds vk/kkj dks iwjh rjg ls le> ikrs gSaA 

orZeku esa] laosnu'khy vuqç;ksxksa esa] ^^ekuo&bu&n&ywi^^ –f"Vdks.k cuk, j[kuk mfpr gksxk ] mnkgj.k ds 

fy,] ,d —f=e cqf)eÙkk ukSdjh ds fy, mEehnokjksa dks lwphc) djrh gS] ysfdu vafre fu.kZ; ,d ekuo 

}kjk fy;k tkrk gSA gkyk¡fd] tSls&tSls ç.kkfy;k¡ vf/kd Lok;Ùkrk dh vksj c<+rh gSa] ge mÙkjnkf;Ro dSls 

lqfuf'pr djrs gSa\ ,d mYys[kuh; dsl 2018 esa mcj }kjk fodflr ,d lsYQ&Mªkbfoax dkj ls tqM+h 

?kkrd nq?kZVuk gSA dkj us Lok;Ùk eksM esa lapkyu djrs le; ,d iSny ;k=h dks VDdj ekj nh vkSj 

mldh ekSr gks xbZA tkap ls irk pyk fd çkS|ksfxdh ds fMtkbu esa [kkfe;ka Fkha vkSj lqj{kk mik; vi;kZIr 

FksA ;g nq[kn ?kVuk daifu;ksa dks ;g lqfuf'pr djus ds fy, tokcnsg Bgjkus ds egRo dks js[kkafdr 

djrh gSA131  

            Hkkjr esa ,d pqukSrh ;g gS fd fofHkUu {ks=ksa us vHkh rd ,YxksfjFke ikjnf'kZrk dks vfuok;Z 

ugha fd;k gSA fMftVy O;fäxr MsVk laj{k.k vf/kfu;e O;fä;ksa dks lq/kkj ;k feVkus dk vf/kdkj çnku 

                                                           
127 Crawford K., Calo R., Barocas S., Beasley B., Friedler S., Kroll J. (2019). AI Now Report 2018. Retrieved from 

https://ainowinstitute.org/AI_Now_2018_Report.pdf 
128George Benneh Mensah, “Artificial Intelligence and Ethics: A Comprehensive Reviews of Bias Mitigation, Transparency, and 

Accountability in AI Systems”,https://www.researchgate.net/profile/George-Benneh-

Mensah/publication/375744287_Artificial_Intelligence_and_Ethics_A_Comprehensive_Review_of_Bias_Mitigation_Transpare

ncy_and_Accountability_in_AI_Systems/links/656c8e46b86a1d521b2e2a16/Artificial-Intelligence-and-Ethics-A-

Comprehensive-Review-of-Bias-Mitigation-Transparency-and-Accountability-in-AI-Systems.pdf 
129

vuqPNsn 14] Hkkjr dk lafo/kku] vkfy;k ykW ,tsalh] f}Hkk’kh laLdj.k]i`"B la&5- 
130No.eNo.2(4)/2023-CyberLaws–3,Government of India Ministry of Electronics and Information Technology Cyber Law and 

Data Governance Group, izdkf”kr&15 ekpZ 2024- 
131

jscsdk jhl vkSj tks lksVkby ] ßmcj lsYQ&Mªkbfoax dkj ds ijh{k.k pkyd us iSny ;k=h dh ekSr ds ekeys esa [krjs esa Mkyus dk nks"k Lohdkj fd;kß] 
https://edition.cnn.com/2023/07/29/business/uber-self-driving-car-death-guilty,izdkf'kr&29 tqykbZ 2023- 
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djrk gS]132 ysfdu Lopkfyr fu.kZ; dh O;k[;k dk vf/kdkj ugha nsrk gSA blds vfrfjä] ;fn dksbZ —f=e 

cqf)eÙkk ls {kfr igq¡pkrh gS& mnkgj.k ds fy,] ;fn fpfdRlk funku esa mi;ksx dh tkus okyh —f=e 

cqf)eÙkk =qfV djrh gS ftlds ifj.kkeLo:i xyr mipkj gksrk gS]rks jksxh mÙkjnkf;Ro dh ryk'k djsxkA 

D;k os vLirky] M‚DVj ;k —f=e cqf)eÙkk l‚¶Vos;j daiuh ij eqdnek djsaxs\ ikjaifjd vi—R; dkuwu 

laHkor% vLirky,M‚DVj ij nkf;Ro Mkysxsa D;ksafd mUgksaus ml midj.k dk mi;ksx fd;k Fkk vkSj cnys esa 

mudk foØsrk ds f[kykQ vuqca/k dk nkok gks ldrk gSA ysfdu ykijokgh lkfcr djus ds fy, ;g 

fn[kkuk iM+ ldrk gS fd —f=e cqf)eÙkk =qfViw.kZ FkhA —f=e cqf)eÙkk dh tfVyrk dks ns[krs gq,] ;g 

okfn;ksa ds fy, ,d dfBu dk;Z gks ldrk gSA Hkkjrh; mRikn nkf;Ro U;k;'kkL= dks fMftVy mRiknksa rd 

foLrkfjr djus esa ,d pqukSrh gSA miHkksäk laj{k.k vf/kfu;e 2019 vkSj mRikn nkf;Ro ij blds fu;e 

laHkkfor :i ls ,d —f=e cqf)eÙkk ç.kkyh dks ^^mRikn^^ ds :i esa eku ldrs gSa vkSj miHkksäkvksa dks 

uqdlku igq¡pkus okys nks"kksa ds fy, fuekZrk dks mÙkjnk;h Bgjk ldrs gSaA133 ysfdu ;g vHkh Hkh vijhf{kr 

gSA 

          dkuwuh <kaps esa uohuhdj.k dh vko';drk gS] tSls% mPp&tksf[ke okyh —f=e cqf)eÙkk 

ç.kkfy;ksa ds fy, ,YxksfjFke çHkko vkdyu dh vko';drk gS] rSukrh ls igys iwokZxzg dh tk¡p] —f=e 

cqf)eÙkk fu.kZ; dSls fy, tkrs gSa] bldk fjd‚MZ j[kus dk vkns'k    ¼—f=e cqf)eÙkk e‚My v‚fMfVax ;k 

nLrkosthdj.k tSlh rduhdksa ds ek/;e ls½] vkSj ns;rk fu;eksa dks Li"V djuk ]laHkor% dqN —f=e 

cqf)eÙkk mi;ksxksa ds fy, l[r ns;rk dk ,d :i is'k djuk – tSls vi—R; dkuwu esa vfr&[krjukd 

xfrfof/k;ksa ds fy, l[r ns;rk gSA ;s ,sls {ks= gSa ftu ij Hkkjrh; fu;ked fopkj&foe'kZ dj jgs gSaA 

mnkgj.k ds fy,] uhfr vk;ksx uss ftEesnkj —f=e cqf)eÙkk nLrkostksa esa LoSfPNd iwokZxzg v‚fMV dk lq>ko 

fn;k x;k gS A134  

MsVk xksiuh;rk vkSj —f=e cqf)eÙkk% lgefr] iw.kZ xksiuh;rk vkSj MhiQsd 

          ;|fi fMftVy O;fäxr MsVk laj{k.k vf/kfu;e135 us lgefr&vk/kkfjr MsVk O;oLFkk LFkkfir 

dh gS] —f=e cqf)eÙkk ikjaifjd uksfVl&vkSj&lgefr e‚My ds fy, pqukSfr;k¡ çLrqr djrh gSA —f=e 

cqf)eÙkk ç.kkfy;k¡ vDlj fo'kky MsVklsV ls var–f"V çkIr djrh gSa] vkSj dHkh&dHkh ;s lh/ks O;fä;ksa ls 

,d= ugha fd, tkrs gSa] cfYd dbZ lzksrksa ls ,df=r fd, tkrs gSaA e'khu yfuaZx tSlh rduhdksa ds lkFk] 

,d —f=e cqf)eÙkk O;fäxr MsVk dk vuqeku yxk ldrh gS tks mi;ksxdrkZ us dHkh Li"V :i ls çnku 

ugha fd;k FkkA mnkgj.k ds fy,] fdlh O;fä ds lks'ky ehfM;k ykbDl ds iSVuZ dk fo'ys"k.k djus ls 

,d —f=e cqf)eÙkk mudh ;kSu vfHkfoU;kl ;k jktuhfrd fopkjksa dh Hkfo";ok.kh dj ldrh gS – ,slh 

tkudkjh tks lh/ks ugha nh xbZ o blfy, laxzg ds fy, Hkh lgefr ugha nh xbZA136 ;g ?kVuk lgefr <kaps 

ij ncko Mkyrh gS% O;fä dsoy vilaL—r डेटा laxzg ¼Raw½ ds fy, lgefr ns ldrs gSa] vuqekuksa ds fy, 

ughaA fMftVy O;fäxr MsVk laj{k.k vf/kfu;e137] lkekU; rkSj ij ^^O;fäxr MsVk ds çlaLdj.k^^ ij /;ku 

dsafær djds] bu vuqekuksa dks Hkh O;fäxr MsVk ds :i esa “kkfey djrk gSA ysfdu O;kogkfjd :i ls] 

daifu;k¡ O;qRiUu MsVk ;k xqeuke MsVk ¼ftlls ;s vuqeku vkrs gSa½ dks O;fäxr MsVk ugha eku ldrh gSaA 

vf/kfu;e ds xqeuke MsVk ds fy, lqj{kk mik; U;wure gSaA blfy, ,d pqukSrh ;g lqfuf'pr djuk gS fd 

Hkkjrh; mi;ksxdrkZ MsVk ij çf'kf{kr —f=e cqf)eÙkk e‚My vçR;{k :i ls nh xbZ lgefr ls ijs 

xksiuh;rk dks de u djsaA —f=e cqf)eÙkk ds fy, MsVk xqeukehdj.k vkSj lk>kdj.k dks fu;af=r djus ds 

fy, ekudksa ;k fu;eksa dh vko';drk gksxh] rkfd ;g lqfuf'pr fd;k tk lds fd ftls ^^xqeuke^^ yscy 

fd;k x;k gS] mls okLro esa —f=e cqf)eÙkk dk mi;ksx djds fQj ls igpkuk ugha tk ldrk gSA138 

           ,d vU; xksiuh;rk pqukSrh cM+s iSekus ij fuxjkuh cuke yf{kr fuxjkuh gSA —f=e cqf)eÙkk 

cM+s iSekus ij MsVk ¼tSls lHkh 'kgj ds dSejksa ls okLrfod le; esa lhlhVhoh QqVst psgjksa ds fy,½ dk 

fo'ys"k.k djus esa l{ke cukrh gSA ;g fuxjkuh dh Lohdk;Z lhek dks vkxs c<+krh gSA orZeku dkuwu o 

                                                           
132

/kkjk 12] fMftVy O;fäxr MsVk laj{k.k vf/kfu;e] 2023. 
133

/kkjk 82&87] miHkksäk laj{k.k vf/kfu;e] 2019- 
134

uhfr vk;ksx fjiksZV 2021] file:///E:/MietY%20Advisory/NITI%20Report%202021%20Responsible-AI-.pdf 
135

fMftVy O;fäxr MsVk laj{k.k vf/kfu;e] 2023- 
136

jkgqy diwj ,oa Fksjslk Vh- dykfFky , Hkkjr esa ,vkbZ fofu;eu% orZeku fLFkfr vkSj Hkfo"; ds ifjçs{;, 

https://www.morganlewis.com/blogs/sourcingatmorganlewis/2024/01/ai-regulation-in-india-current-state-and-future-

perspectives,  izdkf”kr&26 tuojh 2024- 
137

iwoksDr 142- 
138

v{k; lqjs”k o n”̀; dkeFk]ßvkfVZfQf'k;y baVsfytsal esa xksiuh;rk vkSj MsVk lqj{kkß,https://www.mondaq.com/india/data-protection/1556598/privacy-

and-data-protection-in-artificial-intelligenceizdkf”kr,26 fnlEcj 2024- 
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iqêLokeh okn139 fl)karksa ds rgr] fuxjkuh yf{kr vkSj lansg ij vk/kkfjr gksuh pkfg,A ;fn iqfyl gj 

le; gj fdlh ij utj j[kus ds fy, —f=e cqf)eÙkk dk mi;ksx djuk 'kq: dj nsrh gS] rks D;k ;g 

vizR;{k :i ls xksiuh;rk dk mYya?ku gS\ vnkyrksa us vHkh rd ,sls ifj–'; ij QSlyk ugha lquk;k gSA 

,d fof'k"V dkuwu ds vHkko esa] iqfyl ,slk ç;ksx dj ldrh gSA lhek,a fu/kkZfjr djuk laHkor% 

U;k;ikfydk ;k Hkfo"; ds xksiuh;rk U;k;'kkL= ij fuHkZj djsxkA dqN {ks=kf/kdkj ¼tSls ;wjksih; la?k dk 

elkSnk —f=e cqf)eÙkk vf/kfu;e½ U;kf;d çkf/kdj.k ds lkFk xaHkhj [krjksa dks NksM+dj dkuwu çorZu ds 

fy, lkoZtfud LFkkuksa ij okLrfod le; esa nwjLFk ck;ksesfVªd igpku ij çfrca/k yxkus dk çLrko djrs 

gSA140 Hkkjr esa vHkh rd ,slk dksbZ fu;e ugha gS] blfy, ;g ,d [kqyh pqukSrh gSA 

MhiQsd vkSj xyr lwpuk% MhiQsd ls rkRi;Z ,d ,slh rduhd ls gS] tks —f=e cqf)eÙkk dk mi;ksx 

djds ohfM;ks] vkWfM;ks ;k fp=ksa dks bl izdkj ls ifjoZfRr dj nsrh gS dh os okLrfod yxrs gSaA141 —f=e 

cqf)eÙkk dh vfr&;FkkFkZoknh udyh fp=] ohfM;ks vkSj v‚fM;ks mRiUu djus dh {kerk xksiuh;rk] çfr"Bk 

vkSj lkoZtfud O;oLFkk ds fy, xaHkhj ifj.kke gks ldrs gSA MhiQsd iksuksZxzkQh] xksiuh;rk vkSj fo'ks"k :i 

ls xfjek dk ?kksj mYya?ku gS vDlj efgykvksa dks fcuk lgefr ds Li"V lkexzh ij psgjs izR;kjksi.k djds 

yf{kr fd;k tkrk gSA orZeku dkuwuh mik;ksa esa lwpuk çkS|ksfxdh vf/kfu;e dh /kkjk 67,67A142 vkSj 

Hkkjrh; U;k; lafgrk ds çko/kku tSls efgyk dh 'kkyhurk dk vieku djuk 'kkfey gSaA143 gkyk¡fd] dkuwu 

esa Li"V :i ls MhiQsd dk mYys[k ugha gS] ysfdu vuqPNsn 21144] MhiQsd dk vuf/k—r fuekZ.k xksiuh; 

ds vf/kdkj dk mYya?ku gSA MhiQsd ds fuekZ.k dks fo'ks"k :i ls vijk/khdj.k djus ds fy, dkuwuksa dks 

v|ru djus dh vko”;drk gSA Hkkjr us e/;orhZ nkf;Ro ¼igpku gksus ij MhiQsd dks rqjar gVkus ds 

fy, IysVQkeksaZ dks ftEesnkj cukuk½ vkSj dqN mi;ksxksa dks vijk/khdj.k djus ds la;kstu ij /;ku dsafær 

fd;k gSA145 geus 2024] ds bysDVª‚fuDl vkSj lwpuk çkS|ksfxdh ea=ky; ds ijke'kZ ns[ks] os —f=e 

cqf)eÙkk&tfur lkexzh dh vfuok;Z yscfyax ds fy, igyk ç;kl FksA146 ;s vfuok;Z :i ls ,d fu;e dks 

bafxr djrs gSa fd MhiQsd dks o‚VjekdZ ;k yscy fd;k tkuk pkfg,A ;g Hkfo"; esa fMftVy bafM;k ,DV 

;k lwpuk çkS|ksfxdh vf/kfu;e ds fu;eksa ds rgr ,d fu;e cuk;k tk ldrk gSA 

—f=e cqf)eÙkk ds ek/;e ls xyr lwpuk– —f=e cqf)eÙkk cM+s iSekus ij udyh lekpkj mRiUu dj 

ldrh gS] laHkkfor :i ls iwjh udyh igpku ;k osclkbVsa Hkh Lor% mRiUu dj ldrh gSA lkbcj lqj{kk ds 

fy, pqukSrh ;g gS fd bls lwpuk ;q) esa ;k fgalk HkM+dkus ds fy, gfFk;kj cuk;k tk ldrk gS mnkgj.k 

ds fy,] ,d lkoZtfud O;fä dk HkM+dkÅ Hkk"k.k nsrs gq, MhiQsd ohfM;ks v'kkafr iSnk dj ldrk gSA 

dkuwuh :i ls] Hkkjr esa mdlkus vkSj >wBh vQokgksa ds f[kykQ dkuwu gSaA147 ysfdu çorZu rc eqf'dy gks 

tkrk gS] tc ewy fuekZrk çkS|ksfxdh ds ihNs fNi tkrs gSaA ljdkj dk –f"Vdks.k ewy izorZd dk irk 

yxkus dh {kerk dks etcwr djuk jgk gSA e/;orhZ fu;e] 2021 ds vuqlkj egRoiw.kZ lans'k IysVQkeksaZ dks 

vkns'k fn, tkus ij lans'kksa ds ewy izorZdksa dk irk yxkus esa l{ke gksuk vko';d gSA xksiuh;rk 

¼,fUØI'ku½ vkSj udyh lekpkjksa dks [kkst djus ds chp ruko vulqy>k gSA —f=e cqf)eÙkk udyh lkexzh 

dks vf/kd rsth ls QSyus okyk cukdj fLFkfr dks vkSj [kjkc dj ldrk gSA blfy, dkuwuh ç.kkyh dks 

ubZ rduhdksa ;k laHkor% ,sls dkuwu ds lkFk vuqdwfyr djuk gksxk tks tkucw>dj cM+s iSekus ij /kks[ks ds 

fy, dqN —f=e cqf)eÙkk dks rSukr djus ds fy, nafMr djsa gSA 

lkbcj lqj{kk [krjs vkSj dkuwuh rRijrk 

—f=e cqf)eÙkk] [krjs ds ifj–'; dks cny jgh gS] ysfdu D;k dkuwuh ç.kkyh blds fy, rS;kj gS \ 

Lok;Ùk lkbcj gfFk;kjksa ij fopkj djsa & eSyos;j148 tks —f=e cqf)eÙkk dk mi;ksx djds QSy ldrk gS 

vkSj vuqdwfyr gks ldrk gSA ;fn dksbZ jkT; ;k xSj&jkT; ,slk gfFk;kj tkjh djrk gS] rks D;k gekjs ikl 

çfrfØ;k nsus ds fy, i;kZIr dkuwuh midj.k gSa\ ?kjsyw Lrj ij] gk¡] ,slk —R; ¼uqdlku igq¡pkuk] vkfn½ 
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iwoksDr]12- ,vkbZvkj 2017 ,llhlh 416- 

140EU AI Act, Article 5: Prohibited AI Practices , https://artificialintelligenceact.eu/article/5/. 
141

ts lkWVsy fjDlu] MhiQsd D;k gS \] https:?//builtin.com/machine-learning/deepfake. 
142

lwpuk çkS|ksfxdh vf/kfu;e] 2000] izdk”kd&;qfuolZy ykW ifCy”klZ]f}Hkk’kh laLdj.k]izfrLFkkfir&27-10-2009, i`’B la&37- 
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/kkjk 79, Hkkjrh; U;k; lafgrk, 2023, izdk”kd&dey ifCy”klZ, f}Hkk’kh laLdj.k, i`’B la&31, ISBN NO.978-93-92295-27-0. 
144

vuqPNsn 21] Hkkjr dk lafo/kku] vkfy;k ykW ,tsalh] f}Hkk’kh laLdj.k] i"̀B la&26- 
145

lwpuk çkS|ksfxdh¼e/;korhZ fn”kkfunsZ”k vkSj fMftVy ehfM;k vkpkj lafgrk½fu;e]2021 
146https://regmedia.co.uk/2024/03/04/meity_ai_advisory_1_march.pdf. 
147

/kkjk 192] 353] Hkkjrh; U;k; lafgrk] 2023 
148 eSyos;j&nqHkkZoukiw.kZ l‚¶Vos;j dk laf{kIr :i gS] tks tkucw>dj daI;wVj flLVe] usVodZ ;k midj.kksa dks uqdlku igqapkus] ckf/kr djus ;k vuf/k—r igqap 

çkIr djus ds fy, fMtkbu fd;k x;k dksbZ Hkh l‚¶Vos;j gS , https://www.mcafee.com/en-in/antivirus/malware.html 
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vkijkf/kd gS149] ysfdu vkjksi.k vlaHko gks ldrk gS ;k Hkkjrh; {ks=kf/kdkj ls ijs fons'kh laLFkkvksa ls 

lEcf/kr gks ldrk gSA ;g varjkZ"Vªh; dkuwu vkSj lg;ksx dh vksj >qdrk gSA Hkkjr dks lkbcj ;q) vkSj —

f=e cqf)eÙkk ij varjkZ"Vªh; fu;e&fuekZ.k esa 'kkfey gksus dh vko';drk gks ldrh gS ¼Hkkjr vkbZlhVh 

lqj{kk ij la;qä jk"Vª ds vksiu&,aMsM ofdaZx xzqi dk fgLlk gS] tks lkbcjLisl esa jkT; ds O;ogkj ds 

ekunaMksa ij ppkZ dj jgk gS½A150 ?kjsyw Lrj ij] gekjs dkuwu O;fä;ksa dks nafMr djrs gSa] ysfdu D;k gksxk 

;fn ,d —f=e cqf)eÙkk c‚VusV fcuk fdlh Li"V ekuo vijk/kh ds uqdlku igq¡pkrk gS– D;k ge mls ,d 

nq?kZVuk ekuxsa \ fo'o Lrj ij ,d mHkjrk gqvk fopkj gS fd dqN —f=e cqf)eÙkk foQyrkvksa dks mlh 

rjg ekuk tk, tSls ge vkS|ksfxd nq?kZVukvksa dks ekurs gSa– vkijkf/kd nks"kkjksi.k ds ctk; chek vkSj 

eqvkotk ;kstukvksa ds ek/;e ls] [kkldj tc dksbZ bjknk 'kkfey u gksA 

—f=e cqf)eÙkk ds lkFk ,d pqukSrh egRoiw.kZ cqfu;kns <kWps dk laj{k.k Hkh gSA tSls&tSls gekjh fctyh] 

ifjogu vkSj foÙkh; ç.kkfy;k¡ n{krk ds fy, vf/kd —f=e cqf)eÙkk dk mi;ksx djrh gSa tSls&LekVZ fxzM] 

Lok;Ùk Vªsu fu;a=.k] ,YxksfjFke VªsfMax] ,d lkbcj geyk ;k [kjkch fouk'kdkjh gks ldrh gSA vkbZVh 

vf/kfu;e dh /kkjk 70151 tSls dkuwu egRoiw.kZ ç.kkfy;ksa dks ukfer djrs gSa vkSj muls NsM+NkM+ djus ij 

ltk dk izo/kku djrk gSa] ysfdu ;g lqfuf'pr djuk fd fØfVdy bUQ‚esZ'ku bUÝkLVªDpj ¼lhvkbZvkbZ½ 

pykus okyh daifu;k¡,ljdkj loksZÙke lkbcj lqj{kk çFkkvksa dk ikyu djsa] ,d pqukSrh gSA ekStwnk jk"Vªh; 

egRoiw.kZ lwpuk volajpuk laj{k.k dsaæ ¼NCIIPC½ vkSj Hkkjrh; daI;wVj vkikr ekspu ny ¼CERT-In½ ds funsZ'k 

dkQh gn rd uhfr&Lrj ds gSaA gesa egRoiw.kZ volajpuk esa —f=e cqf)eÙkk lqj{kk ekudksa dks vfuok;Z 

djus okys vf/kd {ks=&fof'k"V fu;eksa dh vko';drk gks ldrh gS] tSls —f=e cqf)eÙkk&fu;af=r ç.kkfy;ksa 

ds fy, etcwr Qsy&lsQ dh vko';drk] vfrjsd dh vko';drk ¼;fn —f=e cqf)eÙkkfoQy gks tkrh gS] 

rks eSuqvy vksojjkbM ekStwn gks½] vkfnA ;s dkuwuh ekudksa dh rqyuk esa vf/kd bathfu;fjax ekud gSa] 

ysfdu dkuwu }kjk vfuok;Z fd, tk ldrs gSaA 

lhek ikj MsVk çokg vkSj {ks=kf/kdkj% —f=e cqf)eÙkk lsok,a vDlj DykmM&vk/kkfjr gksrh gSa] ftldk 

vFkZ gS fd MsVk lhekvksa ds ikj çokfgr gksrk gSA MhihihMh vf/kfu;e orZeku esa fMQ‚YV :i ls lHkh ns'kksa 

dks lhek ikj MsVk gLrkarj.k dh vuqefr nsrk gS] flok; laHkkfor izfrcaf/kr dsA152 ;fn Hkkjr ckn esa 

laosnu'khy O;fäxr MsVk dks viuh lhekvksa ls ckgj tkus ls çfrcaf/kr djus dk fu.kZ; ysrk gS] rks ;g 

oSf'od —f=e cqf)eÙkk daifu;ksa ds lapkyu dks çHkkfor dj ldrkA {ks=kf/kdkj ds fygkt ls] ;fn Hkkjr 

esa dksbZ HkkSfrd mifLFkfr u gksus okyh —f=e cqf)eÙkk daiuh Hkkjrh;ksa dks uqdlku igq¡pkrh gS] rks mUgsa 

tokcnsg Bgjkus dh gekjh dkuwuh {kerk lhfer gSA gekjs ikl lkbcj vijk/k ds fy, ,e,y,Vh 

¼ikjLifjd dkuwuh lgk;rk laf/k;k¡½ gSaA153 ysfdu lHkh ns'k lkbcj eqíksa ij leku :i ls lg;ksx ugha 

djrs gSa] [kkldj jkT; vfHkdrkZvksa ;k xzs tksu ls tqM+s ekeyksa esaA154 ;g fons'kh uhfr lkbcj dwVuhfr ds 

fy, ,d pqukSrh gS] ysfdu ;g dkuwuh ifj.kkeksa dks çHkkfor djrh gSA 

çorZu vkSj {kerk vojks/k 

lcls vPNs dkuwuksa dk Hkh çHkkoh çorZu ds fcuk dksbZ eryc ugha gSA Hkkjr dks —f=e cqf)eÙkk vkSj 

lkbcj lqj{kk tSls vR;f/kd rduhdh {ks=ksa esa {kerk dh deh dk lkeuk djuk iM+rk gSA iqfyl vkSj 

fu;ked ,tsafl;ksa dks —f=e cqf)eÙkk ls lacaf/kr ?kVukvksa dh tkap djus ds fy, rduhdh fo'ks"kKrk dh 

vko';drk gksrh gS] pkgs og MhiQsd vijk/k gks ;k tfVy MsVk mYya?kuA lkbcj ?kVukvksa dh la[;k cgqr 

vf/kd gS Hkkjrh; daI;wVj vkikr ekspu ny us dqN o"kksaZ esa nl yk[k ls vf/kd ?kVukvksa dh lwpuk nhA155 

—f=e cqf)eÙkk ds lkFk] ?kVuk dh ek=k vkSj c<+ ldrh gS Lopkfyr geys ,d cM+s geys ds ctk; gtkjksa 

NksVh ?kVukvksa dk dkj.k cu ldrs gSaA tkap vkSj U;kf;d {kerk dks c<+kuk pwukSrhiw.kZ gSA fo'ks"k lkbcj 
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/kkjk 43¼c½] /kkjk 66] lwpuk çkS|ksfxdh vf/kfu;e] 2000] izdk”kd&;qfuolZy ykW ifCy”klZ]f}Hkk’kh laLdj.k]izfrLFkkfir&27-10-2009, i`’B la&24]32- 

150https://ccgnludelhi.wordpress.com/2021/12/28/cyber-security-at-the-un-where-does-india-stand-part-1/. 
151

/kkjk 70] lwpuk çkS|ksfxdh vf/kfu;e] 2000] izdk”kd&;qfuolZy ykW ifCy”klZ]f}Hkk’kh laLdj.k]izfrLFkkfir&27-10-2009, i`’B la&38- 
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v/;k; 4] fMftVy O;fäxr MsVk laj{k.k vf/kfu;e] 2023- 

153GUIDELINES ON MUTUAL LEGAL ASSISTANCE IN CRIMINAL MATTERS, 

Ministryofhomeaffairs,https://www.mha.gov.in/sites/default/files/ISII_ComprehensiveGuidelines_17122019.pdf  
154

;'kLoh dqekj vkSj y{; lq[khtk] ikjLifjd dkuwuh lgk;rk laf/k vkSj Hkkjr% ,d O;kid fo'ys"k.k]  
Indian Journal of Law and Legal Research,https://www.ijllr.com/post/mutual-legal-assistance-treaty-and-india-a-comprehensive-

analysis 
155ruqJh clqj‚;] Breakdown of security incidents handled by CERT-In India 2022, https://www.statista.com/statistics/1428463/india-

security-incidents-handled-by-cert-in/, izdkf”kr&16 flrEcj 2024- 
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Qksjsafld ç;ksx'kkykvksa vkSj dkuwu çorZu ds fy, çf'k{k.k dks c<+k;k tk jgk gS] ysfdu rduhdh çxfr dh 

xfr dk vFkZ gS fd fujarj ifj”kks/kuA 

U;k;ikfydk dks Hkh rduhdh lk{;ksa dks le>us esa pqukSfr;ksa dk lkeuk djuk iM+sxkA lkbcj ekeyksa esa] 

vnkyrsa fo'ks"kKksa dh xokgh vkSj fMftVy lk{;ksa ij fuHkZj djrh gSaA Hkkjrh; lk{; vf/kfu;e156 esa lu~ 

2000 esa fMftVy lk{;ksa  dh vuqefr nsus ds fy, la'kks/ku fd;k x;k Fkk] vkSj loksZPp U;k;ky; us vtqZu 

iafMr jko dksrdj cuke dSyk'k xksjaVîky ¼2020½157 esa mu vko';drkvksa dks ifj"—r fd;kA ysfdu —

f=e cqf)eÙkk ds lkFk] lk{;ksa esa ,YxksfjFke vkmViqV 'kkfey gks ldrs gSa– ,slh phtsa tks vnkyr esa 

vklkuh ls O;k[;k ;ksX; ugha gSaA Hkfo"; esa ,slh oknksa dh dYiuk dh tk ldrh gS tgk¡ ,d i{k iwokZxzg ;k 

=qfV lkfcr djus ds fy, —f=e cqf)eÙkk ds lzksr dksM ;k e‚My ds fujh{k.k djus dh ekax djrk gSA 

vnkyrksa dks ;g r; djuk gksxk fd ,sls vuqjks/kksa dks dSls laHkkyk tk,A gesa ,YxksfjFke ds fy, [kkst 

fu;eksa ds leku u, çko/kkuksa dh vko';drk gks ldrh gSA       

blds vfrfjä] MhihihMh vf/kfu;e158 ds rgr LFkkfir gksus okys MsVk laj{k.k cksMZ159 dks laHkkfor :i ls 

gtkjksa f'kdk;rksa dk lkeuk djuk iM+sxkA ;fn muesa ls dbZ esa MsVk ds —f=e cqf)eÙkk mi;ksx 'kkfey gSa] 

rks cksMZ ds deZpkfj;ksa dks ekeyksa esa U;k; djus ds fy, —f=e cqf)eÙkk çfØ;kvksa dks le>us dh 

vko';drk gksxhA tSls ;fn dksbZ f'kdk;rdrkZ dgrk gS fd] ,d —f=e cqf)eÙkk us esjh lgefr ls fcuk 

esjs MsVk dk mi;ksx fd;k] rks D;k ;g lp Fkk ;k ugha\A bl çdkj laLFkkxr {kerk fuekZ.k ,d egRoiw.kZ 

pqukSrh gSA 

uokpkj vkSj fofu;eu esa lUrqyu 

bu lHkh pqukSfr;ksa ds ihNs uhfrxr nqfo/kk ;g gS fd ykHkdkjh —f=e cqf)eÙkk uokpkj dks dSls çksRlkfgr 

fd;k tk,] tks tksf[keksa dks de dj vf/kdkjksa dh j{kk djrs gq, vkfFkZd fodkl vkSj lkekftd HkykbZ dks 

c<+kok ns ldrsa gaSA vR;f/kd fofu;eu LVkVZvi dks jksd ldrk gS vkSj fuos'k dks nwj Hkxk ldrk gS] 

tcfd de fofu;eu uqdlku vkSj lkoZtfud çfrfØ;k dk dkj.k cu ldrk gS tks varr% uokpkj dks Hkh 

uqdlku igqapkrk gSA Hkkjr dk –f"Vdks.k vc rd uohu —f=e cqf)eÙkk m|ksx ds ckjs esa lrdZ jgk gSA 

Hkkjr ds ikl vius lwpuk çkS|ksfxdh çfrHkk ds lkFk rqyukRed ykHk gS] tSlk fd dqN yksxksa us dgk gS fd 

;g nqfu;k ds fy, ^^—f=e cqf)eÙkk xSjkt^^ cu ldrk gSA160    

      bl çdkj] fof/k fuekZrkvksa ds fy, ,d pqukSrh ;g gS fd os ,sls fu;e cuk,a tks ;FkklaHko 

funsZ'kkRed gksus ds ctk; yphys vkSj fl)kar&vk/kkfjr gksaA mnkgj.k ds fy,] fo'ks"k —f=e cqf)eÙkk 

mi&çkS|ksfxfd;ksa ij çfrca/k yxkus ds ctk;] ifj.kkeksa ij /;ku dsafær djsa] tSls fd ,sls mi;ksxksa ij 

çfrca/k yxkuk tks dqN uqdlku igqapkrs gSaA 2024 esa lwpuk çkS|ksfxdh ea=ky; lykg ¼la'kksf/kr½ us ,slk gh 

–f"Vdks.k viuk;k% blus ,Yxksfjne dks Lo;a fu;af=r djus ij tksj ugha fn;k] cfYd xSjdkuwuh lkexzh dks 

jksdus vkSj xyr vkmViqV dks yscy djus ij tksj fn;kA161 lSaMc‚fDlax vkSj ijh{k.k fofu;ked162 

O;oLFkk,a j.kuhfr gks ldrh gSa] mlh rjg tSls Hkkjr esa fQuVsd lSaMc‚Dl ;k Mªksu uhfr us 'kq: esa dke 

fd;k FkkA  

la{ksi esa] Hkkjr esa —f=e cqf)eÙkk vkSj lkbcj lqj{kk ç'kklu ds fy, mHkjrh pqukSfr;k¡ gSaA —f=e cqf)eÙkk 

ç.kkfy;ksa esa fu"i{krk] tokcnsgh vkSj ikjnf'kZrk lqfuf'pr djuk] xksiuh;rk dh j{kk djuk vkSj MhiQsd 

tSls nqHkkZoukiw.kZ mi;ksxksa dks jksduk] —f=e cqf)eÙkk lEcfU/kr [krjksa ds f[kykQ lkbcj lqj{kk dks etcwr 

djuk vkSj uokpkj dks ckf/kr fd, fcuk dkuwuksa dks ykxw ,d dfBu dk;Z gSA bu pqukSfr;ksa ds fy, 

xfr'khy vkSj lw{e lek/kkuksa dh vko';drk gSA buesa ls dbZ eqís Hkkjr ds fy, vf}rh; ugha gSa] os ç—fr 

esa oSf'od gSaA blfy, ;g tkapuk f'k{kkçn gS fd] vU; {ks=kf/kdkj ,vkbZ vkSj lkbcj lqj{kk ds fy, dSls –

f"Vdks.k viuk jgs gSa] rkfd var–Zf"V vkSj rqyukRed       –f"Vdks.k çkIr gks ldsa tks Hkkjr ds vkxs ds 

ekxZ dks lwfpr dj ldsaA 
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/kkjk 63¼65B½, Hkkjrh; lk{; vf/kfu;e] 2023]¼izfrLFkkfir&01&07&2024½ 
157

, vkbZ vkj 2020 ,l lh 4908- 

158
fMftVy O;fäxr MsVk laj{k.k vf/kfu;e] 2023- 

159
/kkjk 18]

 
fMftVy O;fäxr MsVk laj{k.k vf/kfu;e] 2023- 

160
,- 'kkth t‚tZ, India's Ascent as the Global Epicenter of Artificial Intelligence, Partners Universal Innovative Research 

Publication (PUIRP), Volume: 02 Issue: 01, January-February 2024, www.puirp.com 
161

v{k; lqjs'k vkSj uhjtk 'kadj] ,vkbZ e‚Myksa dh rSukrh ij la'kksf/kr MeitY lykg]izdkf”kr&25 vizSy 2024 
https://www.lexology.com/library/detail.aspx?g=adbe9168-1b7a-4cc0-aa72-090e7dde14f3 
162

lSaMc‚fDlax vkSj ijh{k.k fofu;ked& fofu;ked lSaMc‚Dl ,d ,slk midj.k gS tks bl ckjs esa lk{; fodflr djrk gS fd dksbZ u;k mRikn] rduhd ;k 

O;olk; e‚My ¼uokpkj½ dSls dke djrk gS vkSj blds D;k ifj.kke fudyrs gSaA lsuk ystfxvksXyw vkstj] ,vkbZ esa fofu;ked lSaMc‚Dl uokpkj vkSj lqj{kk ds 

chp dk;Z djrs gSa, https://digi-con.org/regulatory-  
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rqyukRed oSf”od dkuwuh ifjn`’; 

Hkkjr le; ds lkFk —f=e cqf)eÙkk vkSj lkbcj lqj{kk ds çfr vius –f"Vdks.k dks ifj"—r dj jgk gS] ,ls 

esa vU; U;k;{ks=ksa ij fopkj djuk ewY;oku lanHkZ çnku djrk gSA fofHkUu ns'kksa vkSj {ks=ksa us dbZ rjg dh 

j.kuhfr;k¡ viukbZ gSa& O;kid dkuwu ls ysdj m|ksx Lo&fu;eu rd & tks mudh dkuwuh ç.kkfy;ksa vkSj 

uhfr çkFkfedrkvksa dks n'kkZrh gSaA ;g [kaM ;wjksih; la?k] la;qä jkT; vesfjdk vkSj vU; mYys[kuh; 

vf/kdkj {ks=ksa ¼tSls phu vkSj varjkZ"Vªh; <kaps½ ij /;ku dsafær djrs gq, ,d laf{kIr rqyukRed voyksdu 

çLrqr djrk gS] rkfd ;g le>k tk lds fd os —f=e cqf)eÙkk vkSj lkbcj lqj{kk dh pqukSfr;ksa ls dSls 

fuiV jgs gSaA ;s rqyuk,¡ loksZÙke çFkkvksa vkSj laHkkfor [krZjksa dks le>us esa enn djsaxh tks Hkkjr dh uhfr 

vkSj fu;ked fodYiksa dk ekxZn'kZu dj ldrh gSaA 

;wjksih; la?k% O;kid fofu;eu ¼thMhihvkj vkSj çLrkfor —f=e cqf)eÙkk vf/kfu;e½ 

rduhdh fu;eksa ds fuekZ.k esa ;wjksih; la?k çk;% vxz.kh jgk gS] tgk¡ ekSfyd vf/kdkjksa vkSj miHkksäk laj{k.k 

dks çkFkfedrk nh tkrh gSA o"kZ 2018 esa ykxw gqvk ;wjksih; la?k dk lkekU; MsVk laj{k.k fofu;eu 

¼thMhihvkj½163 MsVk lqj{kk ds fy, ,d oSf'od ekud ds :i esa mHkjk gSA Hkkjr ds fMftVy O;fäxr 

MsVk laj{k.k vf/kfu;e ¼MhihihMh vf/kfu;e½ ds dbZ çko/kku thMhihvkj ds fl)karksa dks çfrfcafcr djrs gSa 

& mnkgj.k ds fy,] çlaLdj.k ds fy, oS/k vk/kkj] MsVk fo"k; ds vf/kdkj ¼vfHkxe] lq/kkj] feVkuk½] vkSj 

MsVk fu;a=d dh tokcnsghA164 thMhihvkj Lopkfyr fu.kZ; ysus ds eqís dks Hkh Li"V :i ls lacksf/kr djrk 

gS% vuqPNsn 22 O;fä;ksa dks ,sls fu.kZ;ksa ds v/khu u gksus dk vf/kdkj çnku djrk gS tks iw.kZr% Lopkfyr 

çlaLdj.k ij vk/kkfjr gksrs gSa vkSj ftudk dkuwuh ;k leku :i ls egRoiw.kZ çHkko gksrk gS] dqN fof'k"V 

vioknksa ds lkFk ¼tSls] Li"V lgefr ;k vuqca/k ds fy, vko';d gksuk] ftlesa ekuo leh{kk tSls lqj{kk 

mik; 'kkfey gksa½A165 Hkkjr ds MhihihMh vf/kfu;e esa vHkh rd dksbZ lerqY; çko/kku ekStwn ugha gS] 

ftldk vFkZ gS fd ;wjksih; la?k ds ukxfjdksa ds ikl fo'kq) :i ls Lopkfyr fu.kZ;ksa dks pqukSrh nsus ds 

fy, ,d vf/kd Li"V ekxZ miyC/k gSA ;g ,d ,slk igyw gks ldrk gS ftl ij Hkkjr Hkfo"; ds la'kks/kuksa 

;k fu;eksa esa fopkj dj ldrk gS] fo'ks"k :i ls tc Lopkfyr çksQkbfyax ,d lkekU; çfØ;k curh tk 

jgh gSA 

          ;wjksih; la?k ,d lefiZr —f=e cqf)eÙkk fofu;eu dh fn'kk esa vxzlj gSA ;wjksih; la?k dk —

f=e cqf)eÙkk vf/kfu;e– twu 2024 esa] ;wjksih; la?k us —f=e cqf)eÙk ij nqfu;k ds igys fu;eksa dks 

viuk;kA —f=e cqf)eÙkk vf/kfu;e ykxw gksus ds 24 eghus ckn 2 vxLr 2026 ls iwjh rjg ls ykxw gks 

tk,xk] ysfdu dqN fgLls igys Hkh ykxw gksaxsA166 —f=e cqf)eÙkk ç.kkfy;ksa dks vLohdk;Z tksf[ke iSnk 

djus okyh —f=e cqf)eÙkk ç.kkfy;ksa ij çfrca/k 2 Qjojh 2025 ls ykxw gksuk 'kq: gks x, gS] 

mPp&tksf[ke dh vuqefr dBksj 'krksaZ ds v/khu fn xbZ gS] lhfer tksf[ke dks ikjnf'kZrk laca/kh nkf;Roksa ds 

lkFk fn;k x;k gS] mnkgj.k ds fy,] c‚V~l167 dks viuh igpku crkuh gksxhA mPp&tksf[ke okyh —f=e 

cqf)eÙkk ç.kkfy;ksa] tSls egRoiw.kZ volajpuk] jkstxkj laca/kh fu.kZ;] ØsfMV Ldksfjax] dkuwuh ç.kkfy;k¡ vkfn 

esa mi;ksx dh tkus okyh dks vuq:irk vkdyu] y‚fxax] mi;ksxdrkZvksa ds fy, ikjnf'kZrk] ekuoh; 

ns[kjs[k] vkSj etcwr lVhdrk ,oa lkbcj lqj{kk ekudksa tSlh vko';drkvksa dk ikyu djuk gksxkA168 ,slh 

—f=e cqf)eÙkk ds fuekZrkvksa ;k çnkrkvksa dks mUgsa ;wjksih; la?k ds ,d MsVkcsl esa iath—r djuk gksxkA 

;wjksih; la?k dk —f=e cqf)eÙkk vf/kfu;e lkekU; ç;kstu —f=e cqf)eÙkk ¼thih,vkbZ½] tSls cM+s Hkk"kk 

e‚My ¼pkSVthihVh½] ds fy, Hkh nkf;Roksa ij fopkj djrk gSA169 

        Hkkjr ds fy,] ;wjksih; la?k dk e‚My ,d laHkkfor O;kid ekxZ çnf'kZr djrk gSA ;fn Hkkjr 

;wjksih; la?k dk vuqlj.k djrk gS] rks og Hkfo"; esa vuqdwfyr fu;eksa ds lkFk —f=e cqf)eÙkk dk 

oxhZdj.k ykxw dj ldrk gSA gkyk¡fd] ;wjksih; la?k dk dBksj –f"Vdks.k mldh ewY; ç.kkyh vkSj vkfFkZd 

lanHkZ ls mRiUu gqvk gSA Hkkjr] ,d izxfr”khy vkbZVh m|ksx vkSj dbZ NksVs —f=e cqf)eÙkk LVkVZvi ds 

                                                           
163REGULATION (EU) 2016/679, https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32016R0679 
164https://www.taxmann.com/post/blog/dpdp-act-vs-eu-gdpr-compliance#7, vafre viMsV &4 ebZ 2025- 

165Article 22, General Data Protection Regulation (GDPR), REGULATION (EU) 2016/679 , https://eur-lex.europa.eu/legal-

content/EN/TXT/PDF/?uri=CELEX:32016R0679 
166Article 113, Artificial Intelligence( AI Act), Regulation (EU) 2024/1689 , http://data.europa.eu/eli/reg/2024/1689/oj 
167

c‚V~l ,sls l‚¶Vos;j vuqç;ksx gSa ftUgsa Lopkfyr dk;Z djus ds fy, fMtkbu fd;k x;k gS] tks vDlj v‚uykbu ekuoh; xfrfof/k;ksa dh udy djrs gSa, 
https://entro.security/glossary/bot-identity/ 
168Article 6, Regulation (EU) 2024/1689, http://data.europa.eu/eli/reg/2024/1689/oj 
169Article 53, Regulation (EU) 2024/1689, http://data.europa.eu/eli/reg/2024/1689/oj 
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lkFk] ;wjksih; la?k&'kSyh dh O;oLFkk ds vuqikyu cks> dks Hkkjh eglwl dj ldrk gSA170 fQj Hkh] dqN 

vo/kkj.kkvksa dks Hkkouk esa viuk;k tk ldrk gS% mnkgj.k ds fy,] egRoiw.kZ —f=e cqf)eÙkk 

mi;ksx&ekeyksa dh igpku djuk ftUgsa fujh{k.k dh vko';drk gS] tSls&MsVk ds fy, MhihihMh vf/kfu;e 

ds rgr ^^egRoiw.kZ MsVk U;klh^^171 dh vo/kkj.kk Hkfo"; ds fu;eksa esa ^^egRoiw.kZ —f=e cqf)eÙkk ç.kkyh^^ ds 

:i esa ,d lekukarj vo/kkj.kk gks ldrh gSA blds vfrfjä] vf/kdkjksa dk mYya?ku djus okyh —f=e 

cqf)eÙkk &tSls O;ogkj ds vk/kkj ij ukxfjdksa dks Js.khc) djus okyh lkekftd Ldksfjax ç.kkyh] ij 

çfrca/k yxkus dk ;wjksih; la?k dk –f"Vdks.k f'k{kkçn gS172& Hkkjr Hkh ,sls vR;f/kd mi;ksxksa dks lfØ; 

:i ls çfrcaf/kr dj ldrk gS tks laoS/kkfud ewY;ksa ds lkFk vlaxr gSaA 

,d vU; çklafxd ;wjksih; la?k ,tsalh] ;wjksih; usVodZ vkSj lwpuk lqj{kk ,tsalh (ENISA) ds usVodZ vkSj 

lwpuk lqj{kk funsZ'k ¼NIS2½ 2022 gS] tks fofHkUu {ks=ksa esa vko';d vkSj egRoiw.kZ laLFkkvksa ds fy, lkbcj 

lqj{kk nkf;Roksa dks v|ru djrk gSA ;g tksf[ke çca/ku mik;ksa vkSj ?kVuk fjiksfVaZx dks vfuok;Z djrk 

gSA173 tcfd Hkkjr ds daI;wVj vkikr ekspu ny ¼CERT-In½ funsZ'k ,d leku dk;Z djrs gSa] usVodZ vkSj 

lwpuk lqj{kk funsZ'k dh {ks=h; O;kidrk vkSj naM Hkfo"; ds Hkkjrh; {ks=&fof'k"V fu;eksa ds fy, ,d [kkdk 

çLrqr dj ldrs gSaA 

var esa] ;wjksi dh ifj"kn us —f=e cqf)eÙkk] ekuokf/kdkj vkSj yksdra= vkSj dkuwu ds “kklu ij ] ,d 

dUosa'ku dks vfrae :Ik ns fn;k gSA ftls 17 ebZ] 2024 dks viuk;k x;k Fkk vkSj 5 flracj] 2024 ls 

gLrk{kj ds fy, lHkh ns”kksa ds fy, [kqyk x;k gSA ;g eq[; :Ik ls —f=e cqf)eÙkk iz.kkfy;ksa ls izHkkfor 

O;fDr;ksa ds ekuokf/kdkjksa ds laj{k.k ij tksj nsrk gS vkSj ;wjksi; la?k ds —f=e cqf)eÙkk vf/kfu;e ls 

Lora= :Ik ls lapkfyr gksrk gSA174 ;g —f=e cqf)eÙkk uSfrdrk ij igyh ck/;dkjh varjkZ"Vªh; laf/k gSA 

Hkkjr Hkys gh orZeku bldk lnL; ugha gS] ijUrq ,sls ç;klksa ls mRiUu oSf'od ekunaM jk"Vªh; uhfr;ksa dks 

vçR;{k :i ls çHkkfor djrs gSaA  

la;qä jkT; vesfjdk% {ks=&fof'k"V vkSj lrdZrkiw.kZ –f"Vdks.k ds lkFk uohuRe igysa 

la;qä jkT; vesfjdk] tgk¡ dbZ çeq[k rduhdh vkSj —f=e cqf)eÙkk daifu;k¡ fLFkr gSa] us ikjaifjd :i ls 

,d de ck/;dkjh vkSj uokpkj&çsfjr uhfr dk leFkZu fd;k gSA ;wjksih; la?k ds lkekU; MsVk laj{k.k 

fofu;eu¼thMhihvkj½175 ;k Hkkjr ds fMftVy O;fäxr MsVk laj{k.k vf/kfu;e ¼MhihihMh½176 ds leku 

dksbZ ,dy la?kh; MsVk laj{k.k dkuwu ;gk¡ ekStwn ugha gSA blds foijhr] vesfjdk esa {ks=&fo'ks"k xksiuh;rk 

dkuwu ykxw gSa&tSls LokLF; MsVk ds fy, gsYFk ba”;ksjsal iksVsZfcfyVh ,aM ,dkmaVsfcfyVh tokcnsgh 

,DV¼HIPAA½177] Nk= MsVk ds fy, QSfeyh ,tqds'kuy jkbV~l ,aM çkboslh ,DV(FERPA)178] foÙkh; MsVk ds 

fy, xzSe&yhp&fCyys ,DV179 vkSj jkT;&Lrjh; dkuwu&tSls dSfyQksfuZ;k daT;wej izkboslh ,DV ¼CCPA½180] 

tks dSfyQksfuZ;k ds fuokfl;ksa dks dqN thMhihvkj tSls vf/kdkj çnku djrk gSA lkbcj lqj{kk ds {ks= esa] 

vesfjdk egRoiw.kZ {ks=ksa ds fy, fu;eksa vkSj cktkj&vk/kkfjr ekudksa ds feJ.k dk mi;ksx djrk gS] jk"Vªh; 

ekud ,oa çkS|ksfxdh laLFkku ¼NIST½] lkbcj lqj{kk <k¡pk O;kid :i ls loksZÙke vH;kl ds :i esa viuk;k 

x;k gS181] gkyk¡fd jk"Vªifr fcMsu dh 2023 dh jk"Vªh; lkbcj lqj{kk j.kuhfr egRoiw.kZ cqfu;knh <kaps ij 

vf/kd vfuok;Z vko';drkvksa dks c<+kok ns jgh gS182A 

—f=e cqf)eÙkk ds laca/k esa] vesfjdk us gky ds le; rd la?kh; Lrj ij vf/kdrj vgLr{ksi dh uhfr 

viukbZ Fkh] vkSj —f=e cqf)eÙkk ds çHkkoksa dks fu;af=r djus ds fy, ekStwnk dkuwuksa ¼HksnHkko&fojks/kh] 

                                                           
170

fuf/k flag] Navigating AI Regulation% A Comparative Analysis of EU and Indian Perspectives, https://digi-con.org/navigating-

ai-regulation-a-comparative-analysis-of-eu-and-indian-perspectives/ 
171

/kkjk 2¼z½] fMftVy O;fäxr MsVk laj{k.k vf/kfu;e] 2023- 
172Article 5(1)c, Regulation (EU) 2024/1689, http://data.europa.eu/eli/reg/2024/1689/oj 
173(NIS 2 Directive),DIRECTIVE (EU) 2022/2555, https://eur-lex.europa.eu/eli/dir/2022/2555/oj/eng 
174Council of Europe Framework Convention on Artificial Intelligence and Human Rights, Democracy and the Rule of Law 
,Council of Europe Treaty Series - No. 225, https://rm.coe.int/1680afae3c 
175REGULATION (EU) 2016/679, https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32016R0679 
176

fMftVy O;fäxr MsVk laj{k.k vf/kfu;e, 2023- 
177Health Insurance Portability and Accountability Act of 1996.Public law 104-191,110 stat.1936.  
178Family Educational Rights and Privacy Act of 1974,20 U.S.C § 1232g.Congress. 
179Gramm-Leach-bliley Act of 1999.Pulic law 106-102,113 stat.1338. 
180California Consumer Privacy Act of 2018,Cal.Civ.Code § 1798.100-1798.199. 
181

Vsjh vksysl, ,uvkbZ,lVh lkbcj lqj{kk ¼lh,l,Q½ 2-0 ÝseodZ D;k gS\,https://www.balbix.com/insights/nist-cybersecurity-framework/,vafre 

v|ru&17 tuojh 2025- 

182
MsfoM bZ- lsaxj, “ubZ fcMsu lkbcj lqj{kk j.kuhfr rduhdh QeksaZ dks ftEesnkjh lkSairh gS”, 

https://www.nytimes.com/2023/03/02/us/politics/biden-cybersecurity-strategy.html, izdkf”kr&2 ekpZ 2023- 
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mRikn ns;rk] vkfn½ ij Hkjkslk fd;k FkkA gkyk¡fd] fiNys ,d ;k nks o"kksaZ esa egRoiw.kZ cnyko ns[ks x, gSaA 

vDVwcj 2022 esa] OgkbV gkml v‚fQl v‚Q lkbal ,aM VsDuksy‚th i‚fylh us ,d xSj&ck/;dkjh ^^,vkbZ 

fcy v‚Q jkbV~l ds fy, CywfçaV^^ tkjh fd;kA ;g ik¡p fl)karksa dh :ijs[kk çLrqr djrk gS% lqjf{kr vkSj 

çHkkoh ç.kkfy;k¡] ,YxksfjFke HksnHkko ls lqj{kk] MsVk xksiuh;rk ¼ftlesa fMtkbu }kjk xksiuh;rk fufeZr djus 

vkSj mi;ksxdrkZvksa dks fu;a=.k çnku djus tSlh flQkfj'ksa 'kkfey gSa½] lwpuk vkSj Li"Vhdj.k ¼ikjnf'kZrk½] 

vkSj ekuoh; fodYi/qQkWycSd ¼dbZ ekeyksa esa Lopkfyr ç.kkfy;ksa ls ckgj fudyus dh {kerk½A183 ;|fi ;g 

CywfçaV dkuwu ugha gS] ;g la?kh; çkFkfedrkvksa dk ladsr nsrk gS vkSj Hkfo"; ds fu;eksa ;k [kjhn ekudksa 

dks çHkkfor dj ldrk gSA 

            vDVwcj 2023 esa] fcMsu ç'kklu us O;kid :Ik ls ,d vf/kd Bksl dne mBk;k] “lqjf{kr] 

lajf{kr vkSj Hkjkslsean ,vkbZ ij dk;Zdkjh vkns'k”A184 bl dk;Zdkjh vkns'k ds rgr] vU; ckrksa ds 

lkFk&lkFk] vk/kkjHkwr e‚My ds fodkldrkZvksa dks] tks jk"Vªh; lqj{kk] vFkZO;oLFkk ;k LokLF; ds fy, xaHkhj 

tksf[ke mRiUu djrs gSa] ljdkj dks lwfpr djus vkSj dqN lqj{kk ijh{k.k ifj.kke lk>k djus dh 

vko';drk gSA185 ;g jk"Vªh; ekud ,oa çkS|ksfxdh laLFkku ¼NIST½ dks ,vkbZ lqj{kk ds fy, ekud fu/kkZfjr 

djus dk funsZ'k nsrk gS186] lkexzh o‚VjekfdaZx ¼—f=e cqf)eÙkk &tfur lkexzh dh igpku djus ds fy,½ 

ij fn'kkfunsZ'kksa dk vkºoku djrk gS187] vkSj —f=e cqf)eÙkk &l{ke /kks[kk/kM+h vkSj HksnHkko ls lqj{kk ij 

tksj nsrk gSA188 ;g j{kk mRiknu vf/kfu;e tSls dkuwuksa ds rgr fo|eku çkf/kdkj dk ykHk mBkrs gq, 

mUur —f=e cqf)eÙkk ij dke djus okyh dEifu;ksa dks lqj{kk mik;ksa dks çkFkfedrk nsus ds fy, ck/; 

djrk gSA189  

           bl çdkj vesfjdk dk –f"Vdks.k uokpkj dks ckf/kr u djus ds fy, fofu;eu esa lko/kkuh 

cjrus dk lq>ko nsrk gS] blds ctk; m|ksx dk ekxZn'kZu djus ds fy, <k¡pksa vkSj çksRlkguksa dk mi;ksx 

djrk gSA bldk udkjkRed igyw laHkkfor fu;ked dfe;k¡ vkSj daiuh ds Lo&'kklu ij fuHkZjrk gSA 

mnkgj.k ds fy,] cM+h rduhdh daifu;ksa us uSfrd fn'kkfunsZ'kksa ij LosPNk ls lger gksus ds fy, Hkkxhnkjh 

cukbZ gS] vkSj tqykbZ 2023 esa dbZ çeq[k ,vkbZ QeksaZ us OgkbV gkml ls lqj{kk ijh{k.k vkSj ,vkbZ lkexzh 

dh o‚VjekfdaZx tSls mik;ksa dks ykxw djus dk oknk fd;kA190 Hkkjr] tks blh rjg vius rduhdh m|ksx 

ds fodkl dks egRo nsrk gS] vesfjdk ds bl Øfed –f"Vdks.k ls vkdf"kZr gks ldrk gS & fn'kk funsZ'kksa ij 

/;ku dsafær djuk] Lo&fu;eu ds fy, m|ksx ds lkFk lg;ksx djuk] eq[; :i ls mPp&tksf[ke ifj–';ksa 

esa ;k uqdlku ds çek.k ds ckn dkuwu ds lkFk gLr{ksi djukA gkyk¡fd] vesfjdk ds ikl etcwr miHkksäk 

laj{k.k ,tsafl;k¡ vkSj ,d eqdnesckth dk ekgkSy Hkh gS tks dqN gn rd d‚iksZjsV dnkpkj dks jksd ldrk 

gS ysfdu Hkkjr dh çorZu laL—fr fHkUu gSA bl çdkj] lekukarj çorZu {kerkvksa ds fcuk vesfjdh 'kSyh 

dh iw.kZ çfrfyfi çHkkoh ugha gks ldrh gSA 

          fo'ks"k :i ls] vesfjdk ds jkT; rsth ls vkxs c<+ jgs gSa% mnkgj.k ds fy,] 2008 esa bfyuksbl 

jkT; us ck;ksesfVªd lwpuk xksiuh;rk vf/kfu;e ¼BIPA½ ykxw fd;k ] ftlds dkj.k cM+s eqdnes gq, gSa ¼tSls 

psgjs dh igpku lqfo/kkvksa ds fy, Qslcqd ds f[kykQ½A191 ;fn —f=e cqf)eÙkk flLVe ck;ksesfVªDl 

lalkf/kr djrs gSa] rks chvkbZih, tSls fu;e f'k{kkçn gks ldrs gSaA Hkkjr esa] gekjk vk/kkj vf/kfu;e192 vkSj 

ck;ksesfVªDl ij fMftVy O;fäxr MsVk vf/kfu;e193 fu;e ml Hkwfedk dks fuHkk ldrs gSaA 

 

varjkZ"Vªh; ç;kl 

                                                           
183Blueprint for an AI Bill of Rights: Making Automated Systems Work for the American People, 

https://bidenwhitehouse.archives.gov/ostp/ai-bill-of-rights/ 
184"Safe, Secure, and Trustworthy Development and Use of Artificial Intelligence," Executive Order 14110,88 Fed. Reg. 75191 

(October 30, 2023), https://www.federalregister.gov/documents/2023/11/01/2023-24283/safe-secure-and-trustworthy-

development-and-use-of-artificial-intelligence. 
185

iwoksZDr 196, Section 4.1.  
186

iwoksZDr 196, Section 4.2. 
187

iwoksZDr 196, Section 4.5. 
188

iwoksZDr 196, Section 7,8. 
189

iwoksZDr 198. 
190FACT SHEET: Biden-⁠Harris Administration Secures Voluntary Commitments from Leading Artificial Intelligence Companies to Manage 

the Risks Posed by AI, https://bidenwhitehouse.archives.gov/briefing-room/statements-releases/2023/07/21/fact-sheet-biden-harris-

administration-secures-voluntary-commitments-from-leading-artificial-intelligence-companies-to-manage-the-risks-posed-by-ai/ 
191Illinois Biometric Information Privacy Act (740 ILCS 14/),https://law.justia.com/codes/illinois/chapter-740/act-740-ilcs-14/. 
192

vk/kkj ¼foÙkh; vkSj vU; lfClMh] ykHk vkSj lsokvksa dk yf{kr forj.k½ vf/kfu;e] 2016] 
193

fMftVy O;fäxr MsVk laj{k.k vf/kfu;e, 2023- 
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jk"Vªh; dkuwuksa ds vfrfjä] dqN egRoiw.kZ varjkZ"Vªh; ç;kl Hkh mYys[kuh; gSaA vkfFkZd lg;ksx vkSj fodkl 

laxBu (OECD) ds —f=e cqf)eÙkk ij fl)kar ] tks 2019 esa viuk, x, vkSj 2024 esa v|ru fd, x,] 

ftls ntZuksa ns'kksa ¼la;qä jkT; vesfjdk vkSj ;wjksih; la?k ds dbZ jk"Vªksa lfgr & vkSj th20 ds lanHkZ esa] 

Hkkjr us Hkh bu lkekU; fl)karksa ds çfr leFkZu O;ä fd;k gS½ }kjk leFkZu çkIr gS] dqN vk/kkjHkwr ewY;ksa 

dks LFkkfir djrs gSaA buds vuqlkj] —f=e cqf)eÙkk dks ekuo dY;k.k ds fy, ykHkdkjh gksuk pkfg,] lkFk 

gh fu"i{k] ikjn'khZ] lq–<+ vkSj tokcnsg Hkh gksuk pkfg,A194 ;|fi ;s fl)kar xSj&ck/;dkjh gSa] fQj Hkh os 

,d vke lgefr okyk [kkdk rS;kj djrs gSaA oSf'od Hkkxhnkjh —f=e cqf)eÙkk igy ¼thih,vkbZ½ esa Hkkjr 

dh lfØ; Hkkxhnkjh195 vkSj th20 esa blds oäO; bu fl)karksa ds lkFk lkeatL; n'kkZrs gSaA196    

la;qä jk"Vª ,d vUrjk’Vªh; eap gS] 24 fnlacj 2024 dks] la;qä jk"Vª egklHkk us lkbcj vijk/k dks jksdus 

vkSj mlls fuiVus ds fy, ,d ,sfrgkfld dUosa'ku viuk;kA197 ik¡p lky dh dM+h ckrphr ds ckn] ;g 

la;qä jk"Vª lkbcj vijk/k fojks/k dUosa'ku varjjk"Vªh; lg;ksx dks c<+kok nsus vkSj fo'ks"k :i ls 

fodkl'khy ns'kksa ds fy, fMftVy [krjksa ls yM+us esa vko';d rduhdh lgk;rk vkSj {kerk&fuekZ.k çnku 

djus ds fy, cuk;k x;k gSA ;g dUosa'ku] nks n'kdksa esa igyh varjjk"Vªh; vijk/k&jks/kh laf/k gksus ds 

dkj.k] ,d egRoiw.kZ ehy dk iRFkj gSA bldk mís'; lkbcj vijk/kksa }kjk mRiUu c<+rh pqukSfr;ksa dk 

lek/kku djuk gS] tks rsth ls QSy jgs gSa vkSj fouk'kdkjh gks x, gSa] detksfj;ksa dk Qk;nk mBk jgs gSa vkSj 

oSf'od vFkZO;oLFkkvksa ls lkykuk [kjcksa M‚yj fudky jgs gSaA198 

dUosa'ku ds çeq[k igyqvksa esa 'kkfey gSa% varjjk"Vªh; lg;ksx dks etcwr djuk] lkbcj vijk/kksa dks 

ifjHkkf"kr djuk vkSj mUgsa vijk/khdj.k djuk] detksj vkcknh dh j{kk djuk] vkSj fuokjd mik;ksa ij tksj 

nsukA199 ;g ekurk gS fd çkS|ksfxdh tgk¡ lekt ds fodkl ds fy, vikj {kerk çnku djrh gS] ogha ;g 

lkbcj vijk/k ds [krjs dks Hkh c<+krh gSA200 bldk mís'; lnL; jk"Vªksa dks yksxksa vkSj muds vf/kdkjksa dks 

v‚uykbu lqjf{kr j[kus ds fy, vko';d midj.k vkSj lk/ku çnku djuk gSA ;g dUosa'ku tqykbZ 2025 

esa fo;ruke ds guksbZ esa ,d vkSipkfjd lekjksg esa gLrk{kj ds fy, [kksyk tk,sxk vkSj 40osa gLrk{kjdrkZ 

}kjk bldh iqf"V ds 90 fnuksa ds ckn ykxw gksxkA201 ;g fo'o Lrj ij ,d lqjf{kr vkSj vf/kd lqjf{kr 

fMftVy okrkoj.k cukus dh fn'kk esa ,d egRoiw.kZ dne dks n'kkZrk gSA 

       blds vfrfjä] lkbcj ;q) ds ifjçs{; esa] la;qä jk"Vª us eqä&var dk;Z lewg (OEWG)202 vkSj 

iwoZorhZ esa la;qä jk"Vª ljdkjh fo'ks"kKksa dk lewg¼GGE½203 us ;g Li"V fd;k gS fd varjkZ"Vªh; dkuwu] fo'ks"k 

:i ls la;qä jk"Vª pkVZj] lkbcj Lisl ij ykxw gksrk gS & ftldk vFkZ gS fd ,d fouk'kdkjh 

jkT;&lefFkZr lkbcj geyk cy ds ç;ksx ds :i esa ns[kk tk ldrk gSA ;g fLFkfr rc egRoiw.kZ gks tkrh 

gS tc la?k"kZ esa jkT; vfHkdrkZvksa }kjk —f=e cqf)eÙkk dk mi;ksx fd;k tkrk gS ;s ekunaMksa ij Li"Vrk 

c<+us ls ruko dks de djus esa lgk;rk fey ldrh gSA204 Hkkjr lkekU;r% lkbcj Lisl esa varjkZ"Vªh; 

dkuwu dh ç;ksT;rk dk leFkZu djrk gS] ijUrq jkT; dh laçHkqrk vkSj vgLr{ksi ds fl)kar ij tksj nsrk 

gSA 

      rqyukRed losZ{k.k ,d O;kid ifj–'; çLrqr djrk gS] ;wjksih; la?k dh foLr`r fu;e iqfLrdkvksa 

ls tks çR;sd pj.k ij vf/kdkjksa dks lqfuf'pr djrh gSa] la;qä jkT; vesfjdk dh yphyh vkSj 

uokpkj&dsafær i)fr;ksa rd tks yf{kr gLr{ksiksa vkSj d‚iks ZjsV ftEesnkjh }kjk lefFkZr gSaA Hkkjr ds fy, 

                                                           
194Organisation for Economic Co-operation and Development (OECD). Recommendation of the Council on Artificial Intelligence. OECD 

Legal Instruments, 22 May 2019. OECD.org, https://legalinstruments.oecd.org/en/instruments/OECD-LEGAL-0449. 
195India joins Global Partnership on Artificial Intelligence (GPAI) as a founding member to support the responsible and human-centric 

development and use of AI, https://www.pib.gov.in/Pressreleaseshare.aspx?PRID=1631676 
196https://community.nasscom.in/communities/ai/india-sets-global-narrative-responsible-ai-digital-public-infra-g20 
197United Nations Convention against Cybercrime,Resolution 79/243 adopted by the General Assembly on 24 December 2024, 
https://docs.un.org/en/A/RES/79/243 
198"Statement by Executive Director of the United Nations Office on Drugs and Crime (UNODC) Ghada Waly on the Adoption 

of UN Convention against Cybercrime," UNIS Vienna, 24 fnlacj 2024] 
https://unis.unvienna.org/unis/pressrels/2024/uniscp1183.html. 
199Article 1, Res/79/243, https://docs.un.org/en/A/RES/79/243. 
200Preamble, Res/79/243, https://docs.un.org/en/A/RES/79/243. 
201https://unodaweb-meetings.unoda.org/public/2025-02/Concept%20note%20The%20Road%20to%20HN%20-%20OEWG.pdf.  
202UN A/Res/73/27,https://disarmament.unoda.org/open-ended-working-group/ 
203UN A/Res/73/266, https://disarmament.unoda.org/group-of-governmental-

experts/#:~:text=In%20GA%20resolution%2073/266,Brazil%20to%20Chair%20the%20Group.&text=The%20members%20of%20the%20GG

E,Uruguay 
204

tsEl ,aMª;w yqbZl] oSf'od lkbcj ekunaMksa ds fy, tokcnsgh cukuk] https://www.csis.org/analysis/creating-accountability-global-cyber-

norms, çdkf'kr &23 Qjojh 2022-   
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,d ,slk e‚My fodflr djuk pqukSfriw.kZ gS] tks vius laoS/kkfud ewY;ksa] fodkl dh vko';drkvksa vkSj 

laLFkkxr {kerk ds vuq:i gksA laHkkfor ifj.kke ,d fefJr n`f"Vdks.k gks ldrs gSaA nwljksa ls lh[krs gq,] 

Hkkjr dbZ igyqvksa esa u, fljs ls vkfo"dkj djus ls cp ldrk gS & mnkgj.k ds fy,] jk"Vªh; rduhdh 

ekudksa ds ctk; varjkZ"Vªh; rduhdh ekudksa dks viukuk] flok; mu ekeyksa ds tgk¡ jk"Vªh; lanHkZ ,d 

vyx –f"Vdks.k dh ekax djrk gS tSls ;g lqfuf'pr djuk fd —f=e cqf)eÙkk baVjQsl Hkkjrh; Hkk"kkvksa 

dks 'kkfey djsa] ftls if'peh <k¡ps misf{kr dj ldrs gSaA ;s rqyukRed var–Zf"V] Hkkjr dh orZeku fLFkfr 

vkSj pqukSfr;ksa ds fo'ys"k.k ds lkFk feydj] Hkkjr ds fy, vkxs dh jkg ij Bksl flQkfj'ksa çLrkfor djus 

ds fy, vk/kkj rS;kj djrh gSaA  

 

lq÷kko% Hkfo"; ds fy, ekxZ ç'kLr djuk 

mi;qZä fo'ys"k.k ds vk/kkj ij] —f=e cqf)eÙkk vkSj lkbcj lqj{kk dh c<+rh pqukSfr;ksa ls çHkkoh <ax ls 

fuiVus ds fy, Hkkjr ds dkuwuh vkSj laLFkkxr <kaps dks etcwr djus ds mís'; ls dqN lq>ko çLrqr gSA 

bu lq÷kko dk eq[; y{; ;g lqfuf'pr djuk gS fd Hkkjr —f=e cqf)eÙkk vkSj fMftVy uokpkj dh vikj 

laHkkoukvksa dk ykHk mBk lds] lkFk gh O;fäxr vf/kdkjksa] jk"Vªh; lqj{kk vkSj O;kid tufgr dh lqj{kk Hkh 

lqfuf'pr dj ldsA bu lq>koksa esa fofu;eu vkSj uokpkj ds chp larqyu LFkkfir djus dk ç;kl fd;k 

x;k gS] oSf'od Lrj ij viukbZ xbZ loksZÙke çFkkvksa ls çsj.kk ysrs gq, vkSj mUgsa Hkkjrh; ifjfLFkfr;ksa ds 

vuq:i cuk;k x;k gSA 

1- ,d O;kid vkSj vuqdwyuh; —f=e cqf)eÙkk 'kklu ç.kkyh dk fuekZ.k 

Hkkjr dks —f=e cqf)eÙkk ds fodkl vkSj mi;ksx ds fy, ,d lqlaxr jk"Vªh; —f=e cqf)eÙkk dkuwu ;k 

uhfrxr <kapk rS;kj djus ij fopkj djuk pkfg,A rRdky dBksj dkuwuh çko/kkuksa dks ykxw djus ds 

ctk;] bldh 'kq#vkr ,d foLr`r uhfr ;k ,d O;kid dkuwu ds :i esa dh tk ldrh gS tks fofHkUu {ks=ksa 

ds fu;kedksa dks —f=e cqf)eÙkk ls lacaf/kr fn'kkfunsZ'k tkjh djus dk vf/kdkj çnku djsA bl <kaps dks 

tksf[ke&vk/kkfjr –f"Vdks.k viukuk pkfg, & mPp&tksf[ke okys —f=e cqf)eÙkk vuqç;ksxksa &tSls LokLF; 

lsok funku] Lok;Ùk okgu] dkuwu çorZu] ;k dksbZ Hkh ç.kkyh tks ekSfyd vf/kdkjksa ;k lqj{kk dks egRoiw.kZ 

:i ls çHkkfor dj ldrh gS] dh igpku djuk vkSj muds fy, ikjnf'kZrk vkSj tokcnsgh ds mPp ekudksa 

dks vfuok;Z cukukA ,sls mPp&çHkko okys ç.kkfy;ksa ds fy,] fu;ked rSukrh ls igys iwokZxzg] fu"i{krk 

vkSj laHkkfor uqdlku ds vkdyu ds fy, vfuok;Z v‚fMV dh vko';drk dj ldrs gSaA de tksf[ke okys 

—  f=e cqf)eÙkk mi;ksxksa dks O;kid fl)karksa }kjk funsZf'kr m|ksx ds Lo&fu;eu ij NksM+k tk ldrk gSA 

egRoiw.kZ :i ls] bl <kaps dks vuqdwyu'khy gksuk pkfg, & laHkor% ,d leh{kk ra= LFkkfir djuk] rkfd 

dkuwu rduhdh ifjorZuksa ds lkFk rkyesy cuk, j[k ldsA bl <kaps esa uSfrd fl)karksa ¼tSls uhfr vk;ksx 

ds ftEesnkj —f=e cqf)eÙkk205 ;k vkfFkZd lg;ksx vkSj fodkl laxBu (OECD)206 —f=e cqf)eÙkk fl)karksa 

ls½ dks 'kkfey djus ls ;g lqfuf'pr gksxk fd —f=e cqf)eÙkk ç.kkfy;k¡ fMtkbu ls ysdj mi;ksx rd 

laoS/kkfud ewY;ksa vkSj ekuokf/kdkjksa ds vuq:Ik ,slk <kapk] pkgs ,d lefiZr —f=e cqf)eÙkk vf/kfu;e gks ;k 

fMftVy bafM;k vf/kfu;e esa ,dh—r gks] m|ksx vkSj ukxfjdksa nksuksa dks lapkyu ds fu;eksa ds ckjs esa 

fo'okl fnyk,xkA 

2- —f=e cqf)eÙkk ds lanHkZ esa MsVk laj{k.k çorZu vkSj xksiuh;rk lqj{kk dks lq–<+ djuk 

fMftVy O;fäxr MsVk laj{k.k vf/kfu;e207 ds ykxw gksus ds lkFk] rRdky flQkfj'k blds çHkkoh 

dk;kZUo;u dks lqfuf'pr djuk gSA ljdkj dks Hkkjrh; MsVk laj{k.k cksMZ208 dh LFkkiuk esa rsth ykuh 

pkfg, vkSj bls —f=e cqf)eÙkk vkSj cM+s MsVk dks le>us okys çkS|ksfxdhfonksa lfgr i;kZIr fo'ks"kKrk ls 

lqlfTtr djuk pkfg,] rkfd ;g —f=e cqf)eÙkk ,YxksfjFke tSls tfVy çlaLdj.k ls lacaf/kr f'kdk;rksa 

dks dq'kyrkiwoZd laHkky ldsA cksMZ dks Li"V fn'kkfunsZ'k tkjh djus pkfg, fd MhihihMh vf/kfu;e ds 

fl)kar —f=e cqf)eÙkk ij dSls ykxw gksrs gSaA  

                  fo'ks"k :i ls —f=e cqf)eÙkk ds fy,] ljdkj —f=e cqf)eÙkk ç.kkfy;ksa esa 

xksiuh;rk dks fMtkbu }kjk çksRlkfgr ;k vfuok;Z dj ldrh gS & ;g xksiuh;rk&vuqdwy —f=e cqf)eÙkk 

çFkkvksa dks çekf.kr ;k ekU;rk nsdj çkIr fd;k tk ldrk gSA mnkgj.k ds fy,] xqeukehdj.k vkSj la?kh; 

                                                           
205Responsible AI, https://www.niti.gov.in/sites/default/files/2022-11/Ai_for_All_2022_02112022_0.pdf 
206What are the OECD Principles on AI?, https://www.oecd.org/content/dam/oecd/en/publications/reports/2019/06/what-are-the-

oecd-principles-on-ai_f5a9a903/6ff2a1c4-en.pdf. 
207

fMftVy O;fäxr MsVk laj{k.k vf/kfu;e, 2023- 
208

/kkjk 18] fMftVy O;fäxr MsVk laj{k.k vf/kfu;e, 2023- 
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f'k{k.k (federated learning)209 ¼tgka lHkh O;fäxr MsVk dks dsaæh—r fd, fcuk —f=e cqf)eÙkk 

e‚My çf'kf{kr fd, tkrs gSa½ ds mi;ksx dks c<+kok nsus ls xksiuh;rk tksf[keksa dks de djus esa enn fey 

ldrh gSA MhihihMh <kaps ds rgr xqeukehdj.k vkSj flaFksfVd MsVk210 ds fy, ekud ;k loksZÙke vH;kl 

nLrkost tkjh djus ls laxBuksa dks O;fäxr xksiuh;rk ls le>kSrk fd, fcuk —f=e cqf)eÙkk fodkl ds 

fy, MsVk dk lqjf{kr :i ls mi;ksx djus esa lgk;rk feysxhA blds vykok] Hkkjr dks ekStwnk vf/kdkjksa 

ds ek/;e ls vçR;{k :i ls ^^,YxksfjFke fu"i{krk ds vf/kdkj^^ dh vo/kkj.kk dks 'kkfey djuk pkfg, & 

mnkgj.k ds fy,] lekurk ds laoS/kkfud vf/kdkj vkSj MhihihMh vf/kfu;e ds çko/kkuksa dh O;k[;k djuh 

pkfg, rkfd ;g fufgr gks lds fd —f=e cqf)eÙkk ds ek/;e ls O;fäxr MsVk dk çlaLdj.k vuqfpr 

HksnHkko dk dkj.k ugha cuuk pkfg,A vnkyrksa vkSj fu;kedksa dks çf'k{k.k ds ek/;e ls mu mnkgj.kksa dks 

igpkuus vkSj mu ij dk;Zokgh djus ds fy, çksRlkfgr fd;k tk ldrk gS tgka —f=e cqf)eÙkk fu.kZ; 

O;ofLFkr :i ls lajf{kr lewgksa dks uqdlku igqapkrs gSa] bls xksiuh;rk vkSj lekurk nksuksa vf/kdkjksa dk 

mYya?ku ekurs gq,A 

3- lkbcj lqj{kk dkuwuksa vkSj uhfr;ksa dk vk/kqfudhdj.k vkSj fMftVy bafM;k vf/kfu;e  

nks n'kd iqjkus lwpuk izks|ksfxdh vf/kfu;e dks çLrkfor fMftVy bafM;k vf/kfu;e ls iquZLFkkfir dj 

lkbcj dkuwu dks vk/kqfud cukus dk ,d lqugjk volj gSA ;g vuq'kalk dh tkrh gS fd fMftVy bafM;k 

vf/kfu;e Li"V :i ls —f=e cqf)eÙkk] baVjusV v‚Q fFkaXl ¼vkbZvksVh½211] vkSj DokaVe fØIVksxzkQh212 tSlh 

Hkfo"; dh rduhdh ç.kkfy;ksa dks 'kkfey djsA vf/kfu;e esa ,sls çko/kku gks tks% ¼1½ tqM+s midj.kksa vkSj 

l‚¶Vos;j ds fy, lqjf{kr fMtkbu vko';drkvksa dks ykxw djsa ¼2½ lkbcj lqj{kk esa —f=e cqf)eÙkk dks 

lacksf/kr djsa& laHkor% egRoiw.kZ —f=e cqf)eÙkk ç.kkfy;ksa dks rSukr djus okyh daifu;ksa dks lkbcj lqj{kk 

loksZÙke çFkkvksa dk ikyu djus vkSj —f=e cqf)eÙkk esa detksfj;ksa dh fjiksVZ djus dh vko';drk gS] vkSj 

¼3½ ljdkj dks lkbcj ladV ds nkSjku vkikrdkyhu funsZ'k tkjh djus ds fy, ,d dkuwuh vk/kkj çnku 

djsa rFkk mfpr çfØ;k vkSj ,sls funsZ'kksa dh dk;ksZRrj leh{kk Hkh lqfuf'pr djsaA 

               fMftVy bafM;k vf/kfu;e dks e/;LFkksa ds fy, lqjf{kr vkJ; ds fl)kar dks cuk, 

j[kuk pkfg,] ysfdu ifjHkk"kkvksa dks v|ru djuk pkfg,A ;g ^^egRoiw.kZ ,YxksfjFke flLVe^^ dh ,d ubZ 

Js.kh is'k dj ldrk gS] tks orZeku fu;eksa esa egRoiw.kZ lks'ky ehfM;k e/;LFkksa ds leku ftEesnkfj;ka ogu 

djrs gSaA 

              blds vfrfjä] Hkkjr dks ,d ubZ jk"Vªh; lkbcj lqj{kk j.kuhfr dh vko';drk gSA 

yafcr j.kuhfr dks vafre :i fn;k tkuk pkfg, vkSj ,d lefUor –f"Vdks.k çnku djus ds fy, 

lkoZtfud fd;k tkuk pkfg,A bl j.kuhfr esa ;s flQkfj'kksa 'kkfey gSa% —f=e cqf)eÙkk&lapkfyr geyksa dk 

eqdkcyk djus ds fy, —f=e cqf)eÙkk {kerkvksa ds lkFk fo'ks"k lkbcj bdkb;k¡ cukuk] [krjksa ij 

lkoZtfud&futh lwpuk lk>kdj.k dks c<+kuk vkSj jk"Vªh; daI;wVj vkikr ekspu ny vkSj {ks=h; daI;wVj 

vkikr ekspu ny esa lkbcj lqj{kk j{kk ds fy, —f=e cqf)eÙkk midj.kksa esa fuos'k djukA j.kuhfr mUur 

lkbcj lqj{kk mik;ksa dks ykxw djus okyh daifu;ksa ds fy, çksRlkgu dk Hkh çLrko dj ldrh gS] ftlls 

lkbcj lqj{kk dh laL—fr dks c<+kok feysxkA213 

               —f=e cqf)eÙkk&l{ke lkbcj vijk/k esa o`f) dks ns[krs gq,] dkuwu çorZu çf'k{k.k 

egRoiw.kZ gS] ljdkj dks jk"Vªh; Lrj ij ,d lefiZr ^^lkbcj vkSj —f=e cqf)eÙkk vijk/k çdks"B^^ LFkkfir 

djuk pkfg,] tks rduhdh fo'ks"kKksa vkSj iqfyl dks ,d lkFk yk,s] rkfd —f=e cqf)eÙkk ls tqM+s tfVy 

tkapksa esa lgk;rk fey ldsA ;g bdkbZ varjjk"Vªh; Lrj ij Hkh laidZ dj ldrh gS] D;ksafd dbZ —f=e 

cqf)eÙkk vijk/k varjkZ"Vªh; gksaxsA 

4- —f=e cqf)eÙkk ds uSfrd mi;ksx dks ljdkj vkSj lkoZtfud {ks= esa lqfuf'pr djuk 

                                                           
209

QsMjsVsM yfuaZx] MsVk dks fdlh ds ns[ks ;k Nq, fcuk ,vkbZ e‚Myksa dks çf'kf{kr djus dk ,d rjhdk gS] tks u, ,vkbZ vuqç;ksxksa dks QhM djus ds fy, 

tkudkjh dks vuy‚d djus dk ,d rjhdk çnku djrk gS- https://research.ibm.com/blog/what-is-federated-learning 
210

flaFksfVd MsVk xSj&ekuo fufeZr MsVk gksrk gS tks okLrfod nqfu;k ds MsVk dh udy djrk gSA bls tujsfVo —f=e cqf)eÙkk rduhdksa ij vk/kkfjr daI;wfVax 

,Yxksfjne }kjk cuk;k tkrk gSA ,d flaFksfVd MsVk lsV esa ogh xf.krh; xq.k gksrs gSa tks ml okLrfod MsVk ij vk/kkfjr gksrs gSa -] https://mostly.ai/what-

is-synthetic-data 
211

baVjusV v‚Q fFkaXl HkkSfrd midj.kksa dk ,d usVodZ gSA ;s midj.k fcuk fdlh ekuoh; gLr{ksi ds ,d&nwljs dks MsVk LFkkukarfjr dj ldrs gSaA ;s 

midj.k dsoy daI;wVj ;k e'khujh rd lhfer ugha gSaA blesa dksbZ Hkh ,slh pht 'kkfey gks ldrh gS ftlds lsalj dks ,d fof'k"V igpkudrkZ fn;k x;k gks] 
https://www.coursera.org/in/articles/internet-of-things. 
212

DokaVe fØIVksxzkQh fu;eksa dk ,d lewg gS tks lwpuk dks lqjf{kr :i ls ,fUØIV] lapkfjr vkSj fMdksM djus ds fy, DokaVe ;kaf=dh ds fofp= ysfdu 

lqfopkfjr fu;eksa dk mi;ksx djrh gSA DokaVe fØIVksxzkQh] MsVk dks çfrdwy geys ls cpkus ds fy,] çdk'k ds vyx&vyx d.kksa ¼QksV‚u½ dks fjd‚MZ djus esa 

l{ke lsalj tSls DokaVe midj.kksa dk mi;ksx djrh gS,https://www.nist.gov/cybersecurity/what-quantum-cryptography 
213https://www.rsm.global/india/insights/consulting-insights/cybersecurity-policy-frameworks 

http://www.ijcrt.org/


www.ijcrt.org                                                            © 2025 IJCRT | Volume 13, Issue 7 July 2025 | ISSN: 2320-2882 

IJCRT2507506 International Journal of Creative Research Thoughts (IJCRT) www.ijcrt.org e404 
 

ljdkj Lo;a —f=e cqf)eÙkk dh ,d çeq[k mi;ksxdrkZ gS] blfy, ;g vfuok;Z gS fd jkT; —f=e 

cqf)eÙkk ds uSfrd vkSj fu;ekuqlkj mi;ksx esa ,d vkn'kZ mnkgj.k çLrqr djsa o ,d ^^ljdkjh —f=e 

cqf)eÙkk mi;ksx çksVksd‚y^^ fodflr djs] tks fn'kk funsZ'kksa dk ,d lewg gksxk ftldks vfuokZ; :i ls 

lHkh lkoZtfud vf/kdkfj;ksa dks —f=e cqf)eÙkk ds rSukr djrs le; ikyu djuk pkfg,A bl çksVksd‚y esa 

fuEufyf[kr vko';drk,a gksuh pkfg,% —f=e cqf)eÙkk ifj;kstukvksa ds fy, ekuokf/kdkj çHkko vkdyu 

djuk] iw.kZ iSekus ij rSukrh ls igys Lora= fo'ks"kKksa }kjk v‚fMV fd, x, ifj.kkeksa ds lkFk ijh{k.k pj.k 

vkSj vketu ds fy, ikjnf'kZrk fd dkSu lh —f=e cqf)eÙkk ç.kkfy;k¡ mi;ksx esa gSaA isxkll ekeys214 esa 

loksZPp U;k;ky; dh fparkvksa ls irk pyrk gS fd fuxjkuh rduhd ds mi;ksx dks lko/kkuhiwoZd fu;af=r 

fd;k tkuk pkfg,] blfy, ljdkj dks fuxjkuh dkuwuksa esa lq/kkj ds fy, tksj nsuk pkfg,] fdlh Hkh —f=e 

cqf)eÙkk&vk/kkfjr tu fuxjkuh ds mi;ksx ds fy, U;kf;d ;k lalnh; fujh{k.k 'kq: djuk pkfg,] vkSj 

;g lqfuf'pr djuk pkfg, fd ,slk mi;ksx ladh.kZ :i ls rS;kj vkSj le;c) gksA bls dkuwu esa ?kqliSB 

djus okys lkbcj lapkyu ds fy, okjaV ;k mfpr çkf/kdj.k çkIr djus dh vko';drk dks Hkh 'kkfey 

djuk pkfg,] tks iqêLokeh fu.kZ;215 vko';drkvksa ds vuq:i gksA 

blds vykok] lkoZtfud {ks= ds —f=e cqf)eÙkk lek/kkuksa dks tgka rd laHko gks vksiu&lkslZ ;k v‚fMV 

;ksX; ,Yxksfjne dk ojh;rk fn tkuh pkfg,] rkfd fo'okl c<+k;k tk lds vkSj iwokZxzg ;k =qfV;ksa ds fy, 

tkap dh vuqefr nh tk ldsA —f=e cqf)eÙkk ç.kkfy;ksa ds fy, fufonkvksa esa xksiuh;rk vkSj ,YxksfjFke 

fu"i{krk ds vuqikyu ds ckjs esa ekunaM 'kkfey fd;s tk ldrs gSaA ljdkj lkoZtfud lsokvksa esa —f=e 

cqf)eÙkk ds fy, ,d ^^fu;ked lSaMc‚Dl^^ Hkh cuk ldrh gS] tgaakW u, —f=e cqf)eÙkk lek/kkuksa dks 

çkS|ksfxdhfonksa vkSj uSfrdrkokfn;ksa nksuksa dh ns[kjs[k esa ,d ik;yV iz;ksx fd;k tk ldrk gS vkSj iz;ksx 

ls çkIr lcd dk mi;ksx flLVe dks csgrj cukus ds fy, fd;k tkrk gSA 

5- lkoZtfud tkx:drk] f'k{kk vkSj cgq&fgr/kkjd tqM+ko dks c<+kok nsuk 

dsoy dkuwu vkSj fu;e okafNr ifj.kke çkIr ugha dj ldrs gSa tc rd fd mi;ksxdrkZ vkSj O;olk; 

vius vf/kdkjksa vkSj ftEesnkfj;ksa ds ckjs esa tkx:d u gksaA —f=e cqf)eÙkk vkSj lkbcj lqj{kk ds ckjs esa 

fgr/kkjdksa dks f'kf{kr djus ds fy, ,d Bksl ç;kl dh vko';drk gSA blesa Ldwy vkSj d‚yst ds 

ikBîØe esa —f=e cqf)eÙkk] uSfrdrk vkSj lkbcj lqj{kk dh cqfu;knh ckrksa dks ,dh—r djuk vkSj foÙkh; 

lk{kjrk ;k fMftVy Hkqxrku tkx:drk vfHk;kuksa ds tkx:drk vfHk;ku pykuk 'kkfey gSA 

mi;ksxdrkZvksa dks ;g tkuuk pkfg, fd tkudkjh dks dSls lR;kfir fd;k tk,] vius MsVk dh lqj{kk dSls 

djsa] vkSj ;fn mUgsa yxrk gS fd ,d —f=e cqf)eÙkk ç.kkyh us muds MsVk dk nq#i;ksx fd;k gS ;k 

uqdlku igqapk;k gS rks dkuwuksa ds rgr fuokj.k dSls çkIr djsaA 

                                      m|ksx vkSj f'k{kk txr dh egRoiw.kZ Hkwfedk,¡ gSaA ljdkj ds 

vf/kdkfj;ksa] —f=e cqf)eÙkk m|ksx ds usrkvksa] lkbcj dkuwu fo'ks"kKksa] ukxfjd lekt] vkSj laHkor% ç/kku 

oSKkfud lykgdkj ;k lwpuk izks|ksfxdh ea=ky; dh v/;{krk esa ,d cgq&fgr/kkjd —f=e cqf)eÙkk vkSj 

lkbcj lqj{kk ifj"kn dh LFkkiuk dh tk,A ;g ifj"kn mHkjrs eqíksa ij ppkZ djus vkSj lg;ksxkRed rjhds 

ls uhfrxr v|ru ij ljdkj dks lykg nsus ds fy, ,d lrr eap ds :i esa dk;Z dj ldrh gS] tSls 

fd baVjusV 'kklu esa cgq&fgr/kkjd çfØ;k,¡ 'kkfey gSaA ;g lqfuf'pr djsxk fd rsth ls vkxs c<+ jgs 

m|ksx ds nf"Vdks.k vkSj ukxfjd Lora=rk laca/kh fparkvksa dks uhfr dk;kZUo;u esa yxkrkj 'kkfey fd;k 

tk,] ftlls fu;e vf/kd izHkko”kkyh vkSj Lohdk;Z gksaxsA  

 

6- varjkZ"Vªh; lg;ksx dks c<+kok vkSj oSf'od ekudksa ds lkFk lkaetL; 

lkbcj [krjs vkSj —f=e cqf)eÙkk fodkl] lhekvksa ls ijs gSa] blfy, Hkkjr dks lfØ; :i ls varjkZ"Vªh; 

ekunaMksa esa Hkkx ysuk pkfg, vkSj mUgsa vkdkj nsuk pkfg,A ;g lq>ko gS fd Hkkjr —f=e cqf)eÙkk uSfrdrk 

vkSj 'kklu ij oSf'od igyqvksa esa 'kkfey gks ;k lg;ksx djs & mnkgj.k ds fy,] —f=e cqf)eÙkk ij 

oSf'od Hkkxhnkjh ¼thih,vkbZ½ vkSj vkfFkZd lg;ksx vkSj fodkl laxBu ¼vksbZlhMh½ ds lkFk viuk tqM+ko 

tkjh j[ks] vkSj —f=e cqf)eÙkk ij laHkkfor ;wjksih; ifj"kn dUosa'ku ij gLrk{kj djus ij fopkj djs ;k 

de ls de ?kjsyw ekudksa dks ,sls varjkZ"Vªh; loksZÙke çFkkvksa ds lkFk lajsf[kr djsA lkbcj lqj{kk ij] Hkkjr 

dks lkbcj vkSj —f=e cqf)eÙkk ls lacaf/kr vijk/kksa ds fy, fof'k"V ikjLifjd dkuwuh lgk;rk O;oLFkkvksa 

dks –<+rk ls vkxs c<+kuk pkfg,] rkfd lhek ikj vUos’k.k fuekuqlkj ljy gks ldsaA 
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             blds vfrfjä] Hkkjr fodkl'khy ns'kksa esa —f=e cqf)eÙkk ds fy, ,d xBca/ku ;k eap 

cukdj oSf'od nf{k.k esa usr`Ro dj ldrk gS] tks lkekftd HkykbZ ds fy, —f=e cqf)eÙkk vkSj 

fodkl'khy lanHkksaZ esa —f=e cqf)eÙkk 'kklu ds fy, {kerk fuekZ.k tSls eqíksa ij /;ku dsafær djrk gSA ;g 

Hkkjr dh vkokt dks c<+k;k ldrk gS vkSj ;g Hkh lqfuf'pr dj ldrk gS fd oSf'od ekud dsoy ;wjksih; 

la?k&vesfjdk }kjk fu/kkZfjr u gksa] cfYd fodkl'khy nqfu;k esa vjcksa yksxksa ds fy, çklafxd –f"Vdks.k Hkh 

'kkfey gksaA ekudksa ds lkFk rkyesy fcBkus dk vFkZ gS Hkkjrh; fofu;eu esa —f=e cqf)eÙkk lqj{kk ds fy, 

rduhdh ekudksa] lkFk gh lkbcj lqj{kk ekudksa ¼vkbZ,lvks 27001½216 dks viukuk] ftudk dbZ daifu;k¡ 

igys ls gh ikyu djrh gSaA blls oSf'od daifu;ksa ds fy, vuqikyu vklku gks tkrk gS vkSj ;g 

lqfuf'pr gksrk gS fd xSj&vuqikyu ds dkj.k Hkkjrh; daifu;k¡ oSf'od ewY; J`a[kykvksa ls ckgj u jg 

tk,¡A mnkgj.k ds fy,] ;fn vkbZ,lvks —f=e cqf)eÙkk tksf[ke çca/ku ds fy, ,d ekud fodflr djrk 

gS] rks Hkkjr dk chvkbZ,l bls ,d Hkkjrh; ekud ds :i esa viuk ldrk gS rkfd ;gk¡ dh daifu;k¡ 

varjjk"Vªh; Lrj ij ekU;rk çkIr vH;kl dk ikyu djsaA 

             Hkkjr dks lkbcj vijk/k ij cqMkisLV dUosa'ku217 ij gLrk{kj djus ij fopkj djuk pkfg, 

;k de ls de ,d Hkfo"; ds la;qä jk"Vª lkbcj vijk/k dUosa'ku218 dks ,sls çko/kkuksa ds lkFk lajsf[kr 

djuk pkfg, tks lhekvksa ds ikj bysDVª‚fud lk{; ds le; ij lk>kdj.k dks lqxe cukrs gSaA pwafd —f=e 

cqf)eÙkk vijk/kksa esa vDlj fons'kh {ks=kf/kdkjksa esa fLFkr loZj vkSj y‚x 'kkfey gksaxs] blfy, laf/k;ksa ds 

ek/;e ls ml lk{; rd lqO;ofLFkr igqap çorZu dks dkQh lhek rd c<+k ldrh gSA 

 

fu"d"kZ% fMftVy Hkfo"; dh uhao 

—f=e cqf)eÙkk vkSj lkbcj lqj{kk 21oha lnh dh fMftVy Økafr ds nks vifjgk;Z LraHk gSa] tks Hkkjr dh 

dkuwuh ç.kkyh ds le{k vf}rh; volj vkSj tfVy pqukSfr;ka çLrqr djrs gSaA bl 'kks/k esa] geus ;g 

fo'ys"k.k fd;k gS fd dSls Hkkjr fMftVy O;fäxr MsVk laj{k.k vf/kfu;e] 2023 tSls uohu dkuwuksa vkSj 

loksZPp U;k;ky; ds fodflr gks jgs U;kf;d fl)karksa ds ek/;e ls bu egRoiw.kZ eqíksa dks lacksf/kr djus dh 

çkjafHkd çfØ;k esa gSA lkFk gh] geus mu varjkyksa vkSj {ks=ksa dks Hkh js[kkafdr fd;k gS ftu ij fo'ks"k /;ku 

nsus dh vko';drk gSA ;g fo'ys"k.k bl ckr ij tksj nsrk gS fd Hkkjr ,d fu.kkZ;d eksM+ ij [kM+k gSA 

orZeku esa dkuwu vkSj uhfr ds {ks= esa fy, x, fu.kZ; ;g fu/kkZfjr djsaxs fd D;k —f=e cqf)eÙkk 

çkS|ksfxfd;ksa dk mi;ksx Hkkjr ds laoS/kkfud ewY;ksa vkSj lqj{kk vko';drkvksa ds vuq:i fd;k tk jgk gS] 

;k D;k os vuisf{kr udkjkRed ifj.kkeksa ds lkFk vfu;af=r gks tkrh gSaA bl “kks/k ls dbZ çeq[k fu"d"kZ 

lkeus vkrs gSaA 

çFke] iqêLokeh ekeys esa futrk dks ,d ekSfyd vf/kdkj ds :i esa ekU;rk vkSj fMftVy O;fäxr MsVk 

laj{k.k vf/kfu;e] 2023 dk vf/kfu;eu —f=e cqf)eÙkk ds ;qx esa O;fäxr MsVk dh lqj{kk ds fy, ,d 

vk/kkjHkwr dkuwuh lajpuk çnku djrk gSA ;g O;fä;ksa dks viuh lwpuk ij vf/kdkj çnku djus vkSj MsVk 

dks fu;af=r djus okyksa ij ftEesnkjh Mkyus dh fn'kk esa ,d egRoiw.kZ dne gSA fdlh Hkh lkFkZd —f=e 

cqf)eÙkk fofu;eu ds fy, ;g ,d vko';d iwoZ 'krZ gS] D;ksafd MsVk gh —f=e cqf)eÙkk dk thou fuokZg 

gSA gkykafd] tSlk fd geus ns[kk] dsoy xksiuh;rk dkuwu i;kZIr ugha gS] bldk çHkkoh dk;kZUo;u vkSj 

,YxksfjFke ikjnf'kZrk rd foLrkj ;g r; djsxk fd ;g —f=e cqf)eÙkk ls tqM+h fof'k"V ckjhfd;ksa dks 

fdruh dq'kyrk ls lacksf/kr djrk gSA 

f}rh;] ekStwnk lkbcj dkuwu dbZ lkbcj vijk/kksa vkSj eqíksa dks doj djrs gSa] ysfdu mudh dYiuk —f=e 

cqf)eÙkk dks /;ku esa j[kdj ugha dh xbZ FkhA Js;k fla?ky ;k vuqjk/kk Hklhu tSls ekeyksa esa loksZPp 

U;k;ky; ds gLr{ksi us lkbcj dkuwu çorZu esa laoS/kkfud lqj{kk mik;ksa dks LFkkfir fd;k gS] v‚uykbu 

vfHkO;fä dh Lora=rk dh j{kk djuk vkSj baVjusV çfrca/kksa esa vkuqikfrdrk ij tksj nsuk vkfnA ;s U;kf;d 

fl)kar —f=e cqf)eÙkk 'kklu ds fy, ,d fn'kk çnku djrs gSa] —f=e cqf)eÙkk fd Hkh fofu;eu dks 

vfHkO;fä dh Lora=rk] lekurk vkSj mfpr çfØ;k dk lEeku djuk pkfg,] vkSj vnkyrsa bu ekunaMksa ds 

vk/kkj ij jkT; dh —f=e cqf)eÙkk ls lacaf/kr dk;Zokfg;ksa dh laHkkfor :i ls xgu tkap djsaxhA 

r`rh;] ,YxksfjFke iwokZxzg ls ysdj MhiQsd vkSj —f=e cqf)eÙkk&lapkfyr lkbcj geyksa rd mHkjrh 

pqukSfr;k¡ ,d xfr'khy [krjs ds ifj–'; dks n'kkZrh gSa tks ikjaifjd fu;ked –f"Vdks.kksa ij ncko Mkyrk 
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217Convention on Cybercrime Budapest,European Treaty Series - No. 185, https://rm.coe.int/1680081561 
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gSA —f=e cqf)eÙkk tokcnsgh dks vLi"V dj ldrh gS] vkSj lkbcj [krjksa dks rhoz dj ldrh gS] ftlds 

fy, uohu fu;ked lksp] csgrj rduhdh {kerk vkSj laHkor% u, dkuwuh fl)karksa dh vko';drk gSA 

rqyukRed v/;;u ls irk pyk fd Hkkjr bu eqíksa dk lkeuk djus esa vdsyk ugha gSA dbZ ns'k lek/kkuksa 

ds lkFk ç;ksx dj jgs gSa] pkgs og ;wjksih; la?k ds O;kid ysfdu tfVy fu;e gksa ;k dk;Zdkjh ekxZn'kZu 

}kjk lefFkZr vesfjdk dk vf/kd yphyk –f"Vdks.kA Hkkjr ,d e/; ekxZ viukrk gqvk çrhr gksrk gS] vkSj 

bl i= esa nh xbZ lq>ko ml ekxZ dks cqf)ekuh ls rS;kj djus ds rjhds js[kkfdar gSaA 

            varr%] ge dg ldrs gSa fd ,d loZO;kih n{krk vkSj cgq&fo"k;d lg;ksx dh vko';drk 

gSA çkS|ksfxdh ds {ks= esa dkuwu] nwjnf'kZrk ;k rduhdh tkudkjh ds fcuk rS;kj fd, tkus ij vçpfyr ;k 

vfrO;kih gks ldrs gSaA —f=e cqf)eÙkk dh rhoz çxfr dk vFkZ gS fd fu;kedksa dks lwfoK vkSj 

vuqdwyu'khy jguk pkfg,A ;gh dkj.k gS fd py lrr laokn ds fy, eap LFkkfir djuk vkSj dkuwuksa dh 

vkof/kd leh{kk ds fy, çfrc) gksuk bruk egRoiw.kZ gSA fMftVy bafM;k vf/kfu;e dh fodkl çfØ;k] 

ftlesa fgr/kkjdksa ds ijke'kZ 'kkfey gSa] ,d ldkjkRed ladsr gS blls lekos'kh –f"Vdks.k dks tkjh j[kus 

esa ;g lqfuf'pr djus esa enn feysxh fd ifj.kkeh dkuwu etcwr vkSj vuqdwyuh; gksA 

                  fu"d"kZ :i esa] ;g Li"V gS fd Hkkjr dh dkuwuh ç.kkyh us —f=e cqf)eÙkk vkSj 

lkbcj lqj{kk dh fn'kk esa viuh ;k=k 'kq: dj nh gS] ysfdu vHkh Hkh cgqr dke djuk ckdh gSA fMftVy 

O;fäxr MsVk laj{k.k vf/kfu;e dk ikfjr gksus vkSj lacaf/kr ekeyksa esa loksZPp U;k;ky; dk lfØ; #[k 

bls xfr çnku djrk gSA vkxs c<+rs gq,] fofHkUu lq>koksa dks ykxw djuk tSls ,d lefiZr —f=e cqf)eÙkk 

'kklu <kaps dk fuekZ.k djuk] fMftVy bafM;k vf/kfu;e ds ek/;e ls lkbcj dkuwuksa dks v|ru djuk] 

çorZu ,tsafl;ksa dks etcwr djuk vkSj oSf'od loksZÙke çFkkvksa ds lkFk rkyesy fcBkuk egRoiw.kZ gksxsaA ;s 

mik; xksiuh;rk mYya?kuksa] HksnHkko vkSj lkbcj geyksa tSls tksf[keksa dks de djus esa enn djsaxs] ftlls —

f=e cqf)eÙkk ç.kkfy;ksa esa lkoZtfud fo'okl dk fuekZ.k gksxkA —f=e cqf)eÙkk vkSj lkbcj lqj{kk dk 

lQy 'kklu varr% Hkkjr dks vkfFkZd fodkl vkSj lkekftd dY;k.k ds fy, —f=e cqf)eÙkk dh 

ifjorZudkjh {kerk dks lkdkj djus esa l{ke djsxk] lkFk gh vius ukxfjdksa ds vf/kdkjksa vkSj lqj{kk dh 

j{kk djsxkA ;g ,d uktqd larqyu gS] ysfdu lk{; }kjk lwfpr vkSj laoS/kkfud fl)karksa }kjk funsZf'kr 

foosdiw.kZ fofu;eu ds lkFk] Hkkjr ;g lqfuf'pr dj ldrk gS fd —f=e cqf)eÙkk mRihM+u ;k vjktdrk 

dk ugha] cfYd l'kfädj.k vkSj lqj{kk dk ,d midj.k cusA Hkkjrh; dkuwuh ç.kkyh] vius etcwr 

laoS/kkfud <kaps vkSj fodflr gks jgs fo/kk;h midj.kksa ls lqlfTtr gksdj] bu pqukSrh;ksa dk lkeuk djsA 

Hkkjr oSf'od vuqHkoksa ls lh[krs gq, ;g çnf'kZr ldrk gS fd yksdra= —f=e cqf)eÙkk dh] iz—fr dks dSls 

laHkkyrk gSA 
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