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Abstract: As our lives become more intertwined with digital technologies, we leave behind extensive online
footprints—everything from social media posts to cloud files—that often linger even after we pass away.
The idea of a digital afterlife revolves around how this data and our digital personas continue to exist, are
managed, or even “live on” after we’re gone. Research and industry activity are increasingly showing that
many users are either unaware of or unprepared for their digital legacies. Meanwhile, new technologies like
Al chatbots, avatars, and holograms are emerging, claiming to simulate or preserve the essence of the
deceased through their data. These advancements bring about a host of legal, ethical, and emotional
challenges: ownership of data is often murky since platforms typically hold the rights to the content, and
while some may find comfort in interacting with a “digital ghost,” for others, it can intensify their grief.
This paper delves into the literature surrounding the digital afterlife, exploring technical solutions, user
behaviors, legal frameworks (like RUFADAA and GDPR), cultural perspectives, and management
strategies. We conducted a thorough literature review of academic articles, industry reports, news pieces,
and legal analyses. Our findings reveal a disconnect between the growing number of digital estates and
current estate-planning practices, highlighting the urgent need for clear policies, ethical guidelines, and
increased public awareness. We propose a framework for managing digital assets, emphasizing the roles of
individuals (like digital wills and executors), platforms, and regulators in protecting posthumous digital
legacies.

Index Terms: Digital Afterlife, Digital Legacy, Data Management, Estate Planning, Online Inheritance,
Posthumous Privacy.

I Introduction

Modern life generates a staggering amount of personal data—from our social media profiles and emails to
documents stored in the cloud—that can linger in cyberspace long after we’re gone. Unlike our physical
belongings, these digital assets (like photos, accounts, and crypto wallets) often stick around indefinitely
unless we actively delete them. Studies show that most people don’t think about what will happen to their
data after they die; for example, a survey found that only 29% of respondents had even thought about their
digital legacy. Yet, almost everyone agrees that managing this data is important. This growing awareness
has led to the rise of the digital afterlife industry, which offers services and technologies designed to
memorialize, simulate, or preserve a person’s online presence after death. Major companies like Apple,
Google, and Meta now provide legacy or inactive account management, while startups such as HereAfter
Al and MyWishes, along with researchers, are exploring Al chatbots and avatars of the deceased. However,
these innovations raise deep questions: Who controls a person’s data after they pass away?[1]
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This paper explores the current landscape of managing digital afterlives. We start by reviewing the existing
literature on digital legacies and the technologies that support them, which includes user attitude surveys,
industry analyses, and legal discussions. Our research methodology involved systematic searches of
academic databases and news outlets to gather studies on posthumous data, along with insights from recent
industry reports and expert commentary. The main body of the paper discusses several important topics:
(@) the technical and industry landscape, such as Al-based avatars, memorial services, and company
policies; (b) the legal and ethical frameworks that govern digital estates, including state laws, GDPR, and
platform terms; (c) the social and psychological aspects of digital legacies, like grieving and cultural
perspectives; and (d) best practices for planning and managing data after death, including digital wills,
executors, and tools. We conclude by synthesizing our findings and recommending collaborative
approaches to ensure that digital legacies respect the wishes of both the deceased and the living [2].

Il Literature Review

User Awareness and Attitudes

Various surveys and studies have explored how much the public knows and cares about digital
legacies. An international survey revealed that only around 30% of people have thought about what happens
to their online data after they pass away, even though a significant number acknowledged its importance.
Research by Rai et al. (2015) found that most users are in the dark about how their data will be managed
after death, but they show interest once they learn more. These insights highlight a notable gap in
preparation between the widespread nature of digital data and personal estate planning. Trust&Will’s 2025
report, which surveyed 10,000 Americans, showed that 55% didn’t have any estate documents at all.
Interestingly, younger generations tend to prioritize their digital legacies (like social media) over traditional
assets and are even open to using non-family members as executors for their digital estates. Overall, the
literature points to a lack of readiness for the digital afterlife: people understand the issue conceptually, but
very few take proactive measures [3].

Industry and Technological Developments

Over the last ten years, there’s been a remarkable surge in services focused on digital memories and
Al. Journalistic explorations, like those from IEEE Spectrum and NDTV/The Conversation, highlight a
growing number of startups that provide digital afterlife solutions. These services range from apps that help
schedule messages to be sent after someone passes away (like MyWishes) and platforms for recording
video wills (like HereAfter Al) to even more imaginative ideas, such as creating Al chatbots or holograms
of the deceased[4].

Digital Afterlife Innovations
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fig 1: Digital afterlife innovations
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For example, Microsoft has a patent that outlines how they could use someone’s social media and email
history to construct a chatbot that captures their personality. Companies such as StoryFile, which was used
at a 2022 funeral for a Holocaust educator, and Sonic Memorial are utilizing Al-produced videos, allowing
loved ones to “interact” with recorded responses from those who have passed away. Robotics companies
like Hanson Robotics have even developed lifelike busts that use voice recordings. These advancements
often gather substantial personal data—ranging from texts to photos—to accurately replicate a person’s
unique mannerisms. There’s plenty of ongoing discussion about these innovations; some find digital avatars
to be a comforting form of “grief tech,” while others caution against the potential for eerie or misleading
experiences[5].
Existing Solutions and Platforms

While there are plenty of new startups popping up, the mainstream platforms still offer some pretty
limited legacy features. For instance, Facebook lets users choose a legacy contact to manage or memorialize
their account after they pass away, and you can mark profile pages as “Remembering”. Google’s Inactive
Account Manager allows users to automatically share their data with trusted contacts if they become
inactive. Twitter/X, on the other hand, will deactivate accounts that have been inactive for a while, but
survivors need to provide proof of death to take any action.The problem is that these built-in tools can vary
a lot and often come with restrictions: for example, legacy contacts can’t access private messages or delete
any content. Legal experts (like Toh & Fong, 2024) point out that without clear user instructions, the terms
of service for these platforms usually treat accounts as non-transferable personal property. This means that
unless users take the time to plan their digital estate, their heirs might run into some serious challenges
when trying to access or manage data after they’re gone[6].
Legal and Policy Framework

The legal landscape surrounding digital asset inheritance is quite patchy, as researchers point out.
In the U.S., the Revised Uniform Fiduciary Access to Digital Assets Act (RUFADAA), introduced in 2015,
was a significant step forward. It allows fiduciaries to access digital assets necessary for settling estates,
but usually only with court approval and in line with the policies of service providers. Even with
RUFADAA in place, many platforms still maintain that there’s no “right of survivorship” in their user
agreements. Over in the EU, the GDPR only safeguards the data of living individuals, leaving the data of
the deceased unprotected. This creates a situation where there’s no consistent “right to erasure” or access
for heirs under EU law, meaning that digital inheritances are left to the discretion of national legislatures.
In Germany, however, courts have recognized social media accounts as inheritable property, allowing
family’s access in contested situations. Likewise, most U.S. states have adopted some form of RUFADAA,
often requiring wills or powers of attorney to specifically mention digital assets. Yet, many countries,
including Singapore, lack specific laws and instead depend on private contracts and the judgment of
executors. Legal experts are therefore advocating for clearer regulations, such as treating digital remains
with the same respect as physical estates or establishing a post-mortem data right[7].
Ethical, Cultural, and Psychological Considerations

When we dive into the ethical, cultural, and psychological aspects of digital legacies, it’s clear
there’s a lot to unpack beyond just the legal side of things. Ethical dilemmas pop up, like whether the
deceased actually consented to their data being used, how we protect the privacy of both the departed and
the living, and the question of autonomy.Cultural & religious perspectives also play a significant role in
shaping opinions. For example, the Vatican emphasizes that digital legacies should honor human dignity,
while Islamic scholars are busy discussing how this fits with Sharia law. In Japan, Buddhist traditions have
even evolved to include digital memorials. On the psychological front, the research is a bit of a mixed bag.
For some grieving individuals, interacting with a “digital doppelgénger” can provide comfort and help keep
memories alive[8] .
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However, others caution that it might hinder closure and amplify grief, a phenomenon some have dubbed
“digital haunting,” especially if the Al behaves in unexpected ways.. Studies on memory and mourning
reveal that our digital footprints—Ilike photos and messages—already blur the lines between being present
and being absent. Introducing Al into the afterlife conversation adds another layer of complexity. Privacy
experts warn that “resurrecting” someone through Al raises tricky questions about identity and who owns
a person’s digital persona. All of this suggests that while digital afterlife technologies are innovative, they
also tread a delicate path filled with ethical challenges[9].
Digital Estate Planning and Management

This is becoming increasingly important. Given the challenges we face, many experts suggest that
proactive planning is key . Practical guides often recommend starting with an inventory of all your online
accounts and assets, appointing a digital executor, and using legal documents to clearly outline your wishes
. A digital executor could be a tech-savvy friend or family member who understands the ins and outs of
various platforms. It's also a good idea to take advantage of built-in tools like legacy contacts and inactive
account managers, and to include specific instructions in your will about which accounts to delete, keep, or
transfer . Interviews and articles highlight the benefits of limiting your online data exposure ahead of time—
like cleaning up old content—since digital footprints can last forever . Essentially, scholars view digital
estate planning as a form of social innovation, blending technology, legal frameworks, and social norms to
ensure that your digital legacy aligns with your personal values[10] .
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fig 3: Digital legacy & management
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111 Methodology

This study mainly focuses on a qualitative literature review. We took a thorough look at academic
journals, conference proceedings, legal commentaries, news articles, and industry reports spanning from
2010 to 2025, all centered around topics like digital afterlife, digital legacy, and managing data after
death. Our search terms included phrases like “digital afterlife,” “digital legacy,” “estate planning for
digital assets,” and “posthumous data.” We gathered sources from scholarly databases such as IEEE
Xplore, ACM Digital Library, Springer, and MDPI, along with reputable media outlets like IEEE
Spectrum, The Conversation, NYTimes, NDTV, and YourStory. We also incorporated references from
industry analyses by PwC, NDTV, and Medium whenever they were available. From each source, we
pulled out key findings and themes, including user surveys, tech descriptions, legal insights, and case
studies. If any quantitative data was available, like survey percentages or market sizes, we made sure to
include those figures. In the end, we pieced together insights from various fields to create a clear picture
of how data is managed after death and to identify any existing gaps.

IV Digital Legacy and Data Persistence

Let’s talk about digital legacy. It’s all the online stuff that sticks around after we’re gone: think
social media profiles, email archives, cloud files, crypto currencies, domain names, and even digital art.
Unlike physical belongings, these digital assets are intangible and often tangled up in the terms of service
of various platforms . Savin-Baden and Mason-Robbie (2020) describe the digital afterlife as the ongoing
presence we have online after death, which includes everything from inactive accounts to avatars that are
kept up intentionally . This is different from the idea of “digital immortality,” which suggests an active
simulation of a person . In this paper, we’re focusing on what happens to our data after we pass away—
who gets to access or control it, and what becomes of it—rather than diving into philosophical discussions
about consciousness. Now, let’s look at the scale of digital estates. Nowadays, many of us have countless
accounts and gigabytes of personal data . An industry analysis predicts that the global digital legacy market
will hit around $13 billion by 2024, with rapid growth fueled by social media, cloud storage, and blockchain
assets . Over time, a person’s digital footprint can grow so large that their heirs might unknowingly inherit
a significant digital estate, which can hold both emotional and financial value (the report mentions that
Americans estimate this to be about $192K on average). However, as we mentioned earlier, most people
don’t leave behind much guidance . This lack of direction means that when someone passes away, their
data often becomes a kind of “digital ghost”—there, but inactive[11].

V Technological Solutions and Industry Trends

Al and interactive memories are becoming quite the phenomenon. One notable trend is the use of
Al to create interactive “digital versions” of people who have passed away. Companies are training neural
networks on a person’s writing, speech, and visual data, allowing grieving loved ones to chat with a chatbot
or avatar that resembles the deceased. For example, StoryFile’s system utilized pre-recorded video
responses from Marina Smith, a Holocaust survivor, during her funeral, enabling her to respond to guests'
questions as if she were still there. Similarly, some startups are working on creating a “digital twin” that
can share family stories. While these innovations can offer comfort—like hearing a loved one’s voice or
seeing their image—they also carry the risk of misleading people into believing the deceased is truly
“present” . Scholars warn that these Al-driven afterlives are still experimental and come with ethical
concerns, as the “personality” created may not accurately represent the individual. In reality, such services
tend to be niche and often pricey, making them accessible mainly to those who can afford them[12].
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When we talk about legacy services, it’s not just about high-tech solutions. There are plenty of
simpler options out there. For instance, apps like MyWishes let users plan social media posts or messages
to be sent out after they’ve passed away. Then there are voice-recording services that help people create
audio diaries for future generations to cherish . Even password managers like DGLegacy are stepping up,
offering secure ways to pass on account details to loved ones . Nowadays, traditional funeral homes and
memorial websites often include some digital features . While these services don’t bring the deceased back
to life, they do provide a means for the departed to “speak” or maintain a presence. Industry experts point
out that these offerings blur the lines between life and death; just look at how memorial pages on Facebook
allow the living to engage with the data of those who have passed for years to come[13].

VI Legal and Regulatory Landscape

Surrounding digital assets. One of the big questions is whether these digital assets can be considered
property that can be passed down.Right now, most platform policies say that users don’t have a right of
survivorship, meaning accounts essentially vanish when their owners do . However, some law review
articles suggest that heirs should have some level of access . In the U.S., the Revised Uniform Fiduciary
Access to Digital Assets Act (RUFADAA) from 2015 does allow fiduciaries to access digital assets tied to
an estate, but only under specific conditions, like needing court approval and the asset’s relevance to settling
the estate. Importantly, RUFADAA doesn’t require platforms to grant full access; it honors user wishes if
they exist or follows platform policies otherwise . Over in the EU, things are a bit murky: the General Data
Protection Regulation (GDPR) protections stop at death, meaning an heir can’t just demand the deletion of
a deceased person’s data. Different member states interpret inheritance laws in various ways—Germany’s
courts have decided that a Facebook account is akin to a bank account, allowing family access, while many
other countries leave digital assets in a sort of legal gray area.Our review shows that there are few
comprehensive laws globally, resulting in a patchwork system where the data of the deceased is either seen
as abandoned or subject to new legislation, with some states explicitly considering digital assets in their
wills laws[14].
Regulation and guidelines are hot topics these days. Many authors and reports emphasize the urgent need
for updated regulations. In a recent NDTV/The Conversation article, Perdana (2024) argues that we need
to revisit our legal frameworks to tackle issues surrounding digital memory ownership . This includes
important topics like the inheritance of digital personas and the data rights of those who have passed away.
Some experts even suggest we look to cultural heritage for inspiration, advocating for a respectful approach
to handling digital remains as if they had personhood. On a global scale, there are some movements
happening; for instance, the EU’s reforms in digital markets and services have hinted at the possibility of
after-death data portability, although we still lack any binding rules.The literature shows a clear consensus:
without legal clarity, the power of platforms will continue to overshadow everything, leaving heirs feeling
frustrated and consumers in a state of uncertainty[15].
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V11 Ethical, Cultural, and Psychological Dimensions

Consent and authenticity. One of the key issues that keep coming up is consent. Many writers
ponder: would the deceased have been okay with their data being used this way? When it comes to Al
avatars and legacy contacts, we’re talking about using someone’s personal content after they’ve passed
away, which obviously can’t be consented to if they’re no longer here. There are also worries about
manipulation: for example, a deceased person’s digital likeness could be used for commercial purposes,
like advertising products, or altered to send messages they wouldn’t have wanted . Cultural perspectives
play a big role in how people react: religious beliefs and traditions can influence whether digital
continuations are viewed as a way to honor the dead or as a violation of spiritual values . Take, for instance,
some Buddhist temples that are now creating digital “graveyards,” while certain religious leaders caution
against using technology to appropriate souls[16].
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fig 5: Ethical & socio economical considerations

Impact on grieving and memory. Psychologists and sociologists highlight the mixed effects on the
grieving process. On the upside, having access to a voice or chatbot of a loved one can help keep memories
alive and foster a sense of connection . As Perdana points out, for some individuals, these “digital
immortals” can be therapeutic, offering comfort and a way to hear a loved one’s voice again.However,
others have reported negative experiences: interacting with an Al version of the deceased can complicate
the acceptance of loss or hinder the ability to move on, potentially extending the grieving period . This
phenomenon, often referred to as “digital haunting,” raises an important question: is having a perpetual
digital presence psychologically beneficial, or does it keep the living stuck in the past? While there isn’t a
lot of empirical data on this, experts generally advise caution, suggesting that guidelines like age restrictions
and informed consent should be established[17].

Socioeconomic and accessibility issues are definitely on the table. Inequality is another critical
factor. Advanced digital afterlife services, such as custom chatbots and VR experiences, can be quite
costly—often amounting to thousands of dollars . This means that only those with considerable wealth can
“buy” a slice of digital immortality, which might create a gap in who gets remembered and how . OpenTools
commentary explicitly cautions against a new “grieftech” industry that could widen socio economic divides
. It also raises some thought-provoking questions for society: does having an Al version of someone change
how we value human life? The literature suggests that we should be proactive in addressing these inequities
by ensuring there are affordable or public options for digital legacy planning[18] .
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V111 Discussion
Our comprehensive review yields several key insights:

e Widespread Unpreparedness: Even though we’re surrounded by digital data, most people don’t
really think about planning for it. Surveys and studies consistently reveal a big gap between the
sheer volume of data being created and the number of users who actually take steps to manage it .
This trend mirrors what we see in estate planning: for instance, 55% of Americans don’t have a will
, and the situation is even worse when it comes to digital assets. This leads us to a concerning
conclusion: there’s a significant risk of “digital orphan” accounts that lack any clear direction .

e Emerging Industry, Low Awareness: The emergence of numerous companies in the “digital
afterlife” space shows there’s a demand for these services , yet many people are still unaware of
them. For a lot of folks, the idea of digital death feels like just a quirky concept . The industry is
projected to grow into a multi-billion dollar market by 2030, indicating it will likely become more
mainstream. However, our sources warn that this growth might outstrip the development of
regulations and ethical standards .

e Fragmented Legal Landscape: The legal landscape for digital assets is quite fragmented, mainly
because there’s no consistent law in place . Different countries and states handle these assets in their
own ways, leading to a lot of confusion Even in the U.S., platforms are managed by a patchwork
of RUFADAA statutes and service contracts, which often leaves executors scratching their
heads.The GDPR doesn’t really cover the deceased, meaning heirs can’t count on a single legal
framework across the globe . This inconsistency points to a pressing need for policy advocacy .
Some writers propose that we should treat digital accounts like any other personal property to create
rights that can be inherited .

e Technology and Ethical Duality: On the tech side of things, the solutions we looked at have a
dual nature. Al avatars and digital memorials can really enhance how we remember our loved ones
, but they also risk distorting reality. Stories like NDTV’s account of a daughter’s “digital dad”
show just how powerful these emotional connections can be. Yet, there are ethical concerns about
privacy breaches and misrepresentation of identity . We see this as a call for caution: while
technology can help us feel closer to those we've lost, we need to set up ethical boundaries, including
informed consent, options to opt-out, and clear disclaimers.

e Best Practices and Recommendations:  From our review of the literature, we recommend a
stronger integration of digital assets into standard estate planning . It’s crucial for individuals to be
educated—whether through campaigns or guidance from estate-planning professionals—on the
importance of listing their digital estate . Platforms should aim to make legacy features more
accessible, such as developing user-friendly “digital wills,” so that digital executors can effectively
carry out users' wishes .Additionally, lawmakers should consider implementing laws that
specifically address digital inheritance rights, as a few jurisdictions have already done.Lastly,
fostering collaboration among technologists, lawyers, ethicists, and cultural leaders is key to
responsibly addressing these complex issues.

IX Conclusion

The concept of a digital afterlife is challenging our long-held beliefs about death and inheritance. Our
findings indicate that the digital data we gather throughout our lives doesn’t just disappear when we die; it
needs to be actively managed . Sadly, many people are caught off guard by this reality, which can lead to
confusion and heartache for those left behind. On the flip side, new technologies are emerging that promise
to keep our presence alive even after we’re gone, stirring up both comfort and debate . Our review
emphasizes the need for a comprehensive approach. It’s essential for individuals to take proactive steps—
like making a list of their digital assets, designating executors, and using available platform tools—to ensure
their digital legacies reflect their true values . At the same time, governments and tech platforms must
update their laws and policies to treat digital accounts as part of an estate, granting heirs the rights they
deserve . We also need ethical guidelines and regulations to prevent the misuse of digital
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identities.Culturally, society must grapple with what it means to “live on” through data, finding a balance
between honoring the deceased and addressing the needs of the living. In short, managing digital data after
death is becoming an essential part of both tech development & personal estate planning . Future studies
should look into the psychological effects of digital memorials and explore new legal frameworks as they
come up . By tackling this “digital afterlife” issue comprehensively, we can celebrate individuals’ memories
while safeguarding privacy and steering an ethical evolution in our interconnected lives.
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