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Abstract: With the rise of digital learning, online examinations have become a crucial component of modern
education. However, ensuring academic integrity in remote assessments remains a significant challenge. This
paper presents an Online Proctored Examination System designed to enhance the security and credibility of
online exams. The system leverages advanced proctoring techniques such as facial recognition, real-time
monitoring and behavioral analysis to detect potential malpractice. Additionally, it incorporates voice
modulation checks and camera modulation features to prevent unauthorized activities. By offering an
automated and scalable solution, this system aims to provide a seamless and fair examination experience while
addressing concerns related to cheating and identity verification. The proposed approach enhances the
reliability of online assessments, making them a viable alternative to traditional in-person examinations.

Index Terms - Online Proctoring, Remote Examination, Academic Integrity, Facial Recognition, Real-time
Monitoring, Cheating Prevention, Identity Verification, Secure Assessments.

|. INTRODUCTION

The rapid advancement of digital education has led to a widespread adoption of online examinations as a
means of assessing students remotely. While this shift offers flexibility and accessibility, it also introduces
significant challenges in maintaining academic integrity. Traditional invigilation methods are ineffective in an
online setting, making it easier for students to engage in malpractice such as impersonation, unauthorized
assistance and the use of prohibited resources.

To address these concerns, Online Proctored Examination Systems have emerged as a solution to ensure
secure and credible assessments. These systems integrate various monitoring technologies, including facial
recognition, real-time activity tracking, voice modulation analysis, and behavioral monitoring, to detect and
prevent cheating. By leveraging automated proctoring techniques, such systems provide a scalable and efficient
alternative to traditional in-person invigilation.

This paper explores the implementation of an intelligent proctoring system that enhances the credibility of
online exams while ensuring a seamless experience for both students and administrators. The proposed system
aims to create a fair and transparent assessment environment, reducing the risks associated with remote
examinations and making online education more reliable.

Il. EASE OF USE

The Online Proctored Examination System ensures a seamless experience for both students and teachers.
Students can easily sign up or log in, enter their Assessment ID and begin the exam. No additional setup is
required, as the system only requests camera and microphone permission at the time of the exam for security.
The strict countdown timer ensures no extra time is given once the exam starts.

For teachers, the system simplifies exam creation by allowing them to generate and share Assessment IDs
with students. Automated proctoring through camera and voice monitoring reduces manual invigilation efforts
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while maintaining exam integrity. With its user-friendly interface and secure process, the system ensures a fair
and efficient assessment environment.

I11. DATA AND SOURCES OF DATA

The evaluation of the Online Proctored Examination System focuses on key areas to assess its effectiveness
and impact.

e User Experience is measured through key metrics like student engagement, task completion rates, and
satisfaction levels, tracked via system logs and user feedback surveys.

e Operational Efficiency is assessed by analyzing factors such as exam scheduling, assessment 1D
management, and proctoring accuracy, using system data and feedback from students and teachers.

e Data Transparency is evaluated by reviewing the accuracy and consistency of exam logs, response
records, and proctoring reports, with insights drawn from system databases and educator reviews.

e Platform Security is monitored by analyzing access control logs, proctoring violation reports, and
security assessments to ensure exam integrity and prevent unauthorized activities.

IV. LITERATURE SURVEY:

1. Ruwanthi Thanuja, Subrata Chowdhury, Yu-Chen Hu (2023)
Title: Al-based online proctoring: a review of the state-of-the-art techniques and open challenges
Published in: Multimedia Tools and Applications, September 2023
DOI: 10.1007/s11042-023-16714-x

Summary:

This paper presents a comprehensive review of Al-powered online proctoring technologies. It
discusses the types of proctoring (live, automated, record-and-review) and the use of technologies
such as face detection, gaze tracking, voice analysis and behavioral monitoring. The study focuses on
key issues like privacy, algorithmic bias and data protection. The authors-emphasize challenges such
as varying lighting conditions, false alarms and ethical dilemmas. The paper concludes by identifying
future directions, recommending the integration of hybrid models that combine human and Al
supervision.

Key Contribution:
A detailed survey of current methods along with clearly defined open challenges and future scope for
improving robustness and fairness in Al-based proctoring systems.

2. Aditya Nigam, Rhitvik Pasricha, Tarishi Singh, Prathamesh Churi (2021)
Title: A Systematic Review on Al-based Proctoring Systems: Past, Present and Future
Published in: Multimedia Tools and Applications, June 2021

Summary:

This paper reviews the evolution of proctoring systems from traditional manual invigilation to Al-
enhanced methods. It systematically categorizes technologies used for identity verification,
monitoring, and anomaly detection during online exams. The focus is on image and audio processing
techniques including face recognition, eye tracking, sound detection and behaviour pattern analysis.
The paper critiques the accuracy and reliability of Al models used in proctoring and addresses
challenges such as false positives and user stress. It also forecasts future developments in the field like
emotion-aware and multimodal proctoring systems.
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Key Contribution:
Provides a timeline-based systematic review of Al developments in proctoring and discusses how
future systems might incorporate biometric authentication and deep learning.

3. Mr. Vasanth Nayak, Shreyas, Surabhi, Dhrithi, Divyaraj K (2022)
Title: Detection of Anomalous Behaviour in Online Exam towards Automated Proctoring
Published in: International Research Journal of Engineering and Technology (IRJET),
Volume 09, Issue 06

Summary:

This paper proposes a custom solution for online exam proctoring using computer vision and voice
analysis. Techniques such as face detection, eye tracking, and head pose estimation are implemented
using OpenCV and DLib. The system flags anomalies like looking away from the screen or the
presence of multiple faces. Audio monitoring detects background noise and potential voice changes.
The aim is to develop a low-cost, accessible and efficient automated proctoring tool suitable for
academic institutions.

Key Contribution:
Demonstrates a working prototype combining facial analysis and voice-based alerts to detect cheating
behaviours in real-time during online assessments.

IV. THEORETICAL FRAMEWORK
4.1 Block Diagram
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Fig: Block Diagram for Online Proctored Examination System
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4.2 Flow Diagram
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Fig: Flow Diagram for Online Proctored Examination System.

4.3 Factors Specifications

1. Candidate/User:
Description: The candidate or user represents the individual taking the online examination. They interact with
the system through a user interface to access the exam.
Role: The candidate submits their responses and is monitored by the proctoring service.

2. Admin Panel:
Description: The admin panel is the interface used by administrators or examiners to manage the examination
process.
Role: Admins can manage user access, configure exams, view results, and monitor the proctoring service.

3. Access Control:
Description: Access control is a security mechanism that ensures only authorized users (candidates and
admins) can access specific parts of the system.
Role: It authenticates and authorizes users, ensuring that only eligible candidates can take the exam and only
authorized personnel can access the admin panel.

4. API (Application Programming Interface):
Description: The API serves as the backbone of the system, connecting various components such as access
control, database, and services.
Role: It handles the communication between the frontend (candidate, admin panel) and the backend services
(proctoring, evaluation, statistics). The API also manages data retrieval and updates from the MongoDB
database.

5. MongoDB:
Description: MongoDB is a NoSQL database used to store all the relevant data, including user details, exam
guestions, answers, proctoring data, and results.
Role: It stores and retrieves data as needed by the API and other services, ensuring data persistence and
consistency across the system.

6. Proctoring Service:
Description: The proctoring service uses Al techniques like facial recognition and voice analysis to monitor
the candidate during the exam.
Role: It detects any suspicious behavior, such as looking away from the screen or talking to someone, and
flags potential cheating attempts.

7. Evaluation Service:
Description: The evaluation service automatically grades the candidate's answers based on predefined criteria.
Role: It processes the candidate's responses and generates scores, which are then stored in the database and
made accessible to the admin panel.
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8. Statistics Service:

Description: The statistics service analyzes data collected during the exam process, such as performance
metrics, proctoring flags, and overall system usage.

Role: It generates reports and insights that help administrators understand trends, assess the effectiveness of
proctoring, and make data-driven decisions.

V. RESEARCH METHODOLOGY
Requirement Analysis
e Analyze the needs of educational institutions and students for features like secure authentication,
exam creation, proctoring, and automated evaluation.
e Conduct surveys to determine user expectations, focusing on security, ease of use, and real-time
monitoring.
System Design
e Develop a modular architecture using React.js for the frontend and Express.js with MongoDB for
the backend.
e Design intuitive teacher and student panels for exam management, assessment ID generation, and
test-taking interfaces.
e Establish secure data models for storing and retrieving exam responses, logs, and proctoring data.
Module Development
e Implement user authentication with secure login and assessment ID-based exam access.
e Develop proctoring features, including camera monitoring and voice detection.
e Create modules for exam scheduling, student responses, and automated grading.
Integration and Testing
e Integrate APIs for real-time proctoring, voice monitoring, and result evaluation.
e Conduct unit testing and system testing to ensure seamless performance, security, and usability.
Deployment
e Deploy the system on a cloud-based platform, ensuring compatibility across web browsers and
devices.
e Perform live testing with students and teachers to identify and resolve deployment issues.
Monitoring and Updates
e Use system logs and analytics to monitor exam integrity, performance, and user interactions.

e Implement regular updates to improve security, fix bugs, and enhance user experience based on
feedback.
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V. RESULT AND KEY FINDINGS
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Fig: Highs And Dips in Online Proctored Examination System.
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Fig: Camera Module Analytics per student.

Table for demonstrating camera module used in Online Proctored Examination System:

Face Multi- No Face Eye
Student D-llj-fatg:)n Detection Face Duration U?ggg gﬁg ,\A\(\S\sa(%t)a Gaze S‘[rc:als
Rate (%) | Instances (min) Shifts
Stdent | somin | 96.7% 2 1.2 6 24 | 8 | 3
SRt s min | 92.3% 0 35 2 18.6 4 2
Suaent | 20min | 88.9% 3 2.1 5 37 | 10 | 5
Staent | gomin | 98.4% 1 05 1 129 | 2 | 1

From the overall results we were able to find out the exact data required for the project and successfully
completed all the scenarios where the system was tested for its robust nature.
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V1. CONCLUSION

The Online Proctored Examination System provides a secure, efficient, and scalable solution for
conducting remote assessments. By integrating real-time proctoring via camera and voice monitoring, the
system ensures exam integrity while maintaining a user-friendly experience for both students and teachers. The
structured assessment ID-based access, automated evaluation, and secure data storage streamline the
examination process, reducing administrative workload and minimizing the risk of malpractice. Through
continuous monitoring and updates, the system remains adaptable to evolving educational needs. Overall, this
project enhances the credibility, accessibility, and fairness of online examinations, making remote assessments
more reliable and transparent.
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