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Abstract:   Deepfake technology enables the creation of highly realistic manipulated media, posing serious 

threats to security, privacy, and trust in digital communications. This paper proposes a real-time deepfake 

detection system using advanced machine learning techniques. The system identifies subtle visual and audio 

anomalies in synthetic media by combining ResNext for spatial feature extraction and LSTM networks for 

temporal analysis. Trained on a diverse dataset, the model achieves high accuracy and generalization. The 

approach aims to support global efforts to combat deepfake misuse and protect digital integrity. 
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I. INTRODUCTION 

 

Deepfake technology, powered by Generative Adversarial Networks (GANs) and other machine learning 

algorithms, has become a growing concern due to its potential misuse. The ability to manipulate digital content 

with high precision has raised alarms across various domains, including politics, cybersecurity, and personal 

privacy. Deepfake videos have been used to spread false information, conduct fraud, and damage reputations, 

making detection a pressing challenge. 

The rapid advancement of artificial intelligence has made deepfake creation more accessible, leading to a 

proliferation of such content on social media and digital platforms. Traditional detection methods, such as 

forensic analysis and manual verification, are no longer sufficient to counter the increasing sophistication of 

deepfake technology. Therefore, automated and intelligent detection solutions are essential to mitigate the 

associated risks. 

This paper explores a machine-learning-based deepfake detection system that analyzes digital content for 

signs of manipulation. The system incorporates state-of-the-art deep learning techniques to enhance detection 

accuracy, leveraging feature extraction models like ResNext for spatial analysis and LSTM networks for 

temporal consistency verification. By implementing a structured approach to deepfake detection, our system 

aims to provide an efficient and reliable solution for combating the growing threat of manipulated digital 

media. 
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II. LITERATURE REVIEW 

 

Several researchers have proposed various techniques for detecting deepfakes, concentrating on different 

aspects of digital media, such as images, videos, and audio. Here, we briefly review some of the techniques 

documented in the literature. 

 In [1], a system is proposed that leverages Convolutional Neural Networks (CNNs) for detecting deepfake videos 

by analyzing spatial inconsistencies in frames. The system utilizes CNNs to detect subtle visual artifacts 

introduced during the deepfake generation process, such as irregularities in facial expressions and lighting. The 

model was tested on several publicly available datasets and achieved an accuracy of 93.5% in identifying 

deepfake content.  

In [2], the extraction of facial features is emphasized as a critical step in deepfake detection. This method involves 

using a combination of CNNs and Long Short-Term Memory (LSTM) networks to analyze both spatial and 

temporal features in videos. The authors of [2] applied the method to the FaceForensics++ dataset and reported 

an accuracy of 89.2% in distinguishing real from manipulated videos.  

In [3], the focus is on the study of various audio analysis techniques that could be applied to detect deepfakes. 

The segmentation process is described, which identifies inconsistencies in speech patterns, pitch, and rhythm. 

The study emphasizes the importance of analyzing both visual and auditory cues to improve detection accuracy. 

 In [4], a system is developed for detecting deepfake audio using Mel-frequency cepstral coefficients (MFCCs) 

and spectrogram analysis. The proposed method extracts features from the audio and applies machine learning 

algorithms, such as Support Vector Machines (SVMs), to classify the content. The system was evaluated on a 

dataset of synthetic and real audio samples, achieving an accuracy of 92.8%. In [5], the authors discuss the 

classification of deepfake images and videos using a multi-modal approach. This method combines facial 

recognition algorithms with audio analysis to detect inconsistencies between lip movements and speech. The 

system yields the highest accuracy when compared to other single-modal techniques, with an overall accuracy of 

95% on a challenging dataset. In [6], a computer system is proposed that automatically detects deepfake videos 

in real-time. The system consists of three stages: first, effective segmentation by detecting and isolating faces; 

second, feature extraction including spatial and temporal cues; and third, classification using a hybrid model 

combining CNNs and RNNs. The system was tested on the DeepFakeDetection dataset and demonstrated an 

accuracy of 94.7%. These studies highlight the diversity of approaches in deepfake detection, each focusing on 

different features and techniques to improve accuracy and robustness in identifying manipulated media. 

 

III. SYSTEM ARCHITECTURE 

 

   The architecture of the system is composed of several stages designed to process multimodal inputs—namely 

images, audio, and text—to accurately detect emotions. The pipeline begins with data collection, followed by 

a preprocessing step that ensures the inputs are cleaned and standardized. After preprocessing, feature 

extraction is carried out: convolutional neural networks (CNNs) are used to extract facial features from visual 

data, relevant characteristics are derived from audio signals, and natural language processing (NLP) tools are 

applied to analyze text. 

Each data modality is then processed by a dedicated model—CNNs for image data, LSTM or RNN models for 

audio analysis, and transformer-based models like BERT for text. The outputs from these individual models 

are integrated using data fusion techniques to produce a final emotion classification. Finally, hyperparameter 

tuning is conducted to optimize the performance of the entire system. 

. 
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Fig. System Architecture 

 

The architecture of the Deepfake Detection System is organized into a streamlined pipeline designed to 

process video data and accurately classify it as real or fake. This system operates through two primary flows: 

a training flow, indicated by black arrows, and a prediction flow, represented by red dashed arrows. It begins 

with the input of a labeled dataset containing videos categorized as real or fake. Additionally, users have the 

option to upload their own videos for prediction purposes. 

The first stage involves preprocessing, where videos are broken down into individual frames. In each frame, 

facial regions are detected and cropped, isolating only the relevant facial data. These cropped faces are then 

compiled back into face-only video sequences to ensure consistency in subsequent processing. These face-

cropped videos form the processed dataset, which is then split into training and testing sets. A dedicated data 

loader module organizes these sets and prepares them with corresponding labels for model training. 

At the core of the system lies the Deepfake Detection Model, which integrates both spatial and temporal 

analysis. A ResNeXt-based deep convolutional neural network (CNN) extracts spatial features from each 

video frame, identifying subtle visual anomalies. These features are then passed to a Long Short-Term 

Memory (LSTM) network, which examines temporal patterns to detect inconsistencies across frames—such 

as unnatural transitions or flickering artifacts typical of deepfakes. 

Following training, the model undergoes evaluation using a confusion matrix to assess its classification 

performance. Once validated, the trained model is saved for use in real-time prediction. During the prediction 

flow, any uploaded video is subjected to the same preprocessing pipeline. The system loads the pre-trained 

model, analyzes the processed video through the model pipeline, and outputs a final decision indicating 

whether the video is real or fake. 

This architecture ensures a robust, efficient, and real-time deepfake detection system by leveraging powerful 

spatial and temporal modeling techniques. Its modular design also allows for dynamic user input, making it a 

versatile tool for both academic and practical applications. 
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IV. METHODOLOGY 

 

Our deepfake detection system is built upon a structured workflow aimed at maximizing both accuracy and 

efficiency in identifying manipulated content. The process begins with data preprocessing, where input videos 

are divided into individual frames. Using OpenCV and advanced deep learning-based face detection 

algorithms, faces are identified and cropped from each frame to focus solely on the most relevant visual 

information. Next, during the feature extraction stage, the ResNeXt model is employed to capture spatial 

features from these frames, highlighting subtle inconsistencies in facial structures or textures that may indicate 

manipulation. 

Following spatial analysis, the system performs temporal analysis using Long Short-Term Memory (LSTM) 

networks. These models examine the sequence of frames to detect anomalies across time, such as unnatural 

transitions or flickering, which are common in deepfakes. The model training phase utilizes a dataset 

composed of labeled real and fake videos. Training includes hyperparameter tuning, application of binary 

cross-entropy as the loss function, and data augmentation techniques to enhance model generalization and 

prevent overfitting. 

A set of evaluation metrics, including accuracy, precision, recall, F1-score, and a confusion matrix, is used to 

measure the system's performance. These metrics provide a comprehensive view of the model’s ability to 

distinguish between authentic and synthetic videos. Finally, any newly uploaded video undergoes the same 

preprocessing and feature extraction steps in the prediction process. The trained model then classifies the video 

in real time, outputting whether it is real or fake, thus enabling swift and reliable detection of deepfakes. 

 

Convolutional Neural Networks (CNN): Convolutional Neural Networks (CNNs) excel at analyzing images 

due to their ability to automatically learn spatial hierarchies and local patterns. In this project, CNNs are applied 

to facial images to identify important characteristics such as expressions, muscle movements, and landmarks 

(for instance, mouth shape, eye movement, and brow position), which are essential indicators of emotion. 

Convolutional layers detect edge-level and texture-level features, while pooling layers reduce dimensionality. 

The fully connected layers are employed to categorize the images into different emotional states, including 

happy, sad, angry, or neutral. 

Recurrent Neural Networks (RNN) / Long Short-Term Memory (LSTM): The emotion conveyed in audio 

data involves not just a specific moment but also the changes in tone and pitch over time. RNNs are ideal for 

handling sequential data such as audio signals since they maintain the contextual memory of prior time steps. 

LSTMs, a specialized form of RNN, are particularly useful for capturing long-term dependencies in speech 

data while circumventing the vanishing gradient issue. MFCCs (Mel Frequency Cepstral Coefficients) are 

extracted from the audio and subsequently input into the LSTM to model emotional patterns throughout the 

duration. 

ResNeXt (Residual Networks with Cardinality): ResNeXt is employed for spatial feature extraction from 

individual video frames. As an evolution of the ResNet architecture, ResNeXt introduces the concept of 

cardinality, which refers to the number of parallel paths in each residual block. This structure enables the 

network to capture fine-grained spatial details and subtle inconsistencies in facial features such as lighting 

anomalies, unnatural expressions, or irregular textures that often indicate tampering. ResNeXt maintains 

computational efficiency while offering enhanced representational power, making it more effective than 

traditional CNNs for image classification and manipulation detection. 

MFCC (Mel Frequency Cepstral Coefficients) for Audio Analysis: Mel Frequency Cepstral Coefficients 

(MFCCs) are utilized for audio analysis. MFCC is a widely used technique in speech recognition that 

transforms audio signals into a compact and perceptually relevant representation. By analyzing the spectral 

properties of speech, MFCC helps detect inconsistencies between voice and lip movements, which are telltale 

signs of deepfake audio or dubbing. These coefficients effectively capture the vocal signature and are 

particularly useful for identifying subtle distortions or mismatches in synthetic audio tracks when compared 

to the visual data.Together, these algorithms form a robust multimodal framework capable of detecting both 

visual and auditory artifacts in manipulated media, significantly improving the reliability and accuracy of 

deepfake detection. 
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V. RESULT & DISCUSSION 

  

 

      
 

Fig. The Graphical Representation                         Fig. Audio GUI 

                  of Model Accuracy over Training 

 

 

 

Existing System Vs Your System 

The proposed deepfake detection system introduces significant improvements over existing solutions across 

several critical dimensions. In terms of detection scope, traditional systems typically rely solely on visual or 

frame-based analysis, which limits their ability to detect sophisticated deepfakes, especially those that maintain 

visual consistency across frames. In contrast, the proposed system adopts a multimodal detection approach 

that integrates spatial (visual), temporal (sequential), and audio analysis. This combination allows it to detect 

inconsistencies not only within individual frames but also across time and through voice mismatches, 

substantially improving its ability to identify manipulated content. 

Accuracy is another area where the proposed system outperforms existing models. While many current systems 

achieve only moderate success—particularly when analyzing high-quality deepfakes that closely mimic natural 

expressions and speech—the proposed hybrid system boasts over 90% accuracy. This is achieved by leveraging 

a more sophisticated architecture and training regimen, which enhances generalization across a wide range of 

deepfake variations. 

When it comes to real-time processing, most existing systems are either slow or unable to provide timely results, 

making them impractical for many real-world applications. The proposed model addresses this limitation by 

offering real-time deepfake detection, typically delivering results within seconds per video. This 
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responsiveness is crucial for high-stakes scenarios such as live streaming, media verification, or social media 

moderation. 

The underlying architecture of the proposed system is also more advanced. Unlike existing solutions that 

primarily rely on CNNs for image analysis, this model utilizes a hybrid framework, combining ResNeXt, a 

powerful convolutional neural network for extracting spatial features, with LSTM, a recurrent neural network 

architecture capable of modeling temporal dynamics. This blend allows the system to simultaneously evaluate 

what is shown in each frame and how it changes over time—an essential characteristic for accurate deepfake 

detection. 

Finally, the user interface of traditional systems is often technical and difficult to navigate, limiting their use to 

researchers or specialists. The proposed system, however, is designed with usability in mind, offering a user-

friendly interface through web and mobile applications. This ensures that even non-technical users can easily 

access and benefit from the deepfake detection functionality, making the tool both powerful and accessible. 

 

VI. CONCLUSION 

 

As deepfake technology continues to evolve, the demand for effective detection mechanisms grows more 

urgent. This research presents a machine-learning-based approach that combines spatial and temporal feature 

analysis to improve deepfake detection accuracy. 

The study demonstrates that hybrid deep learning models, incorporating both ResNext and LSTM, outperform 

traditional detection techniques by capturing both spatial and sequential inconsistencies. Future research 

should focus on expanding datasets, refining adversarial defenses, and improving real-time detection 

capabilities. Additionally, integrating explainable AI techniques could enhance user trust and understanding 

of deepfake detection decisions. 

By developing a robust and scalable detection system, we aim to contribute to the broader effort of mitigating 

misinformation and ensuring digital media authenticity. 

 

VII. FUTURE SCOPE  

 

To further enhance detection performance, future work can focus on multimodal analysis by incorporating more 

advanced audio processing techniques and text-based cues such as speech-to-text comparison. This will help 

improve detection accuracy, especially in audio-visual deepfakes. Integrating explainable AI methods into the 

system can also provide transparency by helping users understand why a particular piece of media is classified 

as fake, thereby increasing trust in the system. Another promising direction is live stream detection, where the 

system could be extended to monitor and flag deepfake content in real-time on social media platforms.Addressing 

adversarial robustness is essential, as attackers may attempt to bypass detection systems using specially crafted 

content. Improving the system’s resistance to such adversarial attacks will enhance its reliability. Moreover, 

expanding the dataset to include multiple languages and cultural contexts will improve the model's adaptability 

and generalization across global use cases. Finally, optimizing the model for mobile and edge deployment will 

allow it to function effectively in offline or low-connectivity environments, making it more accessible in remote 

and bandwidth-constrained areas.This work lays a strong foundation for developing next-generation deepfake 

detection solutions and contributes significantly to preserving digital media integrity in an era increasingly 

dominated by synthetic content  
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