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Abstract: Intrusion Detection Systems (IDS) are critical for safeguarding networks against cyber threats. 

However, their performance is often hindered by class imbalance, where malicious traffic is significantly 

underrepresented compared to normal traffic.  

 

This paper proposes a hybrid framework that combines resampling techniques, cost-sensitive learning, 

and ensemble methods to address class imbalance in IDS. We evaluate the framework on benchmark 

datasets (NSL-KDD, CICIDS2017, and UNSW-NB15) and demonstrate its effectiveness in improving 

detection rates for minority classes.  

 

Our results show that the proposed approach achieves an F1-score of 0.92 for attack detection, 

outperforming traditional methods. This research contributes to the field by providing a robust solution for 

handling class imbalance in real-world IDS applications. 

 

 

Index Terms - IDS, Class Imbalance, Performance Optimization, Anomaly Detection, Imbalanced Data 

Handling, SMOTE, Oversampling Techniques, Undersampling Techniques, Cost-sensitive Learning, Data 

Preprocessing, Machine Learning in IDS, Detection Accuracy 

I. INTRODUCTION 

1.1 Background 

 

 The rise of cyber threats has made IDS a vital component of network security. 

 Class imbalance in IDS datasets leads to biased models that favor the majority class (normal traffic), 

resulting in poor detection of attacks. 

1.2 Problem Statement 

 

 Traditional IDS models struggle with imbalanced datasets, leading to high false negatives for 

minority classes (attacks). 

1.3 Objectives 

 

 To investigate and propose techniques for handling class imbalance in IDS. 

 To develop a hybrid framework that combines resampling, cost-sensitive learning, and ensemble 

methods. 

 To evaluate the framework on benchmark datasets and compare it with existing approaches. 
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1.4 Contributions 

 

 A novel hybrid framework for optimizing IDS performance. 

 Comprehensive evaluation of class imbalance techniques on real-world datasets. 

 Practical insights for improving IDS in imbalanced scenarios. 

2. Literature Review 

2.1 Class Imbalance in IDS 

 Challenges: Class imbalance is a well-documented issue in IDS, where the number of attack 

instances is significantly lower than normal traffic. This leads to biased models that prioritize the 

majority class, resulting in poor detection rates for attacks (He & Garcia, 2009). 

 Impact: Imbalanced datasets can cause high false negatives, making IDS ineffective against rare but 

critical threats (Tavallaee et al., 2009). 

2.2 Resampling Techniques 

 SMOTE: Chawla et al. (2002) introduced SMOTE (Synthetic Minority Over-sampling Technique), 

which generates synthetic samples for the minority class to balance the dataset. While effective, 

SMOTE can lead to overfitting in some cases. 

 ADASYN: He et al. (2008) proposed ADASYN, an adaptive oversampling technique that focuses on 

generating samples for difficult-to-classify minority instances. 

 Hybrid Approaches: Combining oversampling and undersampling has been shown to improve 

performance. For example, Batista et al. (2004) proposed SMOTE + Tomek Links, which removes 

noisy samples while oversampling the minority class. 

2.3 Algorithmic Approaches 

 Cost-Sensitive Learning: Elkan (2001) introduced cost-sensitive learning, where misclassification 

costs are adjusted to penalize errors in the minority class more heavily. This approach has been 

applied to IDS by Zhou and Liu (2006). 

 Ensemble Methods: Ensemble techniques like Random Forest (Breiman, 2001) and Gradient 

Boosting (Friedman, 2001) have been shown to handle class imbalance effectively. Galar et al. 

(2012) demonstrated that ensemble methods outperform single classifiers in imbalanced datasets. 

 Deep Learning: Recent studies have explored deep learning techniques for imbalanced data. For 

example, Wang et al. (2017) used convolutional neural networks (CNNs) for intrusion detection, 

while Zhang et al. (2019) proposed a GAN-based approach for generating synthetic attack samples. 

2.4 Gaps in Literature 

 Lack of Hybrid Approaches: While individual techniques like SMOTE and ensemble methods 

have been studied extensively, there is limited research on hybrid frameworks that combine multiple 

approaches. 

 Limited Evaluation on Modern Datasets: Many studies rely on outdated datasets like KDD Cup 

1999, which do not reflect modern network environments. There is a need for evaluation on newer 

datasets like CICIDS2017 and UNSW-NB15. 

3. Proposed Methodology 

3.1 Framework Overview 

 

The proposed hybrid framework for optimizing Intrusion Detection Systems (IDS) performance in 

imbalanced datasets consists of three main components: 

 

 

1. Resampling Techniques: To balance the dataset by addressing class imbalance. 

2. Cost-Sensitive Learning: To adjust the learning algorithm to penalize misclassifications of the 

minority class more heavily. 
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3. Ensemble Methods: To improve model robustness and generalization by combining multiple 

classifiers. 

 

The framework is designed to be modular, allowing for the integration of different techniques within each 

component. Figure 1 provides a high-level overview of the framework. 

3.2 Dataset Description 

 

The framework is evaluated on three benchmark datasets: 

1. NSL-KDD: A widely used dataset for IDS research, containing 41 features and five classes (normal, 

DoS, R2L, U2R, and Probe). 

2. CICIDS2017: A modern dataset with 80 features and seven classes, representing diverse attack 

types such as DDoS, Brute Force, and SQL Injection. 

3. UNSW-NB15: A dataset with 49 features and nine classes, including modern attack categories like 

Exploits, Fuzzers, and Worms. 

Each dataset is split into training and testing sets (70:30 ratio) to ensure unbiased evaluation. 

3.3 Preprocessing 

3.3.1 Data Cleaning 

 Remove duplicate records and handle missing values using mean imputation. 

 Normalize numerical features to a range of [0, 1] using min-max scaling. 

3.3.2 Feature Selection 

 Use Principal Component Analysis (PCA) to reduce dimensionality while retaining 95% of the 

variance. 

 Alternatively, apply mutual information to select the top 20 most relevant features. 

3.4 Resampling Techniques 

3.4.1 SMOTE (Synthetic Minority Over-sampling Technique) 

SMOTE generates synthetic samples for the minority class by interpolating between existing instances. For 

a minority class sample xi, a new sample xNew is generated as: 

                                                  xnew=xi+λ⋅(xzi−xi) 

where  xzi   is a randomly selected neighbor of xi, and λ. λ is a random number between 0 and 1. 

3.4.2 ADASYN (Adaptive Synthetic Sampling) 

ADASYN focuses on generating samples for difficult-to-classify minority instances. The number of 

synthetic samples for each minority class instance is proportional to its classification difficulty. 

3.4.3 Hybrid Resampling 

Combine SMOTE with random undersampling of the majority class to achieve a balanced dataset. This 

approach reduces the risk of overfitting while maintaining dataset balance. 

3.5 Algorithmic Approaches 

3.5.1 Cost-Sensitive Learning 

Adjust the misclassification costs to penalize errors in the minority class more heavily. For a binary 

classification problem, the cost matrix is defined as: 
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where CFN is the cost of a false negative (misclassifying an attack as normal), and  

CFP is the cost of a false positive (misclassifying normal traffic as an attack). 

3.5.2 Ensemble Methods 

 Random Forest: An ensemble of decision trees trained on bootstrap samples of the dataset. The 

final prediction is obtained by majority voting. 

 Gradient Boosting: Sequentially trains weak learners (e.g., decision trees) to correct the errors of 

previous models. 

 AdaBoost: Focuses on misclassified samples by increasing their weights in subsequent iterations. 

3.6 Evaluation Metrics 

 

The performance of the framework is evaluated using the following metrics: 

 

1.       Precision: The ratio of correctly predicted attacks to the total predicted attacks. 

                                Precision=TP/TP+FP 

2. Recall: The ratio of correctly predicted attacks to the total actual attacks. 

                                   Recall=TP/TP+FN 

3. F1-Score: The harmonic mean of precision and recall. 

                  F1-Score =  2⋅Precision⋅Recall/Precision+Recall 

 

4. AUC-ROC: The area under the receiver operating characteristic curve, measuring the model's 

ability to distinguish between classes. 

 

5. Matthews Correlation Coefficient (MCC): A balanced metric for imbalanced datasets. 

 
 

3.7 Framework Workflow 

 

The workflow of the proposed framework is illustrated in Figure 2 and consists of the following steps: 

 

1. Data Preprocessing: Clean and normalize the dataset, followed by feature selection. 

2. Resampling: Apply SMOTE, ADASYN, or hybrid resampling to balance the dataset. 

3. Model Training: Train cost-sensitive classifiers (e.g., Random Forest, XGBoost) on the balanced 

dataset. 

4. Ensemble Learning: Combine multiple classifiers using ensemble methods (e.g., majority voting, 

weighted averaging). 

5. Evaluation: Evaluate the model using precision, recall, F1-score, AUC-ROC, and MCC. 
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3.8 Mathematical Formulations 

3.8.1 Cost-Sensitive Random Forest 

For a Random Forest classifier with T trees, the cost-sensitive prediction for a sample  

x is: 

 

 

 where ht(x)is the prediction of the t-th tree, wt is the weight of the t-th tree, and  I(⋅) is the indicator 

function. 

3.8.2 Gradient Boosting 

The Gradient Boosting algorithm minimizes the following objective function: 

 

 
 

where L is the loss function, F(xi) is the model prediction, and Ω(fm) is the regularization term for the m-th 

weak learner. 

4. Experiments and Results 

4.1 Experimental Setup 

 

The proposed hybrid framework was implemented using Python, with libraries such as Scikit-learn, 

TensorFlow, and XGBoost. The experiments were conducted on three benchmark datasets: NSL-KDD, 

CICIDS2017, and UNSW-NB15. Each dataset was split into a 70:30 ratio for training and testing. The 

baseline models used for comparison included Logistic Regression, Decision Trees, and Support Vector 

Machines (SVM). 

4.2.1 Resampling Techniques 

 

 SMOTE: Improved the F1-score for the minority class (attacks) from 0.65 to 0.82. 

 ADASYN: Achieved an F1-score of 0.84 by focusing on difficult-to-classify instances. 

 Hybrid Resampling (SMOTE + Undersampling): Achieved the best performance with an F1-

score of 0.92. 

4.2.2 Cost-Sensitive Learning 

 

 Adjusting class weights in Random Forest reduced false negatives by 15%, improving recall from 

0.78 to 0.93. 
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4.2.3 Ensemble Methods 

 

 

 Random Forest: Achieved an F1-score of 0.92. 

 Gradient Boosting: Achieved an F1-score of 0.91. 

 AdaBoost: Achieved an F1-score of 0.89. 

4.2.4 Comparison with Baseline Models 

 

 The proposed framework outperformed baseline models, as shown in Table 1. 

       

Table 1: Performance Comparison on NSL-KDD 
 

Model Precision Recall F1-Score AUC-

ROC 

Logistic- Regression 0.72 0.68 0.70 0.75 

Decision Trees 0.75 0.71 0.73 0.78 

SVM 0.77 0.73 0.75 0.80 

Proposed-

Framework 

0.93 0.91 0.92 0.96 

 

4.3 Results on CICIDS2017 

4.3.1 Resampling Techniques 

 

 SMOTE: Improved the F1-score for the minority class from 0.60 to 0.80. 

 ADASYN: Achieved an F1-score of 0.82. 

 Hybrid Resampling: Achieved the best performance with an F1-score of 0.90. 

4.3.2 Cost-Sensitive Learning 

 

 Adjusting class weights in XGBoost reduced false negatives by 12%, improving recall from 0.75 to 

0.87. 

4.3.3 Ensemble Methods 

 

 Random Forest: Achieved an F1-score of 0.90. 

 Gradient Boosting: Achieved an F1-score of 0.89. 

 AdaBoost: Achieved an F1-score of 0.87. 
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4.3.4 Comparison with Baseline Models 

 

 The proposed framework outperformed baseline models, as shown in Table 2. 

 

 

Table 2: Performance Comparison on CICIDS2017 
 

Model Precision Recall F1-Score AUC-ROC 

Logistic- Regression 0.70 0.65 0.67 0.72 

Decision Trees 0.73 0.69 0.71 0.76 

SVM 0.75 0.71 0.73 0.78 

Proposed-Framework 0.91 0.89 0.90 0.94 

 

4.4 Results on UNSW-NB15 

4.4.1 Resampling Techniques 

 SMOTE: Improved the F1-score for the minority class from 0.58 to 0.78. 

 ADASYN: Achieved an F1-score of 0.80. 

 Hybrid Resampling: Achieved the best performance with an F1-score of 0.88. 

4.4.2 Cost-Sensitive Learning 

 Adjusting class weights in Gradient Boosting reduced false negatives by 10%, improving recall from 

0.72 to 0.82. 

4.4.3 Ensemble Methods 

 Random Forest: Achieved an F1-score of 0.88. 

 Gradient Boosting: Achieved an F1-score of 0.87. 

 AdaBoost: Achieved an F1-score of 0.85. 

4.4.4 Comparison with Baseline Models 

 The proposed framework outperformed baseline models, as shown in Table 3. 

Table 3: Performance Comparison on UNSW-NB15 
 

Model Precision Recall F1-Score AUC-ROC 

Logistic- Regression 0.68 0.63 0.65 0.70 

Decision Trees 0.71 0.67 0.69 0.74 

SVM 0.73 0.69 0.71 0.76 

Proposed-Framework 0.89 0.87 0.88 0.92 
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5. Discussion 

5.5.1 Effectiveness of Resampling Techniques 

 SMOTE and ADASYN were effective in balancing the datasets, but the hybrid resampling 

approach (SMOTE + Undersampling) yielded the best results by reducing overfitting and 

maintaining dataset balance. 

5.5.2 Impact of Cost-Sensitive Learning 

 Adjusting class weights significantly reduced false negatives, ensuring that rare but critical attacks 

were not overlooked. This approach is particularly useful in IDS, where missing an attack can have 

severe consequences. 

5.5.3 Robustness of Ensemble Methods 

 Ensemble methods like Random Forest and Gradient Boosting demonstrated superior 

performance compared to single classifiers. Their ability to combine multiple models improved 

robustness and generalization. 

5.5.4 Comparison with Baseline Models 

 The proposed framework consistently outperformed baseline models across all datasets, achieving 

higher precision, recall, F1-score, and AUC-ROC values. This highlights the effectiveness of the 

hybrid approach in handling class imbalance. 

5.5.5 Practical Implications 

 The framework's ability to improve attack detection rates while minimizing false positives makes it a 

valuable tool for enhancing network security. It can be deployed in real-world IDS environments to 

detect a wide range of cyber threats. 

5.5.6 Limitations 

 The computational cost of the hybrid approach, particularly the use of ensemble methods and 

resampling techniques, may be a limitation for real-time deployments. Future work could focus on 

developing lightweight algorithms to address this issue. 

6. Conclusion 

6.1 Summary of Findings 

 

This research addressed the critical challenge of class imbalance in Intrusion Detection Systems (IDS), 

where the disproportionate representation of normal traffic compared to malicious traffic leads to biased 

models and poor detection rates for attacks.  

 

To tackle this issue, we proposed a hybrid framework that integrates resampling techniques, cost-

sensitive learning, and ensemble methods. The framework was rigorously evaluated on three benchmark 

datasets: NSL-KDD, CICIDS2017, and UNSW-NB15, each representing diverse network environments 

and attack scenarios. 

 

Our experimental results demonstrated that the proposed framework significantly improves IDS 

performance in imbalanced datasets. Key findings include: 

 

 Resampling Techniques: The use of SMOTE and ADASYN for oversampling the minority class 

(attack instances) effectively balanced the datasets, leading to improved detection rates. However, 

the hybrid approach of combining SMOTE with random undersampling yielded the best results, 

achieving an F1-score of 0.92 on the NSL-KDD dataset. 

 Cost-Sensitive Learning: By adjusting class weights in algorithms like Random Forest and 

XGBoost, we reduced false negatives by 15%, ensuring that rare but critical attacks were not 

overlooked. 

http://www.ijcrt.org/


www.ijcrt.org                                                        © 2025 IJCRT | Volume 13, Issue 3 March 2025 | ISSN: 2320-2882 

IJCRT2503982 International Journal of Creative Research Thoughts (IJCRT) www.ijcrt.org i429 
 

 Ensemble Methods: Ensemble techniques such as Random Forest, Gradient Boosting, and 

AdaBoost proved highly effective in handling class imbalance, outperforming traditional single 

classifiers like Logistic Regression and Decision Trees. These methods enhanced the robustness and 

generalization of the IDS models. 

 Evaluation Metrics: The use of metrics such as F1-score, AUC-ROC, and Matthews Correlation 

Coefficient (MCC) provided a comprehensive evaluation of model performance, highlighting the 

superiority of the proposed framework over traditional approaches. 

6.2 Contributions 

 

This research makes several important contributions to the field of cybersecurity and machine learning: 

 

1. Novel Hybrid Framework: We introduced a hybrid framework that combines multiple class 

imbalance techniques, offering a robust solution for optimizing IDS performance in imbalanced 

datasets. 

2. Comprehensive Evaluation: Our work provides a thorough evaluation of the framework on three 

benchmark datasets, ensuring its applicability to diverse network environments. 

3. Practical Insights: The findings offer practical insights for cybersecurity practitioners, enabling 

them to implement effective IDS solutions in real-world scenarios. 

4. Advancement of Knowledge: By addressing gaps in the literature, such as the lack of hybrid 

approaches and limited evaluation on modern datasets, this research advances the understanding of 

class imbalance techniques in IDS. 

6.3 Broader Implications 

 

The proposed framework has significant implications for the field of cyber security: 

 

 Improved Attack Detection: By enhancing the detection rates for minority classes (attacks), the 

framework helps organizations better protect their networks against cyber threats. 

 Reduced False Positives: The framework minimizes false positives, ensuring that normal traffic is 

not incorrectly flagged as malicious, thereby reducing operational overhead. 

 Scalability: The hybrid approach is scalable and can be adapted to various network environments, 

making it suitable for both small and large organizations. 

6.4 Limitations 

 

While the proposed framework demonstrates promising results, it is not without limitations: 

 

 Computational Cost: The hybrid approach, particularly the use of ensemble methods and 

resampling techniques, can be computationally expensive, especially for large datasets. 

 Dependence on Dataset Quality: The performance of the framework is highly dependent on the 

quality and representativeness of the training data. Poor-quality datasets may lead to suboptimal 

results. 

 Real-Time Deployment: The framework has not been tested in real-time IDS deployments, where 

computational efficiency and latency are critical factors. 

6.5 Future Work 

 

This research opens several avenues for future exploration: 

 

1. Lightweight Algorithms: Developing lightweight algorithms that maintain high performance while 

reducing computational cost, making them suitable for real-time IDS deployments. 

2. Zero-Day Attacks: Extending the framework to detect zero-day attacks, which are not represented in 

the training data, by incorporating anomaly detection techniques. 

3. Transfer Learning: Exploring transfer learning to leverage knowledge from related domains, 

improving the framework's ability to generalize to new and unseen threats. 
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4. Explainability: Incorporating explainable AI (XAI) techniques to provide insights into the decision-

making process of the IDS models, enhancing transparency and trust. 

5. Real-World Testing: Testing the framework in real-world network environments to evaluate its 

performance and scalability under practical conditions. 

6.6 Final Remarks 

 

In conclusion, this research addresses a critical challenge in the field of cybersecurity by proposing a hybrid 

framework for optimizing IDS performance in imbalanced datasets. The framework's ability to improve 

attack detection rates while minimizing false positives makes it a valuable tool for enhancing network 

security. While there are limitations to be addressed, the findings of this study provide a strong foundation 

for future research and practical applications. By continuing to refine and expand upon this work, we can 

develop even more effective solutions for safeguarding networks against evolving cyber threats. 
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