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Abstract 

We currently live in a digital era, where many of the services and products that we take are based online. 

This means that many of the activities that we perform in our day-to-day life are heavily dependent on the 

services existing and being functional 24/7 throughout the day. It’s going to be taken into account for many 

of the industries in the world that exist today such as the government, healthcare and even business-

related structures. In recent times, there’s been a growth in distributed denial of service attacks, taking 

place on these services online. This attack takes place when a specific service or network is attacked by a 

large number of requests, which it is unable to process, slowing it down or even shutting it down in a few 

cases. This can be a very big issue when we are dealing with services that need to be maintained constantly 

to provide help to people around the world. As these forms of attacks grow, many organizations have been 

trying to come up with effective solutions to fight and overcome this issue. Although their systems are in 

place to combat distributed denial of service attacks, they often detect the attack too late to stop it. This is 

why we would like to create an effective method which is able to efficiently ensure that these forms of 

attacks are properly detected and proper actions are taken to ensure that they are stopped in their tracks. 

They’re currently many machine learning models in the world today and we would like to go over how all 

of these machine learning models are able to work in the detection of distributed denial of service attacks. 

In this study we would like to identify the most effective machine learning methods when it comes to their 

detection and also assess them properly with respect to one another. We hope that our study is able to 

help many people pick the right methods when dealing with these attacks in order to create their own 

distributed denial of service attack detection model. 
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1 Introduction 

Distributed denial of service attacks has become a very common form of malicious attacks that take 
place on various networks and services in the modern world. Unlike a denial-of-service attack, which takes 
place from a single source these distributed attacks take place from multiple locations throughout the 
world. This causes them to be very inconsistent and hard to detect due to their multiple sources that they 
originate from. These attacks stemmed from the fact that the attacker is able to disrupt the normal traffic 
of the targeted network or service by overwhelming it with a large number of requests. There are many 
different ways that a distributed denial of service attack can take place however they all tend to follow the 
same steps when they are initiated. In recent times, there were three major attacks that could be notable 
as being the largest malicious attacks currently known. The DYN attack, which took place in 2016 
disrupted major websites such as Twitter, Netflix, and Spotify by exploiting various different IOT devices 
in order to form one of the largest bonnets and attack these services to disrupt them. The second most 
common attack in recent times was the Amazon web service attack that took place in 2020 which was 
conducted by a record-breaking 2.3 Tbps distributed of service attack, which completely brought down all 
of Amazon’s web services. This attack was able to demonstrate how massively these forms of attacks have 
evolved in scale. Before this in 2018 GitHub faced a similar distributor to our live service attack which 
rounded up to be around 1.35 Tbps From the attacker which completely disrupted the platform. When 
these attacks take place, they tend to often slow down the network or services while also bringing them 
down when they are completely exhausted of resources. This is why they are very dangerous and need to 
be stopped to ensure that important services are not affected or brought to a stop.     

To further understand these attacks, let’s look into how they form and the steps in which an attacker 
goes through in order to initiate them. The first step in any form of distributed denial of service attacks is 
to create a botnet which the attacker will use as the multiple sources for their attack. This is done when 
the attacker is able to either compromise various devices around the world, such as computers or IOT 
devices by exploring vulnerabilities or simply using malware to take control of them. All of the devices that 
are joined in order to create the botnet are known as bots or zombies, and they’re used in order to form a 
network which is remotely controlled by the attacker. Now that the attacker has successfully been able to 
create their botnet, they can now start to identify the target of their attack. The target itself will mostly 
comprise a specific server or even network and they will begin researching it extensively to exploit its 
weaknesses. Once a attacker is able to understand the weakness of their target. They can now begin to 
launch an attack by controlling the botnet to send a large number of requests to the target itself. There are 
multiple ways in which the attacker can choose to launch their attack and they arrange from volumetric 
attacks, protocol attacks, and application layer attacks. Each of these forms of attacks, target a different 
part of the target network and exploit them in order to bring it to a stop. When we look into volumetric 
attacks, these tend to focus on sending an overwhelming volume of traffic in order to ensure that the 
network is incapable of processing legitimate requests. This is done when the attacker is able to send a 
flood of data packets, which are often amplified by the target with the use of DNS amplification. When this 
is done, the target is unable to respond to the large number of DNS replies and is overwhelmed. By doing 
so this approach of attacking tries to target the bandwidth of the target and is completely exhausted so 
that it is not able to function efficiently. The second type of attack is a protocol attack which targets serve 
itself or the various firewall resources that it has. A common approach for this is the SYN flood in which 
the attacker is able to send a large number of TCP SYN requests to the target, but refuses to complete the 
handshake so that the server is constantly waiting while also simultaneously consuming all of its 
resources. In such a manner, it is exploiting the firewall it has in order to establish new connections and 
by doing so it is completely overwhelmed to serve itself by ensuring that the target allocates all of its 
resources to fight off malicious requests. The third and final type of these attacks is an application layer 
attack, which are far harder to attack due to the way in which they take place. There are too common 
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methods when we look into this for attack and they are HTTP flooding and database query overloading. 
When the attacker chooses to perform a HTTP flood, they send the server a large number of HTTP GET 
and POST requests to it. By doing so each number of these requests consumes a large number of resources 
from the target, which eventually leads it to crash. When we look into databases where overloading the 
attacker is able to send specific queries to the target which triggers a very resource heavy database query, 
which completely slows down the target and can even crash it when the query itself is too large. This form 
of attack tries to target the application layer by simply using application logic which already exists within 
it. Due to this all of the attacks that take place look like normal users who are making legitimate requests 
to the server or service itself. Out of all three forms of tax this would be the hardest one to detect due to it 
mimicking legitimate traffic. No matter which attacks the attacker uses, the impact which it causes is 
drastic as it can completely slow down the target's network and bring it to a stop. Once the target network 
service is stopped, they will have to go through many various steps in order to ensure that they can bring 
them back online. In the modern world industries can take several days to recover from these forms of 
attacks and recover from them. Some of the industries that are commonly affected by distributed denial of 
service attacks are banking and financial services, healthcare, e-commerce, media and entertainment, and 
even government and public services. All of these industries are an important part of the modern world, 
and we must ensure that they are able to effectively combat these malicious attacks to ensure that they 
are able to function 24/7. If the services they provide go down even for a few minutes, it can completely 
impact their business and the revenue they would’ve made on that day. When we look into more important 
industries, such as healthcare, if any of the services they used are brought down by such a malicious attack 
it could even lead to the depth of many patients in various hospitals around the world.     

This is why we would like to study these malicious attacks and create our own methods in order to 
combat and detect them. We would like to look into multiple different machine learning models and assess 
their ability in the detection of these attacks. By doing so we would like to not only compare them with 
each other, but also analyze their advantages and disadvantages that they bring to the table. In this paper 
we would like to explain thoroughly how our research was conducted and the various different models 
that we used in the later stages of our methodology. Before we could conduct our own research and begin 
creating our own classification models for the detection of distributed denial of service attacks we first 
had to look into existing methodologies and assess them. In the following section of paper, we would like 
to thoroughly analyze various studies that have been conducted in recent times to combat these attacks 
and look into the various challenges that they faced when doing so. We would also like to assess their 
strengths and weaknesses when dealing with various different forms of these attacks. Let us now take a 
look into the other studies that we were able to thoroughly look into. 

2 Related Works 

When you are able to study, various different research is conducted in the development of distributed 
denial of service attack detection methods. We focused on mainly looking into machine learning based 
methodologies. Most of the studies we looked into focused on creating these detection algorithms using 
supervised learning methods. This gave them various advantages by providing high accuracy and 
effectiveness for knowing the attacks. The major challenge that most of these models faced was acquiring 
the label data as it was very scarce on the Internet. Another major issue they stumbled upon was the vast 
amount of pre-processing that each one of these models needed in order to ensure that the data would fit 
the model itself. While these models were able to effectively detect large scale, distributed denial of service 
attacks, they often lack accuracy when dealing with small and normal attacks. The second methodology 
that we saw mostly used was unsupervised learning approaches, which were able to create effective 
detection methods by identifying various anomalies within the network traffic by using labeled data. Most 
of them were focused upon using clustering algorithms such as K means and other anomaly detection 
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methods in order to build their model. The advantage of this approach was that it did not require labeled 
data and was able to train and make suitable predictions with the limited amount of data that it had. 
However, the major challenge that many of them faced was the fact that the model would often tend to 
have a very high false positive rate due to the lack of labeled data for the model to train on. Another issue 
that the model faced was its inability to assess normal traffic with malicious anomalies and often tend to 
trigger, even when there were legitimate requests on the server. One of the most interesting approaches 
was ensemble learning models, which were able to combine multiple different machine learning models 
as one. This gave them a clear advantage due to the fact that they were able to combine the strengths of 
these various models in order to achieve very high accuracy, as well as stability. It was also immune to 
overfitting and was able to generalize all of the data quite well. Well, this approach was able to bring very 
good results. It was limited by the fact that it would be impossible to implement in the real world due to 
its very long prediction times. On top of this, it also needed very large competition power to create due to 
the fact that multiple models are being used when making predictions. The final approach that we were 
able to study was reinforcement learning approaches, which were able to constantly monitor the real time 
environment and optimize it with reward-based policies. The major advantages that we saw with this 
approach was its ability to adaptively evolve to the various attack patterns the attacker makes a bit. 
Furthermore, it was very suitable for dynamic environments where the traffic was not stable and 
constantly changed throughout the day. The major challenge of creating such a model was the fact that it 
required real time simulations as it heavily depended upon real world conditions in order to train and 
assess its predictions. This method had the highest complexity and was also one of the highest 
computationally demanding methodologies. It was also one of the hardest pathologies to interpret and 
understand when it came to understanding how it was making decisions and establishing the policies for 
its reward system. In the future, if we are able to make its complexity less, we believe this would be one of 
the most effective ways to fight distributed denial service attacks due to its ability to adapt to the 
environment as well as the attack itself. Through these various different studies, we were able to 
understand that one of their major issues was dealing with the false positive rates. Most of them were 
computationally simple. We also observed that many of the existing models required a large amount of 
competition of power in order to constantly monitor the network. Taking all into account we would not 
like to move forward into creating our own intrusion detection model, and ensuring that he’s able to 
overcome the challenges that the other studies may have faced. 

3 Methodology 

For the creation of a machine learning model, we had decided to first analyze the multiple classification 
models that exist today. For this we had decided to go with DNN, KNN, SVM, decision tree, naï ve bayes, 
quadratic, discriminant analysis, SGD, logistic, regression, and XGboost for our classifiers. Building models 
for each of these classification algorithms we wanted to analyze their accuracy and then use the best ones 
in order to build a robust and scalable detection model for distributed denial of service attacks. Through 
this project, we had to go over four major steps in which we had to properly process the data, establish the 
various class, machine, learning models, train and evaluate each model's accuracy, and finally combine all 
of them in order to create a single compact model, which would effectively act as our detection model. Let 
us dive deeper into all of these steps to understand the creation of our intrusion detection model. 

3.1     Data Pre-Processing 

The first step in our project was to ensure that the data was properly processed so that it could fit into our 
model. The Datta said that would be used in our research was the DDOS attack SDN dataset from mendeley 
data. Once we imported the data set into our project, we were able to analyze all of the columns to check 
for any null values. All the null values that we discovered in the dataset were assessed and the row which 
persisted them was dropped so that we could work with a complete dataset. Once this was complete, we 
had to ensure that each column had unique values, and there were no repeating ones which could mess 
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with the training of our model. Once we insured all of the data was in a proper format to be fit into the 
model. We then began to analyze all of the data within the data. We did this by plotting the various 
functions that existed and visualizing the distribution of all of the categorical features. By doing so this 
helped us get an understanding of how the data set was distributed and all the important features within 
it. The final step in our pre-processing stage was to split the data into the training, set and testing set so 
that it could be used appropriately Once this was complete, we were now prepared to move onto the next 
part of our research where we worked on establishing the various different machine learning models. 

 

3.2     Creation of Our Models and Their Analysis 

As we have mentioned before, there were a total of 9 different machine learning models that we had 
decided to take and test in the creation of our intrusion detection system. The 9 models that we would be 
working with in our research were the DNN, KNN, SVM, decision tree, naï ve bayes, quadratic, discriminant 
analysis, SGD, logistic, regression, and XGboost machine learning models. For each of these models, we 
first had to ensure that an individual model was created for all of them. Once we were able to efficiently 
define each model with its required layers, we were able to then work towards compiling the model to 
ensure that it existed in our research. At this stage, we had a total of nine different models which we had 
compiled and prepared to be fit with our dataset. Now that the models are prepared, we can now fit them 
with the training set and begin to evaluate them based on the accuracy they provide. Once all nine models 
had been properly trained and processed, we could now begin to plot the charts of the accuracy that they 
provided to get an understanding of the best models that we could choose from. The results for this will 
be displayed in the next section where all our results will be displayed together. 
 
3.3     Hyperparameter Tuning & Selection for Our Model 

From the various machine learning models that we had created, we were able to extract all of their hyper 
parameters to get an understanding of their training process. Once we have access to set up, we begin to 
collect all of these hyper parameters and tune them according to the results that they provided. Once this 
was done, we were able to select the best hyper parameters from the sponge and then use them in order 
to create our final model. For the creation of this model, we had to understand the best value of Epoch by 
running a total of 100 epochs and plotting graphs to understand where we were able to achieve the best 
results. In the stage we were able to identify that the best Apple value was 78 so we stuck with it. Now that 
we were able to create the final model all that was left was to fit it with the training set that we had acquired 
and allowed the model to train itself using it. 

 

3.4     Testing and Evaluation of Our Model 

Now that our model had been trained, all that was left was to assess it using the testing data set. It is 
important to assess the model using the testing data set as the model will be working with values that it 
has never seen before. This one sure that all the predictions and classifications it makes are 100% accurate 
and it was not able to remember the results from memory. We also had to ensure that during the evaluation 
of our model we were not encountering any false positive or true positive as this would also skew the true 
accuracy of the on itself. To do this, we used an ROC – AUC curve to ensure that this was not affecting the 
model that we had created. Overall, the hyper parameter model that we had created was able to achieve a 
detection rate of 99% with a very negligible false positive rate. 
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4 Results 

The results that we have obtained throughout this project, I’ve been displayed below constituting of the 
accuracy of the various models that we have created along with the accuracy that we were able to generate 
with their final hyper parameter model. 

 

 
Figure 1: Heat map of Correlation of Features 
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Figure 2: Comparison of Machine Learning Models 

 

 

Figure 3: Confusion Matrix for Hyperparameter Tuned Model 

5 Conclusion 

Through this research, we were able to learn a lot about distributed denial of service attacks. Not only 
were we able to look into how these attacks took place, but we also came to realize just how malicious 
they are. Not only do they have the ability to completely slow down and limit the target server or network, 
but they are also able to bring it to a complete halt. This opened up her eyes to just how malicious various 
online attacks can be and how important it is for us to combat them in the proper format. We were able to 

analyze multiple different machine learning models, and look into how accurately they were able to detect 
these attacks. Through the study we were able to realize that deep neural networks were able to 
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outperform all of the other machine learning models as they were able to gain an accuracy of 99% this was 
followed by XG boost and SVM ranking as the second and third best model models for the detection of this 
attack. Overall, we were able to use all the results that we compiled from the multiple models in order to 
use their hyper parameters to tune, and build our own model, taking the benefits of them all. This was able 
to give us a model that was able to accurately predict distributed denial of service attacks with a very low 
true positive rate. We believe this is a great achievement as we were able to accomplish this by using basic 
machine learning models and nothing complex. This greatly reduces the amount of computation of power 
when required in order to build an intrusion detection system. We have seen just how greatly these forms 
of attacks have grown in recent years and we have also analyzed just how malicious they can be. We hope 
that in the future, we are able to create more computational efficient systems which you’re able to function 
just as efficiently as the one we created in our research. We hope that our findings will help many people 
in the creation of their own intrusion detection models with the thorough analysis of the various different 
machine learning models which we had used. We would like to extend our research by testing our model 
in real world scenarios by implementing it in various industries that we have access to. Before this is done, 
we would also like to consider testing it in our own sandbox environments to assess just how feasible it 
would be in the real-world scenarios. Overall, we believe we were able to learn a great deal through this 
research, not only on the topic of distributed denial of service attacks, but also with the creation of multiple 
machine learning models in order to assess them. 
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