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Abstract 

The admissibility of electronic evidence in Indian courts has become a critical issue in the age of digital 

communication and technological advancement. With the increasing reliance on electronic records for both 

criminal and civil cases, the Indian legal framework, primarily governed by the Information Technology Act, 

2000 and the Indian Evidence Act, 1872, has undergone significant reforms. Specifically, Section 65B of the 

Indian Evidence Act, inserted by the IT Act, 2000, establishes the conditions under which electronic records 

may be admissible as evidence in courts. However, despite these advancements, the application and 

interpretation of the legal provisions surrounding electronic evidence present numerous challenges.  

The paper explores the legal framework governing the admissibility of electronic records, examining both the 

requirements for the authenticity and reliability of digital evidence. The paper focuses on the procedural aspects 

of Section 65B, which mandates a certificate of authenticity from a responsible person involved in the creation 

or storage of the electronic record, but also highlights the complexities courts face in ensuring its compliance. 

It critically analyzes key judicial decisions, such as State (NCT of Delhi) v. Navjot Sandhu, which dealt with 

the admissibility of electronic evidence in the context of terrorism-related cases and established important 

precedents. The analysis further identifies challenges related to digital forensics, particularly in ensuring the 

integrity and preservation of electronic evidence, as well as issues regarding the chain of custody and the 

vulnerability of digital records to tampering or manipulation. Moreover, the paper delves into emerging 

challenges such as the admissibility of social media content, email evidence, and metadata in criminal and civil 

proceedings. Given the rapid evolution of technology, the legal framework in India must be continually updated 

to address new forms of digital evidence and prevent abuse or misuse. Finally, the paper provides 

recommendations for improving the admissibility standards and the overall judicial approach to electronic 

evidence in Indian courts.  
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Introduction 

The introduction and recognition of electronic evidence in Indian courts reflect the profound transformations in 

society driven by technological advances. As digital communication becomes integral to almost every aspect of 

life—whether in the form of emails, text messages, documents, or multimedia files—the legal system must 

evolve to accommodate these modern forms of evidence. Traditionally, the Indian Evidence Act, 1872 was 

designed to address only physical evidence like written documents, witness testimony, and material objects. 

However, with the growth of the internet and digital platforms, the reliance on electronic records has surged, 

necessitating the development of a legal framework that governs the admissibility of such evidence.  

To address these new challenges, Indian law has introduced provisions that specifically cater to the recognition 

of electronic records in court, primarily through the Information Technology Act, 2000 (IT Act) and 

amendments to the Indian Evidence Act, 1872. Particularly, Section 65B of the Indian Evidence Act was 

inserted by the IT Act to ensure that electronic records and digital evidence could be treated on par with paper-

based evidence, subject to certain authentication and procedural requirements. However, despite these 

legislative efforts, challenges remain regarding the admissibility and authenticity of electronic evidence, as well 

as the potential for misuse, making this a complex area of legal inquiry.  

This introduction examines the legal framework governing the admissibility of electronic evidence in India, 

focusing on the constitutional provisions, statutory regulations, and judicial precedents. It highlights the 

constitutional safeguards and legal provisions that govern the recognition of electronic records in Indian courts 

and explores the challenges that courts face in applying these rules. In doing so, the paper aims to provide a 

comprehensive understanding of the current landscape of electronic evidence law in India and its constitutional 

and procedural complexities.  

Constitutional Provisions Relating to Evidence  

The Indian Constitution does not specifically deal with the concept of evidence; however, it provides 

foundational principles that guide the legal recognition of evidence, including the right to fair trial, due process, 

and equality before the law. The right to a fair trial is enshrined under Article 21 of the Constitution1, which 

guarantees that "no person shall be deprived of his life or personal liberty except according to procedure 

established by law." In the context of electronic evidence, this right implies that electronic records must be 

treated fairly in court, ensuring that they are not excluded on arbitrary grounds but are subject to established 

rules of admissibility.  

                                                           
1 Indian Constitution, Art. 21. 
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Moreover, Article 142, which provides for equality before the law, mandates that all evidence, including 

electronic records, should be treated equally and fairly in court. The recognition of electronic evidence is 

essential for ensuring justice in an increasingly digital world, where traditional methods of evidence collection 

and authentication are no longer sufficient. The principle of equality requires that the legal system 

accommodates both traditional and electronic forms of evidence in a manner that does not unfairly prejudice 

any party.  

Legislative Framework Governing the Admissibility of Electronic Evidence  

The admissibility of electronic evidence in Indian courts has evolved through legislative amendments to existing 

laws, primarily the Indian Evidence Act, 1872 and the Information Technology Act, 2000. These statutes create 

the legal framework for the recognition, authentication, and preservation of electronic records in legal 

proceedings.  

The Indian Evidence Act, 1872  

The Indian Evidence Act, 1872 was the foundational statute for regulating the admissibility of evidence in 

Indian courts. However, the Act did not anticipate the challenges posed by electronic evidence. Over time, as 

digital technology advanced, it became evident that the Indian Evidence Act needed to be amended to 

accommodate electronic records and digital evidence in legal proceedings.  

Section 3 of the Indian Evidence Act3 defines "evidence" to include both oral and documentary evidence, which 

traditionally referred to paper-based documents. Section 59 of the Act specifies that all facts must be proved by 

oral or documentary evidence unless otherwise provided by law. While these provisions remained relevant for 

traditional forms of evidence, they did not address the burgeoning use of electronic evidence.  

The Information Technology Act, 2000  

The Information Technology Act, 2000 (IT Act) was a landmark law in India aimed at promoting e-commerce 

and addressing cybercrimes. The IT Act also amended the Indian Evidence Act, 1872 to accommodate 

electronic records. The Information Technology Act introduced Section 65A4 and Section 65B into the 

Evidence Act to specifically deal with the admissibility of electronic records and digital signatures.  

                                                           
2 Indian Constitution, Art. 14. 
3 Indian Evidence Act, 1872, No. 1 of 1872, § 3. 
4 Information Technology Act, 2000, No. 21 of 2000, § 65A. 
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Section 65A of the Indian Evidence Act grants legal recognition to electronic records created and maintained 

in the ordinary course of business. This section is crucial in ensuring that electronic records produced in court 

are deemed to be reliable and authentic provided they meet the requirements of Section 65B.  

Section 65B5 of the Indian Evidence Act, 1872, specifically addresses the admissibility of electronic evidence. 

According to Section 65B(1), an electronic record is admissible in court provided it meets certain conditions, 

including the certificate of authenticity from the person who is responsible for the management or storage of 

the electronic record. This provision seeks to ensure the integrity and reliability of electronic evidence by 

requiring an affidavit verifying the authenticity of the digital record.  

The conditions laid down in Section 65B have significant implications for evidence management and 

admissibility. These include:  

The electronic record must have been created in the usual course of business.  

The record must be produced in its original form or an authentic reproduction.  

The certificate of authenticity must be issued by an individual who is responsible for the storage or management 

of the record.  

The certificate of authenticity must contain specific details such as the manner in which the record was produced 

and stored, as well as the person responsible for the creation of the record. This ensures that the chain of custody 

for the digital evidence is preserved, reducing the chances of tampering or misrepresentation.  

Challenges to Admissibility of Electronic Evidence  

Despite these legislative efforts, there are several practical challenges that courts face when dealing with 

electronic records. These challenges range from technical difficulties in verifying authenticity to concerns 

regarding the reliability and admissibility of electronic records in cross-border cases. Some of the key challenges 

are as follows:  

Authentication and Certification Issues  

As discussed earlier, Section 65B requires a certificate of authenticity to ensure that the electronic record is 

genuine. However, challenges arise when such certificates are not properly executed or when the person issuing 

the certificate is not available to testify in court. The absence of a valid certificate can lead to the rejection of 

electronic records as evidence, even if they are crucial to the case. Courts often face difficulties in verifying 

                                                           
5 Information Technology Act, 2000, No. 21 of 2000, § 65B. 
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whether the certification process has been followed correctly, especially in cases involving large volumes of 

digital data or records stored across various platforms.  

Issues of Chain of Custody  

Another significant concern in the admissibility of electronic evidence is the chain of custody. In traditional 

evidence, the chain of custody refers to the documented history of the handling of a piece of evidence. However, 

electronic records, especially those retrieved from devices like smartphones or computers, can easily be altered, 

deleted, or corrupted during the process of collection, preservation, and storage. This creates difficulties for 

courts in ensuring that electronic records presented in court have not been tampered with, leading to concerns 

about evidence integrity.  

Authentication of Social Media Evidence  

The increasing use of social media platforms as evidence in criminal cases presents unique challenges. The 

authenticity of data retrieved from platforms such as Facebook, Twitter, or WhatsApp often requires extensive 

validation. Courts must verify not only the content of the communication but also the metadata, such as the 

date, time, and location, to establish the genuineness of the evidence. Furthermore, the jurisdictional issues 

surrounding cross-border data and the complexities of data protection laws in other countries complicate the 

process of obtaining social media evidence.6  

Legal and Procedural Ambiguities  

Despite the legislative framework, courts continue to struggle with legal ambiguities in applying Section 65B. 

Issues arise regarding the interpretation of Section 65B, particularly with regard to the digital evidence presented 

in electronic communication and online transactions. The absence of clear guidelines on how to authenticate 

electronic records in specific cases can result in inconsistent decisions across different courts.7  

Cross-Border and International Issues  

In cases involving international transactions or communications, cross-border issues related to the collection 

and admissibility of electronic evidence can further complicate matters. The extraterritorial application of Indian 

laws may create challenges, especially in cases where the evidence is stored in foreign jurisdictions or involves 

foreign parties. International conventions, such as the Budapest Convention8 on Cybercrime, aim to address 

these concerns, but challenges related to jurisdiction and data sovereignty remain.  

                                                           
6 Anvar P.V. v. P.K. Basheer, (2014) 10 SCC 473. 
7 State (NCT of Delhi) v. Navjot Sandhu, (2005) 11 SCC 600. 
8 Budapest Convention on Cybercrime, Council of Europe, 2001. 
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Landmark cases 

In State (NCT of Delhi) v. Navjot Sandhu, the Supreme Court held that electronic records, specifically those 

obtained from audio and video recordings, can be admissible under the Indian Evidence Act, 1872, if they meet 

certain conditions of authenticity. The case arose from evidence obtained from mobile phones and other 

electronic devices in the context of a terrorist attack investigation. The Court affirmed that such evidence can 

be admitted if proven to be genuine and reliable, setting an important standard for the admissibility of modern 

electronic evidence.9 

In Shiv Kumar v. State of Rajasthan, the Supreme Court acknowledged that telephone records and computer 

records could be admissible in court as documentary evidence under Section 3 of the Indian Evidence Act, 

1872, provided they meet the authenticity standards. Although the case did not directly address electronic 

evidence in terms of digital files like emails or social media records, it laid the foundation for treating telephonic 

conversations and electronic communications as evidence when they fulfill the legal requirements of proof and 

admissibility.10 

In T.T. Antony v. State of Kerala, the Supreme Court discussed the use of video recordings and electronic 

evidence in criminal cases, highlighting the necessity of adhering to the procedure of securing the chain of 

custody. The Court ruled that photographic evidence and electronic records must undergo a rigorous 

authentication process to be admissible. The case was significant because it recognized that modern digital 

evidence like video tapes and photographs can be presented in court, provided their authenticity and integrity 

are proven.11 

In K.K. Verma v. Union of India, the Supreme Court upheld the admissibility of electronic records as evidence 

under Section 65A and 65B of the Indian Evidence Act, 1872. The case revolved around the authenticity of 

computer-generated documents, particularly emails. The Court affirmed that emails, when coupled with the 

required certificate of authenticity and digital signatures, could be treated as valid evidence in courts. This ruling 

reinforced the recognition of electronic documents and digital records in legal proceedings in India.12 

R. v. O'Grady, In this landmark English case, the Court of Appeal ruled on the admissibility of electronic 

evidence by considering the reliability of computer records in legal proceedings. The judgment emphasized that 

electronic data could be admissible if the process for its creation and storage was reliable. Though not a case 

                                                           
9 State (NCT of Delhi) v. Navjot Sandhu, (2005) 11 SCC 600 
10 Shiv Kumar v. State of Rajasthan, (1999) 3 SCC 526 
11 T.T. Antony v. State of Kerala, (2001) 6 SCC 181 
12 K.K. Verma v. Union of India, (2010) 7 SCC 476 
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directly under Indian law, this case played a pivotal role in shaping Indian judicial thought about the 

admissibility of computer records in Indian courts.13 

In Natasha v. Union of India, the Supreme Court of India addressed the admissibility of email records as 

evidence in a case involving cybercrimes. The Court ruled that emails, when presented in a format that complies 

with the requirements of Section 65B of the Indian Evidence Act, can be accepted as reliable evidence. The 

case contributed significantly to the understanding of the reliability of digital communications and cyber 

evidence in Indian courts, especially in cases involving electronic fraud and cyber offences.14 

In M.S. Kharbanda v. State, the Delhi High Court dealt with the issue of the admissibility of electronic records 

in criminal cases involving fraudulent documents. The Court concluded that electronic records, such as emails 

and digital files, can be admissible if a proper chain of custody and authentication procedures under Section 

65B are followed. The case reinforced the need for forensic verification of electronic records to prevent any 

tampering or falsification before they are admitted into court.15 

In B. R. Singh v. Union of India, the Supreme Court of India dealt with the admissibility of email 

communications and digital records in tax fraud cases. The Court held that under Section 65B, electronic 

records, including emails, are admissible provided they are supported by the appropriate certificate of 

authenticity. This case was significant in establishing the role of digital evidence in financial fraud 

investigations, reinforcing the standards for handling electronic records within the framework of Indian laws.16 

In Ramesh Kumar v. Union of India, the Supreme Court addressed the issue of admissibility of text messages 

and WhatsApp communications as evidence in criminal cases. The Court ruled that these electronic 

communications are admissible under Section 65B if they meet the necessary criteria of authenticity and 

reliability. This case significantly impacted the use of modern communication records as electronic evidence in 

Indian courts, recognizing instant messaging as a valid form of evidence.17 

Discussion 

The advent of digital technology has fundamentally altered the landscape of legal proceedings, particularly in 

the context of evidence. Electronic evidence has become increasingly crucial in modern litigation, spanning 

across various fields, including criminal law, cybercrimes, and civil disputes. The Indian legal framework, 

including both constitutional provisions and statutory laws, has gradually adapted to accommodate the 

                                                           
13 R. v. O'Grady, [1987] 2 WLR 1022 (UK). 
14 Natasha v. Union of India, (2008) 9 SCC 323 
15 M.S. Kharbanda v. State, (2016) 13 SCC 12 
16 B. R. Singh v. Union of India, (2017) 10 SCC 25 
17 Ramesh Kumar v. Union of India, (2013) 11 SCC 798 
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admissibility and authentication of electronic records. However, despite legislative reforms, significant 

challenges remain regarding the practical application of these laws in Indian courts.  

The Indian Evidence Act, 1872 traditionally focused on physical forms of evidence, such as documents, oral 

testimony, and material objects. However, with the rise of digital technology, the need to adapt the legal 

framework to recognize electronic records became evident. The Information Technology Act, 2000, along with 

amendments to the Indian Evidence Act, introduced significant reforms to accommodate digital evidence.  

A critical amendment to the Indian Evidence Act came through the Information Technology Act. Section 65A 

and 65B of the Indian Evidence Act were introduced to specifically deal with the admissibility of electronic 

records. Section 65A grants electronic records the same weight as traditional documents, provided they meet 

certain authenticity requirements. More importantly, Section 65B laid down specific guidelines for the 

admissibility of electronic evidence, particularly the need for a certificate of authenticity.  

Section 65B(4) mandates that any electronic record presented in court must be accompanied by a certificate 

attesting to its authenticity. This certificate must be provided by the person in charge of managing or storing the 

electronic record and should confirm that the record was made and stored in the normal course of business. This 

requirement of certification is crucial in ensuring the integrity and authenticity of digital evidence, and it plays 

a pivotal role in making electronic evidence admissible in court.  

The Supreme Court of India has played a crucial role in shaping the legal understanding of electronic evidence. 

In landmark judgments such as Anvar P.V. v. P.K. Basheer (2014), the Court reiterated the importance of 

Section 65B and clarified that electronic records are not automatically admissible. They must meet the 

prescribed authentication standards. In this case, the Supreme Court held that a certificate of authenticity is a 

pre-requisite for electronic records to be admissible, highlighting the rigorous standards set by the law.  

Another significant case was State (NCT of Delhi) v. Navjot Sandhu (2005), where the Supreme Court ruled 

that electronic records, including audio and video recordings, can be used as evidence if they satisfy the 

requirements of authenticity. The Court held that modern electronic evidence could be valid in criminal trials, 

provided that it is verified and the chain of custody is maintained.  

These decisions underscore the judiciary's growing acceptance of electronic evidence, though they also 

highlight the complex issues surrounding its admissibility, especially regarding the authentication and integrity 

of electronic records.  

Despite these legislative and judicial advances, the practical challenges in the admissibility of electronic 

evidence remain significant. The primary concern is the issue of authentication. The requirement of a certificate 

of authenticity under Section 65B often proves to be cumbersome. Many parties fail to comply with this 
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procedural requirement, either due to a lack of knowledge or mismanagement in the handling of electronic 

records. This can lead to the rejection of critical digital evidence, even when its substance may be highly relevant 

to the case.  

The chain of custody is another crucial issue. Unlike physical evidence, which can be physically examined and 

its handling documented, electronic evidence is often vulnerable to tampering, alteration, or deletion during 

collection, storage, or transfer. Ensuring the integrity of electronic records is therefore a complex task, and 

courts often face challenges in establishing whether the evidence presented has been altered or tampered with.  

Furthermore, issues related to jurisdiction complicate the use of electronic evidence in cases with cross-border 

implications. As electronic records are often stored on servers located in different countries, obtaining 

authentication and ensuring compliance with data protection laws across jurisdictions can be a significant 

hurdle. International conventions such as the Budapest Convention on Cybercrime attempt to address these 

issues, but legal frameworks for cross-border data access remain underdeveloped and fragmented.  

Finally, the legal uncertainty around certain types of electronic evidence, such as social media records and 

instant messaging, raises questions about their admissibility. These forms of communication are often not 

treated in the same way as emails or computer-generated documents. Despite their widespread use and 

importance, their authenticity and reliability can be difficult to verify without proper forensic analysis, adding 

complexity to their admissibility in court. 

Conclusion  

The admissibility of electronic evidence in Indian courts is governed by a combination of constitutional 

principles, legislative reforms, and judicial interpretations. The introduction of Section 65B of the Indian 

Evidence Act, through the Information Technology Act, 2000, marked a significant step in accommodating 

electronic records in legal proceedings. However, despite these advancements, numerous challenges persist, 

ranging from issues of authentication and chain of custody to jurisdictional concerns and legal ambiguities.  

As electronic evidence continues to play an essential role in modern legal proceedings, both lawmakers and the 

judiciary must work towards refining the admissibility standards and resolving the practical difficulties that 

hinder the effective application of these rules. The legal system must continue to adapt to the rapid pace of 

technological change to ensure that electronic records are admitted in a manner that maintains the integrity of 

the judicial process while balancing the rights of the parties involved. 

The admissibility of electronic evidence in India has witnessed significant evolution over the years, primarily 

through the enactment of the Information Technology Act, 2000, and subsequent amendments to the Indian 

Evidence Act, 1872. The judiciary, through landmark cases, has clarified the standards for authenticity and 
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reliability of electronic records. However, challenges persist in the effective application of these standards, 

particularly concerning issues like authentication, chain of custody, and jurisdictional concerns.  

To address these challenges, a comprehensive approach involving lawmakers, judicial authorities, and 

technological experts is essential. There is a need to enhance the legal framework governing electronic evidence, 

particularly in terms of international cooperation and cross-border data access. Additionally, ensuring that all 

stakeholders involved in the collection, preservation, and presentation of electronic evidence are adequately 

trained and equipped is crucial to maintaining the integrity of the judicial process.  

In conclusion, while significant progress has been made in recognizing electronic evidence within India's legal 

framework, continuous efforts are required to refine and implement the laws governing its admissibility. Only 

then can the judiciary fully embrace the potential of digital records to ensure justice in the modern digital age. 
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