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Abstract 

 
The rapid growth of artificial intelligence has made it 

easier to create convincing fake media, posing serious 

risks in areas like politics, entertainment, and social 

media. As fake content becomes more widespread, 

effective detection methods are crucial. Current 

approaches struggle to keep up with evolving deepfake 

technologies, creating a need for reliable solutions. 

This paper proposes using convolutional neural 

networks to analyze facial features and motion 

inconsistencies in videos, aiming to improve detection 

accuracy. Additionally, audio analysis will be 

integrated to detect mismatches between sound and 

visuals, enhancing the model’s effectiveness. The 

research emphasizes the importance of simple and 

effective methods to address the challenges of fake 

media. 

1. Introduction 

 
Deepfake media refers to content such as images, 

audio, and videos that have been altered using AI to 

create misleading representations of reality. 

Generative AI (GenAI) was first introduced in 2022 

in its most basic form—text-to-text prompting, 

where a user inputs a prompt and an AI model 

replies using text. 

With more refined and trained AI models, the rise of 

deepfakes began to accelerate, allowing the artificial 

generation of images, audio, and video[1]. Initially, 

early flaws in these AI tools made it easy for 

humans to detect deepfake media. 

However, as advancements in AI continued, tools 

started generating content with higher quality, 

including clearer images, refined audio, and 

high-definition videos[1][2]. 

    By leveraging advanced machine learning algorithms     

    and several techniques such as Generative Adversarial  

    Networks (GANs), deepfake technology allows the  

    generation of hyper-realistic media that is almost   

     impossible for the human eye to distinguish from   

     authentic content[3][2].  

     Due to these advancements, the need for robust  

     systems to authenticate whether media is real or    

     AI-generated technology has become crucial[3]. 

 By leveraging advanced machine learning   

 algorithms and several techniques such as 

 Generative Adversarial Networks (GANs), deepfake   

 technology allows the generation of hyper-realistic  

 media that is almost impossible for the human eye to  

 distinguish from authentic content[3][2]. 

Due to these advancements, the need for robust 

systems to authenticate whether media is real or 

AI-generated has become crucial[3] 

 

Deepfake detection techniques rely on a variety of 

approaches. 

 

For example, some methods detect inconsistencies in 

facial landmarks, reflections in eyes, or mismatches in 

lighting[1][2]. More sophisticated approaches, such as 

Frequency Enhanced Self-Blended Images (FSBI), 

utilize frequency domain transforms like 

Discrete Wavelet Transforms (DWT) to detect 

artifacts not easily noticeable in the time domain[3]. 

Other methods, like the Haar Wavelet Transform, 

focus on detecting blur inconsistencies between the 

generated face and the background, identifying 

artifacts related to the generation process[2]. 

The model proposed in this project will preprocess the 

media by extracting key features before using machine 

learning algorithms to determine whether 

the content is fake or real. A large dataset of deepfake 

media will be employed to train the model, ensuring 

that it can accurately detect deepfakes across different 

formats and scenarios[2][1]. 

The larger and more varied the dataset, the better the 

model will perform in real-world scenarios[1][2]. 

Once the model is trained, it will be deployed as a 

user-friendly system designed to detect deepfake 

media.
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The system will also include a feedback loop to adapt 

to new AI tools and trends in deepfake creation. This 

continuous evolution ensures that the detection model 

remains effective against the rapidly changing 

landscape of AI-generated media[3][1]. 

 

2. Motivation 

With the rapid improvement of AI technologies, 

distinguishing between real and fake content is 

becoming increasingly difficult, particularly in the 

realm of deepfake media. Deepfakes can create 

hyper-realistic images, videos, and audio that closely 

resemble genuine content. This raises significant 

concerns, including the potential for misinformation, 

identity misuse, and fraud[1]. 

Recently, several cases involving deepfakes of 

well-known individuals and celebrities have gone 

viral on social media, often without viewers realizing 

they were fake until the individuals themselves 

confirmed the content was AI-generated. For 

instance, a deepfake video featuring  

Rashmika Mandanna circulated widely, showing her 

face swapped with another woman at an event, 

leading to confusion and the spread of false 

information. 

Similarly, a deepfake image of Mark Zuckerberg 

appeared online, illustrating how even prominent 

figures can be targeted, although it was later 

confirmed as fake[2]. 

As deepfakes grow more convincing, detecting these 

manipulations becomes increasingly challenging. 

Traditional methods that relied on manual checks or 

basic AI models are no longer sufficient against 

advanced techniques such as face-swapping and 

facial reenactment[1][2]. Given that deepfake 

techniques continue to evolve, manual detection has 

proven unreliable, necessitating the development of 

smarter AI systems to address this issue[3].

 

 

Due to the limitations of older detection methods, 

there is a pressing need for robust and efficient 

solutions that can identify fake media across images, 

videos, and audio files. 

New approaches that focus on identifying specific 

artifacts and inconsistencies introduced during the 

creation of deepfakes show promise in enhancing 

detection accuracy[3]. By analyzing features like blur 

and other signs of tampering, it becomes easier to 

pinpoint manipulated parts of the media[2]. 

Considering the significant impact of deepfakes in 

areas such as social media, politics, and digital 

forensics, it is crucial to develop an automated system 

that effectively detects these manipulations while 

adapting to the ever-changing landscape of AI 

tools[2][3]. This project aims to address this 

challenge by creating a deepfake detection system that 

utilizes both time-domain and frequency-domain 

analysis to improve accuracy and scalability in 

tackling this pressing issue
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3. Literature Survey 

 
In paper [1], the authors propose a method utilizing 

Haar Wavelet Transform to detect blur 

inconsistencies in deepfake videos. The approach 

measures sharpness differences between synthesized 

face regions and backgrounds. The UADFV dataset is 

used, chosen for its focus on deepfake videos, ensuring 

the method's evaluation is relevant and targeted. 

 

In paper [2], the authors present a framework for 

detecting manipulated facial images, emphasizing 

various artifacts. Multiple neural network 

architectures are assessed to improve detection 

performance. The FaceForensics++ dataset is selected 

for its comprehensive collection of manipulated 

images, enhancing the study's reliability and 

applicability in real-world scenarios. 

 

In paper [3], the authors introduce a method that 

blends images to create artifacts, employing Discrete 

Wavelet Transforms (DWT) for feature extraction. 

This enhances artifact detection in the frequency 

domain. The FF++ and Celeb-DF datasets are chosen 

for their variety of deepfake scenarios, providing a 

robust basis for evaluating the method's 

effectiveness across different types of 

manipulations. 

 

In paper [4], the authors compare various 

convolutional neural network architectures for 

deepfake detection. The study evaluates model 

effectiveness in accuracy and precision, using a 

diverse set of datasets to ensure that the findings are 

applicable across multiple deepfake types and 

enhance the robustness of detection methods. 

 

 

 

 

In paper [5], the authors conduct a thorough review 

of deep learning techniques for detecting deepfakes. 

They evaluate performance based on metrics like 

accuracy and recall, offering insights into the 

detection challenges faced across various datasets. 

Multiple datasets are analyzed to ensure a 

comprehensive understanding of detection methods, 

highlighting the need for diverse data to 

improve model robustness. 

 

In paper [6], the authors propose an ensemble method 

that combines representations from multiple color 

spaces for enhanced deepfake detection. The 

effectiveness of this method is evaluated using 

accuracy and precision metrics. By focusing on 

challenges posed by deepfake images, the use of 

diverse datasets ensure a robust assessment of the 

method’s applicability across different manipulation 

techniques. 

 

In paper [7], the authors compare Vision Transformers 

and EfficientNetV2 for recognizing manipulated 

images. They find that Vision Transformers excel in 

generalizing to new deepfake techniques, while 

EfficientNetV2 performs better with training methods. 

The ForgeryNet dataset is utilized to evaluate 

accuracy, providing a targeted dataset that enhances 

the validity of the findings in the context of deepfake 

detection. 

 

In paper [8], the authors explore hypotheses about 

detection models' reliance on artifact concepts and 

sensitivity to video compression. They introduce FST-

Matching to improve artifact learning and evaluate 

various deep neural networks using metrics like 

accuracy, precision, recall, and F1-score. The use of 

the ForgeryNet and FaceForensics++ datasets 

facilitates a thorough examination of deepfake 

detection, ensuring diverse scenarios are considered.
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In paper [9], the authors present a 

detection method that integrates multi-

scale and multimodal data using 

transformers. The model captures forgery 

cues at different resolutions and includes 

a frequency filter to detect subtle artifacts. 

By utilizing a range of datasets, the study 

ensures robust detection across varying 

manipulation techniques, thereby 

addressing the complexity of deepfake 

detection effectively. 

 

In paper [10], the authors discuss various 

generation and detection methods for deepfakes, 

addressing challenges and future research 

directions. The paper covers multiple 

manipulation techniques and datasets, providing 

benchmarks and performance metrics, thereby 

illustrating the complexity and evolving nature of 

deepfake detection across different contexts and 

applications. 
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4. Gap Analysis 
 

 

 

Gap Analysis Accuracy What it 

detects 

Weakness of the model 

Effective and Fast 

Deepfake Detection 

Method based on HAAR 

Wavelet Transform[1] 

Over 90.5% Deepfake videos May not generalize well to all types 

of deepfakes 

FSBI: Deepfakes Detection 

with Frequency Enhanced 

Self-Blended Images[3] 

Not specified Deepfake images 

and videos 

Limited information on speed and 

accuracy metrics 

Cross-Forgery Analysis of 

Vision Transformers and 

CNNs[7] 

Not specified Deepfake images 

and videos 

Does not specify practical 

implementation speed 

Explaining Deepfake 

Detection by analyzing 

Image Matching[8] 

Varies (accuracy, 

precision, recall) 

Deepfake images Sensitivity to video compression 

might limit effectiveness 

Deepfake Detection: A 

Systematic Literature 

Review[10] 

Varies by method Deepfake 

images, video, 

audio 

Lacks specific implementation 

details 

Deep Fake Detection and 

Classification using Error 

Level Analysis[12] 

89.5% Deepfake images Limited to image classification 
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5. Dataset Used : 

 

UADFV Dataset [1]: 

This dataset contains manipulated videos specifically 

generated to simulate real-world scenarios and test 

the effectiveness of detection algorithms. It provides 

labeled pairs of real and deepfake videos, enabling 

training on diverse manipulations and edge cases in 

deepfake detection. 

 

DeeperForensics-1.0 [2][5]: 

Developed to enhance the robustness of detection 

models, this dataset includes high-quality deepfake 

videos created using sophisticated manipulation 

techniques across various lighting conditions and 

camera angles. It emphasizes real-world diversity in 

scenarios and provides comprehensive labeled data to 

improve model generalization. 

 

Deepfake Detection Challenge (DFDC) [1] [5] : 

 

The dataset includes videos with various subjects, 

lighting conditions, and resolutions, specifically 

created for a Facebook-organized competition to 

advance deepfake detection techniques. It contains 

labeled data distinguishing real and deepfake content 

and features a broad range of deepfake methods, 

designed to foster innovation through competitive 

analysis. By providing a shared testing environment, 

the dataset facilitates collaboration among researchers. 

 

FaceForensics++ [2] [3] [5] [7] : 

 

FaceForensics++ provides both original and altered 

video pairs for comprehensive training and testing, 

supporting various deepfake techniques. With diverse 

facial expressions and scenarios, it enhances the 

robustness of detection models and serves as an 

extensive benchmark for evaluating algorithm 

performance. Widely cited in research, it establishes 

standards for academic studies on deepfake detection. 

Celeb-DF [4] : 

 

Celeb-DF includes diverse manipulations across 

lighting conditions and angles, focusing on 

high-quality deepfake videos of celebrities to 

enhance realism. It challenges existing detection 

models with sophisticated techniques and provides 

both original and manipulated versions of each video 

for comparative analysis. Widely used in research, it 

improves the accuracy of detecting realistic 

deepfakes. 

 

Fake Face Dataset [5] : 

 

The Fake Face Dataset consists of synthetic facial 

images created using Generative Adversarial 

Networks (GANs). This dataset is instrumental in 

training models aimed specifically at detecting 

manipulated facial imagery, offering a broad sample 

base that enhances training effectiveness. 

It allows researchers to analyze the influence of 

GAN-generated content on detection accuracy, 

supporting the development of facial manipulation 

detection methods that do not rely on real images. 

 

YouTube Deepfake Dataset [6] [7] : 

 

The YouTube Deepfake Dataset contains a wide 

array of deepfake videos sourced directly from 

YouTube, featuring multiple manipulation 

techniques that pose diverse challenges for detection. 

It includes labeled data to support both training and 

testing of detection models, accurately mirroring 

real-world 

scenarios where deepfakes commonly appear online. 

This dataset is valuable for building detection models 

that generalize effectively to authentic online content.
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6. Issues and Challenges : 
 

The growth of deepfake technology has created big 

challenges for media, politics, and personal privacy. 

These issues come from the fast improvements in 

technology, the high quality of deepfakes, and the 

large amount of digital content being made. As 

deepfakes get more advanced, it's harder to detect 

them accurately. 

 

Following are the challenges which can occur during 

the project : 

a) Resolution and Blur Issues: Deepfake 

generation algorithms often struggle with 

creating faces at varied resolutions. As a 

result, additional distortion or blurring is 

needed to align the generated face with the 

background in videos. This creates blur 

inconsistencies between the face and the 

background, which can be exploited for 

detection but also makes detection more 

challenging when the blur is subtle[2]. 

 

b) Computational Complexity: Some 

advanced techniques used for detecting 

deepfakes, like the Haar Wavelet Transform 

can be effective but come at the cost of high 

computational complexity and resource 

consumption. This is a challenge for 

implementing efficient and fast detection 

methods[2]. 

 

c) Volume of Content: Vast number of users 

use these AI tools daily which generate vast 

amounts of digital media which may affect 

detection techniques. 

 

d) False positives and negatives: Many false 

positives can lead to unfair removals, while 

false negatives allow harmful content to 

spread. 

e) Downsampling Artifacts : When 

high-resolution images are downsampled to 

fit computational limits, it can make capturing 

artifacts difficult and cause resolution 

issues[3]. 

 

f) Celebrity impact: Celebrities are often 

targets of deepfakes, which can hurt their 

reputation and cause emotional pain. 

Unauthorized deepfake content can 

misrepresent what they say or do, affecting 

their careers and personal lives. 

 

g) User awareness and education: Many 

people may not fully understand deepfake 

technology and its risks, which can spread 

misinformation. Teaching the public about the 

dangers and signs of deepfakes is important 

but can be hard to do well. 

 

h) Commercial exploitation: Businesses can be 

threatened by deepfake technology, like fake 

marketing or impersonation of senior officials. 

This can cause financial losses and harm the 

company’s reputation, especially if customers 

are misled by false content.
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7. Proposed Methodology : 
 

Our project aims to develop a comprehensive solution 

for deepfake detection, integrating both frontend and 

backend components for a seamless user experience. 

 

The proposed system will include the following 

features : 

 

Frontend Web Application 

 

We will create a user-friendly web interface that 

allows users to easily upload media—be it images, 

audio, or videos—for deepfake detection. The 

interface will be designed to be intuitive, ensuring that 

even non-technical users can navigate it effortlessly. 

Users will receive immediate feedback on whether the 

uploaded content is authentic or manipulated. 

Backend Application 

 

The backend will serve as the engine for our detection 

system, applying sophisticated algorithms to the 

uploaded media. This application will utilize the code 

we develop to implement detection methodologies 

based on established machine learning techniques, as 

emphasized in the systematic review by Heidari et al. 

(2024) [5]. 

Methodology 

 

Our approach will follow a systematic, stepwise 

methodology: 

 

1. Model Building: 

 

We will develop a robust codebase for machine 

learning algorithms, incorporating popular techniques 

such as Convolutional Neural Networks (CNN) and 

Recurrent Neural Networks (RNN).Research has 

shown that these methods are effective in detecting 

deepfakes, particularly in the work by Rössler et al. 

(2019) on FaceForensics++ [2]. 

We will use Python as our primary programming 

language, leveraging libraries like TensorFlow and 

Keras for efficient neural network construction,as 

highlighted by Coccomini et al. (2022) in their 

analysis of vision transformers and CNNs for image 

detection [7]. 

 

2.Model Training : 

 

The model we build will be trained using datasets 

collected from various sources, including the 

Deepfake Detection Challenge (DFDC) [1] and 

FaceForensics++ [2]. These datasets provide a 

diverse range of manipulated and authentic media, 

essential for teaching our model to recognize 

deepfake characteristics. As noted by Younus and 

Hasan (2020), having a rich dataset is crucial for 

developing effective detection algorithms [1]. 

3. Testing : 

 

After training the model, we will conduct thorough 

testing with completely random deepfake and real 

images. This testing phase aims to validate whether 

our system can yield accurate results in real-world 

scenarios. We will evaluate our model against 

datasets such as Celeb-DF [4], which contains 

high-quality deepfake videos, helping us assess its 

performance under various conditions. The 

importance of rigorous testing is further supported 

by Hasanath et al. (2024), who emphasize the need 

for comprehensive evaluation frameworks in 

deepfake detection [3].
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Tools and Technologies 
 

 

To implement our deepfake detection solution, we will 

use a combination of advanced tools and the latest 

research methods to ensure strong performance and 

scalability. 

 

TensorFlow’s powerful deep learning capabilities, 

combined with Keras' easy-to-use interface, will allow 

us to quickly test and improve different models to find 

the best one for detecting deepfakes [11].  

 

PyTorch will also be used for tasks that need more 

flexibility, such as customizing complex models and 

fine-tuning them during training [13]. 

 

OpenCV will be essential for processing images and 

videos. It will help us with tasks like detecting faces, 

editing images, and extracting frames from videos. This 

will be important for preparing the data and testing the 

models in real-world scenarios [14]. 

 

We will also use insights from recent research to 

improve our models. Transfer learning and attention 

mechanisms, as shown in the work by Li et al. [11], will 

help our model focus on important features like facial 

details, making it better at spotting subtle 

manipulations. Additionally, combining Convolutional 

Neural Networks (CNNs) with Vision Transformers 

(ViTs) will allow our model to capture both small 

details and the broader context of an image, improving 

its ability to detect fakes [15]. 

 

 

 

For video-based deepfake detection, we will use hybrid 

models like Hybrid Convolutional Recurrent Neural 

Networks (CNN-RNNs). These models combine both 

spatial and temporal information, which will help us 

analyze moving images and detect manipulations over 

time. This is particularly useful for deepfake videos that 

include synchronized audio and video, improving the 

overall accuracy of our detection [13]. 

 

Finally, we will continue to improve our solution to 

keep up with new deepfake generation techniques, 

ensuring that our system stays effective at detecting the 

latest types of media manipulation [15]. 
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8. Conclusions and Future Work 
 

The increasing prevalence of deepfake media on social 

media platforms underscores the necessity for effective 

detection methods to ascertain the authenticity of 

uploaded content. 

 

This research emphasizes the use of Convolutional 

Neural Networks (CNN) and Recurrent Neural 

Networks (RNN) for improved accuracy in deepfake 

detection. Advanced techniques such as Vision 

Transformers and multi-scale transformer networks 

are also highlighted, enabling the detection system to 

capture intricate manipulation cues. 

 

Datasets like FaceForensics++, Celeb-DF, and 

DFDC are essential, providing a diverse range of real 

and manipulated media under various lighting 

conditions and resolutions, thereby enhancing model 

robustness. 

 

The incorporation of frequency-domain analysis and 

multi-color space representations offers additional 

advantages, facilitating the extraction of subtle 

artifacts that traditional image processing methods 

might miss. These datasets ensure that the models are 

trained on high-quality data, equipping them to 

recognize real-world deepfake patterns effectively. 

 

The framework presented in this research prioritizes a 

feedback loop mechanism to ensure that detection 

models are continuously updated and refined in 

response to evolving deepfake techniques. Real-time 

detection capabilities are critical, enabling users to 

receive immediate feedback regarding manipulated 

content. Furthermore, scalability is a key 

consideration, allowing the system to handle the 

growing volume of online media. 

 

Engagement with a community of researchers and 

users fosters knowledge sharing and collaborative 

improvement efforts. As regulatory frameworks 

around digital media develop, partnerships with 

policymakers can help establish necessary standards 

for transparency and deepfake detection, promoting 

ethical practices in the digital realm. The research 

also 

aims to address the challenges posed by synthetic 

media in emerging contexts such as augmented 

reality, ultimately creating an adaptable and 

comprehensive detection framework that prioritizes 

user empowerment and contributes to a safer digital 

landscape.
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