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Abstract:  A significant societal issue, particularly among youngsters, is cyberbullying. "The deliberate, 

repeated, and hostile use of information technology to harm or harass other people" is the definition of 

cyberbullying. It has increased in popularity since the creation of social media platforms like Twitter and 

Facebook. The Internet is the sole foundation of contemporary society. People today have a hard time 

imagining life without the internet. People have been utilizing social networking sites in recent years to 

exchange information, thoughts, and ideas. Different types of content, including text, images, audio, and video 

data, may be used in these exchanges. Giving users the opportunity to manage the messages posted on their 

own private space is a significant problem in today's online social networks (OSNs), since it prevents the 

broadcast of inappropriate information. As of right present, OSNs hardly support this need. As a result, social 

media academics are placing more and more emphasis on the automatic identification of messages that engage 

in cyberbullying. The use of rules and norms, human moderators, and blacklists based on offensive language 

are some of the traditional strategies for combating cyberbullying. In order to automatically identify 

cyberbullying behaviors, a principled learning framework must be created. A flexible rule-based system that 

enables users to tailor the filtering criteria to be factual to their walls and a soft classifier powered by machine 

learning that automatically labels messages in content-based filtering help achieve this. Server can learn the 

words and save them in the database based on this filtering. Before the message can be exchanged, the server 

might review the words at the moment of transmission and prohibit. 

 

Keywords - Cyberbullying, social media, information technology, harassment, social networking sites, 

inappropriate content, content moderation, machine learning, rule-based system, soft classifier, offensive 

language, user control, filtering, human moderators, blacklists, automatic identification, server review, 

privacy. 

 

I.INTRODUCTION 

   Digital bullying, also known as cyberbullying, has become a prevalent issue in online platforms and digital 

communication channels, posing serious psychological and emotional risks to individuals. To address this 

challenge, a machine learning algorithm can be developed to automatically detect and block digital bullying 

words and phrases. This algorithm would leverage natural language processing (NLP) techniques to analyze 

text data, identifying patterns and semantic meanings associated with bullying behavior. The algorithm's 

development begins with the collection of a diverse dataset containing examples of bullying language. This 
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dataset is then used to train the algorithm, which learns to classify new text inputs as either bullying or non-

bullying. Through this training process, the algorithm gains the ability to recognize the subtle nuances and 

context-specific characteristics of bullying language, enabling it to make accurate predictions in real-time. 

Once trained, the algorithm can be integrated into various platforms and applications to monitor user-

generated content and filter out instances of digital bullying. By implementing this algorithm, platforms can 

take a proactive stance against cyberbullying, creating safer online environments for users. Additionally, the 

algorithm can be continuously updated and refined to adapt to new forms of digital bullying, ensuring its 

effectiveness over time. In conclusion, the development of a machine learning algorithm for blocking digital 

bullying words represents a crucial step in combating cyberbullying and promoting positive online 

interactions. 

 

II.OBJECTIVE 

2.1Automatic Detection and Filtering of Harmful Content 

          The primary objective is to develop a system that can automatically detect and filter harmful content in 

real-time on social media. This system will focus on identifying cyberbullying language and ensuring that 

offensive content is blocked or flagged before being shared with others. 

2.2Training the Machine Learning Algorithm 

          The first step involves training a machine learning algorithm to recognize cyberbullying language. A 

dataset of offensive language will be created and used to train a classifier capable of identifying harmful 

words, phrases, and patterns associated with cyberbullying. 

2.3Contextual Analysis Using Natural Language Processing (NLP) 

           The machine learning algorithm will employ natural language processing (NLP) techniques to analyze 

the context of the message. This includes understanding the sentiment, tone, and intention behind the message, 

as well as considering the social context in which the message was sent. 

2.4Blocking or Flagging Harmful Messages 

           Once a message is identified as potentially harmful, the system should either block the message from 

being posted or flag it for human review. The system’s goal is to ensure that offensive content is prevented 

from spreading while ensuring that borderline cases receive proper attention. 

2.5Continuous Learning and Improvement 

           To maintain its effectiveness, the system should be designed to continuously learn and improve over 

time. This involves collecting data on flagged messages, updating training data, and refining the algorithm to 

improve its accuracy and ability to detect evolving forms of cyberbullying. 

 

III.EXISTING IDEA 

           The existing system uses content-based filtering which selects information based on the correlation 

between item content and user preferences, as opposed to collaborative filtering, which relies on user 

similarities. Initially applied in email filtering, this approach has expanded to various domains like news 

articles and network resources. The filtering process, often seen as text classification, involves categorizing 

documents into relevant or non-relevant categories. More advanced systems use multi-label categorization for 

partial thematic labeling. Content-based filtering typically utilizes machine learning, with classifiers trained 

on pre-classified examples. Feature extraction methods, such as the Bag of Words (BoW) approach, are 

commonly used, as they offer good performance despite being simpler than more complex semantic 

representations. 

Disadvantages 

3.1No Standard Filtering Approach 

      No universal method for filtering unwanted messages across social networks, leading to inconsistent 

moderation. 

3.2Image-based Posts 

     Filtering systems struggle with detecting harmful content in posts that include images, as they are text -

based. 
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3.3Short Text Tags 

     Short messages like hashtags or brief comments are challenging to analyze due to lack of context and 

ambiguity. 

3.4Automatic Blocking Issues 

     Automatic blocking is difficult due to the need for contextual understanding, risking over-blocking or 

under-blocking. 

 

 

IV.SIMILAR CHATBOTS 

4.1OpenAI’s GPT Models 

      OpenAI's GPT models, such as GPT-3 and GPT-4, represent some of the most sophisticated advancements 

in natural language processing (NLP). These models are pre-trained on vast datasets containing diverse text 

from books, articles, and websites, giving them a deep understanding of human language. When fine-tuned 

on specialized datasets containing examples of harmful and non-harmful language, these models become 

highly adept at detecting cyberbullying, hate speech, and abusive comments. Tools like Hugging Face 

Transformers simplify the fine-tuning process by providing prebuilt frameworks and APIs for model training 

and deployment. The fine-tuning process involves exposing the model to labeled examples where harmful 

and benign text is explicitly categorized. This allows the model to identify patterns, understand subtle nuances, 

and correctly classify new instances of abusive language. GPT models are particularly effective at recognizing 

the complexities of language, such as sarcasm, slang, cultural context, and evolving trends, making them ideal 

for cyberbullying detection across social media, chat platforms, and forums. Their versatility also enables 

them to adapt to multilingual environments, ensuring broad applicability across diverse user bases.  

 

4.2TensorFlow or PyTorch 

     TensorFlow and PyTorch are powerful and widely-used frameworks for building machine learning and 

deep learning models, offering the flexibility to create custom solutions for various tasks, including 

cyberbullying detection. These frameworks provide robust libraries for handling data preprocessing, building 

neural network architectures, and deploying trained models. Techniques such as Recurrent Neural Networks 

(RNNs), Long Short-Term Memory (LSTM), or more modern Transformer-based architectures (e.g., BERT) 

can be implemented for text classification. For cyberbullying detection, developers typically start by 

collecting and preprocessing datasets to clean, tokenize, and embed text data into numerical formats suitable 

for machine learning. TensorFlow and PyTorch offer distributed training capabilities, allowing models to 

handle large-scale datasets efficiently. These frameworks also support integration with real-time systems, 

enabling the deployment of content moderation tools that detect and block harmful messages instantly. Their 

modularity and scalability make them suitable for both research prototypes and production-grade systems, 

providing an essential foundation for any AI-driven application focused on detecting and mitigating abusive 

language. 

 

4.3FastText by Facebook 

     FastText is a lightweight text classification tool developed by Facebook. It is especially suited for quick 

and efficient text classification tasks, including detecting abusive comments. Unlike more complex models, 

FastText uses word embeddings and n-gram features to understand text, making it highly efficient even on 

smaller computational setups. Its simplicity does not compromise accuracy, as it performs well on tasks 

requiring sentiment or abusive language detection. FastText can be trained on labeled datasets of 

cyberbullying and non-cyberbullying text, enabling rapid deployment for content moderation. Additionally, 

its ability to handle multiple languages makes it an excellent choice for global platforms. 
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V.PROPOSED IDEA 

    On-line Social Networks (OSNs) are today one of the most popular interactive mediums for communication 

and sharing, but they lack sufficient tools for users to control unwanted content on their personal walls. To 

address this issue, a system is proposed that gives users direct control over the messages posted on their walls. 

This system uses a flexible, rule-based approach for customizing filtering criteria, along with a Machine 

Learning-based soft classifier for content-based filtering. Deep Learning techniques, particularly text 

categorization, are applied to automatically categorize messages based on content. The system works by 

building a categorized word database to identify indecent words in messages. If offensive language is detected, 

the words are filtered out through a blacklist. The final message, devoid of offensive content, is then posted 

on the user’s wall. The system incorporates both content analysis and user relationships to refine the filtering 

process. Key innovations include improved filtering rules and an extended feature set for more accurate 

classification. 

 

VI.PROPOSED ARCHITECTURE 

6.1Admin GUI (Graphical User Interface): This is the interface through which administrators manage the 

system. It plays a crucial role in training the model and monitoring user activities. The admin can view user-

specific information, such as their activity, posts, and flagged behavior, for monitoring purposes.  

6.2Database (Hateful Words):The database stores keywords or phrases classified as hateful or abusive. 

These words form the initial reference for detecting harmful content in user interactions. The database is 

continuously updated based on new trends or flagged content, ensuring the system evolves to handle emerging 

forms of harmful language. 

6.3User GUI (Graphical User Interface): This is the interface used by end-users to interact with the system. 

Users can manage and accept/reject friend requests through this interface. Users post comments or messages 

on the platform, which the system monitors for harmful content. The system extracts specific keywords from 

the user’s posts for analysis, which serves as the input for the detection mechanism. 

6.4Content Analysis Using Deep Learning: The extracted keywords from user-generated content are 

compared against the database of hateful words. A deep learning model is employed to analyze the context 

and semantics of the text. This helps detect harmful content even if it includes subtle or indirect abusive 

language, such as sarcasm or slang. If the content is flagged as harmful, the system blocks the post from being 

published, preventing the spread of abusive language. 

6.5Threshold-Based User Monitoring: The system tracks the frequency or intensity of harmful behavior by 

users. Each harmful action contributes to a threshold score for the user. If this score exceeds a predefined 

limit, stricter actions are triggered. Users whose activity exceeds the threshold are blocked from interacting 

with others. The system also sends a mobile notification to the user, informing them of the action taken and 

the reason behind it. 

6.6Integration of Admin and User Modules: Both the admin and user modules interact with the central 

database and deep learning model, creating a seamless workflow where, Admins supervise and train the 

system. Users’ posts are automatically analyzed for harmful content. 
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VII.CONCLUSION 

       In conclusion, this system demonstrated a solution to filter unwanted messages from OSN walls in this 

project. The system uses a DL soft classifier to enforce a content-dependent filtered rules system that may be 

customized. The extraction and selection of a set of characterizing and discriminate features are the most time-

consuming aspects of developing a robust short text classifier. Furthermore, the handling of BLs improves 

the system's versatility in terms of filtering choices. This project is the initial step in a larger one. The early 

promising results we've seen with the classification technique encourage us to keep working on other projects 

aimed at improving classification quality. The DL soft classifier is used in this system to filter out undesirable 

signals. BL is used to increase the filtering system's flexibility. We'll create a mechanism that takes a more 

comprehensive approach to determining when a user should be added to the BL. In addition to classification 

features, the system includes a strong rule layer that uses a flexible language to construct Filtering Rules 

(FRs), which allow users to decide which information should not be displayed on their walls. FRs can enable 

a wide range of filtering criteria that can be combined and tailored to meet the needs of the user. FRs leverage 

user profiles, user relationships, and the output of the DL classification process to specify the filtering criteria 

that will be used 
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