www.ijcrt.org © 2021 JCRT | Volume 9, Issue 2 February 2021 | ISSN: 2320-2882

IJCRT.ORG ISSN : 2320-2882

é INTERNATIONAL JOURNAL OF CREATIVE

*9 RESEARCH THOUGHTS (IJCRT)
@a " An International Open Access, Peer-reviewed, Refereed Journal
Enhancing Machine Learning Security: A
Comprehensive Survey Of Threats And Attacks
On Machine Learning Systems

Mehul Manani, Prerana Gupta
Lecturer, Department of Computer Engineering, Shri K J Polytechnic, Bharuch, Gujarat, India

Abstract: Machine Learning (ML) has emerged as a core technology powering intelligent systems across
critical domains such as healthcare, finance, autonomous vehicles, and cybersecurity. Despite its
remarkable success, ML systems are inherently vulnerable to a wide range of security and privacy threats
due to their reliance on data-driven learning processes. These vulnerabilities expose ML models to
adversarial manipulation, training data corruption, and information leakage, posing significant risks to
reliability and trust.

This paper presents a comprehensive survey of security challenges in machine learning, focusing on
adversarial attacks, data poisoning, and privacy-related threats. A structured taxonomy is proposed to
categorize attacks based on adversarial goals, knowledge, and capabilities across different stages of the ML
lifecycle. Furthermore, this survey critically evaluates existing Defense mechanisms, including adversarial
training, input preprocessing, robust optimization, and privacy-preserving techniques.

The study identifies key limitations of current defenses, such as lack of generalization, high computational
cost, and vulnerability to adaptive adversaries. Additionally, it highlights emerging research challenges and
outlines future directions for developing secure and trustworthy ML systems. This survey provides a
holistic perspective for researchers and practitioners working in machine learning security.

Index Terms - Machine Learning Security, Adversarial Attacks, Data Poisoning, Privacy Attacks, Robust
Learning, Cybersecurity.

I.LINTRODUCTION TO MACHINE LEARNING SECURITY
Machine Learning (ML) has emerged as a cornerstone of modern intelligent systems, powering applications
in domains such as healthcare, finance, autonomous driving, and cybersecurity. Its ability to learn complex
patterns from data has enabled unprecedented automation and decision-making capabilities. However, this
reliance on data-driven learning introduces unique security vulnerabilities that differ fundamentally from
those in traditional software systems.
Early work by Barreno et al. [1] was among the first to systematically Analyse the security of machine
learning algorithms, highlighting that ML systems are inherently vulnerable due to their dependence on
training data and statistical generalization. Unlike conventional software, where behavior is explicitly
programmed, ML models infer behavior from data, making them susceptible to manipulation at various
stages of their lifecycle.
A significant breakthrough in understanding ML vulnerabilities came with the work of Goodfellow et al.
[2], who demonstrated the existence of adversarial examples—inputs that are intentionally perturbed in a
way that is imperceptible to humans but causes machine learning models to produce incorrect outputs. This
discovery exposed fundamental weaknesses in widely used models, particularly deep neural networks.
Subsequent research has expanded the threat landscape to include poisoning attacks, where adversaries
manipulate training data to corrupt model behavior [3], and model extraction attacks, where attackers
replicate proprietary models through query-based interactions [4]. In addition, privacy-related attacks such
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as membership inference [5] and model inversion [6] have raised serious concerns regarding the leakage
of sensitive information from trained models.

The increasing deployment of ML systems in safety-critical and privacy-sensitive applications has
amplified the urgency of addressing these security challenges. For example, adversarial attacks on
autonomous vehicles can lead to misclassification of traffic signs, potentially causing catastrophic
outcomes. Similarly, privacy attacks on healthcare models may expose confidential patient data.

Despite the growing body of research, securing machine learning systems remains a complex and evolving
challenge. Existing Defense mechanisms often address specific attack vectors but fail to provide
comprehensive protection. Furthermore, there exists a fundamental trade-off between model accuracy,
robustness, and computational efficiency.

This paper presents a comprehensive survey of security and privacy concerns in machine learning, with a
focus on adversarial attacks, data poisoning, model extraction, and inference-based attacks. The
contributions of this paper are as follows:

o A systematic categorization of ML threats across the lifecycle
o A detailed review of major attack techniques and their impact
o Identification of key research gaps and future directions

II.LITERATURE REVIEW
Table 1: Literature Review

Category Key Major Concepts & Impact/Findings
Contributors Contributions
2.1 Foundations |Barreno et al. [1], || Taxonomy of attacks |[[Established  that traditional
Biggio & Roli [7] ||(Integrity, Availability, |evaluation metrics are insufficient
Privacy); Adversarial- (ffor adversarial settings.
aware model design.
2.2 Adversarial |[[Goodfellow etal. || FGSM (Fast Gradient |[Demonstrated that high-
Attacks [2], Papernot et Sign Method); Black- |dimensional- linear - behavior
al. [8], Carlini & box attacks; contributes - to  vulnerability;
Wagner [10], Transferability; attacks -~ can = bypass many
Madry et al. [11] Optimization-based |defenses.
attacks; Physical-world
attacks (e.g., road
signs).
2.3 Data Biggio et al. [3], Poisoning SVMs; Proved that malicious training
Poisoning Mei & Zhu [14], Bilevel optimization; |data can degrade performance or
Guetal. [17] "Poison Frog" attacks; |create secret triggers (backdoors).
BadNets (Backdoor
attacks).
2.4 Model Tramér et al. [4], Reverse-engineering High-fidelity replication poses IP
Extraction & Ateniese et al. models via APIs; risks and facilitates further
Evasion [18], Nelson et al. Evasion in adversarial attacks.
[19] spam/intrusion
detection.
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Category Key Major Concepts & Impact/Findings
Contributors Contributions
2.5 Privacy Shokri et al. [5], || Membership Inference Highlighted critical risks of
Attacks Fredrikson et al. (checking training leaking sensitive data (e.g.,
[6], Melisetal. | data); Model Inversion || healthcare) from model outputs.
[20] (reconstructing inputs);
Federated Learning
leakage.
2.6 Defense Madry et al. [11], || Adversarial training; Identified a persistent trade-off
Mechanisms Papernot et al. Defensive distillation; between privacy/security and
[22], Xu et al. Feature squeezing; model accuracy.
[23], Abadi et al. Differential Privacy.
[25]

L. THREAT MODEL AND TAXONOMY OF ML ATTACKS
Understanding ML security requires a well-defined threat model covering adversarial capabilities,
knowledge, and objectives. Unlike traditional systems, ML’s reliance on data and probabilistic logic creates
unique vulnerabilities. As shown in Figure 1, every stage of machine learning life cycle is vulnerable to

various threats.
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Figure 1: Machine Learning Threat Lifecycle
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3.1 Dimensions of Threat Modelling

Adversaries in machine learning systems are characterized along three primary dimensions: goals,
knowledge, and capabilities. In terms of adversarial goals, attacks may target integrity by causing specific
misclassifications without affecting overall performance, availability by degrading model performance
through large-scale poisoning, or privacy by extracting sensitive training data or model parameters.
Adversarial knowledge further defines the attack setting, ranging from white-box scenarios with full access
to model architecture, parameters, and training data, to Gray-box settings with partial knowledge, and
black-box environments where attackers rely solely on querying the model and observing outputs.
Finally, adversarial capabilities describe the actions an attacker can perform, including manipulating
training data through poisoning, altering inputs during inference via evasion attacks, and interacting with
model APIs to perform extraction or query-based attacks.

3.2 Vulnerabilities Across the ML Lifecycle
Table 2: Vulnerabilities in ML Lifecycle

|Phase ||Vu|nerabi|ity ||Primary Attack Type |
[Data Collection ||Lack of validation || Data Poisoning |
[Training [ Trust in training data ||Poisoning & Backdoors |
[Testing/Inference ||Sensitivity to perturbations |Evasion (Adversarial Examples) |
IDeployment | External API interaction |IModel Extraction & Inference |
3.3 Taxonomy of Attacks

Figure 2 shows that attacks on machine learning system can be performed with varied malicious intentions,
knowledge and different stages of life cycle.

3.3.1 Training-Time (Causative) Attacks

Training-time attacks manipulate the learning process by altering the training dataset. This includes data
poisoning, where malicious samples are injected to degrade overall performance or induce specific errors,
and backdoor attacks, where hidden triggers are embedded so that the model behaves normally on clean
inputs but produces attacker-controlled outputs when the trigger is present (e.g., BadNets).

3.3.2 Inference-Time (Exploratory) Attacks

Inference-time attacks target models after deployment by exploiting their behavior during prediction. These
include evasion attacks, which introduce small perturbations to input samples to cause misclassification
(e.g., FGSM, PGD), model extraction attacks that reconstruct model functionality through repeated queries,
and privacy attacks such as membership inference and model inversion that aim to extract sensitive training
information.
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Figure 2: Taxonomy of Machine Learning Attacks
3.4 Comparative Taxonomy Table
Table 3: ML Attack Taxonomy Comparative Analysis
\Attack Type HStage HGoaI HKnowledge Hlmpact |
\Poisoning HTraining HAvaiIabiIity/Integrity HMedium—High HVery High \
‘Backdoor HTraining Hlntegrity HMedium HHigh ]
‘Adversarial HTesting Hlntegrity HLow-High HHigh |
Extraction Deployment Confidentiality Low Medium
‘Inference HDeponment HPrivacy HLOW HHigh ]

3.5 Key Observations from Threat Taxonomy

The threat taxonomy reveals several important insights into machine learning security. Unlike traditional
systems, ML models are vulnerable at every stage of their lifecycle, making them more exposed to diverse
attack vectors. Black-box attacks are particularly practical in real-world scenarios where internal model
details are not accessible. Furthermore, training-time attacks tend to be more damaging than inference-time
attacks due to their long-lasting impact on model behavior. Privacy attacks also introduce significant
regulatory concerns under data protection laws such as GDPR, and attackers may combine multiple
techniques to amplify their effectiveness.

3.6 Implications for Secure ML Design

These observations emphasize the need for comprehensive security measures across the entire machine
learning pipeline. This includes implementing robust data validation mechanisms, adopting privacy-
preserving training techniques, and ensuring continuous monitoring of deployed models. Together, these
strategies form the foundation for designing secure and resilient machine learning systems and guide the
analysis of specific attack techniques in subsequent sections.
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IV.ADVERSARIAL ATTACKS IN MACHINE LEARNING
Adversarial attacks involve crafting inputs with imperceptible perturbations (8) that cause models to
produce incorrect outputs as shown in Figure 3. These attacks expose fundamental vulnerabilities in high-
dimensional deep neural networks.
The concept of adversarial examples was first introduced by Goodfellow et al. [2], who demonstrated that
adding small, imperceptible perturbations to input data can lead to significant misclassification errors.
Formally, given an input sample x and its true label y, an adversarial example x’ is generated such that:
o x'=x + 9, where 0 is a small perturbation.
o |9]| is bounded by a small value €.
. The model prediction changes: f(x') #y.
This formulation reveals that even highly accurate models can be vulnerable to small perturbations in high-
dimensional input spaces.

4.1 Mathematical Formulation of Adversarial Attacks

Adversarial attacks are typically formulated as an optimization problem:

maximize over &: L(f(x + 9), y) subject to: ||9]| <&

where: L is the loss function, fis the target model, € controls the perturbation magnitude

The goal is to find a perturbation & that maximizes the model’s prediction error while remaining
imperceptible.
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Figure 3: Adversarial Attack Workflow

4.2 Gradient-Based Attack Methods

e Fast Gradient Sign Method (FGSM): Gradient-based attack methods generate adversarial examples
by leveraging the gradient of the loss function with respect to the input. The Fast Gradient Sign Method
(FGSM), proposed by Goodfellow et al. [2], is one of the earliest techniques, where adversarial inputs are
generated by adding a perturbation in the direction of the gradient sign. While FGSM is computationally
efficient, it is relatively easier to defend against.

e Projected Gradient Descent (PGD): Projected Gradient Descent (PGD), introduced by Madry et al.
[11], extends FGSM into an iterative framework by repeatedly applying gradient-based updates and
projecting the perturbed input within a bounded region. This method is considered one of the strongest
first-order attacks and is widely used as a benchmark for evaluating model robustness.

IJCRT2102677 | International Journal of Creative Research Thoughts (IJCRT) www.ijcrt.org | 5590


http://www.ijcrt.org/

www.ijcrt.org © 2021 JCRT | Volume 9, Issue 2 February 2021 | ISSN: 2320-2882

e Carlini & Wagner (C&W): The Carlini and Wagner (C&W) attack [10] formulates adversarial
generation as an optimization problem, aiming to minimize perturbation while ensuring misclassification.
This approach is highly effective and has been shown to bypass several defense mechanisms, including
defensive distillation.

4.3 Black-Box and Decision-Based Attacks

When model gradients are unavailable, attackers rely on black-box strategies to generate adversarial
examples. Transfer-based attacks exploit the transferability property by crafting adversarial inputs on a
surrogate model that can also mislead the target model. In contrast, query-based attacks estimate gradients
by repeatedly querying the model’s API, as demonstrated in methods such as ZOO and Boundary attacks.

4.4 Physical-World Attacks
Adversarial attacks can extend beyond digital inputs and manifest on physical objects. Studies by Kurakin
et al. [12] and Eykholt et al. [13] demonstrate that carefully designed perturbations can be applied to real-
world objects, such as traffic signs, causing misclassification (e.g., a stop sign recognized as a speed limit
sign). These attacks pose significant safety risks, particularly in applications such as autonomous driving
and physical security systems.

4.5 Key Properties of Attacks

Adversarial attacks exhibit several important characteristics. They are often transferable, meaning
adversarial examples generated for one model can also deceive other models. The perturbations are
typically imperceptible to humans, making detection difficult. Additionally, the high dimensionality of
input spaces increases the likelihood of identifying vulnerable directions for manipulation. These attacks
are also model-agnostic and can target a wide range of models, including deep neural networks and
traditional methods such as support vector machines.

4.7 Comparative Analysis of Adversarial Attacks
Table 4: Comparison of Adversarial Attacks

/Attack Method | Type IKnowledge |Strength |Computation |
FGSM IWhite-box ~ ||Full IMedium ILow |
PGD |White-box ||Full [High [High |
c&w |White-box |Full [Very High Very High |
Transfer Attack [Black-box ILow IMedium IMedium |
IQuery-Based | Black-box ILow IHigh [Very High |

4.8 Limitations and Challenges

Despite their effectiveness, adversarial attacks face several limitations. Iterative methods often incur high
computational costs, and transferability may not always be reliable across different models. Additionally,
the presence of detection and defense mechanisms can reduce attack success rates. However, attackers
continuously adapt their strategies, resulting in an ongoing arms race between attack and defense
techniques.

4.9 Key Insights

The literature indicates that adversarial vulnerability is inherent in many machine learning models,
particularly deep neural networks. There exists a trade-off between attack strength and computational
efficiency, as stronger attacks typically require more resources. Black-box attacks are especially relevant
in real-world scenarios where model details are inaccessible, and physical-world attacks further amplify
risks in safety-critical applications.

V.DATA POISONING ATTACKS IN MACHINE LEARNING

Data poisoning is a training-time (causative) attack in which adversaries manipulate the training dataset to
compromise the model’s learning process. Unlike inference-time evasion attacks, poisoning introduces
long-lasting and deeply embedded effects that are often difficult to detect. This makes it a significant threat
for systems that rely on untrusted or crowdsourced data, as even a small number of corrupted samples can
permanently bias or degrade model performance.
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5.1 Fundamentals of Data Poisoning

The primary objective of a poisoning attack is to alter the training dataset D by injecting malicious samples
D,, causing the learned model f0 to behave incorrectly on specific inputs or degrade overall performance,
as illustrated in Figure 4. Formally, the attacker seeks to maximize the attack loss while considering the
model training process, where the optimal model parameters are obtained by minimizing the training loss
over the poisoned dataset. This formulation highlights that data poisoning attacks can be modelled as
bilevel optimization problems, in which the attacker simultaneously influences the training data and the
resulting model behavior.

5.2 Types of Data Poisoning Attacks

5.2.1 Availability Attacks

Availability attacks aim to degrade the overall performance of the model by increasing the generalization
error. The primary strategy involves injecting noisy or misleading data into the training set to disrupt the
learning process. For example, Biggio et al. [3] demonstrated poisoning attacks against SVMs that
significantly reduced classification accuracy. These attacks are particularly harmful in mission-critical
systems where reliability is essential.

~
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Figure 4: Data Poisoning Process
5.2.2 Integrity (Targeted) Attacks
Integrity attacks aim to cause specific misclassifications without affecting overall accuracy. The objective
is to misclassify targeted samples through the use of carefully crafted poisoning points. Mei and Zhu [14]
proposed optimal poisoning strategies for these attacks using bilevel optimization. Such attacks are stealthy
and difficult to detect since global model performance remains largely unchanged.
5.2.3 Backdoor (Trojan) Attacks
Backdoor attacks are a specialized form of poisoning where the attacker embeds a hidden trigger into the
model during training. Under this attack, the model behaves normally on clean inputs but misclassifies any
input containing a specific trigger. Gu et al. [17] introduced the BadNets framework, demonstrating how
neural networks can be trained to associate specific patterns, such as a pixel patch, with attacker-defined
labels.
A classic example involves an image with a small sticker being classified as an attacker-chosen label. These
attacks are characterized by being highly stealthy and difficult to detect without specific knowledge of the
trigger. Furthermore, they remain effective even when the attacker utilizes very small poisoning ratios [40].
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5.3 Optimization-Based Poisoning Attacks

Advanced poisoning attacks rely on solving complex bilevel optimization problems to maximize the impact
of malicious data.

5.3.1 Bilevel Optimization Framework

The mathematical foundation of these attacks is expressed through the following bilevel formulation:

0* =argmin 0 L_train(D U D p); max D p L attack(f 0*) (5.1)

This specific formulation captures two distinct layers of logic: the inner optimization represents the
standard model training process, while the outer optimization focuses on the attacker's objective. Jagielski
et al. [15] applied this framework to linear models, effectively demonstrating that poisoning strategies can
remain successful even when the attacker has limited control over the training process.

5.3.2 Gradient-Based Poisoning

Gradient-based approaches function by computing the direct influence of specific training points on the
resulting model parameters. These methods utilize gradients to identify the most impactful poisoning
points, making them highly efficient for compromising large datasets. A notable advancement in this area
was made by Shafahi et al. [16], who introduced "poison frog" attacks. These generate poisoning samples
that seamlessly blend into the dataset while successfully achieving targeted misclassification.

5.4 Backdoor Attack Mechanisms

Backdoor attacks have gained significant attention due to their stealth and practicality in real-world
scenarios.

5.4.1 Trigger Design

Triggers can take various forms depending on the data type, such as pixel patterns like a small patch, image
overlays, or specific text tokens in the case of NLP models.

5.4.2 Training Process

The training process begins by injecting poisoned samples containing the chosen trigger into the training
set. These specific samples are then assigned a target label chosen by the attacker, after which the model is
trained normally on the augmented dataset.

5.4.3 Activation Phase

During the activation phase, the model continues to behave normally on clean inputs, showing no obvious
signs of compromise. However, it will misclassify any input that contains the hidden trigger, directing it
toward the attacker's predefined label.

5.4.4 Variants of Backdoor Attacks

Several advanced variants of these attacks exist to increase stealth and reduce detectability. These include
clean-label attacks, which do not require label modification, as well as invisible triggers and dynamic
triggers that are harder for defensive algorithms to identify.

5.5 Real-World Implications

Data poisoning attacks pose serious risks across various real-world systems where machine learning is
integrated into the core decision-making process. In the healthcare sector, these attacks can lead to life-
threatening misdiagnoses resulting from corrupted training data. Similarly, autonomous systems are
vulnerable to incorrect object detection, which can compromise the safety of self-driving vehicles or
drones.

The field of cybersecurity is also at risk, as compromised intrusion detection systems may fail to identify
actual threats or generate excessive false alarms. Furthermore, in the context of federated learning,
poisoning attacks become even more critical because the decentralized nature of the data sources makes it
harder to verify the integrity of each individual contribution [21].

5.6 Comparative Analysis of Poisoning Attacks
Table 5: Comparison of Poisoning Attacks

Attack Type Objective Visibility Impact Complexity
Availability Global degradation High Very High Low
Integrity Targeted misclassification Low High Medium
Backdoor Trigger-based attack Very Low |[Very High Medium
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5.7 Challenges in Detecting Poisoning Attacks

Detecting poisoning attacks is inherently difficult due to several complicating factors. First, the issue of
data similarity means that poisoned samples often closely resemble legitimate data, making them hard to
distinguish. Furthermore, a low poisoning ratio allows a very small fraction of malicious data to have a
large impact on the model without raising alarms. Finally, adaptive attackers constantly evolve their
strategies to specifically evade existing detection protocols. While current detection methods include outlier
detection, robust statistics, and various data sanitization techniques, these methods are not universally
effective against sophisticated threats.

5.8 Key Insights

Several critical insights emerge from the current literature regarding machine learning security. It is
increasingly clear that the training data itself represents the weakest link in the security chain. Backdoor
attacks have proven to be highly stealthy and practical for real-world exploitation, while bilevel
optimization provides attackers with mathematically powerful strategies to compromise systems. Despite
these advancements in understanding, detection remains an open challenge, and the shift toward
decentralized learning continues to increase the overall attack surface.

5.9 Implications for Defense Design

The study of poisoning attacks suggests that future defense strategies must be multi-layered. Data validation
processes must be significantly strengthened to catch malicious inputs before they enter the pipeline.
Additionally, training processes should inherently include robustness checks to ensure the model's integrity.
Finally, continuous monitoring of model behavior post-deployment is essential to identify any latent
triggers or performance shifts. These insights motivate the need for advanced defense mechanisms, which
will be discussed in research gap section.

VI.PRIVACY ATTACKS IN MACHINE LEARNING

The reliance on large-scale datasets has made the confidentiality of sensitive information a critical concern
in machine learning systems. Unlike attacks targeting model integrity or availability, privacy attacks focus
on extracting or inferring sensitive information from trained models [Figure 5]. These attacks exploit the
model’s tendency to memorize training data, enabling adversaries to infer hidden attributes, reconstruct
original inputs, or determine whether a specific individual’s data was used during training. Such
vulnerabilities pose significant risks in regulated domains such as healthcare, finance, and social networks,
where data privacy is both legally and ethically essential.
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Figure 5: Privacy Attack Model

6.1 Overview of Privacy Leakage in ML Models

Machine learning models aim to generalize from training data; however, overfitting or memorization can
cause models to retain detailed information about individual training samples. This phenomenon creates an
attack surface that adversaries can exploit. Shokri et al. [5] demonstrated that even well-generalized models
can leak membership information, while Fredrikson et al. [6] showed that sensitive attributes can be
reconstructed from model outputs. These findings challenge the assumption that trained models only
capture generalized patterns.

6.2 Membership Inference Attacks

Membership inference attacks aim to determine whether a specific data instance x was part of a model’s
training dataset, where the attacker predicts whether x belongs to the training set or not. A common
approach, proposed by Shokri et al. [5], uses shadow models trained on known datasets to learn output
behavior, followed by an attack model that distinguishes between member and non-member samples based
on prediction probabilities. These attacks are more effective in models that exhibit high-confidence outputs
and overfitting, and they can be successfully executed even in black-box settings. Consequently,
membership inference poses serious privacy risks, as it can reveal participation in sensitive datasets such
as medical records and potentially violate regulations like GDPR.

6.3 Model Inversion Attacks

Model inversion attacks aim to reconstruct sensitive input features from model outputs by exploiting the
relationship between inputs and predictions. As demonstrated by Fredrikson et al. [6], attackers can recover
missing attributes given a trained model and partial input information. Mathematically, the attack involves
identifying an input x that maximizes the probability of a target output y. In practice, this can enable
reconstruction of approximate face images from recognition systems or inference of sensitive medical
attributes. However, such attacks typically require access to model outputs or confidence scores, and the
reconstructed data may not be exact.
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6.4 Attribute Inference Attacks

Attribute inference attacks aim to infer hidden or sensitive attributes of a data instance by exploiting model
outputs or shared updates. As shown by Melis et al. [20], such attacks are effective even in collaborative
learning settings where raw data is not directly shared. In practice, attackers can predict private attributes
such as gender, health conditions, or income levels from model updates.

6.5 Privacy Risks in Federated Learning

Federated learning (FL) enables collaborative model training without sharing raw data, thereby improving
privacy; however, it also introduces new attack vectors. The sharing of model updates and gradients across
participants creates an attack surface where sensitive information can be exposed. Studies such as Nasr et
al. [21] demonstrate that membership inference attacks remain effective even in federated settings.
Furthermore, gradient leakage attacks allow adversaries to reconstruct training data by analyzing shared
gradients, posing significant risks to distributed learning systems.

6.6 Comparative Analysis of Privacy Attacks
Table 6: Comparison of Privacy Attacks

Attack Type HAccess Required HTarget HAccuracy HRisk Level \
Membership Inference |Black-box Training membership  |High High

Model Inversion White/Gray-box Input reconstruction Medium  |High
Attribute Inference Gray-box Sensitive attributes Medium  |High
Gradient Leakage White-box Full data recovery High Very High

6.7 Factors Affecting Privacy Leakage

The vulnerability of machine learning models to privacy leakage is influenced by multiple factors,
including model complexity and overfitting. Deep models tend to memorize training data, and overfitting
further increases dependence on specific data points, thereby amplifying leakage risks. Additionally, high-
confidence predictions are more likely to expose sensitive information. The sensitivity of the dataset also
plays a crucial role, with highly sensitive data increasing the potential for privacy breaches.

6.8 Key Insights

The literature highlights that machine learning models inherently risk privacy leakage due to their tendency
to memorize training data. Privacy breaches can occur even in black-box settings, underscoring the severity
of the threat. While techniques such as federated learning and differential privacy aim to enhance privacy,
they either lack complete security or introduce performance overhead. Furthermore, privacy attacks remain
difficult to detect, making effective mitigation a challenging task.

6.9 Implications for Secure ML Systems

Privacy attacks emphasize the necessity of integrating privacy-preserving training methods into machine
learning systems. Controlling model outputs is equally important to minimize unintended information
leakage. Additionally, strong regulatory compliance is required to ensure responsible handling of sensitive
data. These considerations are particularly critical in high-stakes domains such as healthcare and finance.

VII.COMPARATIVE ANALYSIS AND OBSERVATIONS
A comprehensive understanding of machine learning security requires not only the study of individual
attack and Defense mechanisms but also a comparative evaluation across different dimensions. This section
presents a structured analysis of major attack types, their characteristics, and the effectiveness of
corresponding Defense strategies. The goal is to identify patterns, trade-offs, and limitations that emerge
from the existing body of research.

7.1 Comparative Analysis of Attack Types

Machine learning attacks vary significantly in terms of their objectives, required knowledge, execution
stage, and overall impact. Table 7 presents a consolidated comparison of major attack categories discussed
in previous sections.
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Table 7: Comparison of Machine Learning Attack Types

— Knowledge
Attack Type Stage Objective Required Stealth |[Impact
/Adversarial (Evasion) |[Testing ||Integrity [Low—High IHigh  |High |
IData Poisoning [Training  ||Availability/Integrity|Medium-High IMedium | Very High|
Backdoor [Training  ||Targeted Integrity  [Medium [Very High|[Very High|
IModel Extraction  |Deployment||Confidentiality ILow IHigh  |Medium |
Membership . . .
Inference Deployment||Privacy Low High High
Model Inversion Deployment||Privacy Medium—High Medium |High

7.2 Observations from Table 7

Training-time attacks, such as data poisoning and backdoor attacks, exhibit the highest long-term impact
because they permanently alter model behavior. Among these, backdoor attacks demonstrate exceptionally
high stealth, making them particularly dangerous in real-world deployments. Additionally, many attacks
can be executed in black-box settings, indicating that internal model access is not always necessary. Privacy
attacks are especially prominent during the deployment phase, particularly in cloud-based machine learning
services.

7.3 Cross-Domain Observations

Based on the comparative analysis, several cross-cutting observations emerge:

7.3.1 Trade-off Between Security and Accuracy

A fundamental challenge in machine learning security is the trade-off between model robustness and
performance. Defense mechanisms such as adversarial training can reduce accuracy on clean data, while
techniques like differential privacy introduce noise that affects model precision.

7.3.2 Adaptive Nature of Attacks

Machine learning attacks are inherently adaptive, with adversaries continuously evolving strategies to
bypass existing defenses. For instance, attackers can design methods that overcome preprocessing
techniques, and newer optimization-based attacks can circumvent earlier defensive approaches, leading to
an ongoing arms race between attackers and defenders.

7.3.3 Lack of Standard Evaluation Benchmarks

The absence of standardized datasets and evaluation metrics makes it difficult to compare results across
different studies. This lack of consistency hinders reproducibility and slows overall progress in the field of
machine learning security.

7.3.4 Increasing Importance of Black-Box Attacks

In practical scenarios, machine learning systems rarely expose internal model details, making black-box
attacks increasingly relevant. Techniques such as transferability and query-based methods have further
enhanced the feasibility and effectiveness of such attacks.

7.3.5 Growing Relevance of Privacy Attacks

With the rise of data protection regulations, privacy attacks have become a critical concern in machine
learning. Models must now be evaluated not only for predictive accuracy but also for their susceptibility to
privacy leakage.
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7.4 Observation Table (Reviewer-Focused Insight Summary)
Table 8: Key Observations from Literature

(Observation 1D linsight |
\Ol HML systems are vulnerable across all lifecycle stages \
\02 HTraining-time attacks have long-lasting impact \
03 |IBlack-box attacks are highly practical |
\04 HNo universal Defense exists \
05 ISecurity-accuracy trade-off is unavoidable |
\06 HPrivacy attacks are increasingly critical \
\07 HAdaptive attackers drive continuous evolution \

7.5 Critical Discussion
The comparative analysis reveals that machine learning security is inherently complex due to the interplay
between multiple factors:

. Attack diversity makes it difficult to design unified defenses
. Model complexity increases vulnerability
. Data dependency introduces new attack vectors

Furthermore, many defenses proposed in the literature are evaluated under limited assumptions, reducing
their applicability in real-world scenarios.

7.6 Implications for Future Research

The findings from this section highlight several important directions:
Development of generalized Defense frameworks

Integration of security into ML lifecycle design

Creation of standard benchmarks for evaluation

Focus on real-world deployment scenarios

VIII.RESEARCH GAPS AND FUTURE DIRECTIONS
Despite significant advancements in the field of machine learning security, existing research reveals several
unresolved challenges and limitations. The rapid evolution of attack techniques, coupled with the increasing
complexity of machine learning models, has created a dynamic and challenging research landscape. This
section critically Analyses the gaps in current literature and outlines promising directions for future
research.

8.1 Identified Research Gaps

8.1.1 Lack of Unified Defense Frameworks

One of the most significant gaps in current research is the absence of a unified defense framework capable
of addressing multiple attack types simultaneously. Existing solutions are largely specialized, where
adversarial training primarily mitigates evasion attacks [11], differential privacy focuses on privacy leakage
[24], and data sanitization targets poisoning attacks. However, these approaches operate independently and
fail to capture the multi-dimensional nature of machine learning threats. As highlighted by Biggio and Roli
[7], effective security evaluation must consider adaptive adversaries, yet most current defense mechanisms
lack cross-domain generalization.

8.1.2 Limited Generalization of Defense Mechanisms

Another critical limitation is the poor generalization ability of existing defense techniques. Many
approaches are designed under specific assumptions and perform effectively only against known attack
strategies. However, studies such as Carlini and Wagner [10] demonstrate that several defenses can be
circumvented using stronger or adaptive attacks. This indicates that current methods are often overfitted to
particular threat models and lack robustness when exposed to diverse or previously unseen attack scenarios.
8.1.3 Trade-off Between Robustness and Accuracy

A fundamental challenge in machine learning security is the inherent trade-off between robustness and
model performance. Techniques such as adversarial training tend to reduce accuracy on clean data, while
privacy-preserving methods like differential privacy introduce noise that can degrade prediction quality.
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This compromise limits the practical applicability of many defense strategies, particularly in domains
where high accuracy is essential.

8.1.4 Insufficient Real-World Evaluation

A considerable portion of existing research evaluates attack and defense mechanisms under controlled
experimental settings, which do not accurately reflect real-world conditions. In practice, datasets are more
complex, attacker behavior is less predictable, and deployment environments impose additional constraints.
Consequently, many proposed solutions lack real-world validation, reducing their effectiveness and
applicability in operational scenarios.

8.1.5 Weakness in Detecting Training-Time Attacks

While significant attention has been given to inference-time attacks such as adversarial examples, training-
time attacks, including data poisoning and backdoor attacks, remain relatively underexplored in terms of
detection and mitigation. Identifying poisoned samples is inherently challenging due to their subtle nature,
and even low poisoning rates can have a significant impact on model behavior. Furthermore, the scarcity
of labelled attack data complicates the development of reliable detection mechanisms.

8.1.6 Privacy Leakage in Distributed Learning

Although distributed learning paradigms such as federated learning are designed to enhance privacy, they
are still vulnerable to inference attacks. Research by Nasr et al. [21] demonstrates that sensitive information
can be extracted even in collaborative learning environments. This highlights the need for stronger secure
aggregation protocols and more robust privacy guarantees in distributed machine learning systems.

8.1.7 Lack of Standardized Benchmarks

The absence of standardized datasets, evaluation metrics, and benchmarking protocols presents a
significant challenge in the field of machine learning security. This lack of uniformity leads to inconsistent
evaluation results, makes it difficult to reproduce experiments, and ultimately slows down research
progress. Establishing common benchmarks is essential for fair comparison and advancement of defense
strategies.

8.2 Future Research Directions

8.2.1 Unified and Holistic Defense Frameworks

Future research should prioritize the development of unified and holistic defense frameworks capable of
addressing multiple attack vectors simultaneously. Rather than relying on isolated solutions, integrated
approaches that combine adversarial training, attack detection, and privacy-preserving mechanisms are
required. In addition, designing end-to-end secure machine learning pipelines will be critical for ensuring
robustness across all stages of the ML lifecycle.

8.2.2 Adaptive and Learning-Based Defenses

Given the dynamic and evolving nature of adversarial threats, defense mechanisms must also become
adaptive. Future approaches should leverage techniques such as meta-learning to identify emerging attack
patterns and improve resilience over time. Furthermore, the development of self-healing models that can
automatically adapt to adversarial behavior represents a promising direction for enhancing long-term
robustness.

8.2.3 Robust and Explainable Machine Learning

Explainability is expected to play a crucial role in strengthening machine learning security. Interpretable
models can help identify anomalies in model behavior and detect suspicious inputs or corrupted training
data. By improving transparency, explainable machine learning techniques can enhance trust while also
serving as an additional layer of defense against adversarial manipulation.

8.2.4 Privacy-Preserving Learning Techniques

Future research should focus on developing advanced privacy-preserving techniques that minimize
information leakage without significantly affecting model performance. Promising directions include
improved differential privacy mechanisms, secure multi-party computation, and homomorphic encryption.
These approaches aim to ensure strong privacy guarantees while maintaining high predictive accuracy.
8.2.5 Secure Federated Learning

As federated learning continues to gain popularity, ensuring its security remains a critical challenge. Future
work should emphasize the development of robust aggregation techniques, mechanisms to prevent gradient
leakage, and Byzantine-resilient learning algorithms. Strengthening these components will be essential for
enabling secure and reliable distributed learning systems.

8.2.6 Standardization and Benchmark Development

The advancement of machine learning security research requires the establishment of standardized
evaluation frameworks. This includes the creation of common datasets for adversarial testing, unified
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metrics for measuring robustness and privacy, and open benchmarking platforms. Standardization will
facilitate fair comparison of methods and accelerate progress in the field.

8.2.7 Real-World Deployment and Case Studies

Future research should extend beyond theoretical and experimental settings by focusing on real-world
deployment scenarios. Evaluating defense mechanisms using industry-scale datasets and realistic
environments will provide deeper insights into their effectiveness. Additionally, domain-specific case
studies in areas such as healthcare, finance, and autonomous systems will help bridge the gap between
research and practical implementation.

8.3 Key Takeaways
From the analysis of research gaps and future directions, the following conclusions can be drawn:

o Current defences are fragmented and insufficient

o Generalization remains a major challenge

o Security must be integrated into the ML lifecycle

o Privacy concerns will continue to grow in importance

o Collaborative and standardized research efforts are needed

8.4 Positioning of This Survey

This survey contributes to the field by:

o Providing a comprehensive taxonomy of ML security threats
Offering a comparative analysis of attacks and defences
Identifying critical research gaps

Highlighting future research opportunities

IX.CONCLUSION

The integration of machine learning into critical systems has introduced significant security and privacy
challenges due to its data-driven nature and model opacity. This survey highlighted that training-time
attacks such as poisoning and backdoors can have long-term effects, while inference-time adversarial
attacks remain highly practical.

Despite advances in defense mechanisms, most solutions are attack-specific and involve trade-offs between
robustness, accuracy, and efficiency. Therefore, future research must focus on developing holistic and
adaptive defense frameworks, integrating trustworthy Al techniques, and establishing standardized
evaluation benchmarks. Ultimately, ensuring secure machine learning systems requires continuous
evolution to counter increasingly sophisticated adversaries.
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