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Executive Summary 

Supervisory Control and Data Acquisition (SCADA) systems are essential for real-time monitoring and 

control of industrial processes. However, an excessive number of alarms can overwhelm operators, degrade 

system performance, and compromise safety and productivity. 

This paper presents a structured approach to optimizing SCADA alarm systems using the DMAIC (Define, 

Measure, Analyze, Improve, Control) framework of Lean Six Sigma. The goal is to reduce alarm frequency, 

improve system responsiveness, and enhance operational safety. 

 

1. Introduction 

SCADA systems are widely used in industries to manage complex processes by offering visualization, data 

logging, and alarm management. However, inefficient alarm configurations can lead to alarm floods—where 

operators are inundated with excessive, often irrelevant alarms. 

This paper outlines a case study in which a SCADA system was generating a very high level of alarms per 

minute, significantly exceeding operational thresholds and negatively impacting system usability and safety. 

 

2. Objectives 

 Reduce the average number of alarms per minute by 50% within a defined timeframe. 

 Improve system performance and operator responsiveness. 

 Sustain improvements through ongoing monitoring and control mechanisms. 

 

3. Methodology: Lean Six Sigma DMAIC Approach 

3.1 Define Phase 

 Problem Statement: High alarm frequency was causing operator fatigue, system overload, and 

potential safety risks. 

 Scope: Focus on alarm generation from field equipment including oil wells, water injection wells, 

observation wells, and remote headers. 

 Goal: Achieve a 50% reduction in average alarm rate. 
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3.2 Measure Phase 

 Baseline Metric: A very high rate of alarms was generated per minute. 

 Target Metric: 50% reduction on alarms per minute. 

 Data was collected over a two-month period to establish trends and identify high-frequency alarm tags 

and types. 

 

4. Root Cause Analysis 

4.1 Fishbone Diagram (Ishikawa Diagram) 

A Fishbone Diagram was used to categorize the root causes of excessive alarms in the SCADA system. The 

main categories included: 

 Process 

 System Configuration 

 Instrumentation 

 Communication 

 Maintenance Practices 

Fishbone Diagram Summary 

Category  Potential Causes  

Process  Incorrect setpoints, alarm regeneration after 6 hours  

System Configuration  Redundant alarms, misconfigured logic  

Instrumentation  Faulty sensors, communication failures  

Communication  RTU scanning time issues, data loss  

Maintenance  Inadequate preventive maintenance, outdated equipment  

 

4.2 Failure Mode and Effect Analysis (FMEA) 

An FMEA was conducted to assess the risk associated with each potential failure mode in a scale of 1 to 5 

(Low to High). 

Failure Mode Severity Occurrence Detection RPN (Risk Priority Number) 

Incorrect 

setpoints 

5 4 3 60 

Redundant alarms 5 4 3 60 

Communication 

failure 

5 3 3 45 

Alarm 

regeneration 

4 3 3 36 
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Failure Mode Severity Occurrence Detection RPN (Risk Priority Number) 

Instrument failure 4 3 3 36 

This analysis guided the prioritization of corrective actions and system reconfigurations. 

 

5. Solutions and Implementation Plan 

5.1 Key Solutions 

Solution Description  Owner Timeline  

Update alarm setpoints Reconfigure thresholds based on 

current operational data 
 

Engineering & 

Operations 

End of Q2 
 

Eliminate redundant alarms Suppress OKAY and EVB OVF 

alarms where redundant 
 

Engineering Mid-Q2 
 

Improve communication 

reliability 

Redesign cabinets, replace faulty 

modules 
 

Maintenance Ongoing 
 

Optimize alarm logic Suppress IOP alarms during 

communication failures 
 

SCADA Team End of Q2 
 

Enhance preventive 

maintenance 

Strengthen inspection and testing 
 

Maintenance Ongoing 
 

 

5.2 Payoff Matrix 

Solution  Benefit  Effort  Priority  

Setpoint updates  High  Low  High  

Redundant alarm suppression  High  Low  High  

Cabinet redesign  Medium  Medium  Medium  

Logic optimization  High  Medium  High  

Preventive maintenance  Medium  Low  Medium  

This matrix was used to prioritize initiatives based on expected impact and implementation effort. 

 

6. Results and Impact 

 Alarm rates were reduced by 34% 

 While the initial target of 50% reduction was not fully met, significant progress was achieved within 

the study timeline. 

 System performance improved, with operators reporting better situational awareness and response 

capability. 
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 Ongoing efforts are recommended to further reduce alarm rates through continuous improvement and 

system tuning. 

 

7. Key Learnings 

 Collaboration is critical: Cross-functional input from operations, engineering, and maintenance was 

essential in identifying and resolving alarm issues. 

 Data-driven decisions: Statistical analysis and root cause identification provided clear direction for 

improvement. 

 Sustainability requires structure: Regular reviews and updated alarm configurations are necessary 

to maintain optimal performance. 

 

8. Recommendations for Future Work 

 Conduct a full system audit to identify and eliminate stale or obsolete alarms. 

 Implement alarm shelving or suppression strategies during planned maintenance or known downtime.  

 Explore advanced alarm management techniques such as alarm rationalization and priority 

classification. 

 Integrate alarm performance metrics into broader operational KPIs. 

 

9. Conclusion 

Optimizing SCADA alarm systems is not just about reducing numbers—it’s about enhancing safety, 

efficiency, and system usability. By adopting a structured, data-driven approach like Lean Six Sigma, 

organizations can significantly improve their SCADA performance and ensure that alarms serve their intended 

purpose: to alert, inform, and protect. 
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